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ties around the house. Thank you for your support and your extraordinary ability to put
up with the clackety-clackety of my keyboard.
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About the CD

The companion CD that ships with this book contains many tools and resources to
help you get the most out of your Inside Out book.

What's on the CD

The companion CD is loaded with useful tools and links to help you with your
Windows Server 2008 installation. The CD includes:

Complete e-book An electronic version of Windows Server 2008 Inside Out in PDF
format.

Product information Links to information about the features and capabilities of
Windows Server 2008 as well as product guides to help you optimize Windows
Server 2008 in your enterprise.

Resources Links to white papers, guides, webcasts, test labs and more to help you
use and troubleshoot the features of Windows Server 2008.

Scripts More than 700 sample scripts to help you automate management and
maintenance tasks.

Tools Many links to tools for IIS, PowerShell, System Center Data Operations,
and more that you can put to use right away.

Sample chapters Chapters from 15 other Windows Server 2008 books contain a
wealth of information and provide a preview look at books that were recently pub-
lished or will be published in the near future.

System Requirements

The following are the minimum system requirements necessary to run the CD:

Microsoft Windows Vista, Windows XP with Service Pack (SP) 2, Windows Server
2003 with SP1, or newer operating system

500 megahertz (MHz) processor or higher

2 gigabyte (GB) storage space (a portion of this disk space will be freed after
installation if the original download package is removed from the hard drive)

256 megabytes (MB) RAM
CD-ROM or DVD-ROM drive

1024x768 or higher resolution monitor
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® Microsoft Windows or Windows Vista-compatible sound card and speakers
e Microsoft Internet Explorer 6 or newer

® Microsoft Mouse or compatible pointing device

Digital Content for Digital Book Readers: If you bought a digital-only edition of this book, you can
enjoy select content from the print edition’s companion CD.

Visit http://go.microsoft.com/fwlink/?Linkld=107443&clcid=0x409 to get your downloadable
content. This content is always up-to-date and available to all readers.

Viewing the E-Book

The electronic version of the book and some of the other documentation included on

this CD is provided in Portable Document Format (PDF). To view these files, you will
need Adobe Acrobat or Acrobat Reader. For more information about these products or
to download the Acrobat Reader, visit the Adobe Web site at http;//www.adobe.com.

Support Information

Every effort has been made to ensure the accuracy of the contents of the book and
of this CD. As corrections or changes are collected, they will be added to a Microsoft
Knowledge Base article. Microsoft Press provides support for books and companion
CDs at the following Web site:

http.//www.microsoft.com/learning /support/books/

If you have comments, questions, or ideas regarding the book or this CD, or questions
that are not answered by visiting the site above, please send them via e-mail to:

mspinput@microsoft.com

You can also click the Feedback or CD Support links on the Welcome page. Please note
that Microsoft software product support is not offered through the above addresses. If
your question is about the software, and not about the content of this book, please visit
the Microsoft Help and Support page or the Microsoft Knowledge Base at:

http://support.microsoft.com

In the United States, Microsoft software product support issues not covered by the
Microsoft Knowledge Base are addressed by Microsoft Product Support Services.
Location-specific software support options are available from:

http://support.microsoft.com/gp/selfoverview/
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Microsoft Press provides corrections for books through the World Wide Web at
http://www.microsoft.com/mspress/support/. To connect directly to the Microsoft Press
Knowledge Base and enter a query regarding a question or issue that you may have, go
to http;//www.microsoft.com/mspress/support/search.htm.

Find Additional Content Online

As new or updated material becomes available that complements your book, it will

be posted online on the Microsoft Press Online Windows Server and Client Web site.
Based on the final build of Windows Server 2008, the type of material you might find
includes updates to book content, articles, links to companion content, errata, sample
chapters, and more. This Web site will be available soon at www.microsoft.com/learning/
books/online/serverclient, and will be updated periodically.

How to Reach the Author

E-mail:  williamstanek@aol.com

Web: http;//www.williamstanek.com/






Conventions and Features Used in This Book

This book uses special text and design conventions to make it easier for you to find the
information you need.

Text Conventions

Convention Meaning

Abbreviated menu commands  For your convenience, this book uses abbreviated menu
commands. For example, “Click Tools, Track Changes,
Highlight Changes” means that you should click the
Tools menu, point to Track Changes, and click the
Highlight Changes command.

Boldface type Boldface type is used to indicate text that you enter or
type.
Initial Capital Letters The first letters of the names of menus, dialog boxes,

dialog box elements, and commands are capitalized.
Example: the Save As dialog box.

Italicized type Italicized type is used to indicate new terms.

Plus sign (+) in text Keyboard shortcuts are indicated by a plus sign (+)
separating two key names. For example, Ctrl+Alt+Delete
means that you press the Ctrl, Alt, and Delete keys at the
same time.

Design Conventions

This statement illustrates an example of an “Inside Out”
heading

These are the book’s signature tips. In these tips, you'll get the straight scoop on what's
going on with the software—inside information about why a feature works the way it
does. You'll also find helpful hints, timesaving tricks, and handy workarounds to deal with
software problems or alternative procedures related to the task being discussed.
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TROUBLESHOOTING
This statement illustrates an example of a “Troubleshooting” problem
statement

Look for these sidebars to find solutions to common problems you might encounter.
Troubleshooting sidebars appear next to related information in the chapters. You can
also use the Troubleshooting Topics index at the back of the book to look up problems
by topic.

CAUTION

Cautions identify potential problems that you should look out for when you're complet-
ing a task or problems that you must address before you can complete a task.

Notes offer additional information related to the task being discussed.

The sidebars sprinkled throughout these chapters provide ancillary information on
the topic being discussed. Go to the sidebars to learn more about the technology or a
feature.

Cross-references point you to other locations in the book that offer additional informa-
tion about the topic being discussed.
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eo from the Matrix trilogy might not be impressed, but I certainly am. Windows

Server 2008 is a powerful, versatile, and fully featured server operating system,
and if you've been using Windows server operating systems for a while, I think you'll
be impressed as well. Why? For starters, Windows Server 2008 includes a significantly
enhanced operating system kernel, the NT 6.1 kernel. As this kernel is also used by
Windows Vista with Service Pack 1 or later, the two operating systems share a common
code base and many common features, allowing you to readily apply what you know
about Windows Vista to Windows Server 2008.

In Windows Server 2008, Microsoft delivers a server operating system that is some-
thing more than the sum of its parts. Windows Server 2008 isn’t just a server operat-
ing system or a network operating system. It is a best-of-class operating system with
the foundation technologies necessary to provide networking, application, and online
services that can be used anywhere within your organization. From top to bottom,
Windows Server 2008 is dramatically different from earlier releases of Windows Server
operating systems. Windows Server 2008 is in fact so different from its predecessors
that Microsoft considers earlier releases of Windows Server to be legacy operating sys-
tems—or admittedly at the very least to have legacy components.

The way you approach Windows Server 2008 will depend on your background and
your implementation plans. If you are moving to Windows Server 2008 from an earlier
Windows server operating system or switching from UNIX, you'll find that Windows
Server 2008 is a significant change that requires a whole new way of thinking about the
networking, application services, and the interoperations between clients and servers.
The learning curve will be steep, but you will find clear transition paths to Windows
Server 2008. You will also find that Windows Server 2008 has an extensive command-
line interface that makes it easier to manage servers, workstations, and, indeed, the
entire network using both graphical and command-line administration tools.

If you are moving from Windows Server 2003 to Windows Server 2008, you'll find the
changes are no less significant but easier to understand. You are already familiar with
administration tools such as Active Directory Users And Computers and the core tech-
nologies and administration techniques. Your learning curve might still be steep, but in
only some areas, not all of them.

You can adopt Windows Server 2008 incrementally as well. For example, you might
add Windows Server 2008 Print Services and Windows Server 2008 File Services to
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allow the organization to take advantage of the latest enhancements and capabilities
without having to implement a full transition of existing servers. In most, but not all,
cases, incremental adoption has little or no impact on the network, while allowing the
organization to test new technologies and incrementally roll out features to users as
part of a standard continuance or upgrade process.

Regardless of your deployment plans and whether you are reading this book to prepare
for implementation of Windows Server 2008 or to manage existing implementations,
my mission in this book is to help you take full advantage of all the new features in
Windows Server 2008. You will find the detailed inside information you need to get
up to speed quickly with Windows Server 2008 changes and technologies, to make
the right setup and configuration choices the first time, and to work around the rough
edges, annoyances, and faults of this complex operating system. If the default settings
are less than optimal, I'll show you how to fix them so things work the way you want
them to work. If something doesn’t function like it should, T'll let you know and I'll also
show you the fastest, surest way to work around the issue. You'll find plenty of hacks
and secrets, too.

To pack as much information as possible into the 1,500-plus pages of this book, I

am assuming that you have basic networking skills and some experience managing
Windows-based networks but that you don’t need me to explain the basic structure
and architecture of an operating system. So, I'm not going to waste your time answer-
ing such questions as, “What’s the point of networks?” “Why use Windows Server
2008?” or “What’s the difference between the GUI and the command line?” Instead,
I'm going to start with a discussion of what Windows Server 2008 has to offer so that
you can learn about changes that will most affect you, and then I'm going to follow this
discussion with a comprehensive, informative look at Windows Server 2008 planning
and installation.

What's New in Windows Server 2008

Windows Server 2008 brings together the best of Windows Server 2003 Release 2

(R2) and Windows Vista, building on the network services and directory features of
Windows Server 2003 R2 and expanding the support services and automated help
systems of Windows Vista. This means Windows Server 2008 is more manageable,
reliable, and scalable than previous versions of the Windows operating system. It also
means the operating system has improved usability, especially when it comes to remote
management and administration from the command line. Add in enhancements to per-
formance, availability, and security; a rewrite of the operating system kernel; and many
additional features, and you have many reasons to adopt Windows Server 2008—or at
the very least deploy it in engineering or development labs so that you can be ready for
full implementation when the bosses say, “We gotta have it now.”

A primary purpose of Windows Server 2008 is to ensure that the operating system
can be optimized for use in any networking scenario. An edition of the server operat-
ing system is available to meet your organization’s needs whether you want to deploy
a basic server for hosting applications, a network server for hosting domain services, a
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robust enterprise server for hosting essential applications, or a highly available datacen-
ter server for hosting critical business solutions.

Microsoft produced multiple editions of the operating system with varying features to
match the needs of any organization. In addition to offering 32-bit, 64-bit, and embed-
ded versions of the operating system, Microsoft introduced Windows Web Server as a
low-cost server operating system for providing basic Web application hosting services,
Windows Server Standard as the domain services operating system, Windows Server
Enterprise as the robust solution for essential applications and large organizations, and
Windows Server Datacenter as the solution for critical business operations. Thus, the
four main product editions are these:

o Windows Server 2008 Standard Available in 32-bit and 64-bit versions, this is the
replacement for Windows Server 2003, Standard Edition.

® Windows Server 2008 Enterprise Available in 32-bit and 64-bit versions, this is
the replacement for Windows Server 2003, Enterprise Edition.

® Windows Server 2008 Datacenter Available in 32-bit and 64-bit versions, this is
the replacement for Windows Server 2003, Datacenter Edition.

o Windows Web Server 2008 Available in 32-bit and 64-bit versions, this is the
replacement for Windows Server 2003, Web Edition.

The various features of each edition are discussed in the sections that follow.

For more information about the minimum and recommended system requirements for
each server edition, see "Determining Which Windows Edition to Use” on page 61.

Windows Server 2008 Standard

Windows Server 2008 Standard is the workhorse version of the operating system. It
comes with a bunch of new features that are exclusive to Windows Server 2008, as
you'd expect, and it also includes a few unexpected surprises, including many enhance-
ments for storage area networks (SANSs), storage reporting, and improved access ser-
vices. Servers running Windows Server Standard can host a single distributed file
system (DFS) namespace, which can be either a stand-alone namespace or a domain-
based namespace. They can also act as Active Directory Federation Services (ADFS)
Web agents.

Windows Server Standard is optimized to provide domain services, such as name reso-
lution with DNS, automatic IP address assignments with Dynamic Host Configuration
Protocol (DHCP), Transmission Control Protocol/Internet Protocol (TCP/IP) network-
ing, printing, and faxing, in a small to moderately sized network environment. This
edition supports two-way and four-way symmetric multiprocessing (SMP) and up to

4 gigabytes (GB) of memory on 32-bit systems and 32 GB on 64-bit systems.
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Windows Server 2008 Enterprise

Windows Server 2008 Enterprise is the robust medium to large enterprise solution
specifically designed for multidepartmental use. Unlike Windows Server Standard,
Windows Server Enterprise supports clustering with up to eight-node clusters and very
large memory (VLM) configurations of up to 32 GB on 32-bit systems and 2 TB on 64-
bit systems. It allows you to use the Federation Service and Federation Service Proxy
with ADFS. It also allows you to use multiple DFS namespaces.

Windows Server 2008 Datacenter

If Windows Server 2008 Standard is plain vanilla ice cream served with a spoon,
Windows Server 2008 Datacenter is more like an ice cream sundae made with five dif-
ferent flavors, nuts, and whipped cream and served with a cherry on top and spoons
for everyone at your table. This edition is designed to host business-critical systems
and solutions using a minimum of 8 processors and a maximum of 64 and includes all
the features of Windows Server Enterprise. Plus, it supports clustering for up to eight
nodes and it increases VLM support, allowing for configurations of up to 64 GB of
memory on 32-bit systems and 2 TB on 64-bit systems.

Obtain Windows Server Datacenter from hardware vendors

You cannot purchase Windows Server 2008 Datacenter off the shelf. This edition of
Windows Server 2008 is available only as part of a proprietary hardware system. To use
Windows Server Datacenter, you must choose a hardware vendor and a system from that
vendor that not only meets the minimum requirements of eight CPUs, but one that also
has been through the rigorous hardware testing and certification process required by
Microsoft.

Windows Web Server 2008

Windows Web Server 2008 is the fourth option. It supports up to 2 GB of RAM and two
CPUs and is designed, as the name implies, to provide Web services, primarily for host-
ing Web sites and Web-based applications on the Internet and intranets. As with all the
other editions of Windows Server 2008, it supports Internet Information Services (IIS)
7.0, ASP.NET, and the Windows .NET Framework. These technologies work together to
make the sharing of application services in Web environments possible.

However, Windows Web Server doesn’t include many of the other common features of
Windows Server 2008. The biggest feature missing is Active Directory, which means
that servers running Windows Web Server cannot be domain controllers. Other servers
in the datacenter can provide this functionality, however; and so servers running
Windows Web Server can be part of an Active Directory domain. In addition, although
Network Load Balancing support is included in Windows Web Server, the only other
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features it has in common with the other editions of Windows Server 2008 are the
following:

e Distributed file system (DFS) (single namespace only)
® Encrypting File System (EFS)
® Remote Desktop for Administration

Because of this, Windows Web Server cannot provide Internet connection sharing,
network bridging, or faxing services, and although it includes the Remote Desktop,
it doesn’t include Terminal Services. This means you can access a server running
Windows Web Server using Remote Desktop, but cannot run applications on it
remotely using Terminal Services.

In a licensing change, Windows Web Server 2008 is no longer available only to Microsoft
customers with Enterprise and Select licensing agreements or to service providers.

An important security note for Windows Web Server is that Windows Firewall is not
included. Because of this, there is no built-in firewall protection. Microsoft assumes the
datacenter will have its own firewall that restricts access to servers as appropriate.

64-Bit Computing

64-bit computing has changed substantially since it was first introduced for Windows
operating systems. Not only do computers running 64-bit versions of Windows perform
better and run faster than their 32-bit counterparts, they are also more scalable, as they
can process more data per clock cycle, address more memory, and perform numeric
calculations faster. Windows Server 2008 supports two different 64-bit architectures:

® The first architecture is based on 64-bit extensions to the x86 instruction set,
which is implemented in AMD Opteron (AMDG64) processors, Intel Xeon proces-
sors with 64-bit extension technology, and other processors. This architecture
offers native 32-bit processing and 64-bit extension processing, allowing simulta-
neous 32-bit and 64-bit computing.

® The second architecture is based on the Explicitly Parallel Instruction Comput-
ing (EPIC) processor architecture, which is implemented in Intel Itanium (IA-64)
processors and other processors. This architecture offers native 64-bit processing,
allowing 64-bit applications to achieve optimal performance.
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Running 32-bit applications on 64-bit hardware

In most cases, 64-bit hardware is compatible with 32-bit applications; however, 32-bit
applications will perform better on 32-bit hardware. Windows Server 2008 64-bit edi-
tions support both 64-bit and 32-bit applications using the Windows on Windows 64
(WOW64) x86 emulation layer. The WOW®64 subsystem isolates 32-bit applications from
64-bit applications. This prevents file system and Registry problems. The operating
system provides interoperability across the 32-bit/64-bit boundary for the Compo-
nent Object Model (COM) and basic operations, such as cut, copy, and paste from the
Clipboard. However, 32-bit processes cannot load 64-bit dynamic-link libraries (DLLs),
and 64-bit processes cannot load 32-bit DLLs.

64-bit computing is designed for performing operations that are memory-intensive and
that require extensive numeric calculations. With 64-bit processing, applications can
load large data sets entirely into physical memory (that is, RAM), which reduces the
need to page to disk and increases performance substantially. The EPIC instruction set
enables Ttanium-based processors to perform up to 20 operations simultaneously.

Itanium-based computers differ in many fundamental ways from x86- and x64-based
computers. Itanium-based computers use the Extensible Firmware Interface (EFI) and
the GUID partition table (GPT) disk type. x86- and x64-based computers use the BIOS
and the master boot record (MBR) disk type. This means there are differences in the
way you manage computers with these architectures, particularly when it comes to
setup and disk configuration. For details on setting up Itanium-based, x86-based and
x64-based computers, see “Getting a Quick Start” on page 69. Techniques for using
MBR and GPT disks are covered in detail in Chapter 14, “Storage Management.”

In this text, | typically will refer to 32-bit systems designed for x86 architecture as 32-bit
and 64-bit systems designed for x64 architecture as 64-bit systems. Support for Itanium
64-bit (IA-64) processors is no longer standard in Windows operating systems. Microsoft
has developed a separate edition for computers with 1A-64 processors. This edition is
called Windows Server 2008 for Itanium-Based Systems. If a feature is specific to chip
architecture, | will specify the chip architecture, such as x86 (IA-32) or Itanium (IA-64).
Keep in mind that the Windows Server 2008 64-bit extended system versions run on x86
chip architectures.
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Virtualized Computing

Windows Server 2008 Hyper-V is a virtual machine technology that allows multiple
guest operating systems to run concurrently on one computer and provide separate
applications and services to client computers as shown in Figure 1-1. As part of the
Hyper-V feature, which can be installed on servers with x64-based processors that
implement hardware-assisted virtualization and hardware data execution protection,
the Windows hypervisor acts as the virtual machine engine, providing the necessary
layer of software for installing guest operating systems. You can, for example, use this
technology to concurrently run UNIX, Linux, and Windows Server 2008 on the same
computer.

Client 1 Client 2 Client 3 Clientn

v v
Applications Applications Applications
_ | Windows Server UNIX Linux u

Operating Systems

Virtualization

Processor Architecture

Figure 1-1 A conceptual view of virtual machine technology.

The number of virtual machines you can run on any individual computer depends on
the computer’s hardware configuration and workload. During setup, you specify the
amount of memory available to a virtual machine. Although that memory allocation can
be changed, the amount of memory actively allocated to a virtual machine cannot be
otherwise used. Although Hyper-V is based on Virtual PC and Virtual Server technol-
ogy, you cannot install this feature on a computer that has Virtual PC or Virtual Server
installed. If you are familiar with Virtual PC or Virtual Server technology, you'll find
that working with Hyper-V is similar.
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Virtualization can offer performance improvements, reduce the number of servers, and
reduce the total cost of ownership (TCO). AMD Virtualization (AMD-V) technology is
included in second and later generation AMD Opteron processors as well as other next
generation AMD processors. Third generation AMD Opteron processors feature Rapid
Virtualization Indexing to accelerate the performance of virtualized applications. Intel
Virtualization Technology (Intel VT) is included in Intel Xeon 3000, 5000, and 7000
sequence processors, Intel Itanium 2 processors, and next generation Intel processors
with the Intel vPro label.

Windows Vista and Windows Server 2008

In Windows Vista, Microsoft brings the Windows family of operating systems for busi-
ness and home users together and puts the operating systems on similar paths.

Windows Vista Editions

Like Windows Server 2008, Windows Vista has several main editions. These editions
include:

® Windows Vista Starter The budget operating system designed for emerging
markets

e Windows Vista Home Basic The entry-level operating system designed for home
users with basic entertainment features

® Windows Vista Home Premium The enhanced operating system designed for
home users with premium entertainment features

® Windows Vista Business The basic operating system designed for use in Windows
domains

® Windows Vista Enterprise The enhanced operating system designed for use in
Windows domains with extended management features

® Windows Vista Ultimate The enhanced operating system designed with all the
available home user and business user features

Windows Vista and Active Directory

Windows Vista Business, Enterprise, and Ultimate are the only editions intended for
use in Active Directory domains. These editions include extensions to Group Policy that
require updating the Group Policy objects (GPOs) in a domain using servers running
Windows 2000 or Windows Server 2003. In a domain upgraded to domain controllers
running Windows Server 2008, however, you are not required to update the GPOs for
these Windows Vista business editions.
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For more information about Group Policy and Windows Vista compatibility, see “Updat-
ing Group Policy Objects for Windows Vista” in Chapter 8, “Configuring User and Com-
puter Policies” of Microsoft Windows Vista Administrator’s Pocket Consultant, 2nd Edition
(Microsoft Press, 2008).

Architecture Improvements

If you want to truly know how Windows Server 2008 works and what makes it tick, you
need to dig under the hood. Digging under the hood means taking a look at:

The NT kernel
The boot environment

The support architecture

All of these are discussed in the sections that follow.

Kernel Architecture

Windows Vista SP1 or later uses the NT 6.1 kernel, the same kernel that Windows
Server 2008 uses. Sharing the same kernel means that Windows Vista SP1 or later and
Windows Server 2008 share the following components as well as others:

Automatic Updates Responsible for performing automatic updates to the oper-
ating system. This ensures that the operating system is up to date and has the
most recent security updates. If you update a server from the standard Windows
Update to Microsoft Update, you can get updates for additional products. By
default, automatic updates are installed but not enabled on servers running
Windows Server 2008. You can configure automatic updates using the Windows
Update utility in Control Panel. Click Start, click Control Panel\Security, and
then click Windows Update to start this utility.

BitLocker Drive Encryption Provides an extra layer security for a server’s hard
disks. This protects the disks from attackers who have physical access to the
server. BitLocker encryption can be used on servers with or without a Trusted
Platform Module (TPM). When you add this feature to a server using the Add Fea-
tures Wizard, you can manage it using the BitLocker Drive Encryption utility in
Control Panel. Click Start, click Control Panel\Security, and then click BitLocker
Drive Encryption. See Chapter 15, “TPM and BitLocker Drive Encryption,” to
learn how to work with and manage BitLocker Drive Encryption.
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Only computers with TPM have BitLocker Drive Encryption enabled by default. If you

want to use BitLocker with non-TPM computers, you must enable this using the Control
Panel Setup: Enable The Advanced Startup Options policy setting under Computer Con-
figuration\Administrative Templates\Windows Components\BitLocker Drive Encryption.

® Remote Assistance Provides an assistance feature that allows an administrator
to send a remote assistance invitation to a more senior administrator. The senior
administrator can then accept the invitation to view the user’s desktop and tem-
porarily take control of the computer to resolve a problem. When you add this fea-
ture to a server using the Add Features Wizard, you can manage it using options
on the Remote tab of the System Properties dialog box. In Control Panel\System
And Maintenance, click System and then click Remote Settings under Tasks to
view the related options.

® Remote Desktop Provides a remote connectivity feature that allows you to
remotely connect to and manage a server from another computer. By default,
Remote Desktop is installed but not enabled on servers running Windows Server
2008. You can manage the Remote Desktop configuration using options on the
Remote tab of the System Properties dialog box. In Control Panel\System And
Maintenance, click System and then click Remote Settings under Tasks to view
the related options. You can establish remote connections using the Remote Desk-
top Connection utility. Click Start, click All Programs, click Accessories, and then
click Remote Desktop Connection. See Chapter 19, “Using Remote Desktop for
Administration” to learn how to configure and work with Remote Desktop.

® Task Scheduler Allows you to schedule execution of one-time and recurring tasks,
such as tasks used for performing routine maintenance. Like Windows Vista,
Windows Server 2008 makes extensive use of the scheduled task facilities. You
can view and work with scheduled tasks in Server Manager. Expand the Configu-
ration, Task Scheduler, and Task Scheduler Library nodes to view the currently
configured scheduled tasks.

® Windows Defender Helps protect a server from spyware and other potentially
unwanted software. You can run Windows Defender manually as necessary or
configure it to run automatically according to a predefined schedule. By default,
Windows Defender is not enabled on server installations. When Windows
Defender is installed as part of the Desktop Experience feature, you can start it
from the All Programs menu.

e Desktop Experience Installs additional Windows Vista desktop functionality
on the server. You can use this feature when you use Windows Server 2008 as
your desktop operating system. When you add this feature using the Add Fea-
tures Wizard, the server’s desktop functionality is enhanced and these programs
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are installed as well: Windows Calendar, Windows Defender, Windows Mail,
Windows Media Player, Windows Photo Gallery, and Windows SideShow.

® Windows Firewall Helps protect a computer from attack by unauthorized users.
Windows Server 2008 included a basic firewall called Windows Firewall and an
advanced firewall called Windows Firewall With Advanced Security. By default,
the firewalls are not enabled on server installations. To access the basic firewall,
click Windows Firewall in Control Panel\Network And Internet. To access the
advanced firewall, select Windows Firewall With Advanced Security on the
Administrative Tools menu.

e Windows Time Synchronizes the system time with world time to ensure that the
system time is accurate. You can configure computers to synchronize with a spe-
cific time server. The way Windows Time works depends on whether a computer
is a member of a domain or a workgroup. In a domain, domain controllers are
used for time synchronization and you can manage this feature through Group
Policy. In a workgroup, you use Internet time servers for time synchronization
and you can manage this feature through the Date And Time utility.

e Wireless Networking Installs the Wireless Networking feature to enable wireless
connections. Wireless networking with Windows Server 2008 works the same as
it does with Windows Vista. If a server has a wireless adapter, you can enable this
feature using the Add Features Wizard.

In most instances, you can configure and manage these core components in exactly the
same way on both Windows Vista and Windows Server 2008.

Boot Environment

Windows Server 2008 is the first truly hardware independent version of the Windows
Server operating systems. Unlike earlier releases, Windows Server 2008 doesn’t boot

from an initialization file. Instead, the operating system uses the Windows Boot Man-
ager to initialize and start the operating system.

The boot environment dramatically changes the way the operating system starts. The
boot environment was created by Microsoft to resolve several prickly problems related
to boot integrity, operating system integrity, and firmware abstraction. The boot envi-
ronment is loaded prior to the operating system, making it a pre-operating system
environment. As such, the boot environment can be used to validate the integrity of the
startup process and the operating system itself before actually starting the operating
system.

The boot environment is an extensible abstraction layer that allows the operating sys-
tem to work with multiple types of firmware interfaces without requiring the operating
system to be specifically written to work with these firmware interfaces. Rather than
updating the operating system each time a new firmware interface is developed, the
firmware interface developers can use the standard programming interfaces of the boot
environment to allow the operating system to communicate as necessary through the
firmware interfaces.
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The two prevalent firmware interfaces currently are:
® Basic input/output system (BIOS)
e Extensible Firmware Interface (EFI)

Firmware interface abstraction makes it possible for Windows Server 2008 to work
with BIOS-based and EFI-based computers in exactly the same way, and this is one of
the primary reasons Windows Server 2008 achieves hardware independence. You'll
learn more about the boot environment in Chapter 13, “Boot Configuration.”

The next secret ingredient for Windows Server 2008’s hardware independence is
Windows Imaging Format (WIM). Microsoft distributes Windows Server 2008 on
media using WIM disk images. WIM uses compression and single-instance storage to
dramatically reduce the size of image files. Using compression reduces the size of the
image in much the same way as Zip compression reduces the size of files. Using single-
instance storage reduces the size of the image because only one physical copy of a file is
stored for each instance of that file in the disk image.

Because WIM is hardware independent, Microsoft can use a single binary for each sup-
ported architecture:

® One binary for 32-bit architectures
® One binary for 64-bit architectures
® One binary for Itanium architectures

The final secret ingredient for Windows Server 2008’s hardware independence is modu-
larization. Windows Server 2008 uses modular component design so that each com-
ponent of the operating system is defined as a separate independent unit or module.

As modules can contain other modules, various major features of the operating system
can be grouped together and described independently of other major features. Because
modules are independent from each other, modules can be swapped in or out to cus-
tomize the operating system environment. You'll learn more about adding components
to Windows Server 2008 in Chapter 7, “Configuring Roles, Role Services, and Features.”

Support Architecture

Windows Server 2008 includes extensive support architecture. At the heart of this
architecture is built-in diagnostics—the next generation automated help system.
Microsoft designed built-in diagnostics to be self-correcting and self-diagnosing, and
failing that, to provide troubleshooting assistance while you are diagnosing problems.

Built-in diagnostics are primarily implemented through:
e Network Diagnostics Framework (NDF)

e Windows Diagnostics Infrastructure (WDI)
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NDF is complementary to WDI. NDF diagnoses connectivity and networking issues.
WDI diagnoses device, memory, and performance issues. Windows Server 2008
includes several related diagnostics tools as well.

Network Diagnostics Framework

As you'll learn more about in Chapter 20, “Networking with TCP/IP,” Windows Server
2008 implements network awareness and network discovery features. Network aware-
ness tracks changes in network configuration and connectivity. Network discovery con-
trols a computer’s ability to detect other computers and devices on a network.

Network awareness is a key component in the Network Diagnostics Framework. It
allows Windows Server 2008 to detect the current network configuration and connec-
tivity status. This is important because many networking and security settings depend
on the type of network to which a computer running Windows Server 2008 is con-
nected. Windows Server 2008 has separate configurations for domain networks, private
networks, and public networks, and is able to detect when you change a network con-
nection as well as whether or not the computer has a connection to the Internet.

If you disconnect a computer from one network switch or hub and plug it into a new
network switch or hub, you may inadvertently cause the computer to think itis on a
different network, and depending on the Group Policy configuration, this could cause
the computer to enter a lockdown state where additional network security settings are
applied. As shown in Figure 1-2, you can view the network connection status in Net-
work And Sharing Center. In Control Panel\Network And Internet, click Network And
Sharing Center to access this management console.
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Figure 1-2 Examine the network state in Network And Sharing Center.
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Windows Server 2008 tracks the identification status of all networks to which the
server has been connected. When Windows Server 2008 is in the process of identifying
a network, Network And Sharing Center shows the Identifying Networks state. This is a
temporary state for a network that is being identified. After Windows Server 2008 iden-
tifies a network, the network becomes an Identified Network and is listed by its network
or domain name in Network And Sharing Center.

If Windows Server 2008 is unable to identify the network, the network is listed with the
Unidentified Network status in Network And Sharing Center. In Group Policy under
Computer Configuration\Windows Settings\Security Settings\Network List Manager
Policies, you can set default location types and user permissions for each network state
as well as for all networks (see Figure 1-3).

When you are working with Network And Sharing Center, you can attempt to diagnose
a warning status using Windows Network Diagnostics—another key component of the
Network Diagnostics Framework. To start diagnostics, click the warning icon or alter-
natively, click Diagnose And Repair under Tasks. Windows Network Diagnostics will

then attempt to identify the network problem and provide a possible solution as shown
in Figure 1-4.
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Figure 1-3 Configure default awareness settings in Group Policy.
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Figure 1-4 Review the proposed solution.

Windows Vista with SP1 or later and Windows Server 2008 have several networking
enhancements that affect networking and NDF in general, including:

Support for Server Message Block (SMB) version 2 SMB is the file sharing pro-
tocol used by Windows operating systems. Windows Vista and Windows Server
2008 support SMB version 2, which enhances the performance of the original
SMB protocol. Windows Vista with SP1 or later and Windows Server 2008 sup-
port the SMB Helper Class as part of the Network Diagnostics Framework (NDF).
This helper class provides diagnostics information users will find useful when
they are having problems connecting to file shares. Specifically, this helper class
can help diagnose failures including when a user is trying to access a server that
does not exist, when a user is trying to access a nonexisting share on existing
server, and when a user misspells a share name and there is a similarly named
share available.

When working with Windows Vista SP1 or later and Windows Server 2008, file access and
remote copy performance is increased significantly. SMB v2 offers significant file trans-
fer improvements, as do improved file transfer algorithms. Additionally, network share
thumbnails are cached for all users, allowing faster display of thumbnails when working
with network shares.

Implementation of extensions to network awareness Improvements in network
selection algorithms allow a computer connected to one or more networks via two
or more interfaces (regardless of whether they are wired or wireless) to select the
route with the best performance for a particular data transfer. As part of the best
route selection, Windows chooses the best interface (either wired or wireless) for
the transfer and this improves the selection of wireless over wired networks when
both interfaces are present.
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® Changes to network management policies Network management policies are

available for both wired (IEEE 802.3) networks and wireless (IEEE 802.11) net-
works under Computer Configuration\Windows Settings\Security Settings in
Group Policy. If you right-click the Wired Network (IEEE 802.3) node, you can
create a policy for Windows Vista or later computers that enables the use of IEEE
802.3 authentication on wired networks. If you right-click the Wireless Network
(IEEE 802.11) node, you can create separate policies for Windows XP comput-
ers and Windows Vista or later computers that enable WLAN autoconfiguration,
define the specific networks that can be used, and set network permissions.

Changes to wired and wireless single sign on (SS0) SSO changes allow users

to change their passwords when connecting to a wired or wireless network (as
opposed to using the Winlogon change password feature), to correct a wrong
password entered during sign on, and to reset an expired password—all as part of
the network logon process.

Windows Vista with SP1 or later and Windows Server 2008 also support many network
security enhancements, including:

® Secure Socket Tunneling Protocol (SSTP) and Secure Remote Access (SRA) SSTP

allows data transmission at the data-link layer over a Hypertext Transfer Proto-
col over Secure Sockets Layer (HTTPS) connection. SRA enables secure access

to remote networks over HTTPS. Together these technologies enable users to
securely access a private network using an Internet connection. SSTP and SRA
represent improvements over the Point-to-Point Tunneling Protocol (PPTP) and
Layer Two Tunneling Protocol/Internet Protocol Security (L2TP/IPSec) protocols
because they use the standard TCP/IP ports for secure Web traffic and this allows
them to traverse most firewalls as well as Network Address Translation (NAT)
and Web proxies. Because SSTP supports both IPv4 and IPv6, users can establish
secure tunnels using either IP technology. Essentially, you get VPN technology
that works everywhere, which should mean far fewer support calls.

CryptoAPI version 2 (CAPI2) and Online Certificate Status Protocol (OCSP)
extensions CAPI2 extends support for PKI and X.509 certificates and implements
additional functionality for certificate path validation, certificate store designa-
tion, and signature verification. One of the steps during certificate path validation
is revocation checking. This step involves verifying the certificate status to ensure
that it has not been revoked by its issuer and OCSP is used to check the revoca-
tion status of certificates. CAPI2 also supports independent OCSP signer chains
and additional OCSP download locations on a per-issuer basis. Independent
OCSP signer chains modify the original OCSP implementation so that it can work
with OCSP responses that are signed by trusted OCSP signers that are separate
from the issuer of the certificate being validated. Additional OCSP download
locations make it possible to specify OCSP download locations for issuing CA
certificates as URLs that are added as a property to the CA certificate.
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Windows Diagnostics Infrastructure

Windows Diagnostics Infrastructure (WDI) is an extensive diagnostics and problem
resolution architecture that offers improved diagnostics guidance, additional error
reporting details, expanded event logging, and extensive recovery policies. Although
earlier versions of Windows include some help and diagnostics features, those features
are, for the most part, not self-correcting or self-diagnosing. Windows Server 2008, on
the other hand, can detect many types of hardware, memory, and performance issues
and either resolve them automatically or help users through the process of resolving
them.

WDI is divided into 10 broad diagnostics areas as shown in Table 1-1.

Many other enhancements in conjunction with WDI help to improve the overall perfor-
mance of Windows Server 2008. These enhancements include:

® Changes to device drivers and I/0 management Windows Server 2008 includes
more reliable and better performing device drivers, which help prevent many
common causes of hangs and crashes. Improved input/output (I/O) cancellation
for device drivers ensures that the operating system can recover gracefully from
blocking calls and that there are fewer blocking disk I/O operations.

® Modifications to the application update process During an update, Windows
Server 2008 can use the update process to mark in-use files for update and then
automatically replace the files the next time an application is started. This reduces
the number of restarts required.

® Optimized memory and process usage Windows Server 2008 uses memory
more efficiently, provides ordered execution for groups of threads, and provides
new process scheduling mechanisms. By optimizing memory and process usage,
Windows Server 2008 ensures that background processes have less performance
impact on system performance.

® Enhanced recovery from service failures Windows Server 2008 uses service
recovery policies more extensively than its predecessors do. When recovering
a failed service, Windows Server 2008 automatically handles both service and
nonservice dependencies as well. Any necessary dependent services and system
components are started prior to starting the failed service.
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Table 1-1 Key Diagnostics Areas in the Windows Diagnostics Infrastructure

Diagnostic Area  Description Requirements
Application Introduces the Program Compatibility Diagnostic Policy Service,
compatibility Assistant (PCA) for diagnosing drivers Program Compatibility

blocked due to compatibility issues. PCA  Assistant Service
can detect failures caused by applications
trying to load legacy Windows DLLs

or trying to create COM objects that
have been removed by Microsoft. PCA
can detect several types of application
installation failures. These install failures
can be related to applications that do not
have privileges to run as administrator
but must be installed with elevated
privileges as well as applications that fail
to launch child processes that require
elevation. In this case, PCA provides you
with the option to restart the installer or
update process as an administrator.

Corrupted file
recovery

Introduces automatic detection, Diagnostic Policy Service
troubleshooting, and recovery of

corrupted files. If Windows detects

that an important operating system

file is corrupted, Windows will attempt

notification and recovery, which requires

a restart in most cases for full resolution.

Disk reporting

Introduces customized alerts when a disk  Disks with SMART fault
reports a Self-Monitoring And Reporting  reporting, Diagnostic
Technology (SMART) fault. SMART faults  Policy Service, Desktop
can indicate that a disk needs to be Experience feature. Server
serviced or replaced. Alerts are logged in  cannot be configured

the event log by default and can also be  with Terminal Services
displayed in a warning prompt. role.

External support

Introduces Microsoft Support Diagnostic  Diagnostic Policy Service
Tool (MSDT) for collecting and sending

diagnostic data to a support professional

to resolve a problem. MSDT.exe is

stored in the %SystemRoot%\System32

folder and through policy settings

can be configured for local and

remote troubleshooting or remote

troubleshooting only.

Boot performance

Introduces automatic detection and Diagnostic Policy Service
troubleshooting of issues that affect

boot performance. Root causes of

boot performance issues are logged to

the event logs. Can also assist you in

resolving related issues.
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Diagnostic Area  Description Requirements

Memory leak Introduces automatic detection and Diagnostic Policy Service
troubleshooting of memory leak issues.
A memory leak occurs if an application
or system component doesn’t completely
free areas of physical memory after it is
done with them.

Resource Introduces automatic detection and Diagnostic Policy Service

exhaustion troubleshooting to resolve issues related
to running out of virtual memory. Can
also alert you if the computer is running
low on virtual memory and identify the
processes consuming the largest amount
of memory, allowing you to close any
or all of these high resource-consuming
applications directly from the Close
Programs To Prevent Information Loss
dialog box provided. An alert is also
logged in the event log.

Shutdown Introduces automatic detection and Diagnostic Policy Service
performance troubleshooting of issues that affect

shutdown performance. Root causes of

shutdown performance issues are logged

to the event logs. Can also assist you in

resolving related issues.

Standby/resume Introduces automatic detection and Diagnostic Policy Service
performance troubleshooting of issues that affect

standby/resume performance on desktop

computers. Root causes of standby/

resume performance issues are logged

to the event logs. Can also assist you in

resolving related issues.

System Introduces automatic detection and Diagnostic Policy Service
responsiveness troubleshooting of issues that affect

the overall responsive of the operating

system. Root causes of responsiveness

issues are logged to the event logs. Can

also assist you in resolving related issues.

Other Diagnostics Enhancements

Windows Server 2008 includes several new or enhanced diagnostics features,
including:

® Restart Manager
® Problem Reports And Solutions

e Startup Repair Tool
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® Performance Diagnostics console
® Windows Memory Diagnostics

In earlier versions of Windows, an application crash or hang is marked as not respond-
ing, and it is up to the user to exit and then restart the application. Windows Server
2008 attempts to automatically resolve the issues related to unresponsive applications
by using Restart Manager. Restart Manager can shut down and restart unresponsive
applications automatically. In many cases, this means that you may not have to inter-
vene to try to resolve issues with frozen applications.

Failed installation and nonresponsive conditions of applications and drivers are

also tracked through Problem Reports And Solutions. Should this occur, the built-in
diagnostics displays a “Check For Solutions” balloon message. If you click the bal-
loon, Windows Server 2008 opens the Problem Reports And Solutions console, which
enables you to check on the Internet for solutions to selected problems. You can view a
list of current problems at any time by following these steps:

1. In Control Panel, click System And Maintenance and then click Problem Reports
And Solutions.

2. In the Problem Reports And Solutions console, click See Problems To Check in
the left pane. The Problem Reports And Solutions console displays a list of known
problems as shown in Figure 1-5.

3. Select the check box for a problem and then click Check For Solutions to search
the Microsoft Web site for possible solutions.

To resolve startup problems, Windows Server 2008 uses the Startup Repair Tool
(StR), which is installed automatically and started when a system fails to boot. After
it is started, StR attempts to determine the cause of the startup failure by analyzing
startup logs and error reports. Then StR attempts to fix the problem automatically. If
StR is unable to resolve the problem, it restores the system to the last known work-
ing state and then provides diagnostic information and support options for further
troubleshooting.
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Figure 1-5 Review known problems and check for solutions.

Startup Repair performs many tests during diagnostics and troubleshooting. These
tests can take anywhere from 5 to 30 minutes or more depending on the configured
hardware, and include these specific tests:

Check for updates Determines whether newly applied updates are affecting
startup.

System disk test Determines whether there is a problem with the system disk that
is preventing startup. If so, StR can attempt to repair any missing or corrupt files.

Disk failure diagnosis Determines whether any of the configured disks have
failed.

Disk metadata test Determines whether any of the available disks have a problem
with their metadata that is preventing startup. As discussed in Chapter 16, “Man-
aging Windows Server 2008 File Systems,” the metadata associated with a disk

depends on how a disk is partitioned and the file system format of disk partitions.

Target OS test Determines whether the operating system you are attempting to
start has a specific issue that is preventing startup.

Volume content check Examines the content of disk volumes to ensure that vol-
umes are accessible.

Boot manager diagnosis Determines whether there is a problem with the boot
manager or boot manager entries that are preventing startup.

System boot log diagnosis Examines system boot log entries from previous start-
ups to see if there are specific errors that might be related to the startup issue.
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® Event log diagnosis Examines event log entries to see if there are specific errors
that might be related to the startup issue.

® Internal state check Checks the current internal state of the pre-boot
environment.

Boot status test Checks the current boot status in the pre-boot environment.
Setup state check Determines whether the computer is in a Setup state.

Registry hives test Checks the computer’s Registry hives.

Windows boot log diagnostics Examines the Windows boot log entries to see if
there are specific errors that might be related to the startup issue.

Bug check analysis Performs a basic bug check analysis of the operating system.
® File system test (chkdsk) Performs a basic file system test using ChkDsk.

e Software install log diagnostics Examines software install log entries to see if
there are specific errors that might be related to the startup issue.

e Fallback diagnostics Determines whether any flags have been set that indicate the
computer should fall back to a previous state to correct the startup issue. If so, StR
will attempt to restore the previous state.

Error detection for devices and failure detection for disk drives also is automated. If

a device is having problems, hardware diagnostics can detect error conditions and
either repair the problem automatically or guide the user through a recovery process.
With disk drives, hardware diagnostics can use fault reports provided by disk drives
to detect potential failure and alert you before this happens. Hardware diagnostics can
also help guide you through the backup process after alerting you that a disk might be
failing.

Windows Server 2008 can automatically detect performance issues, which include slow
application startup, slow boot, slow standby/resume, and slow shutdown. If a com-
puter is experiencing degraded performance, Performance Diagnostics can detect the
problem and provide possible solutions for resolving the problem. For advanced perfor-
mance issues, you can track related performance and reliability data in the Reliability
And Performance Diagnostics console. As shown in Figure 1-6, this includes Perfor-
mance Monitor and Reliability Monitor. You'll learn all about optimizing performance
and improving reliability in Chapter 11, “Performance Monitoring and Tuning,” and
Chapter 12, “Comprehensive Performance Analysis and Logging.”
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Figure 1-6 Check the computer’s reliability details.

Windows Server 2008 can also detect issues related to memory leaks and failing mem-
ory. If you suspect that a computer has a memory problem that is not being automati-
cally detected, you can run Windows Memory Diagnostics manually by completing the
following steps:

1. Click Start, type mdsched.exe in the Search box, and then press Enter.

2. Choose whether to restart the computer and run the tool immediately or schedule
the tool to run at the next restart.

3. Windows Memory Diagnostics runs automatically after the computer restarts
and performs a standard memory test automatically. If you want to perform fewer
or more tests, press F1, use the Up and Down Arrow keys to set the Test Mix as
Basic, Standard, or Extended, and then press F10 to apply the desired settings
and resume testing.

4. When testing is completed, the computer restarts automatically. You'll see the test
results when you log on.

If a computer crashes because of failing memory, and Memory Diagnostics detects this,
you are prompted to schedule a memory test the next time the computer is restarted.
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D eploying Windows Server 2008 is a substantial undertaking, even on a small
network. Just the task of planning a Windows Server 2008 deployment can be a
daunting process, especially in a large enterprise. The larger the business, however,
the more important it is that the planning process be thorough and fully account

for the proposed project’s goals, as well as lay out exactly how those goals will be
accomplished.

Accommodating the goals of all the business units in a company can be difficult, and it
is best accomplished with a well-planned series of steps that includes checkpoints and
plenty of opportunity for management participation. The organization as a whole will
benefit from your thorough preparation and so will the information technology (IT)
department. Careful planning can also help you avoid common obstacles by helping
you identify potential pitfalls and then determine how best to avoid them, or at least be
ready for any unavoidable complications.

Overview of Planning

A clear road map can help with any complex project, and deploying Windows Server
2008 in the enterprise is certainly a complex project. A number of firms have developed
models to describe IT processes such as planning and systems management—often
used by their consulting group—each of which offers its own structured method of
approaching a complex project. This detailed description of the people who should be
involved, the tasks they will perform, and the order in which they should perform the
tasks can be useful when approaching a large-scale project.

These models all share a largely common path for walking through the planning pro-
cess—they divide it into different phases and describe it using different phrases. The
Microsoft Solutions Framework Process Model, described in the next section, provides an
illustration of one approach.

27
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The Microsoft Solutions Framework Process Model

Microsoft has defined its own formalized processes for implementing IT solutions and
network management. Two models are used: the Microsoft Solutions Framework (MSF),
which defines deployment project methods, and the Microsoft Operations Framework
(MOF), which has operations administration as its focus. Like any other process mod-
els, the MSF and MOF models have gone through several evolutions. At the time of this
writing Microsoft has gone to a team system approach.

The MSF version 4 process model defines the following phases:

Envisioning During the first phase, project goals are defined and clarified. Using
this information, you create a vision/scope document stating the overall vision,
goals, and scope of the project. You also create an initial risk assessment docu-
ment. The final step in this phase is approval of these documents.

Planning After the goals and scope have been agreed upon, you have to translate
that information into functional specifications that document the specific fea-
tures, services, and configuration options that are required to achieve the goals. A
master project plan, which describes how the implementation will proceed, and a
master project schedule, which sets the overall schedule, are approved at the end
of this phase.

Building During this phase, the Windows Server 2008 infrastructure, any
required custom code (applications or scripting), and documentation are devel-
oped. Management marketing materials and end-user communications are devel-
oped with a goal of selling the idea of the project to the end user, whether the end
user is an employee of the organization or a consumer. Test specifications, cases,
metrics, scripts, and data are also developed as are the initial operations guides,
support procedures, knowledge base, and troubleshooting documentation.

Stabilizing When the new environment has been created in the lab, it is thor-
oughly tested prior to deployment. This is your chance to ensure that the plat-
form is stable and ready to go before you begin the pilot deployment. You'll also
work toward finalization of installation documentation, end-user communica-
tions, operations documents, and release notes.

Deploying Finally, you deploy Windows Server 2008 into the production envi-
ronment. IT staff first perform a small pilot project; after that is successfully
completed, Windows Server 2008 is rolled out across the rest of the environ-
ment. During this phase, you will revise processes and procedures as necessary,
perform end-user and administrator training, and document your configurations.
You'll also create a repository for all final documentation.

Governing From project inception to completion and beyond, one or more indi-
viduals on the IT management team will be responsible for developing the over-
all project charter and team orientation guidance. These individuals will track

the overall project status, the status of project deliverables, and user satisfaction
after the project is deployed. They’ll also be responsible for closing out the proj-
ect, developing a road map of next steps, and documenting the lessons learned.
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These stages are seen as occurring more or less linearly, but not exclusively so, in that
stages are commonly revisited at multiple points along the way.

For more information about the MSF, visit http.//www.microsoft.com/msfj.

Keep in mind that every company has its own internal politics, which can introduce
quirks into many projects and processes, even those in the IT department.

Your Plan: The Big Picture

The Microsoft model is an interesting one, but it is useful to get a bit more specific. This
is especially true when working with people from other departments, who might not
be familiar with IT processes. For our purposes, the deployment process can be broken
down into a roughly sequential set of tasks:

Identify the team For all but the smallest rollouts of a new operating system, a
team of people will be involved in both the planning and deployment processes.
The actual size and composition of this team will be different in each situation.
Collecting the right mixture of skills and expertise will help ensure the success of
your project.

Assess your goals Any business undertaking the move to Windows Server 2008
has many reasons for doing so, only some of which are obvious to the IT depart-
ment. It is important to carefully identify the goals of the entire company before
determining the scope of the project to ensure that all critical goals are met.

Analyze the existing environment Examine the current network environment,
even if you think that you know exactly how everything works—you will often find
you are only partially correct. Gather hardware and software inventories, network
maps, and lists of which servers are providing which services. Also, identify criti-
cal business processes, and examine the administrative and security approaches
that are currently in place. Windows Server 2008 offers a number of security and
management improvements, and it is useful to know which ones are particularly
important in your environment.

Define the project scope Project scope is often one of the more difficult areas to
pin down, and one that deserves particular attention in the planning process.
Defining scope requires prioritizing the goals of the various groups within the
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organization and then realistically assessing what can be accomplished within an
acceptable budget and timeframe. It's not often that the wish list of features and
capabilities from the entire company can be fulfilled in the initial, or even later,
deployment.

® Design the new network environment After you have pinned down the project
scope, you must develop a detailed design for the new operating system deploy-
ment and the affected portions of the network. During this time, you should cre-
ate documentation describing the end state of the network, as well as the process
of getting there. This design document serves as a road map for the people build-
ing the testing environment and, with refinements during the testing process, for
the IT department later on.

® Test the design Thorough testing in the lab is an often overlooked, but critically
important, phase of deploying a new network operating system. By building a test
lab and putting a prototype environment through its paces, you can identify and
solve many problems in a controlled environment rather than in the field.

® Install Windows Server 2008 After you have validated your design in the lab and
management has approved the deployment, you can begin to install Windows
Server 2008 in your production environment. The installation process has two
phases:

o Pilot phase-During the pilot phase, you will deploy and test a small group
of servers running Windows Server 2008 (and perhaps clients running
Microsoft Windows Vista) in a production environment. You should pick a
pilot group that is comfortable working with new technology, and for whom
minor interruptions will not pose significant problems. In other words,
this is not a good thing to do to the president of the company or the finance
department just before taxes are due.

O Rollout—After you have determined that the pilot phase was a success, you
can begin the rollout to the rest of the company. Make sure you sched-
ule adequate downtime, and allow for ongoing minor interruptions and
increased support demands as users encounter changed functionality.

As mentioned, these steps are generally sequential, but not exclusively so. You are likely
to find that as you work through one phase of planning, you must return to activities
that are technically part of an earlier phase. This is actually a good thing, because

it means you are refining your plan dynamically as you discover new factors and
contingencies.
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Getting off to a quick start

People need not be assigned to all these tasks at the beginning of the planning process.
If you have people who can take on the needs analysis and research on the current and

new network environment (these are roughly the program management, product man-

agement, and development assignments from the MSF model), you can get the project

under way while recruiting the rest of the project team.

Identifying Your Organizational Teams

A project like this requires a lot of time and effort as well as a broad range of knowledge,
expertise, and experience. Unless you are managing a very small network, this project
is likely to require more than one person to plan and implement. Team members are
assigned to various roles, each of which is concerned with a different aspect of the
project.

Each of these roles may be filled by one or more persons, devoting all or part of their
workday—and beyond in some cases—to the project. No direct correlation exists
between a team role and a single individual who performs it. In a large organization, a
team of individuals might fulfill each of these roles, while in a small organization one
person can fill more than one role.

Microsoft Solutions Framework Team Model

As with IT processes, a number of vendors and consultants have put together team
models, which you can leverage in designing your own team. One such model is the
Microsoft Solutions Framework Team Model, which uses seven teams to plan and deploy
an IT project.

® Architecture team In increasingly complex IT environments, there needs to be
someone responsible for overall project architecture and providing guidance for
integrating the project into existing architecture. This role is filled by the architec-
ture team. Specific deliverables include the architecture design and guidance for
the integration solution.

® Product management team Program management’s primary responsibility is
ensuring that project goals are met within the constraints set forth at the begin-
ning of the project. Program management handles the functional design, budget,
schedule, and reporting. Specific deliverables include vision/scope document,
functional specifications, master project plan, master project schedule, and status
reports.



32

Chapter 2 Planning for Windows Server 2008

® Program management team This team is responsible for identifying the business
and user needs of the project and ensuring that the final plan meets those needs.
Specific deliverables include the project charter and team orientation guidance as
well as documents for project structure documents and initial risk assessment.

® User experience team This team manages the transition of users to the new
environment. This includes developing and delivering user training, as well as
analysis of user feedback during testing and the pilot deployment. Specific deliv-
erables include user reference manuals, usability test scenarios, and user interface
graphic elements.

e Development team The development team is responsible for defining the physi-
cal design and feature set of the project and estimating the budget and time
needed for project completion. Specific deliverables include any necessary source
code/binaries as well as necessary integrated solution components.

® Testing team The testing team is critical in ensuring that the final deployment
is successful. It designs and builds the test environment, develops a testing plan,
and then performs the tests and resolves any issues it discovers before the pilot
deployment occurs. Specific deliverables include test specifications, test cases
with expected results, test metrics, test scripts, test data, and test reports.

® Release management team The release management team designs the test
deployment and then performs that deployment as a means of verifying the
reliability of the deployment before widespread adoption. Specific deliverables
include deployment processes and procedures, installation scripts and configu-
ration settings for deployment, operations guides, help desk and support proce-
dures, knowledge base, help and training materials, operations documentation,
and troubleshooting documentation.

Working together, these teams cover the various aspects of a significant project, such as
rolling out Windows Server 2008.

Your Project Team

The Microsoft model is just that: a model. It serves as an example, yet you will not
necessarily implement it, or any other model, exactly as designed by someone else.
Although all IT projects share some things in common, and therefore need someone to
handle those areas of the project, that’s where the commonality stops.

Each company is in a different business and has IT needs related to its specific busi-
ness activities. This might mean additional team members are needed to manage those
aspects of the project. For example, if external clients and/or the public also access
some of your IT systems as users, you have a set of user acceptance and testing require-
ments different than many other businesses.

The project team needs business managers who understand, and who can represent,
the needs of the various business units. This requires knowledge of both the business
operations and a clear picture of the daily tasks performed by line staff.



Assessing Project Goals 33

Representatives of the IT department bring their technical expertise to the table, not
only to detail the inner workings of the network, but also to help business managers
realistically assess how technology can help their departments and sort out the imprac-
tical goals from the realistic ones.

Make sure that all critical aspects of business operations are covered—include repre-
sentatives from all departments that have critical IT needs, and the team must take the
needs of the entire company into account. This means that people on the project team
must collect information from line-of-business managers and the people actually doing
the work. (Surprisingly enough, the latter escapes many a project team.)

After you have a team together, management must ensure that team members have
adequate time and resources to fulfill the tasks required of them for the project. This
can mean shifting all or part of their usual workload to others for the project duration,
or providing resources such as Internet access, project-related software, and so on. Any
project is easier, and more likely to be successful, with this critical real-time support
from management.

Hiring talent

Sometimes you don't have people available in-house with all the needed skills and must
look to consultants or contracted workers. Examine which tasks should be outsourced
and exactly what you must receive from the relationship. Pay particular attention to
highly specialized or complex areas—the Active Directory Domain Services architecture,
for example—and those with a high rate of change.

- One-time tasks, such as creating user training programs and documentation, are also

E good candidates for outsourcing. For areas in which there will be an ongoing need for
the lacking expertise, such as security, it might be a better idea to send a staff member to
get additional training instead.

Assessing Project Goals

Carefully identifying the goals behind moving to Windows Server 2008 is an impor-
tant part of the planning process. Without a clear list of objectives, you are unlikely to
achieve them. Even with a clear set of goals in mind, it is unlikely you will accomplish
them all. Most large business projects involve some compromise, and the process of
deploying Windows Server 2008 is unlikely to be an exception.

Although deploying a new operating system is ultimately an IT task, most of the rea-
sons behind the deployment won’t be coming from the IT department. Computers are,
after all, tools used by business to increase productivity, enhance communications,
facilitate business tasks, and so on; the IT department is concerned with making sure
that the computer environment needed by the business is implemented.
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Creating documentation almost painlessly

During the planning process, and as you begin to use the new network environment,
you'll be creating numerous documents describing the current state of the network, the
planned changes, IT standards, administrative procedures, and the like. It's a good idea
to take advantage of all of this up-to-date information to create policies and procedures
documents, which will help ensure that the network stays in compliance with your new
standards and administration is accomplished as intended.

The same set of documents can also serve as a basis for user guides, as well as adminis-
trator and user training, and can be made available through the corporate intranet. If the
people working on the project, especially those performing testing, take notes about any
error conditions they encounter and the resolutions to them, you'll also have a good start
on frequently asked questions (FAQs) and other technical support data.

The Business Perspective

Many discussions of the business reasons for new software deployments echo common
themes: enhance productivity, eliminate downtime, reduce costs, and the like. Translat-
ing these often somewhat vague (and occasionally lofty) aspirations into concrete goals
sometimes takes a bit of effort. It is well worth taking the time, however, to refine the
big picture into specific objectives before moving on. An IT department should serve
the needs of the business, not the other way around; if you don’t understand those
needs clearly, you'll have a hard time fulfilling them.

Be sure to ask for the input of people close to where the work is being done—depart-
ment managers from each business area should be asked about what they need from IT,
what works now, and what doesn’t. These people care about the day-to-day operations
of their computing environment; that is, will the changes help their staff do their work?
Ask about work patterns, both static and burst—the Finance department’s workflow is
not the same in July as it is in April. Make sure to include all departments, as well as
any significant subsets—human resources (HR), finance, sales, business units, executive
management, and so on.

You should also identify risks that lie at the business level, such as resistance to change,
lack of commitment (frequently expressed as inadequate resources: budget, staff, time,
and so on), or even the occasional bit of overt opposition. At the same time, look for
positives to exploit—enthusiastic staff can help energize others, and a manager in your
corner can smooth many bumps along the way. By getting people involved, you can
gain allies who are vested in the success of the project.
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Talk to the people who will use the technology

Not to put too fine a point on it, but make sure that the team members who will be han-
dling aspects of the user experience actually talk with users. The only way to adequately
assess what the people doing the work need in critical areas such as usability, train-

ing, and support is to get in the trenches and see what they are doing. If possible, have
meetings at the user’s workstation, because it can provide additional insight into daily
operations. If passwords are visible on sticky notes stuck to monitors—a far too common
practice—you know you have security issues.

Identifying IT Goals

IT goals are often fairly obvious: improve network reliability, provide better security,
deliver enhanced administration, and maybe even implement a particular new feature.
They are also easier to identify than those of other departments—after all, they are
directly related to technology.

When you define your goals, make sure that you are specific. It is easy to say you will
improve security, but how will you know when you have done so? What'’s improved,
and how much? In many cases, IT goals map to implementation of features or proce-
dures; for example, to improve security you will implement Internet Protocol Security
(TPSec) and encrypt all traffic to remote networks.

Don’t overpromise either—eliminating downtime is a laudable goal, but not one you are
likely to achieve on your network, and certainly not one on which you want your next
review based.

Business units often seem to have little idea of the IT department’s capabilities and oper-
ations—or worse, they have an idea, but it is an extremely unrealistic one. This can lead
to expectations ranging from improbable to absurd, which is bad for everyone involved.

A major project like this brings together people from all over the company, some from
departments that seldom cross paths. This is a great opportunity for members of the
various areas of the company to become familiar with IT operations, and vice versa. A
clearer understanding of both the big picture of the business and the workings of other
departments will help smooth the interactions of IT and the rest of the company.
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Examining IT-Business Interaction

A number of aspects of your business should be considered when evaluating your
overall IT requirements and the business environment in which you operate. Consider
things such as the following:

® Business organization How large is the business? Are there offices in more than
one location? Does the business operate across international, legal, or other
boundaries? What sorts of departmental or functional boundaries exist?

e Stability Does the business undergo a lot of change? Are there frequent reorgani-
zations, acquisitions, changes, and the like in business partnerships? What is the
expected growth rate of the organization? Conversely, are substantial downsiz-
ings planned in the future?

e External relationships Do you need to provide access to vendors, partners, and
so on? Are there external networks that people operating on your network must
access?

® Impact of Windows Server 2008 deployment How will this deployment affect the
various departments in your company? Are there any areas of the company that
are particularly intolerant of disruption? Are there upcoming events that must be
taken into consideration in scheduling?

e Adaptability Is management easily adaptable to change? If not, make sure you get
every aspect of your plan right the first time. Having an idea of how staff might
respond to new technologies and processes can help you plan for education and
support.

Predicting Network Change

Part of planning is projecting into the future and predicting how future business needs
will influence the activities of the IT department. Managing complicated systems is eas-
ier when done from a proactive stance, rather than a reactive one. Predicting network
change is an art, not a science, but it will behoove you to hone your skills at it.

This is primarily a business assessment, based on things such as expected growth,
changes in business focus, or possible downsizing and outsourcing—each of which pro-
vides its own challenges to the IT department. Being able to predict what will happen
in the business and what those changes will mean to the IT department allows you to
build in room for expansion in your network design.

When attempting to predict what will happen, look at the history of the company: are
mergers, acquisitions, spin-offs, and so on common? If so, this indicates a considerable
need for flexibility from the IT department, as well as the need to keep in close contact
with people on the business side to avoid being blindsided by a change in the future.
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As people meet to discuss the deployment, talk about what is coming up for the busi-
ness units. Cultivate contacts in other parts of the company, and talk with those people
regularly about what’s going on in their departments, such as upcoming projects, as
well as what's happening with other companies in the same business sector. Reading
the company’s news releases and articles in outside sources can also provide valuable
hints of what’s to come. By keeping your ear to the ground, doing a little research, and
thinking through the potential impact of what you learn, you can be much better pre-
pared for whatever is coming up next.

Many networks start out with a single administrator (or a small team), which only makes
sense because many networks are small when first implemented. As those networks
grow, it is not uncommon for a few administrative tasks to be delegated to others in the
company who, although it is not their job, know how to assist the highly limited IT staff.
This can lead to a haphazard approach to management, where who is doing what isn't
always clear, and the methods for basics (such as data backups) vary from one depart-
ment to the next, leading to potential problems as time goes by and staff moves on. If
this sounds familiar to you, this is a good time to remedy the situation.

Analyzing the Existing Network

Before you can determine the path to your new network environment, you must deter-
mine where you are right now in terms of your existing network infrastructure. This
requires determining a baseline for network and system hardware, software installation
and configuration, operations, management, and security. Don’t rely on what you think
is the case; actually verify what is in place.

A large network environment, with a lot of architectural and configuration information
to be collected, can require juggling enormous amounts of data. If this is the case, you
might find it useful to utilize project worksheets of some sort. If your company has not
created customized worksheets, you can use those created by Microsoft to aid in the

upgrade process. Typically, these are available in the operating system deployment kit.
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Evaluating the Network Infrastructure

You should get an idea of what the current network looks like before moving to a new
operating system. You will require configuration information while designing the
modifications to the network and deploying the servers. In addition, some aspects of
Windows Server 2008, such as the sites used in Active Directory replication, are based
upon your physical network configuration. (A site is a segment of the network with good
connectivity, consisting of one or more Internet Protocol [IP] subnets.)

For reasons such as this, you’'ll want to assess a number of aspects related to your physi-
cal network environment. Consider such characteristics as the following:

® Network topology Document the systems and devices on your network, includ-
ing link speeds, wide area network (WAN) connections, sites using dial-up
connections, and so on. Include devices such as routers, switches, servers, and
clients, noting all forms of addressing, such as both NetBIOS names and IP
addresses for Windows systems.

® Network addressing Are you currently employing Transmission Control Pro-
tocol/Internet Protocol (TCP/IP)? Is the address space private or public? Which
TCP/IP subnets are in use at each location?

® Remote locations How many physical locations does the organization have? Are
they all using broadband connections, or are there remote offices that connect
sporadically by dial-up? What is the speed of those links?

e Traffic patterns Monitoring network traffic can provide insights into current
performance, as well as help you to identify potential bottlenecks and other prob-
lems before they occur. Examine utilization statistics, paying attention to both
regularly occurring patterns and anomalous spikes or lulls, which might indicate
aproblem.

® Special cases Are there any portions of the network that have out-of-the-ordinary
configuration needs, such as test labs that are isolated from the rest of the
network?

Mapping the territory

Create a network map illustrating the location of all your current resources—this is easier
using tools such as Microsoft Visio. Collect as much detailed information as possible
about those resources, starting with basics, such as what is installed on each server, the
services it's providing, and so on. Additional information, such as critical workflow pro-
cesses and traffic patterns between servers, can also be very useful when it comes time
to consolidate servers or deploy new ones. The easier it is to cross-reference all of this

P information, the better.
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Assessing Systems

As part of planning, you should inventory the existing network servers, identifying
each system’s operating system version, IP address, and Domain Name System (DNS)
names, as well as the services provided by that system. Collect such information by per-
forming the following tasks:

Inventory hardware Conduct a hardware inventory of the servers on your net-
work, noting central processing unit (CPU), random access memory (RAM), disk
space, and so on. Pay particular attention to older machines that might present
compatibility issues if upgraded.

Identify network operating systems Determine the current operating system on
each computer, including the entire version number (even if it runs to many dig-
its), as well as service packs, hot fixes, and other post-release additions.

Assess your current Microsoft Windows domains Do you have Windows domains
on the network? Microsoft Windows NT 4.0 or Active Directory? If multiple, detail
the trust relationships. List the name of each domain, what it contains (users,
resources, or both), and which servers are acting as domain controllers.

Identify localization factors 1f your organization crosses international and/or
language boundaries, identify the localized versions in use and the locations in
which they are used. This is critical when upgrading to Windows Server 2008,
because attempting an upgrade using a different localized version of Windows
Server 2008 might fail.

Assess software licenses Evaluate licenses for servers and client access. This will
help you select the most appropriate licensing program.

Identify file storage Review the contents and configuration of existing file serv-
ers, identifying partitions and volumes on each system. Identify existing distrib-
uted file system (DFS) servers and the contents of DES shares. Don’t forget shares
used to store user data.

Where is the data?

Locating file shares that are maintained at a departmental, team, or even individual level
can take a little bit of investigation, but it can well be worth it to allow you to centralize
the management of data that is important to individual groups, while providing valuable
services such as ensuring that regular data backups are performed.

You can gather hardware and software inventories of computers that run the Windows
operating system by using tools such as Microsoft System Center Configuration Man-
ager or HP Enterprise Discovery software. Review the types of clients that must be
supported so that you can configure servers appropriately. This is also a good time

to determine any client systems that must be upgraded (or replaced) to use Windows
Server 2008 functionality.
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You can also gather this information with command-line scripts. To find more informa-
tion on scripting, | recommend Microsoft Windows Command-Line Administrator’s Pocket
Consultant 2nd Edition by William R. Stanek (Microsoft Press, 2008).

Identify Network Services and Applications

Look at your current network services, noting which services are running on which
servers, and the dependencies of these services. Do this for all domain controllers and
member servers that you'll be upgrading. You'll use this information later to plan for
server placement and service hosting on the upgraded network configuration. Some
examples of services to document are as follows:

DNS services You must assess your current DNS configuration. If you're currently
using a non-Microsoft DNS server, you'll want to carefully plan DNS support
because Active Directory relies on Windows Server 2008 DNS. See Chapter 23,
“Architecting DNS Infrastructure,” for guidance and be sure to review “Deploying
Global Names” on page 803.

WINS services You should assess the use of NetBIOS by legacy applications and
computers running earlier versions of the Windows operating system to deter-
mine whether NetBIOS support (such as Windows Internet Naming Service
[WINS]) will be needed in the new network configuration. See “Understanding
Name Resolution” on page 652 to review important changes, including Link-Local
Multicast Name Resolution (LLMNR).

Print services List printers and the print server assigned to each one. Consider
who is assigned to the various administrative tasks and whether the printer will
be published in Active Directory. Also determine whether all of the print servers
will be upgraded in place or whether some will be consolidated. See “Migrating
Printers and Print Queues” on page 873 to learn how you can easily move print-
ers and their print queues from one print server to another.

Network applications Inventory your applications, creating a list of the applica-
tions that are currently on the network, including version number (as well as
postrelease patches and such), which server hosts it, and how important each
application is to your business. Use this information to determine whether
upgrades or modifications are needed. Also watch for software that is never used
and thus need not be purchased or supported—every unneeded application you
can remove represents savings of both time and money.

This list is only the beginning. Your network will undoubtedly have many more ser-
vices that you must take into account.
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CAUTION

Make sure that you determine any dependencies in your network configuration. Discov-
ering after the fact that a critical process relied upon the server that you just decommis-
sioned is not going to make your job any easier. You can find out which Microsoft and
third-party applications are certified to be compatible with Windows Server 2008 in the
Windows Server Catalog (http://www.windowsservercatalog.com/).

Identifying Security Infrastructure

When you document your network infrastructure, you will need to review many
aspects of your network security. In addition to security concerns that are specific to
your network environment, the following factors should be addressed:

Consider exactly who has access to what and why. Identify network resources,
security groups, and assignment of access permissions.

Determine which security protocols and services are in place. Are adequate virus
protection, firewall protection, e-mail filtering, and so on in place? Do any applica-
tions or services require legacy NTLM authentication? Have you implemented a
public key infrastructure (PKI) on your network?

Examine auditing methods and identify the range of tracked access and objects.

Determine which staff members have access to the Internet and which sorts of
access they have. Look at the business case for access that crosses the corporate
firewall—does everyone that has Internet access actually need it, or has it been
provided across the board because it was easier to provide blanket access than to
provide access selectively? Such access might be simpler to implement, but when
you look at Internet access from the security perspective, it presents many poten-
tial problems.

Consider inbound access as well; for example, can employees access their infor-
mation from home? If so, examine the security that is in place for this access.

Security is one area in which well-established methods matter—pay particular attention
to all established policies and procedures, what has been officially documented, and
what isn't documented as well.
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Depending upon your existing network security mechanisms, the underlying security
methods can change upon deployment of Windows Server 2008. The Windows NT 4.0
security model (using NTLM authentication), for instance, is initially supported upon
upgrade to Windows Server 2008, but is no longer supported when the forest and
domain functional levels are raised to Windows Server 2003 level or higher.

Thinking about Internet access

From an IT perspective, the fewer employees that have Internet access, the better. When
employees have access to the Internet, their activities can open the business to potential
liability. You must balance the needs of employees who require Internet access to do
their jobs with the potential risks to the company of an employee doing something irre-
sponsible or, worse, illegal.

Employee Internet access also means more work for both IT staff and management,
requiring that policies be defined and enforced, requiring auditing and constant vigi-
lance against the various problems that are introduced. When you add in lost productiv-
ity caused by Web surfing, chatting, online shopping, and so on, it becomes clear that
allowing Internet access is more complicated than just reconfiguring a firewall.

Reviewing Network Administration

Examining the administrative methods currently in use on your network provides you
with a lot of information about what you are doing right, as well as identifying those
areas that could use some improvement. Using this information, you can tweak net-
work procedures where needed to optimize the administration of the new environment.

Some networks are entirely designed—actually considered, discussed, planned, and so
forth—while other networks grow. At one extreme is a formally designed and carefully
implemented administration scheme, complete with its supporting documentation set,
training, and ongoing compliance monitoring. At the other end of the spectrum is the
network for which administrative methods just sort of happen organically; someone did
it that way once, it worked, that person kept doing it that way and maybe even taught
others to do it that way—not surprisingly, this occurs most often on small networks. In
the middle, and perhaps more typically, is a looser amalgamation of policies and proce-
dures, some of which were formally implemented, while others were created ad hoc.

Depending on the path that led to your current administrative methods, you might have
more or less in the way of documentation, or actual idea, of the detailed workings of
day-to-day administration. Even if you have fully documented policies and procedures,
you should still assess how management tasks are actually performed—you might be
surprised at what you learn.
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Network Administrative Model

Each company has its own sort of approach to network administration—some are very
centralized, with even the smallest changes being made by the IT department, while
others are partially managed by the business units, which control aspects such as user
management. Administrative models fit into these categories:

e Centralized Administration of the entire network is handled by one group, per-
haps in one location, although not necessarily. This provides a high degree of
control at the cost of requiring IT staff for every change to the network, no matter
how small.

e Decentralized This administrative model delegates more of the control of day-to-
day operations to local administrators of some sort, often departmental. Certain
aspects of network management might still be managed by a central IT depart-
ment, in that a network with decentralized administration often has well-defined
procedures controlling exactly how each administrative task is performed.

® Hybrid On many networks, a blend of these two methods is used: A centralized
IT department performs many tasks (generally, the more difficult, delicate opera-
tions, and those with the broadest impact on the network), while delegating sim-
pler tasks (such as user management) to departmental or group administrators.

Disaster Recovery

The costs of downtime caused by service interruption or data loss can be substantial,
especially in large enterprise networks. As part of your overall planning, determine
whether a comprehensive IT disaster recovery plan is in place. If one is in place, this is
the time to determine its scope and effectiveness, as well as to verify that it is being fol-
lowed. If one isn’t in place, this is the time to create and implement one.

Document the various data sets being archived, schedules, backup validation routine,
staff assignments, and so on. Make sure there are provisions for offsite data storage to
protect your data in the case of a catastrophic event, such as a fire, earthquake, or flood.

Examine the following:

e Systems and servers Are all critical servers backed up regularly? Are secondary
and/or backup servers available in case of system failure?

® Enterprise data Are regular backups made of core enterprise data stores such as
databases, Active Directory, and the like?

® User information Where is user data stored? Is it routinely archived? Does the
backup routine get all of the information that is important to individuals or is
some of it stored on their personal machines and thus not archived?
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CAUTION

Whatever your current disaster recovery plan, make sure that it is being followed before
you start making major changes to your network. Although moving to Windows Server
2008 should not present any major problems on the network, it's always better to have
your backups and not need them than the other way around.

Network Management Tools

This is an excellent time to assess your current suite of network management tools. Pay
particular attention to those that are unnecessary, incompatible, redundant, inefficient,
or otherwise not terribly useful. You might find that some of the functionality of those
tools is present natively in Windows Server 2008. Assess the following aspects of your
management tools:

® Identify the tools currently in use, which tasks they perform, who uses them,
and so on. Make note of administrative tasks that could be eased with additional
tools.

e Decide whether the tools you identified are actually used. A lot of software ends
up sitting on a shelf (or on your hard disk drive) and never being used. Identify-
ing which tools are truly needed and eliminating those that aren’t can save you
money and simplify the learning curve for network administrators.

e Disk management and backup tools deserve special attention because of file sys-
tem changes in Windows Server 2008. These tools are likely to require upgrading
to function correctly under Windows Server 2008.

Think about compatibility issues early

Dealing with compatibility issues can take a lot of time, so examine them early in the
process. The time needed to determine whether your current hardware and software will
work and what changes must be made to allow them to work with Windows Server 2008
can be lengthy. When you add to that the time necessary to requisition, obtain, install,
and configure new software—especially if you must write custom code—you can see
why you don’t want to leave this until the end of the project.
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Defining Objectives and Scope

A key aspect of planning any large-scale IT deployment of an operating system is deter-
mining the overall objectives for the deployment and the scope of users, computers,
networks, and organization divisions that are affected. The fundamental question of
scope is: What can you realistically expect to accomplish in the given time within exist-
ing project constraints, such as staffing and budget?

Some of the objectives that you identified in the early stages of the project are likely to
change as constraints become more apparent and new needs and requirements emerge.
To start with, you must identify who will be affected—which organizational subdivi-
sions, which personnel, and who will be doing what? These are questions that map to
the business goals that must be accomplished.

You also must identify the systems that will be affected—which WANSs, local area
networks (LANSs), subnets, servers, and client systems? In addition, you must deter-
mine the software that will be changed—which server software, client software, and
applications?

Planning for scope creep

Projects grow, it’s inevitable, and although the scope of some projects creeps, others gal-
lop. Here are a few tips to help you keep it to a manageable level:

® When an addition to the project is proposed, never say yes right away. Think
through the consequences thoroughly, examining the impact on the rest of the
project and the project team, before agreeing to any proposed changes.

5 ® |nsist on management buyoff on changes to the plan. In at least some cases, you
b won't get approval, automatically deferring the requested changes.

® Argue for trade-offs in the project when possible, so that adding one objective
— means removing another, rather than just adding tasks to your to-do list.

® Try to defer any noncritical proposed changes to a future project.

Specifying Organizational Objectives

Many goals of the various business units and IT department are only loosely related,
while others are universal—everyone wants security, for example. Take advantage of the
places where goals converge to engage others in the project. If people can see that their
needs are met, they are more likely to be supportive of others’ goals and the project in
general.

You have business objectives at this point; now they must be prioritized. You should
make lists of various critical aspects of projects, as well as dependencies within the
project plan, as part of the process of winnowing the big picture out into a set of
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realistic objectives. Determine what you can reasonably accomplish within the con-
straints of the current project. Also, decide what is outside the practical scope of this
Windows Server 2008 deployment but is still important to implement at some later
date.

The objectives that are directly related to the IT department will probably be clearer,
and more numerous, after completing the analysis of the current network. These objec-
tives should be organized to conform to existing change management procedures
within your enterprise network.

When setting goals, be careful not to promise too much. Although it’s tempting and
sometimes easier in the short run to try to do everything, you can'’t. It’s unlikely that
you will implement every single item on every person’s wish list during the first stage
of this project, if at all. Knowing what you can’t do is as important as knowing what
you can.

Gauging deployment success

It is difficult to gauge the success of a project without clearly defined goals. Make sure
that you define specific, measurable goals that you can use to determine when each por-
tion of the project is complete. Everyone on the project team, particularly management,
should agree on these milestones before the rollout gets under way.

Some goals should map to user functionality (that is, the XYZ department is able to do
ABC), while others will correspond to administrative tasks. Be granular in your goals:
“Security policies will be followed” is difficult to quantify; however, “Virus definition files
are updated daily” or “Operating system patches will be installed within 48 hours of
release” is easy.

Setting the Schedule

You should create a project schedule, laying out the time line, tasks, and staff assign-
ments. Including projected completion dates for milestones helps you keep on top of
significant portions of the project and ensure that dependencies are managed.

It is critical that you are realistic when considering time lines; not just a little bit real-
istic, really realistic. This is, after all, your time you are allocating. Estimate too short a
time and you are likely to spend evenings and weekends at the office with some of your
closest coworkers.

A number of tasks will be repeated many times during the rollout of Windows Server
2008, which should make estimating the time needed for some things fairly simple: a
1-hour process repeated 25 times takes 25 hours. If, for example, you are building 25
new servers in-house, determine the actual time needed to build one and do the math.
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When you have a rough idea of the time required, do the following:

® Assign staff members to the various tasks to make sure you have adequate staff to
complete the project.

® Add some time to your estimates—IT projects always seem to take more time than
you thought they would. This is the only buffer you are likely to get, so make sure
you build in some “extra” time from the start.

e Asmuch as possible, verify how long individual tasks take; you might be sur-
prised at how much time you spend doing a seemingly simple task, and if your
initial estimate is significantly off, you could end up running significantly short
on time.

® Develop a schedule that clearly shows who is doing what and when.
® Getdrop-dead dates, which should be later than the initial target date.

® Post the schedule in a place where the team, and perhaps other staff, can view
it. Keep this schedule updated with milestones reached, changes to deliverable
dates, and so on.

You might want to use a project management tool, such as Microsoft Project, to develop
the schedule. This sort of tool is especially useful when managing a project with a num-
ber of staff members working on a set of interdependent tasks.

Shaping the Budget

Determining the budget is a process constrained by many factors, including, but not
limited to, IT-related costs for hardware and licensing. In addition to fixed IT costs,

you also must consider the project scope and the non-IT costs that can come from the
requirements of other departments within the organization. Thus, to come up with the
budget, you will need information and assistance from all departments within the orga-
nization and with consideration for all aspects of the project.

Many projects end up costing more than is initially budgeted. Sometimes this is predict-
able and preventable with proper research and a bit of attention to ongoing expenses.
As with time lines, pad your estimates a little bit to allow for the unexpected. Even so, it
helps if you can find out how much of a buffer you have for any cost overruns.

In planning the budget, also keep in mind fiscal periods. If your project is crossing bud-
get periods, is next year’s budget for the project allocated and approved?
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Keep in mind that there are likely to be changes as the project is under way. Each change
will probably have a cost associated with it, and you might have to fight for additional
budget or go back to the department or individuals that want the change and ask them
to allocate moneys from their budget to cover the requested change.

Allowing for Contingencies

No matter how carefully you plan any project, it is unlikely that everything will go
exactly as planned. Accordingly, you should plan for contingencies that might present
themselves; by having a number of possible responses to unforeseen events ready, you
can better manage the vagaries of the project.

Start with perhaps the most common issue encountered during projects: problems in
getting the assigned people to do the work. This all too common problem can derail any
project, or at least cause the project manager a great deal of stress. After all, the ultimate
success of any project relies upon people doing their assigned tasks. Many of these
people are already stretched pretty thin, however, and you might encounter times when
they aren’t quite getting everything done. Your plan should include what to do in this
circumstance—is the person’s manager brought in, or is a backup person automatically
assigned to complete the job?

Another possibility to plan for is a change in the feature set being implemented. Should
such shifts occur, you must decide how to adjust to compensate for the reallocated time
and money required. To make this easier, identify and prioritize the following:

® Objectives that could slip off this project and onto a later one should the need
arise

® Objectives that you want to slip into the project if the opportunity presents itself

Items on both of these lists should be relatively small and independent of other
processes and services. Avoid incurring additional expenses; you are more likely to
encounter extra time than extra funding during your deployment.

In general, ask yourself what could happen to cause significant problems along the way.
Then, more important, consider what you would do in response. By thinking through
potential problems ahead of time, and planning what you might do in response, you
can be prepared for many of the inevitable bumps along the way.
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Padding project estimates

Many consultants pad their project estimates, primarily as a means of ensuring that the
inevitable project scope creep isn't problematic later on. After all, it's preferable to have a
client who is happy that the project came in early and under budget rather than one who
is unhappy at the cost and time overruns. You might want to use this approach by add-
ing in a little extra time and not allocating quite all of the available money. If you come in
early and under budget, so much the better—but you probably won't.

Finalizing Project Scope

You have goals, know the time line, and have a budget pinned down—now it’s time to
get serious. Starting with the highest-priority aspects of the project, estimate time and
budget needed to complete each portion. Work your way through the planned scope,
assessing the time and costs associated with each portion of the project. This will help
ensure that you have enough time and budget to successfully complete the project as
designed.

As you finalize the project plan, each team member should review the final project
scope, noting any concerns or questions he or she has about the proposal. Encourage
the team to look for weak spots, unmet dependencies, and other places where the plan
might break down. Although it is tempting to ignore potential problems that are noted
this late in the game, you do so at your own peril. Avoiding known risks is much easier
than recovering from unforeseen ones.

Get management approval for your plan

Executive business and IT management should approve the deployment plan, especially
if they are not on the planning team. This executive sign-off on the plan should occur at
a number of points along the way. After the project team agrees upon initial goals is a
good time to get approval, as are critical junctures, such as after the plan has been vali-
dated in the lab and again after a successful pilot. In any case, make sure you have man-
agement sign-off before you perform any installations in a production environment.
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Defining the New Network Environment

When you have determined the overall scope of your Windows deployment project
and the associated network changes, you must develop the technical specifications for
the project, detailing server configuration, changes to the network infrastructure, and
so on. As much as possible, describe the process of transitioning to the new configura-
tion. Care should be taken while developing this document because it will serve as the
road map for the actual transition, much of which is likely to be done by staff members
who were not in the planning meetings.

Defining Domain and Security Architecture

In defining the new (updated) network environment, you must review the current and
projected infrastructure for your network. Analyze the domains in use on your network,
and evaluate the implications for security operations and network performance.

Assess Domain Architecture and Changes

If you are implementing Active Directory for the first time, designing the domain archi-
tecture is probably going to take a substantial amount of work. Businesses already
using Microsoft Windows Server 2003 to manage their network, on the other hand, will
probably not have to change much, if they change anything at all. The amount of plan-
ning involved varies widely, depending on the current state of your network:

® No Windows domains If you are starting from scratch, you have a bit of work
ahead of you. You should plan DNS and Active Directory carefully, taking plenty
of time to consider the implications of your design before implementing it.

® Windows NT 4.0 domains This move will still entail quite a bit of change, yet it
does provide the opportunity to rethink the current domain configuration before
you start configuring Active Directory. Decide whether Active Directory will use
existing DNS namespaces or new ones.

® Windows 2000 or later domains Changes required are minimal, although you are
free to make additional changes if you wish. Any changes to the domain structure
will likely be made to optimize operations or support additional functionality.

Also, consider whether you are going to be changing the number of domains you cur-
rently have. Will you be getting rid of any domains through consolidation?
Impact on Network

You also must assess the impact of the projected changes on your current network oper-
ations. Consider issues such as the following:

e Will network traffic change in ways that require modifications to the network
infrastructure? Assess additional loads on each network segment as well as across
WAN links.

® Do you need to make changes to network naming or addressing schemes? Are
new DNS namespaces needed, and, if so, have the DNS names been registered?
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e Will you use Read-Only Domain Controllers (RODCs) in remote offices? If so, will
you also use Read-Only DNS (RO DNS)?

e (Can you phase out NetBIOS and WINS reliance completely? If so, will you use
LLMNR and DNS global names?

Identify Security Requirements

This is a good time to seriously review the security measures implemented on your
network. Scrutinize the security devices, services, and protocols, as well as administra-
tive procedures to ensure that they are adequate, appropriate, well documented, and
adhered to rigorously.

Security in Windows Server 2008 is not the same as in earlier versions of Windows
server operating systems—the security settings for the default (new) installation of
Windows Server 2008 are much tighter than in previous versions. This might mean
that services that were functioning perfectly prior to an upgrade don’t work the same
way afterward. Some services that were previously started by default are now disabled
when first installed.

Assign staff members to be responsible for each aspect of your security plan and have
them document completion of tasks. Among the tasks that should be assigned are the
following:

e Applying regular updates of virus software Antivirus software is only as good as
its virus definition files, so make sure yours are current. This means checking the
vendor site every single day, even on weekends if possible. Many antivirus pack-
ages can perform automatic updates, yet you should verify that the updates are
occurring.

® Reviewing security alerts Someone should read the various sites that post secu-
rity alerts on a regular basis and/or receive their newsletters and alerts. The sites
should include Microsoft (http:;//www.microsoft.com/security/), vendors of your
other software (http;//www.symantec.com/), network device vendors (http;//www.
cisco.com/), and at least one non-vendor site (such as http;//www.SANS.org/).

® Checking for system software updates IT staff should consider implementing
the Windows Server Update Services (WSUS) to help keep up-to-date on security
updates, service packs, and other critical updates for both servers and clients.
WSUS enables administrators to automatically scan and download updates to
a centralized server and then configure Group Policy so client computers get
automatic updates from WSUS. WSUS is available as an optional download for
Windows Server 2008.

® Checking for hardware firmware updates Itis important that the various devices
on the network, especially security-related ones such as firewalls, have up-to-date
firmware.

Changing the Administrative Approach

While you are rolling out Windows Server 2008 is an excellent time to fine-tune your
administration methods and deal with any issues introduced by the growth and
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change. Well-designed administrative methods with clearly documented procedures
can make a huge difference in both the initial rollout and ongoing operations.

Management Tools

Active Directory provides the framework for flexible, secure network management,
allowing you to implement the administration method that works best in your environ-
ment. There are mechanisms that support both centralized and distributed administra-
tion; group policies offer centralized control, while selected administrative capabilities
can be securely delegated at a highly granular level. The combination of these methods
allows administration to be handled in the method that works best for each individual
business in its unique circumstances.

Make sure that all administrative tasks and processes are clearly defined and that each
task has a person assigned to it.

Some administrative changes will be required because of the way Windows Server
2008 works. You might find that existing administration tools no longer work or are no
longer needed. So, be sure to question the following:

e Whether your existing tools work under the new operating system. A number of
older tools are incompatible with Windows Server 2008 —management utilities
must be Active Directory—aware, work with NTFS, and so on.

® Whether current tools will be needed once you move to Windows Server 2008.
If a utility such as PKZIP, for example, is in use now, it might not be required for
operations under Windows Server 2008, which has incorporated the function-
ality of ZIP into the operating system. Eliminating unneeded tools could well
be one goal of the Windows Server 2008 deployment project, and it will have a
definite payoft for the IT department as well in terms of simplified management,
lower costs, and so forth.

Select and Implement Standards

You will also want to select and implement standards. If your IT department has not
implemented standards for naming and administration procedures, this is a good time
to do so. You'll be gathering information about your current configuration, which will
show you the places where standardization is in place, as well as places where it would
be useful.

Make sure that any standards you adopt allow for likely future growth and changes in
the business. Using an individual’s first name and last initial is a very simple scheme
for creating user names and works well in a very small business. Small businesses,
however, don’t necessarily stay small forever—even Microsoft initially used this naming
scheme, although it has been modified greatly over the years.
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You can also benefit from standardization of system hardware and software configura-
tion. Supporting 100 servers (or clients) is much easier if they share a common set of
hardware, are similarly configured, and have largely the same software installed. This
is, of course, possible only to a limited degree and dependent upon the services and
applications that are required from each system. Still, it's worth considering.

When standardizing server hardware, keep in mind that the minimum functional
hardware differs for various types of servers; that is, application servers have very dif-
ferent requirements than file servers. Also consider the impact of the decisions the IT
department makes on other parts of the company and individual employees. There are
some obvious things to watch for, such as unnecessarily exposing anyone’s personal
data—although surprising numbers of businesses and agencies still do.

Standardization is especially important for networks that are still running Windows
NT 4.0, because many of those environments use an eclectic, and sometimes downright
odd, collection of computer and device names.

Personal information is private!

The amount of personal information that businesses have about individuals is something
that should give us all pause. What's even more alarming is the casual disregard with
which much of this information is treated.

Consider the use of social security numbers in the United States; they show up as student
ID numbers (and are posted on professors’ doors) and health insurance policy numbers
(and are printed on dozens of things from insurance cards to driver’s licenses), to name
two of the more common and egregious misuses. If that weren't enough, portions of
your social security number are used as the default “secret PIN” for some accounts at
financial institutions. The same social security number that you give to several people
each time anyone in your family seeks medical care. How secret.

This might start to change, however. For example, social security numbers are part of
what is protected under the Health Information Portability and Privacy Act (HIPPA),
which carries severe penalties for inadvertent or negligent exposure of the data. HIPPA
has specific data management requirements that are of concern to any IT department
working with patient information. Even without the threat of federal penalties, all IT
departments, not just those in the medical industry, would be well served by an inspec-
tion of which sorts of personal information they are managing and how they are protect-
ing it.
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Change Management

Formalized change management processes are very useful, especially for large orga-
nizations and those with distributed administrative models. By creating structured
change control processes and implementing appropriate auditing, you can control the
ongoing management of critical IT processes. This makes it easier to manage the net-
work and reduces the opportunity for error.

Although this is particularly important when dealing with big-picture issues such as
domain creation or Group Policy implementation, some organizations define change
control mechanisms for every possible change, no matter how small. Youw'll have to
determine for which IT processes you must define change management processes,
finding a balance between managing changes effectively and over-regulating network
management.

Even if you're not planning on implementing a formal change control process, make
sure that the information about the initial configuration is collected in one spot. By
doing this, and collecting brief notes about any changes that are made, you will at least
have data about the configuration and the changes that have been made to it. This will
also help later on, if you decide to put more stringent change control mechanisms in
place, by providing at least rudimentary documentation of the current network state.

Thinking About Active Directory

Active Directory is an extremely complicated, and critical, portion of Windows Server
2008, and you should plan for it with appropriate care. This book goes into detail on
doing this in Part 5, “Managing Active Directory and Security;” you should read this
information if you are going to be designing a new Active Directory tree.

The following section discusses, in abbreviated form, some high-level aspects of Active
Directory that you must consider. It is meant to offer perspective on how Active Direc-
tory fits in the overall planning picture, not to explain how to plan for a new Active
Directory installation.

Designing the Active Directory Namespace

The Active Directory tree is based on a DNS domain structure, which must be imple-
mented prior to, or as part of, installing the first Active Directory server in the forest.
Each domain in the Active Directory tree is both a DNS and Windows domain, with the
associated security and administrative functionality. DNS is thoroughly integrated with
Active Directory, providing location services (also called name resolution services) for
domains, servers, sites, and services, as well as constraining the structure of the Active
Directory tree. It is wise to keep Active Directory in mind as you are designing the DNS
namespace and vice versa, because they are immutably linked.

Active Directory trees exist within a forest, which is a collection of one or more domain
trees. The first domain installed in an Active Directory forest functions as the forest root.
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The interdependence of Active Directory and DNS brings some special factors into play.
For example, if your organization has outward-facing DNS servers, you must decide
whether you will be using your external DNS name or another DNS domain name for
Active Directory. Many organizations choose not to use their external DNS name for
Active Directory, unless they want to expose the directory to the Internet for a busi-
ness reason, such as an Internet service provider (ISP) that uses Active Directory logon
servers.

Within a domain, another sort of hierarchy exists in the form of container objects
called organizational units (OU), which are used to organize and manage users, network
resources, and security. An OU can contain related users, groups, or computers, as well
as other OUs.

Designing the Active Directory namespace requires the participation of multiple levels of
business and IT management, so be sure to provide adequate time for a comprehensive
review and sign-off on domain architecture.

Managing Domain Trusts

Domain trusts allow automatic authentication and access to resources across domains.
Active Directory automatically configures trust relationships such that each domain in
an Active Directory forest trusts every other domain within that forest.

Active Directory domains are linked by a series of such transitive trust relationships
between all domains in a domain tree, and between all domain trees in the forest.
By using Windows Server 2008, you can also configure transitive trust relationships
between forests.

Explicit trusts between domains can speed up authentication requests. An explicit trust
relationship allows authentication queries to go directly to the domain in question rather
than having to search the domain tree and/or forest to locate the domain in which to
authenticate a user.

Identifying Domain and Forest Functional Levels

Active Directory now has multiple domain and forest functional levels, each constrain-
ing the types of domain controllers that can be in use and the available feature set.
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The domain functional levels are as follows:

Windows 2000 native If you have only Windows 2000, Windows Server 2003,
and Windows Server 2008 domain controllers, select this mode, which offers
additional features. It provides full universal group functionality, group-nesting
operations for security and distribution groups, and the ability to convert security
groups to distribution groups. In addition, security principals can be migrated
from one domain to another by the security identifier (SID) history.

Windows Server 2003 This mode supports Windows Server 2003 and Windows
Server 2008 domain controllers and enables additional Active Directory domain-
level features. In addition to the group features specified for the Windows 2000
native functional level, this mode supports the renaming of Active Directory
domains, logon time stamp updates, and passwords for InetOrgPerson users.
InetOrgPersons are a special type of user, discussed in Chapter 35, “Managing
Users, Groups, and Computers.”

Windows Server 2008 This mode supports only Windows Server 2008 domain
controllers and enables all Active Directory domain-level features. In addition to
the features specified for the other domain functional levels, this mode supports
Distributed File System Replication for Sysvol for more robust and granular rep-
lication of Sysvol, Advanced Encryption Services (AES) 128-bit or AES 256-bit
encryption for the Kerberos protocol, allows the display of the last interactive
logon details for users, and fine-grained password policies for applying separate
password and account lockout policies to users and groups.

The forest functional levels are as follows:

Windows 2000 Supports domains at the Windows 2000 native functional level

Windows Server 2003 Supports domains at the Windows Server 2003 and
Windows Server 2008 functional levels

Windows Server 2008 Supports domains at Windows Server 2008 functional
level.

When a forest is operating at Windows Server 2003 or Windows Server 2008 func-
tional level, all Active Directory features, including the following, are enabled:

O Replication enhancements—Each changed value of a multi-valued attribute is
now replicated separately—eliminating the possibility for data conflict and
reducing replication traffic. Additional changes include enhanced global
catalog replication and application partitions (which segregate data, and
thus the replication of that data).

O Schema—Schema objects can be deactivated, and dynamic auxiliary classes
are supported.

O Management—Forest trusts allow multiple forests to easily share resources.
Active Directory domains can be renamed, and thus the Active Directory
tree can be reorganized.

O User management—Last logon time is now tracked, and enhancements to
InetOrgPerson password handling are enabled.
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In forests with the Windows 2000 functional level, the replication enhancements
discussed for the Windows Server 2008 functional level are supported but only between
two domain controllers running Windows Server 2008.

Selecting your domain and forest functional levels is generally a straightforward choice.
Ultimately, the decision regarding the domain and forest functional levels at which to
operate mostly comes down to choosing the one that supports the domain controllers
you have in place now and expect to have in the future. In most circumstances, you will
want to operate at the highest possible level because it enables more functionality. Also,
keep in mind that all changes to functional level are one-way and cannot be reversed.

Defining Active Directory Server Roles

In addition to serving as domain controllers, a number of domain controllers fulfill spe-
cial roles within Active Directory. Some of these roles provide a service to the entire for-
est, although others are specific to a domain or site. The Active Directory setup routine
assigns and configures these roles, although you can change them later.

The Active Directory server roles are as follows:

® Operations masters A number of Active Directory operations must be carefully
controlled to maintain the integrity of the directory structure and data. A specific
domain controller serves as the operations master for each of these functions. That
server is the only one that can perform certain operations related to that area. For
example, you can make schema changes only on the domain controller serving
as the schema master; if that server is unavailable, no changes can be made to the
schema. There are two categories of operations masters:

O Forest-level operations masters The schema master manages the schema
and enforces schema consistency throughout the directory.

The domain naming master controls domain creation and deletion, guaran-
teeing that each domain is unique within the forest.

o Domain-level operations masters The RID master manages the pool of
relative identifiers (RIDs). (A RID is a numeric string used to construct SIDs
for security principals.)

The infrastructure master handles user-to-group mappings, changes in
group membership, and replication of those changes to other domain
controllers.

The PDC emulator is responsible for processing password changes and rep-
licating password changes to other domain controllers. The PDC emulator
must be available to reset and verify external trusts.
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® Global catalogs A global catalog server provides a quick index of Active Direc-
tory objects, which is used by a variety of network clients and processes to
locate directory objects. Global catalog servers can be heavily used, yet must be
highly available to clients, especially for user logon, because the global catalog
provides membership information for universal groups. Accordingly, each site in
the network should have at least one global catalog server, or you should have a

Windows Server 2003 or later domain controller with universal group caching
enabled.

® Bridgehead servers Bridgehead servers manage intersite replication over low-
bandwidth WAN links. Each site replicating with other sites usually has at least
one bridgehead server, although a single site can have more than one if required
for performance reasons.

Active Directory replication depends on the concept of sites, defined as a collected set
of subnets with good interconnectivity. Replication differs depending on whether it is
within a site or between sites; intrasite replication occurs automatically every 15 seconds,
while intersite replication is scheduled and usually quite a bit slower.

Planning for Server Usage

When planning for server usage, consider the workload of each server: which services
it is providing, the expected user load, and so on. In small network environments, it
is common for a single server to act as a domain controller and to provide DNS and
Dynamic Host Configuration Protocol (DHCP) services and possibly even additional
services. In larger network environments, one or more stand-alone servers might pro-
vide each of these services rather than aggregating them on a single system.

Server Roles

Windows Server 2008 employs a number of server roles, each of which corresponds to
one or more services. You can manage many Windows Server 2008 services by these
roles, although not all services are included in a role.

Your plan should detail which roles (and additional services) are needed and the num-
ber and placement of servers, as well as define the configuration for each service. When
planning server usage, be sure to keep expected client load in mind and account for
remote sites that might require additional servers to support local operations.

Key Windows Server 2008 server roles are as follows:

® Domain controller Active Directory domain controllers are perhaps the most
important type of network server on a Windows network. Domain control-
lers are also one of most intensively used servers on a Windows network, so
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it is important to realistically assess operational requirements and server per-
formance for each one. Remember to take into account any secondary Active
Directory-related roles the server will be performing (such as global catalog,
operations masters, and so on).

o  How many domain controllers are required, and which ones will fulfill
which roles?

O Which domains must be present at which sites?
Where should global catalogs be placed?
What remote offices (if any) will use RODCs?

® DNS server DNS is an integral part of a Windows network, with many important
features (such as Active Directory) relying on it. Accordingly, DNS servers are now
a required element of your suite of network services. Plan for enough DNS servers
to service client requests, with adequate redundancy for fault tolerance and per-
formance and distributed throughout your network to be available to all clients.
Factor in remote sites with slow links to the main corporate network and those
that might be only intermittently connected by dial-up.

o Define both internal and external namespaces.
o Plan name resolution path (forwarders and so on).

o Determine the storage of DNS information (zone files, Active Directory—
integrated, application partitions).

o Determine whether you need read-only DNS servers at remote offices with
RODCs.

Microsoft DNS is the recommended method of providing domain name services on a
network with Active Directory deployed, although some other DNS servers provide the
required functionality. In practice, however, the intertwining of Active Directory and
DNS, along with the complexity of the DNS records used by Active Directory, has meant
that Microsoft DNS is the one most often used with Active Directory.

DNS information can be stored in traditional zone files, Active Directory-integrated
zones, or in application partitions, which are new to Windows Server 2008. An applica-
tion partition contains a subset of directory information used by a single application.
In the case of DNS, this partition is replicated only to domain controllers that are also
providing DNS services, minimizing network traffic for DNS replication. There is one
application partition for the forest (ForestDnsZones) and another for each domain
(DomainDnsZones).
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DHCP server DHCP simplifies management of the IP address pool used by both
server and client systems. A number of operational factors regarding use of DHCP
should be considered:

0  Determine whether DNS servers are going to act as DHCP servers also, and,
if so, will all of them or only a subset?

o Define server configuration factors such as DHCP scopes and assignment of
scopes to servers, as well as client settings such as DHCP lease length.

WINS server First, determine whether you still need WINS on your network.
If you have legacy applications in your network environment, WINS might be
required to translate NetBIOS names to IP addresses. If so, consider the following:

O  Which clients need to access the WINS servers?

o What WINS replication configuration is required?

Network Policy and Access Services Network Policy and Access Services provides
integrated protection, routing, and remote access services that facilitate secure,
protected access by remote users. Consider the following;

o Do you need protection policies?

o Do you need to provide routing between networks?
o Do you want to replace existing routers?
o

Do you have external users that need access to the internal network?

Application server A Windows Server 2008 application server hosts distributed
applications built using ASP.NET, Enterprise Services, and .NET Framework 3.0.
Includes more than a dozen role services, which are discussed in detail in Internet
Information Server 7.0 Administrator’s Pocket Consultant (Microsoft Press, 2007).

File services The file services role provides essential services for managing files
and the way they are made available and replicated on the network. A number of
server roles require some type of file service. Includes these role services and sub-
services: File Server, Distributed File System, DFS Namespace, DFS Replication,
File Server Resource Manager, Services for Network File System (NFS), Windows
Search Service, Windows Server 2003 File Services, File Replication Service
(FRS), and Indexing Service.

Print services The print services role fulfills the needed role of managing printer
operations on the network. Windows Server 2008 enables publishing printers in
Active Directory, connecting to network printers using a Uniform Resource Loca-
tor (URL), and enhanced printer control through Group Policy.

Terminal services The terminal services role supports thin client access, allow-
ing for a single server to host network access for many users. A client with a Web
browser, a Windows terminal, or a Remote Desktop client can access the terminal
server to gain access to network resources.

Web server Web servers host Web sites and Web-based applications. Web sites
hosted on a Web server can have both static content and dynamic content. You
can build Web applications hosted on a Web server using ASPNET and .NET
Framework 3.0.
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Servers with multiple roles

It is common for a single server to fill more than one role, especially on smaller networks.
When selecting which roles to put on a single server, try to select ones with different
needs. For instance, putting one processor-intensive role (for example, an application
server) and a role (such as a file server) that does a lot of network input/output (I/O) on a
single system makes more sense than putting two roles that stress the same subsystem
on the same machine.

Determining Which Windows Edition to Use

As discussed in Chapter 1, “Introducing Windows Server 2008,” there are several
versions of Windows Server 2008 and each is intended for a particular sort of usage.
Which version you select for each server depends upon both the required functionality
and, in the case of upgrades, the operating system that is in place.

Using Windows Server 2008 Standard

This is the general-purpose version of Windows Server 2008, designed for a variety of
purposes. The 32-bit version supports up to four processors and 4 gigabytes (GB) of
RAM. The 64-bit version supports up to four processors and 32 GB of RAM. It functions
well as a domain controller; Web, application, file, or print server; or for providing other
network services (such as DNS or remote access services). Some advanced features are
not supported, including the Windows System Resource Manager feature and cluster-
ing (although Network Load Balancing is included).

Because it is general purpose, and less expensive than most of the specialized versions,
Windows Server 2008 Standard is the choice for many small and medium-sized busi-
nesses. Servers running Windows 2000 Server or Windows Server 2003, Standard Edi-
tion can be upgraded to Windows Server 2008 Standard.

Using Windows Server 2008 Enterprise

Windows Server 2008 Enterprise provides all the same services as Windows Server
2008 Standard, with a few additions, as well as improved performance, scalability,

and reliability. Windows Server 2008 Enterprise is available in both 32-bit and 64-bit
versions. Servers running Windows 2000 Server, Windows 2000 Advanced Server,
Windows Server 2003, Standard Edition, and Windows Server 2003, Enterprise Edition
can be upgraded to Windows Server 2008 Enterprise.

Hardware support is enhanced from Windows Server 2008 Standard, with support for
eight processors and 64 GB of RAM on 32-bit platforms (up to 2 TB of RAM on 64-bit
platforms), along with additional functionality such as the capability to use eight-node
clusters. It allows you to use Active Directory Federated Services (AD FS) as well as mul-
tiple DFS namespaces.
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With Active Directory Certificate Services (AD CS), it includes additional components
and features, as shown in Table 2-1.

Table 2-1 Supported AD CS Options by Windows Server 2008 Editions

Support Option Web Server Standard Enterprise Datacenter
Can act as CA no yes yes yes
Network device no no yes yes
enrollment

Online responder no no yes yes
service

CA Web enrollment  no yes yes yes
Customizable v2/v3  no no yes yes
certificates

Key archival no no yes yes
Role separation no no yes yes
Certificate manager  no no yes yes

restrictions

Delegated enrollment no no yes yes
agent restrictions

Additionally, as you probably know, Windows Server 2003 includes Windows System
Resource Manager, but only in Windows Server 2003, Datacenter Edition—now you
can get this feature in Windows Server 2008 Enterprise without shelling out any extra
cash. Windows System Resource Manager allows you to specify the amount of system
resources, including processors and memory, that is available to each application and to
prioritize the resources. This permits tuning applications for optimal responsiveness.
For example, you can specify that Microsoft Exchange Server can use up to 50 percent
of the available central processing units (CPUs) and up to 75 percent of the available
memory, while Microsoft SQL Server, also running on the server, can use only up to

33 percent of the available CPUs and up to 50 percent of the available memory. By fur-
ther specifying that Exchange Server has priority over SQL Server, you can ensure that
Exchange Server will always be optimally responsive.

Using Windows Server 2008 Datacenter

Windows Server 2008 Datacenter is the appropriate choice if you have mission-critical,
high-volume applications or services that must be available 24/7. If you are running a
largely e-commerce site, for example, this is the version of the Windows operating sys-
tem for you. Windows Server 2008 Datacenter supports up to 64 GB of RAM with 32-
bit platforms and up to 2 TB of RAM on 64-bit platforms. It even has a minimum number
of processors, requiring at least 8, and can scale to 64 processors.

Only Windows 2000 Datacenter Server or Windows Server 2003, Datacenter Edition
can be upgraded to Windows Server 2008 Datacenter.
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Datacenter isn't a do-it-yourself project

The hardware support provided by Windows Server 2008 Datacenter requires that each
server manufacturer create a custom hardware abstraction layer (HAL). Windows Server
2008 Datacenter, in fact, is available only directly from a hardware vendor as part of a
new server purchase. After the vendor configures the server, you are not allowed to make
any changes to the hardware without the vendor’s authorization, and the vendor pro-
vides all support.

Using Windows Web Server 2008

Windows Web Server 2008 provides the advancements of Internet Information Ser-
vices (11IS) 7.0, along with many standard Windows services and features at a lower cost
than Windows Server 2008 Standard. Designed to appeal to administrators running
dedicated Web servers, Windows Web Server is optimized for providing Web and appli-
cation services.

Because of its focus, this edition is missing a number of features used in a corporate
environment. For example, a Windows Web Server 2008 server cannot be a domain
controller (although it can join a domain), services for other operating systems (such as
UNIX and Macintosh) are not available, and Windows Web Server 2008 servers cannot
be part of a server cluster, although they can be part of a Web farm using Network Load
Balancing.

Selecting a Software Licensing Program

Product licensing is, in most ways, tertiary to your daily work—it is, after all, largely a
matter of tracking paperwork. You need only select a licensing program, ensure that
you purchase the appropriate number of licenses, and keep track of the proof of those
purchases. Just because it’s simple, however, don’t take it lightly; the consequences for
not tracking this particular set of paperwork can be expensive, time-consuming, and
awkward to deal with.

There are two kinds of licenses associated with a Windows server product. Your plan-
ning should take into consideration how you handle both sorts of licenses.

® Server License This license is straightforward; each system running Windows
Server 2008 requires a single Server License.

® Client Access License Each client or device accessing a Windows server also
requires a license. Client Access Licenses (CALs) are in addition to the client oper-
ating system license and can represent a significant expense for most networks,
so carefully assess your client access needs.
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For more information about current Microsoft product licensing, see the following URL:
http://www.microsoft.com/licensing/.

Retail Product Licenses

If your business is very small, and you don’t purchase much software, buying retail
products might be the most straightforward option for you. Indeed, it can be the
only option. Even when you are at a large business that is taking advantage of one of
Microsoft’s volume-licensing options, you might encounter an immediate need that
sends you to your local computer store for software.

Volume-Licensing Programs

Microsoft has several volume-licensing options, one (or more) of which could save you
a substantial amount of money when it comes time to purchase software. You should
examine these licensing programs carefully and compare your options before making a
commitment.

Open License Program

The Open License program allows you to purchase software licenses for a number of
Microsoft programs at a discount. These agreements last two years. Open License dis-
counts are fixed and don’t get larger if you purchase more software, either as an initial
purchase or during the two-year term of the agreement.

The Open License program has several subprograms:

® Open Business This is the easiest volume licensing to qualify for because you
must buy only five Microsoft products to qualify. A fixed discount is applied to
your initial purchases and all covered purchases during the two-year term. You
can add Software Assurance as an option, but you are severely limited in how you
can use it.

® Open Volume This program assigns points to each Microsoft product and
requires the purchase of software representing a certain number of points. To
qualify for the Open Volume program, you must purchase 500 points worth of
software from a single category: server, application, or system. The volume pur-
chase price applies only to the categories of software for which you have fulfilled
the minimum purchase requirement.

® Open Value This program is designed for organizations with at least five desk-
tops that want to use Software Assurance. It gives you the ability to spread
payments annually and gives a fixed discount to your initial purchases and all
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covered purchases during the three-year term. Company-wide and subscription
options can be added for additional flexibility, though specific restrictions and
limitations apply.

Interestingly enough, the Open License program does not include any physical items
corresponding to your software purchase. You can purchase product media and docu-
mentation separately, for a nominal fee, plus shipping, of course.

Select License

Larger companies that don’t want Software Assurance can opt to use the Select License
program, which is designed for companies with 250 or more computers and a predict-
able pattern of software purchases. Select License uses the same sort of points-based
model as the Open Volume program, with a minimum purchase of 1,500 points of soft-
ware from at least one category. With 1,500 points, you must have purchases for 500
points at the end of the first year, 1,000 points at the end of the second year, and 1,500
points at the end of the third year.

If you are willing to commit to buying more software over the 3-year license term, you
can get a greater discount. There are several levels of commitment to ongoing soft-
ware purchases, each with its own discount amount. For example, if you commit to a
Level B Select License you get a better discount over Level A but must have purchases
worth a minimum of 12,000 points over three years (4,000 points at the end of the first
year, 8,000 points at the end of the second year, and 12,000 points at the end of the
third year).

Although you must meet the minimum points required for each price level throughout
the three-year term, Microsoft will make an adjustment annually to ensure that the price
levels fairly reflect actual purchases. If the total points acquired per product pool are

less than the necessary milestone quantity, Microsoft will adjust the price level for those
product pools downward, meaning your future licenses will cost more. If points acquired
total one-third or two-thirds of a higher pricing level at the 12-month or 24-month point
in the term, Microsoft will adjust the price level for those product pools upward, meaning
software licenses in those product pools will cost less.

Enterprise Agreement License

Large business organizations that want to use Software Assurance can take advantage
of an Enterprise Agreement License, which provides a way to standardize on a set of
Microsoft products and purchase all of those products at a discount. This includes the
right to upgrade to new versions of software during the agreement period, as well as
home use privileges for employees.
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Products covered under this agreement are those that Microsoft considers to be
enterprise-class, such as Microsoft Windows Vista Enterprise, Microsoft Office Profes-
sional, and core CALs. The agreement is for three years and can be extended for one or
three years at the end of the initial term.

Your organization must have at least 250 desktop PCs to qualify for the Enterprise
Agreement License. This license program doesn’t use points and instead, the pricing
level is set based on the number of desktop PCs in the organization. For example, orga-
nizations with 250 to 2,399 desktop PCs have pricing level A while organizations with
2,400 to 5,999 desktop PCs have pricing level B.

A subscription option can be added for additional flexibility. However, as with Open
Value subscriptions, specific restrictions and limitations apply.

Software Assurance

Open Value and Enterprise Agreement licenses include Software Assurance. Software
Assurance (SA) provides rolling upgrades for covered products, as well as many other
benefits for both the corporation and its employees. Businesses will appreciate the
access to support during “business hours,” self-paced training, and special newsgroups,
while employees can purchase Microsoft software at special discounts.

This program has some potential “gotchas,” such as limitations on who can call for
support. It’s also important to remember that you must have both the server and all of
the CALs that access that server covered under SA to gain the program benefits for the
server.

Windows Product Activation

How, or even if, Windows Product Activation (WPA) is implemented is determined by
your licensing method. If you purchase retail products, standard product activation is
required. If you have a volume license agreement of some sort, you do not have to deal
with WPA. A reusable volume license key is provided for software licensed under the
Open License program, although both Enterprise Agreement and Select License custom-
ers are provided with special product CDs with embedded product keys.
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Final Considerations for Planning and Deployment

If you are doing a new installation—perhaps for a new business or a new location of an
existing one—you have a substantial amount of additional planning to do. This extends
well beyond your Windows Server 2008 systems to additional computers (clients, for a
start), devices, services, applications, and so on.

The details of such a project are far beyond the scope of this book; indeed, entire books
have been written on the topic. If you have to implement a network from the ground
up, you might want to pick one up—the Microsoft Windows Server 2008 Deployment Kit is
worth a serious review.

You must plan the entire network, including areas such as the following:

Infrastructure architecture (including network topology, addressing, DNS, and
SO on)

Active Directory design
Servers and services
Administration methods
Network applications
Clients

Client applications

Client devices (printers, scanners, and the like)

This is a considerable undertaking and requires educated, dedicated staff, as well as
adequate time and other resources.

Good news, bad news

Having the responsibility for deploying a new Windows-based network is both a good
thing and a not-so-good thing.

® The not-so-good part is straightforward: It can be a staggering amount of work.

® The good thing—and it is a very good thing—is that you are starting with a clean
slate and you have a chance to get it (at least mostly) right the first time. Many a
network administrator would envy the chance to do a clean deployment, to start
fresh with no existing problems, no legacy hardware or applications to maintain,
no kludges or workarounds.

If you are faced with creating a new network, take advantage of this opportunity and do

lots of research before you touch the first computer. With the abundance of technical
information available, you should be able to avoid most problems and quickly resolve the

few you encounter.
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You are likely to find yourself installing Windows Server 2008 in various circum-
stances—a new installation for a new system, an upgrade of an existing Microsoft
Windows installation, or perhaps even a new installation into a multiboot environment.
You might need to install just a few systems, or you might need to deploy hundreds—or
even thousands—in a diverse network environment.

Windows Server 2008 supports both interactive and automated setup processes, pro-
viding flexibility in how you install and configure the operating system. You can even
fully automate the installation of a basic or fully configured operating system onto a
brand new computer to ease the administrative burden in large deployments.

In this chapter, I discuss the things you should know to help you prepare for and
perform installations. There are three methods of performing a new installation of
Windows Server 2008: interactive, unattended using only answer files, and unattended
using answer files with Windows Deployment Services (WDS). By using one of these
three options, you can deploy Windows Server 2008 to one system or a hundred—
although the latter requires a lot more planning.

Getting a Quick Start

To install Windows Server 2008, you can boot from the Windows distribution media,
run Setup from within your current Windows operating system, perform a command-
line installation, or use one of the automated installation options.

In performing the installation, there are two basic approaches to setting up Windows
Server 2008—interactively or as an automated process. An interactive installation is
what many people regard as the regular Windows installation: the kind where you
walk through the setup process and enter a lot of information during setup. It can be
performed from distribution media (by booting from the distribution media or run-
ning Windows Setup from a command line). The default Windows setup process when
booting from the retail Windows Server 2008 DVD is interactive, prompting you for
configuration information throughout the process.

69
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There are several types of automated setup, which actually have administrator-
configurable amounts of user interaction. The most basic form of unattended setup you
can perform is an unattended installation using only answer files. To take unattended
setup a step further, you can use your unattended answer files with Windows Deploy-
ment Services. In either case, the answer file contains all or part of the configuration
information usually prompted for during a standard installation process. You can
author unattended answer files using Windows System Image Manager.

The standard setup program for Windows Server 2008 is Setup.exe. You can run
Setup.exe from within the Windows operating system to upgrade the existing operat-
ing system or to install Windows Server 2008 to a different partition. On BIOS-based
(x86) systems, you can boot from the distribution media to initiate the setup process.
Unlike 32-bit Intel systems that boot from a DVD-ROM, the Intel Architecture 64-bit
(IA-64) Itanium-based systems do not—starting Setup is accomplished through the
Extensible Firmware Interface (EFI) shell. To start Windows Setup, run the \IA64\
Setupldr.efi Setup boot loader on the DVD, and other than the partitioning method,
Setup for an [A-64 system works the same as the 32-bit version.

The command-line switches on the Windows Setup programs offer you additional
options for configuring the installation process. The general installation parameters
include the following;

e Setup /m:folder_name The /m:folder_name option sets an alternate location for
files to be used by Setup during the installation process—during setup, the alter-
nate location is searched first, and files in the default location are used only if the
installation files are not found in the specified alternate location.

® Setup /noreboot The /noreboot parameter prevents the rebooting of the system
upon completion of the file copy phase. This is used to allow other commands or
operations to be performed after the files have been copied, but prior to further
Setup phases.

® Setup /tempdrive:drive_letter The /tempdrive:drive_letter parameter designates
the hard disk drive location where the temporary installation files will be placed.

® Setup /unattend:answer file The /unattend:answer_file parameter, when used
with an answer file, instructs Setup to do an unattended new installation (a
fresh installation as opposed to an upgrade) based on the values specified in the
answer file. The answer file can contain all or part of the configuration informa-
tion for which the installation process would normally prompt the user.

® Setup /emsport:{coml|com2|usebiossettings|off} The /emsport parameter is
used to specify and enable or disable the Emergency Management Services. The
default value for /emsport is usebiossettings, which draws its information from
the Serial Port Console Redirection (SPCR) in the basic input/output system
(BIOS) (for 32-bit systems) or the console device path in the EFI of Itanium-based
(64-bit) systems. If this is specified on a system that does not support SPCR or
EFI, the command will be ignored.
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The COM1 and COM2 parameters can be used only on the 32-bit x86-based platforms
and are not supported on Itanium-based systems. If EMS is disabled from the command
line, it can be reenabled by the boot settings—you configure EMS boot settings by using
the Bootcfg command. Type bootcfg /ems /? at the command line to display all EMS
configuration parameters. You can enable EMS, for example, on COML1 by using the fol-
lowing command line: bootcfg /ems on /port coml /baud 115200.

® Setup /emsbaudrate:baudrate The baud rate used in Emergency Management
Services is set by using the /emsbaudrate:baudrate parameter, with the slowest
rate (9600 baud) as the default—accepted baud rates include 19200, 57600, and
115200. The /emsbaudrate option is used in conjunction with the /emsport:
coml (or com2) parameter. The /emsbaudrate parameter settings can be used
only on 32-bit x86-based platforms.

Product Licensing

Licensing for Windows Server 2008 has two aspects: server licenses and client access
licenses (CALs). Each installation of Windows Server 2008 on a computer requires a
server license. In addition to ensuring that you have the required licenses for Windows
Server 2008, you must decide on the client access licensing scheme you will use before
installing Windows Server 2008. Your choices are as follows:

® Perserver One CAL is required for each concurrent connection to the server.
This usually means one CAL for every connection to that server.

® Perdevice or per user A CAL is purchased for each user or device connecting to
the server—this usually corresponds to one CAL for every user or computer that
will access the server.

Your licensing program determines how you handle both the product key and product
activation. Table 3-1 describes how each type of licensing affects installation.

Table 3-1 Overview of Windows Server 2008 Product Keys and Activation

Product License Product Key Product Activation
Retail Product License Unique product key needed ~ WPA

Open License program Reusable product key No WPA

Select License On volume license CD No WPA

Enterprise Agreement License On volume license CD No WPA
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The product ID used during installation of a retail version is for a specific Windows Server
2008 edition and can be used only with the retail DVD. Likewise, Open License keys are
only usable with the media issued by Microsoft as part of obtaining the volume license.
In enterprises using both types of software, knowing which keys go with which software
makes the installation process easier.

Preparing for Windows Server 2008 Installation

Installing a server operating system requires some assessment and preparation before
you actually do the work. You'll want to review the server hardware and installation
details, check the latest technical notes, verify backups, and have more than a few dis-
cussions with other information technology (IT) staff and managers.

System Hardware Requirements

Most versions of Windows Server 2008 share baseline requirements, such as a mini-
mum of a 1-gigahertz (GHz) CPU, 512 megabytes (MB) of random access memory
(RAM), and 10 gigabytes (GB) of hard disk drive space (for three of the x86-based
servers). Yet, there are differences in recommended hardware for each edition—Web
Server, Standard, Enterprise, and Datacenter—and further differences to support

the 64-bit versions on Itanium-based servers. Table 3-2 shows the hardware require-
ments for Windows Server 2008 on 32-bit x86 platforms, while Table 3-3 describes
the requirements on the Itanium-based platform. For 64-bit extended systems, refer to
Table 3-4.

These hardware guidelines are published by Microsoft and are subject to change as the
technology landscape changes. If your computer doesn’t meet the minimum require-
ments, you will not be able to install Windows Server 2008. If your computer doesn’t
meet the recommended requirements, you will experience performance issues.
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Table 3-2 Hardware Requirements for x86-Based Computers (32-Bit)

Recom- Recom-
Min. CPU mended # of Min.—Max. mended Minimum
Version Speed CPU Speed CPUs RAM RAM Disk Space
Web Server 1 GHz 2 GHz 1-2 512 MB-4GB 2GB 10 GB
Standard 1 GHz 2 GHz 1-4 512 MB-4GB 2GB 10 GB
Enterprise 1GHz 2 GHz 1-8 512 MB-64 GB 4 GB 20 GB
Datacenter 1 GHz 2 GHz 8-32 2 GB-64 GB 16 GB 20 GB

Table 3-3 Hardware Requirements for Itanium-Based Computers (64-Bit)

Recom- Recom- Minimum
Min. CPU mended # of Min.-Max. mended Disk
Version Speed CPU Speed CPUs RAM RAM Space
Web Server N/A N/A N/A N/A N/A 10 GB
Standard 1.4 GHz 2 GHz 1-4 512 MB-32GB 2 GB 10 GB
Enterprise 1.4 GHz 2 GHz 1-8 512 MB-64 GB 4 GB 20 GB
Datacenter 1.4 GHz 2 GHz 8-64 2 GB-2TB 16 GB 20 GB

Table 3-4 Hardware Requirements for 64-Bit Extended Systems

Recom- Recom-  Minimum
Min. CPU mended # of Min.—Max. mended Disk
Version Speed CPU Speed CPUs RAM RAM Space
Web Server N/A N/A N/A N/A N/A N/A
Standard 1.4 GHz 2 GHz 1-4 512 MB-32GB 2 GB 4GB
Enterprise 1.4 GHz 2 GHz 1-8 512 MB-64 GB 2 GB 4GB
Datacenter 1.4 GHz 2 GHz 8-64 2GB-2TB 16 GB 20 GB

How a Clean Installation and an Upgrade Differ

If you have existing servers running the Windows operating system, you must decide
which servers, if any, you will upgrade. The major differences between a clean installa-
tion and an upgrade are the following:

® Upgrade With an upgrade, the Windows Server 2008 Setup program performs
a clean installation of the operating system followed by a migration of user set-
tings, documents, and applications from the earlier version of Windows. During
an upgrade, user settings are retained, existing applications and their settings
are kept, and basic system configuration is not required. An upgrade installation
should be used when you have existing servers running the Windows operating
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system that support upgrading to Windows Server 2008 and you want to mini-
mize disruption by maintaining the existing settings, user information, and appli-
cation configuration.

® Clean installation In contrast, a clean installation does not retain any user or
system settings or knowledge of any installed applications, and you must config-
ure all aspects of the hardware and software. You should use a clean installation
when the operating system cannot be upgraded, the system must boot to multiple
operating systems, a standardized configuration is required, or (obviously) when
no operating system is currently installed.

Supported Upgrade Paths

Before performing an upgrade, you should make sure the server’s installed software
and hardware support Windows Server 2008. You can download tools for testing com-
patibility and documentation at the Windows Server Catalog Web site (http:;//www.
windowsservercatalog.com/).

Microsoft Server operating systems from Windows 2000 and later can be upgraded to
Windows Server 2008. In general, servers can be upgraded to a product with equal or
greater capabilities, thus:

e Windows Server 2003 Standard or Enterprise editions can be upgraded to Stan-
dard or Enterprise editions of Windows Server 2008.

e Windows Server 2003, Datacenter Edition, can be upgraded to Windows Server
2008 Datacenter.

e Windows Server 2003, Web Edition, can be upgraded Windows Web Server
2008.

e Windows Server 2008 Standard can be upgraded to Enterprise or Datacenter edi-
tions of Windows Server 2008.

® Windows Server 2008 Enterprise can be upgraded to Windows Server 2008
Datacenter.

Using Windows Update

Windows Update is a convenient way of ensuring that the most recently updated driver
and system files are always used during server installation. Windows Update connects
to a distribution server containing updated files used during Windows installation. The
files in Windows Update include setup information files, dynamic libraries used during
setup, file assemblies, device drivers, and system files.

The Windows Update files can be obtained by using two methods:

e Windows Update files can be obtained directly from the Windows Update site
during setup, ensuring that the absolute latest setup files are used during the
installation.
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e Windows Update files can be downloaded to a server on your local network and
then shared to provide clients with access to a consistent local copy of the files.

Getting Windows Updates from the update site online is recommended for consumer
use and small businesses that do not have a full-time Windows administrator. Oth-
erwise, your organization probably should centralize the functionality locally using
Windows Server Update Services (WSUS) in a client/server configuration. WSUS is
available as an optional download for Windows Server 2008. Hosting Windows Update
files on a local network provides you with additional security and the advantage of
being able to ensure that important operating system updates are applied to all systems
within your network environment.

During setup of the operating system, the Windows Update process does not provide
new installation files, but rather supplies only updated files that replace existing files
used during setup. Windows Update might, however, provide device drivers that are not
a replacement for device drivers existing on the distribution media (in-box device driv-
ers) but that are new device drivers supplying additional support of devices or system
hardware.

Using Windows Server Update Services

WSUS (previously called Windows Update Services) has both a server and client compo-
nent. Each managed client requires a Windows Server CAL. The WSUS server component
uses a data store that runs with MSDE, WMSDE, or SQL Server. With SQL Server, every
device managed by WSUS requires a SQL Server CAL or a per-processor license.

WSUS requires Internet Information Services (IIS), Background Intelligent Transfer Service
(BITS) 2.0, and the Microsoft .NET Framework 3.0. The WSUS server component uses IIS
to obtain updates over the Internet using HTTP port 80 and HTTPS port 443. WSUS can
also use IS to automatically update client computers with the necessary client software
for WSUS.

For performance and network load balancing, large enterprises may want to have an
extended WSUS environment with multiple WSUS servers. In a multiple WSUS server
environment configuration, one WSUS server can be used as the central server for down-
loading updates and others WSUS servers can connect to this server to obtain settings
and updates to distribute to clients.

WSUS is a supplement to the Windows Server 2008 operating system. As such, WSUS
is not included in Windows Server 2008 and must be installed separately. After you've
downloaded the installer packages from Microsoft and double-clicked each to install,
you can configure the related role using Server Manager.
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Preinstallation Tasks

You will want to assess the specifics of an installation and identify any tasks that must
be done prior to the installation taking place. The following is a partial list—a general
set of pointers to the installation-related tasks that must be performed.

Check for firmware updates

Check requirements for OS version

Review the release notes on OS media

Determine whether upgrade/new installation

Check your system hardware compatibility
Configure how the target computer boots

Determine installation type: interactive or automated
Determine license mode

Choose installation partition

Determine network connectivity and settings
Identify domain/workgroup membership account information
Disconnect uninterruptible power supply (UPS)

Disable virus scanning

When doing a clean installation on old hardware, check to see whether an OS exists, and
if so, check event or system logs for hardware errors, consider multiboot, uncompress
drives, and resolve any partition upgrade issues.

Hosting Windows Update on a local network server—as opposed to downloading
updates directly from Microsoft each time you install the operating system—can speed
updates and ensure consistency of driver versions across the network environment.

You must also assess your installation requirements and plan the configuration of the
drives and partitions on the target computers. If you must create a new partition, mod-
ify the system partition, or format the system partition before installation, you can use
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configuration tools such as the DiskPart, Format, and Convert commands to manage
partitions (prior to beginning the automated installation).

Installing Windows Server 2008

For many situations in which you're about to install Windows Server 2008 onto a new
computer system—a bare-metal or a clean installation to a computer you can sit in front
of—booting from the Windows Server 2008 distribution media is certainly the simplest.
You need only configure the server to boot from the DVD-ROM by setting the boot
device order in the firmware and provide information when prompted. The exception
to this is when you must specify command-line switches or run the command line from
within Setup. Alternatively, if you work in an environment that maintains standing
images of operating systems in use, you can do an interactive installation from a distri-
bution folder on the network.

Installation on x86-Based Systems

When you are working with Windows Server 2008 on x86-based systems, you should
be aware of the special types of drive sections used by the operating system.

Active The active partition or volume is the drive section for system cache and startup.
Some devices with removable storage may be listed as having an active partition.

Boot The boot partition or volume contains the operating system and its support files.
The system and boot partition or volume can be the same.

Crash dump The partition to which the computer attempts to write dump files in the
event of a system crash. By default, dump files are written to the %SystemRoot%
folder, but can be located on any desired partition or volume.

Page file A partition containing a paging file used by the operating system. Because a
computer can page memory to multiple disks, according to the way you configure
virtual memory, a computer can have multiple page file partitions or volumes.

System The system partition or volume contains the hardware-specific files needed to
load the operating system. As part of software configuration, the system partition
or volume can’t be part of a striped or spanned volume.

Partitions and volumes are essentially the same thing. We use two different terms at
times, however, because you create partitions on basic disks and you create volumes on
dynamic disks. On an x86-based computer, you can mark a partition as active using Disk
Management.

Yes, the definitions of boot partition and system partition are backward from what you'd
expect. The boot partition does in fact contain the \Windows directory—that’s just the
way it is. Hey, you have to click Start to stop the computer, so what'd you expect?
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Although these volumes or partitions can be the same, they are required nonetheless.
When you install Windows Server 2008, the Setup program assesses all hard disk drive
resources available. Typically, Windows Server 2008 puts boot and system on the same
drive and partition and marks this partition as the active partition. The advantage of
this configuration is that you don’t need multiple drives for the operating system and
can use an additional drive as a mirror of the operating system partitions. Contrary to
some documentation, you can mirror operating system partitions—you do this by using
dynamic disks as discussed in “Mirroring Boot and System Volumes” on page 459.

Installation on 64-Bit Systems

There are a number of differences when installing to the Intel Architecture 64 (I1A-64)
Itanium-based hardware platform. The IA-64 Extended Firmware Interface starts up
loading a firmware-based boot menu (instead of Boot.ini).

[A-64 disks have a partition structure, called a globally unique identifier (GUID) parti-
tion table (part of the Extensible Firmware Interface, or EFI), that differs substantially
from the 32-bit platform master boot record-based partitions. A GUID partition table
(GPT)-based disk has two required partitions and one or more optional (original
equipment manufacturer [OEM] or data) partitions (up to 128 total):

® [EFI system partition (ESP)
® Microsoft Reserved partition (MSR)
® Atleast one data partition

The IA-64 boot menu presents a set of options, one of which is the EFI shell. The EFI
shell provides an operating environment supporting the FAT and FAT32 file systems, as
well as configuration and file management commands.

To view a list of partitions on an 1A-64-based computer, use the Map command. The
following appears in the resultant display:

e blk designates partition blocks
e fs# designates readable file systems

Changing to a partition is like changing a logical drive—enter the partition block num-
ber followed by a colon, press Enter, and then type Dir and press Enter to view the files.

EFI has a boot maintenance manager that allows you to configure the boot menu. By
using the boot maintenance manager, you can choose to do any of the following:

® Add or remove a boot option

e Settimeout delay and the boot option to run automatically
® Define standard console devices

® Boot from a (selected) file

® Perform cold reboot
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You can modify any of the boot configuration settings for Windows Server 2008 by using
the Bootcfg command or by using the System utility in Control Panel.

Intel’s 64-bit systems do not boot from a DVD-ROM,; thus, you must start Setup through
the EFI shell. To do this, go to the fs# alias that maps to the DVD-ROM and run the
\Setupldr.efi Setup boot loader.

The rest of setup for an IA-64 system is the same as the 32-bit version of Setup, with the
exception of the IA-64 partitioning method. Setup determines whether there is an EFI
partition—if one is not present, Setup creates (and formats) the EFI and the MSR parti-
tions and asks you to create a data partition for the operating system.

CAUTION

Because EFl does not have password protection, you must provide physical security for
all IA-64 servers.

Planning Partitions

Now that you know how Windows Server 2008 uses disks on both x86-based and
Itanium-based systems, consider carefully how you want to partition the hard disk
drives. The boot and system files require about 10 GB of space. To allow for flexibility,
you should create a partition for the operating system with at least 40 GB minimum.
This allows for the addition of service packs and other system files later. Don't forget
that you should also have enough disk space for the page file and crash dump; I recom-
mend reserving additional disk space equivalent to twice the installed RAM for this
purpose.

Although on a 32-bit system you could have a single hard disk with a single partition, it
is better to have multiple partitions, even if the computer has only one drive. By using
multiple partitions, you can separate operating system files from application data. Not
only does this enhance security, it permits the use of services that require installation
on nonsystem partitions.

If you plan to create multiple partitions, you don’t have to worry about doing it when
installing the operating system. You can configure the Windows operating system to use
a partition of the correct size, such as 40 GB or more, and then create the other partitions
that you want to use after the installation is finished.
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For systems with multiple disks, this is a good time to think about whether you want to
use a redundant array of independent disks (RAID) to add fault tolerance for the operat-
ing system. RAID options are discussed in “Managing Volumes on Dynamic Disks” on
page 452 and include the following:

e Disk striping (RAID 0)
e Disk mirroring or duplexing (RAID 1)
e Disk striping with parity (RAID 5)

As part of software configuration, you cannot use RAID O with system or boot volumes.
More typically, operating system files are mirrored, and application data is striped with
parity. If you plan to mirror the operating system, you will need two disks. If you plan
to create a RAID-5 volume for your data, you'll need at least three disks.

RAID can be performed at the hardware level or at the operating system level. You will
find that the hardware-based RAID provides the best performance and the easiest solu-
tion. Windows Server 2008 also provides software-based RAID. Software-based RAID
is implemented by using dynamic disks. For a bare-metal installation, the disks on the
computer should be formatted as basic disks, and then after installation, you upgrade to
dynamic disks so you can implement software-based RAID. On existing installations,
the computer might already have dynamic disks, such as would happen if a computer

is currently using Windows Server 2003 and you are performing a new installation of
Windows Server 2008.

Installation Type

You can deploy servers using one of two installation types:
e Full-server installation
e (Core-server installation

The full-server installation type is a full-feature installation option of Windows Server
2008 Standard, Windows Server 2008 Enterprise, and Windows Server 2008 Data-
center that provides full functionality. You can configure a server using any allowed
combination of roles, role services, and features, and a full user interface is provided for
management of the server. This installation option provides the most dynamic solution
and is recommended for deployments of Windows Server 2008 in which the server role
may change over time.

The core-server installation type is a minimal installation option of Windows Server
2008 Standard, Enterprise, and Datacenter that provides a fixed subset of roles. You
can configure a server using only a limited set of roles and a minimal user interface is
provided for management of the server. This installation option is ideally suited to situ-
ations in which you want to dedicate servers to a specific server role or combination

of roles. Because additional functionality is not installed, this reduces the overhead
caused by other services and provides more resources for the dedicated role or roles.
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You choose the installation type during installation of the operating system. At times
you might want to dedicate a server to specific a role or combination of roles, and at
other times a server’s role may change over time. Therefore both installation options
have a place in the typical enterprise.

Choosing between full-server and core-server installations

With a full-server installation, you have a full working version of Windows Server 2008
that you can deploy with any permitted combination of roles, role services, and features.
With a core-server installation, on the other hand, you have a minimal install of Windows
Server 2008 that supports a limited set of roles and role combinations. The supported
roles include Active Directory Domain Services, DNS Server, DHCP Server, File Services,
and Print Services. Additionally, in its current implementation, a core-server installation is
not an application platform for running server applications.

Although both types of installations use the same licensing rules and can be managed
remotely using any available and permitted remote administration technique, full-server
and core-server installations are completely different when it comes to local console
administration. With a full-server installation, you have a full user interface that includes a
full desktop environment for local console management of the server. With a core-server
installation, you have a minimal user interface that includes a limited desktop environ-
ment for local console management of the server.

Naming Computers

It is surprising how few organizations take the time to plan out the names they're
going to use for their computers. Sure, it is fun to have servers named Lefty, Curly, Moe,
Ducky, Ruddy, and Aardvark, but just what do the names say about the role and loca-
tion of those servers? You guessed it—nothing, which can make it difficult for users and
even other administrators to find resources they need. Not to mention the management
nightmare that happens when your 6 cutely named servers grow to number 50 or 500.

Rather than using names that are cute or arbitrary, decide on a naming scheme that

is meaningful to both administrators and users—and this doesn’t mean naming serv-
ers after the Seven Dwarfs or Lord of the Rings characters. Okay, it might be cool—way
cool—to have servers named Bilbo, Gandalf, Frodo, and Gollum. But pretty soon you'd
have Galadriel, Boromir, Theoden, Eowyn, and all the rest of the cast. And at that point,
you'd better be ready to field lots of questions, such as, “How do you spell Aeyowin,
anyway?” or “What’s Thedding and where is it again?”

To help users and ease the administration burden, you might decide to use a naming
scheme that helps identify what the computer does and where it is located. For exam-
ple, you could name the first server in the Engineering department EngServerOl and
the first server in the Technical Services department TechServer(Ol. These names iden-
tify the computers as servers and specify the departments in which they are located.
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You might also have servers named CorpMailOl and CorplntranetOl, which identify the
corporate mail and intranet servers, respectively.

Although naming conventions can be helpful, don’t go overboard. The names Eng-
ServerQl, TechServer0Ol, CorpMailOl, and CorplntranetO1 help identify computers by
role and location, but they aren’t overly complex. Keeping things simple should help
ensure that computer names are easy to remember and easy to work with. Stay away
from overly complex names, such as SeattleSrvBldg48DC17 or SvrSeaB48F15-05, if at
all possible. Overly complex names are unnecessary in most instances and probably
contain information that most users don’t need. For example, users won't care that a
server is in building 48 or that it is on floor 15. In fact, that information might be too
specific and could actually help someone who wants to break into or sabotage the cor-
porate network. Instead of putting exact mapping information in the computer name,
keep a spreadsheet that maps computer locations for administration use, and include
only general information about location or department in the computer name.

Finally, keep in mind that computer names must be unique in the domain and must be
64 characters or less in length. The first 15 characters of the computer name are used
as the pre-Windows 2000 computer name for NetBIOS communications and must be
unique in the domain as well. Further, for DNS compatibility, the name should consist
of only alphanumeric characters (A-Z, a-z, and 0-9) and the hyphen.

Network and Domain Membership Options

During installation, you must decide on several important network and domain mem-
bership options, such as the following:

® Which protocols the server will use
o Whether the server will be a member of the domain

® What networking components will be installed

Protocols

The only protocols that Windows Server 2008 installs by default are Transmission
Control Protocol/Internet Protocol version 4 (TCP/IPv4) and Transmission Control
Protocol/Internet Protocol version 6 (TCP/IPv6). Throughout this book, I'll refer to
TCP/IPv4 and TCP/IPv6 collectively as TCP/IP. To correctly install TCP/IP, you must
decide whether you want to use static IP addressing or dynamic IP addressing. For
static IP addresses, you need the following information:

e [P address
® Subnet mask/subnet prefix length
e Default gateway

® Preferred DNS server
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For dynamic IP addressing, the IP information is assigned automatically by an available
Dynamic Host Configuration Protocol (DHCP) server. If no DHCP server is available,
the server will autoconfigure itself. Autoconfigured addressing is typically nonroutable,
so you must correct this issue after installation.

Domain Membership

Just about every server you install will be a member of a domain rather than a member
of a workgroup (unless your company has a datacenter or you work exclusively in an
isolated development lab). You can join a computer to a domain after installation. If
you want to do that, you should have a computer account created in the domain (or
create one while joining the domain using an account with Administrator or Account
Operator rights). A computer account is similar to a user account in that it resides in
the accounts database held in Active Directory Domain Services and is maintained by
domain controllers.

If a server is a member of a domain, users with domain memberships or permissions
can access the server and its resources based on, of course, their individual rights and
permissions without having to have a separate logon. This means that users can log on
once to the domain and work with resources for which they have permissions to access,
and they won't be prompted to log on separately for each server they work with. In con-
trast, however, if a server is a member of a workgroup, users must log on each time they
want to work with a server and its resources.

Networking Components

During installation, you have the opportunity to install networking components. The
common networking components for servers are selected automatically. They include
the following:

e Client for Microsoft Networks Allows the computer to access resources on
Windows-based networks

® File and Printer Sharing for Microsoft Networks Allows other Windows-based
computers to access resources on the computer (required for remote logon)

® Internet Protocol version 4 (TCP/IPv4) Allows the computer to communicate over
the network by using TCP/IPv4

® Internet Protocol version 6 (TCP/IPv6) Allows the computer to communicate over
the network by using TCP/IPv6

® QoS Packet Scheduler Helps the computer manage the flow of network traffic and
prioritize services

e Link-Layer Topology Discovery Mapper I/O Driver Allows the computer to dis-
cover and locate other computers, devices, and networking components on the
network.

® Link-Layer Topology Discovery Responder Allows the computer to be discovered
and located on the network by other computers.
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You can install additional clients, services, and protocols during installation, including
Network Load Balancing and Reliable Multicast Protocol. However, try to keep addi-
tional component installation to a minimum. Install the components that you know
must be installed. Don’t install components you think you might need. Remember, not
only will the additional components use disk space, they might also run as services.
Services use system processing time and memory, and in some cases, they also could
lower the security of the system by providing an additional way for someone to break
into it.

Performing a Clean Installation
To perform a clean installation of Windows Server 2008, complete the following steps:

1. Start the Setup program using one of the following techniques:

0 For a new installation, turn on the computer and insert the Windows Server
2008 distribution media into the computer’s DVD-ROM drive. Press a key
to start Setup from your media when prompted.

O For a clean installation over an existing installation, start the computer and
log on using an account with administrator privileges. Insert the Windows
Server 2008 distribution media into the computer’s DVD-ROM drive.

Setup should start automatically. If Setup doesn’t start automatically, use
Windows Explorer to access the distribution media and then double-click
Setup.exe.

When you try to install Windows Server 2008, you may find that your computer doesn't
recognize the installation media. If the media is damaged, you'll need to obtain replace-
ment media. Otherwise, make sure that the DVD drive is configured as a startup device

and that you are inserting the media into the appropriate DVD drive.

If Windows Setup encounters a problem during installation, you can select the Rollback
option on the boot menu to start the Rollback wizard (x:\Sources\Rollback.exe). You can
use this wizard to subsequently attempt to restore the previous version of Windows. If
the Rollback wizard is successful, the previous version of Windows is completely restored.
If the Rollback wizard is unsuccessful, the server typically is left in an unbootable state
and you must either perform a full restore of the previous installation or a clean installa-
tion of Windows Server 2008.
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2. On the next Setup page, note that you have several options:
o Install Now By clicking Install Now, you can start the installation.

O What To Know Before Installing Windows Server 2008 By clicking What To
Know Before Installing Windows Server 2008 you can review helpful infor-
mation about installing Windows Server 2008.

3. Ifyou are starting the installation from an existing operating system and are
connected to a network or the Internet, choose whether to get updates during the
installation. Click either Go Online To Get The Latest Updates For Installation or
Do Not Get The Latest Updates For Installation.

4. With volume and enterprise licensed editions of Windows Server 2008, you
might not need to provide a product key during installation of the operating
system. With retail editions, however, you'll be prompted to enter a product key,
and then click Next to continue. Keep the following in mind:

o When entering the product key, be sure to enter a key for the server edition
you want to install. You don’t need to worry about using the correct let-
ter case or entering dashes. Setup enters all letters you type in uppercase.
When a dash is needed, Setup enters the dash automatically.

O On the Type Your Product Key For Activation page, the Next button is avail-
able for clicking only when the Product Key box is empty or when you've
entered all 29 of the required characters. If you want to enter a product key,
you must type the full product key before the Next button is available for
clicking. If you don’t want to enter a product key at this time, leave the Prod-
uct Key box blank and then click Next.

O The Automatically Activate Windows When I'm Online check box is
selected by default to ensure that you are prompted to activate the operating
system next time you connect to the Internet. Windows Server 2008 must
be activated within the first 30 days after installation. If you don’t activate
Windows Server 2008 in the allotted time, you see an error stating “Your
activation period has expired” or that you have a “non-genuine version of
Windows Server 2008 installed.” Windows Server 2008 will then run in a
reduced functionality mode. You'll need to activate and validate Windows
Server 2008 as necessary to resume full functionality mode.

5. Ifyou enter an invalid product key, Setup will continue to display the Type Your
Product Key For Activation page. To let you know there’s a problem with the
product key, Setup displays the following warning in the lower portion of the
page: “Your product key cannot be validated. Review your product key and make
sure you have entered it correctly.” Before you can continue, you'll need to change
the product key so that it exactly matches the product key sticker. If you don’t
see the discrepancy causing the problem, you may want to delete the previously
entered product key and then retype the product key. After you've reentered the
product key, click Next to continue. As long as you've entered a valid product key,
you'll continue to the next page. Otherwise, you'll have to repeat this step.
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If you did not enter a product key, you'll then see the warning prompt, asking
whether you want to enter a product key at this time. If you click Yes, you'll
return to the Type Your Product Key For Activation page. If you click No, you'll be
allowed to continue with the installation without entering a product key.

You'll need to choose whether to perform a full-server installation or a core-server
installation. If you selected to continue without entering a product key, youw'll next
need to select the edition of Windows Server 2008 to install as well. Although
Setup will allow you to choose any edition, it is important to choose the edition
that you purchased. If you choose the wrong edition, you will need to purchase
that edition or you will need to reinstall the correct edition.

If you entered a product key and the server edition you want to install is not listed, click

the Back arrow and enter the correct product key for that server edition. Keep in mind
that you can continue without entering a product key and this will allow you to choose
any available edition. However, if you choose the wrong edition, you will need to pur-

chase that edition or you will need to reinstall/upgrade to the correct edition.

10.

11.

If you are prompted for language and keyboard settings, choose your language,
time and currency format, and your keyboard layout. Only one keyboard layout is
available during installation. If your keyboard language and the language of the
edition of Windows Server 2008 you are installing are different, you might see
unexpected characters as you type. Ensure that you select the correct keyboard
language to avoid this. When you are ready to continue with the installation, click
Next.

The license terms for Windows Server 2008 have changed from previous releases
of Windows. When prompted, review the license terms. Select the I Accept The
License Terms check box and then click Next.

On the Which Type Of Installation Do You Want? page, you'll need to select the
type of installation you want Setup to perform. Because you are performing a
clean installation to completely replace an existing installation or configure a new
computer, select Custom (Advanced) as the installation type. If you started Setup
from the boot prompt rather than from within Windows itself, the upgrade option
is disabled. In order to upgrade rather than perform a clean install, you'll need to
restart the computer and boot the currently installed operating system. After you
log on, you'll then need to start the installation.

On the Where Do You Want To Install Windows? page, you'll need to select
the disk or disk and partition on which you want to install the operating
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system. Windows Server 2008 requires between 8 and 40 GB of disk space for
installation. Keep the following in mind:

O When a computer has a single hard disk with a single partition encompass-
ing the whole disk, the whole disk partition is selected by default and you
could click Next to choose this as the install location. With a disk that is
completely unallocated, you'll need to create the necessary partition for
installing the operating system as discussed in “Creating, Deleting, and
Extending Disk Partitions During Installation” on page 95.

O When a computer has multiple disks or a single disk with multiple parti-
tions, you'll need to either select an existing partition to use for installing
the operating system or create one. You can create and manage partitions
as discussed in “Creating, Deleting, and Extending Disk Partitions During
Installation” on page 95.

O You might see a warning message stating “This computer’s hardware may
not support booting to this disk.” This can occur if the disk has not been
initialized for use or if the firmware of the computer does not support start-
ing the operating system from the selected disk. To resolve this problem,
create one or more partitions on all the hard disks that are not initialized.

O You cannot select or format a hard disk partition that uses FAT or FAT32 or
has other incompatible settings. To work around this issue, you might want
to convert the partition to NTFS. As the inability to select a disk or partition
could also be due to a problem with the drivers for the hard disk, you might
need to install the device drivers required by a hard disk.

O When working with this page, you can access a command prompt to per-
form any necessary preinstallation tasks, to forcibly remove a disk partition
that is locked, or to load device drivers to support hard disks that aren’t
listed as available but should be available. To learn more see “Performing
Additional Administration Tasks During Installations” on page 90.

If the partition you've selected contains a previous Windows installation, Setup
provides a prompt stating that existing user and application settings will be
moved to a folder named Windows.old and that you must copy these settings to
the new installation to use them. Click OK.

Click Next. Setup starts the installation of the operating system. During this
procedure, Setup copies the full disk image of Windows Server 2008 to the
location you've selected and then expands it. Afterward, Setup installs features
based on the computer’s configuration and detected hardware. This process
requires several automatic restarts. When Setup finishes the installation, the
operating system will be loaded and you'll see the logon screen. After you enter
and confirm a password for the administrator account, you can log on.

You'll then see the Initial Configuration Tasks console. Use this console to
perform initial configuration tasks, such as setting the computer name.
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A strong password uses a combination of uppercase letters, lowercase letters, numbers,
and special characters. If your administrator password does not meet the Windows
server criteria for strong passwords, a dialog box explaining the criteria for the admin-
istrator password appears and you are given the opportunity to change the password

or continue with it as is. The use of a strong password for the Administrator account is a
security step well worth taking. Weak passwords remain one of the more significant ways
that security of a Windows network is compromised, yet they are one of the easiest to
correct.

Performing an Upgrade Installation

Although Windows Server 2008 provides an upgrade option during installation, an
upgrade with Windows Server 2008 isn’t what you think it is. With an upgrade, the
Windows Server 2008 Setup program performs a clean installation of the operating
system followed by a migration of user settings, documents, and applications from the
earlier version of Windows.

During the migration portion of the upgrade, Setup moves folders and files for the pre-
vious installation to a folder named Windows.old. As a result, the previous installation
will no longer run. Settings are migrated because Windows Server 2008 doesn’t store
user and application information in the same way as earlier versions of Windows do.
See Chapter 1, “Introducing Windows Server 2008,” for more information on where
Windows Server 2008 stores user data.

The steps you perform for an upgrade installation of Windows Server 2008 are nearly
identical to those you follow for a clean installation. The key difference is that in step
10, you'll need to select the installation type as Upgrade. If you started Setup from the
boot prompt rather than from within Windows itself, the upgrade option is disabled. In
order to upgrade rather than perform a clean install, you'll need to restart the computer
and boot the currently installed operating system. After you log on, you'll then need to
start the installation.

Because you are upgrading the operating system, you do not need to choose an installa-
tion location. During this process, Setup copies the full disk image of Windows Server
2008 to the system disk. Afterward, Setup installs features based on the computer’s
configuration and detected hardware.

When Setup finishes the installation, the operating system will be loaded and you'll see
the logon screen. After you log on, you'll see the Initial Configuration Tasks console,
which you can use to perform initial configuration tasks.

Activation Sequence

After you install Windows Server 2008, you should configure TCP/IP networking as
discussed in Chapter 21, “Managing TCP/IP Networking.” If the type of licensing you
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are using requires product activation after installation, you should activate Windows
within 30 days of installation. You have several activation options.

Activate Windows over the Internet

Before you activate Windows over the Internet, you should ensure that the Enhanced
Security Configuration settings in Internet Explorer allow members of the Administra-
tors group to use Internet content. This is currently the default setting. You can confirm
this by performing the following steps:

1.

In Server Manager, select the Server Manager node and then in the main pane
scroll down until you see the Security Information section.

In the Security Information section, click the Configure TE ESC link.

In the Internet Explorer Enhanced Security Configuration dialog box, ensure that
the Administrators On option is selected and then click OK. Optionally, you can
also ensure that the Users On option is selected before clicking OK.

You can now activate Windows over the Internet without being restricted by the secu-
rity configuration. To do this, perform the following steps:

1.
2.

Click Start, and then click Control Panel.

Click System And Maintenance\System and then click the Activate Windows Now
link under Windows Activation.

In the Windows Activation dialog box, click Activate Windows Online Now.

The computer then checks its Internet connection and attempts to activate the
operating system. If this process fails, you'll need to resolve any issues that are
preventing your computer from connecting to the Internet and then click Activate
Windows Online Now again.

Activate Windows by Telephone

With activation over the telephone, you can go straight to product activation by per-
forming the following steps:

1.
2.

Click Start, and then click Control Panel.

Click System And Maintenance\System and then click the Activate Windows Now
link under Windows Activation.

In the Windows Activation dialog box, click Show Me Other Ways To Activate and
then click Use The Automated Phone System.

Select a geographic or country location and then click Next to obtain a telephone
number for your area. You will also get an installation ID, which is a very long
string of numbers that you will need to enter into the automated customer service
phone system.
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5. After you call the phone number and give the installation ID, you will get an
activation code, which is another long string of numbers that you have to enter on
the Activate Windows page before you can continue with the activation.

6. Click Next and follow the prompts to complete activation.

Performing Additional Administration Tasks During
Installation

Sometimes, you forget to perform a preinstallation task prior to starting the installation.
Rather than restarting the operating system, you can access a command prompt from
within Setup or use advanced drive options to perform the necessary administrative
tasks.

Accessing a Command Prompt During Installation

When you access a command prompt from within Setup, you access the MINWINPC
environment used by Setup to install the operating system. During installation on the
Where Do You Want To Install Windows? page, you can access a command prompt by
pressing Shift+F10. As Table 3-5 shows, the mini Windows PC environment gives you
access to many of the same command-line tools that are available in a standard installa-
tion of Windows Server 2008.

Table 3-5 Commands Available in the Mini Windows PC Environment

Command Description

Arp Displays and modifies the IP to physical address translation tables used
by the Address Resolution Protocol (ARP).

Assoc Displays and modifies file extension associations.

Attrib Displays and changes file attributes.

Cacls Displays or modifies access control lists of files.

Call Calls a script or script label as a procedure.

CD/Chdir Displays the name of or changes the current directory.

Chcp Displays or sets the active code page number.

Chkdsk Checks a disk for errors and displays a report.

Chkntfs Displays the status of volumes. Sets or excludes volumes from automatic
system checking when the computer is started.

Choice Creates a selection list from which users can select a choice in batch
scripts.

Cls Clears the console window.

Cmd Starts a new instance of the Windows command shell.

Color Sets the colors of the command-shell window.
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Command Description

Comp Compares the contents of two files or sets of files.

Compact Displays or modifies the compression of files or sets of files.

Convert Converts FAT volumes to NTFS.

Copy Copies or combines files.

Date Displays or sets the system date.

Del Deletes one or more files.

Dir Displays a list of files and subdirectories within a directory.

Diskcomp Compares the contents of two floppy disks.

Diskcopy Copies the contents of one floppy disk to another.

Diskpart Invokes a text-mode command interpreter so that you can manage
disks, partitions, and volumes using a separate command prompt and
commands that are internal to Diskpart.

Doskey Edits command lines, recalls Windows commands, and creates macros.

Echo Displays messages, or turns command echoing on or off.

Endlocal Ends localization of environment changes in a batch file.

Erase See Del.

Exit Exits the command interpreter.

Expand Uncompresses files.

FC Compares two files and displays the differences between them.

Find/Findstr Searches for a text string in files.

For Runs a specified command for each file in a set of files.

Format Formats a floppy disk or hard drive.

Ftp Transfers files.

Ftype Displays or modifies file types used in file extension associations

Goto Directs the Windows command interpreter to a labeled line in a script.

Graftabl Enables Windows to display extended character sets in graphics mode.

Hostname Prints the computer’'s name.

IF Performs conditional processing in batch programs.

Ipconfig Displays TCP/IP configuration.

Label Creates, changes, or deletes the volume label of a disk.

Md/Mkdir Creates a directory or subdirectory.

Mode Configures a system device.

More Displays output one screen at a time.

Mountvol Manages a volume mount point.
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Command Description
Move Moves files from one directory to another directory on the same drive.
Nbtstat Displays status of NetBIOS.

Net Accounts

Manages user account and password policies.

Net Computer

Adds or removes computers from a domain.

Net Config Displays or modifies configuration of Server service.
Server
Net Config Displays or modifies configuration of Workstation service.

Workstation

Net Continue

Resumes a paused service.

Net File

Displays or manages open files on a server.

Net Group

Displays or manages global groups.

Net Localgroup

Displays or manages local group accounts.

Net Pause Suspends a service.

Net Print Displays or manages print jobs and shared queues.

Net Session Lists or disconnects sessions.

Net Share Displays or manages shared printers and directories.

Net Start Lists or starts network services.

Net Statistics Displays workstation and server statistics.

Net Stop Stops services.

Net Time Displays or synchronizes network time.

Net Use Displays or manages remote connections.

Net User Displays or manages local user accounts.

Net View Displays network resources or computers.

Netsh Invokes a separate command prompt that allows you to manage
the configuration of various network services on local and remote
computers.

Netstat Displays status of network connections.

Path Displays or sets a search path for executable files in the current
command window.

Pathping Traces routes and provides packet loss information.

Pause Suspends processing of a script and waits for keyboard input.

Ping Determines if a network connection can be established.

Popd Changes to the directory stored by Pushd.

Print Prints a text file.

Prompt

Changes the Windows command prompt.
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Command Description

Pushd Saves the current directory then changes to a new directory.
Rd/Rmdir Removes a directory.

Recover Recovers readable information from a bad or defective disk.
Reg Add Adds a new subkey or entry to the Registry.

Reg Compare

Compares Registry subkeys or entries.

Reg Copy Copies a Registry entry to a specified key path on a local or remote
system.

Reg Delete Deletes a subkey or entries from the Registry.

Reg Query Lists the entries under a key and the names of subkeys (if any).

Reg Restore

Writes saved subkeys and entries back to the Registry.

Reg Save Saves a copy of specified subkeys, entries, and values to a file.

Regsvr32 Registers and unregisters DLLs.

Rem Adds comments to scripts.

Ren Renames a file.

Replace Replaces a file.

Route Manages network routing tables.

Set Displays or modifies Windows environment variables. Also used to
evaluate numeric expressions at the command line.

Setlocal Begins localization of environment changes in a batch file.

Sfc Scans and verifies protected operating system files.

Shift Shifts the position of replaceable parameters in scripts.

Start Starts a new command-shell window to run a specified program or
command.

Subst Maps a path to a drive letter.

Time Displays or sets the system time.

Title Sets the title for the command-shell window.

Tracert Displays the path between computers.

Tree Graphically displays the directory structure of a drive or path.

Type Displays the contents of a text file.

Ver Displays the Windows version.

Verify Tells Windows whether to verify that your files are written correctly to a
disk.

Vol Displays a disk volume label and serial number.

Xcopy

Copies files and directories.




94

Chapter 3 Installing Windows Server 2008

Forcing Disk Partition Removal During Installation

During installation, you may be unable to select the hard disk you want to use. This
issue can occur if the hard disk partition contains an invalid byte offset value. To
resolve this issue, you'll need to remove the partitions on the hard disk (which destroys
all associated data) and then create the necessary partitions using the advanced options
in the Setup program. During installation on the Where Do You Want To Install
Windows? page, you can remove unrecognized hard disk partitions by following these
steps:

1. Press Shift+F10 to start a command prompt. At the command prompt, type
diskpart. This starts the DiskPart utility.

2. Toview a list of disks on the computer, type list disk. Select a disk by typing
select disk DiskNumber where DiskNumber is the number of the disk you want to
work with.

3. To permanently remove the partitions on the selected disk, type clean. When the
cleaning process finishes, type create partition primary size=N where N is the
size of the space you want to allocate to the partition in megabytes.

4. When the create partition process finishes, click the back arrow button in the
Install Windows dialog box. This will return you to the previous window.

5. On the Which Type Of Installation Do You Want? page, click Custom (Advanced)
to start a custom install.

6. On the Where Do You Want To Install Windows? page, click the disk you
previously cleaned to select it as the install partition. You can then continue with
the installation as discussed previously.

Loading Disk Device Drivers During Installation

During installation, on the Where Do You Want To Install Windows? page, you can use
the Load Drivers option to load the device drivers for a hard disk drive. Typically, you
use this option when a disk drive you want to use for installing the operating system
isn’t available for selection because the device drivers aren’t available.

To load the device drivers and make the hard disk available for use during installation,
follow these steps:

1. During installation, on the Where Do You Want To Install Windows? page, click
Load Drivers.

2. When prompted, insert the installation media into a floppy disk, CD, DVD,
or USB flash drive, and then click OK. Setup will then search the computer’s
removable media drives for the device drivers.

a. If Setup finds multiple device drivers, select the driver to install and then
click Next.
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b. 1If Setup doesn’t find the device driver, click Browse to use the Browse For
Folder dialog box to select the device driver to load, click OK, and then
click Next.

You can use the Rescan button to have Setup rescan the computer’s removable media
drives for the device drivers. If you are unable to successfully install a device driver,
click the back arrow button in the upper-left corner of the Install Windows dialog box
to go back to the previous page.

Creating, Deleting, and Extending Disk Partitions During
Installation

During installation, on the Where Do You Want To Install Windows? page, you can
access a command prompt by pressing Shift+F10. At the command prompt, you can use
DiskPart to perform disk management tasks. Creating a partition is the key task you'll
need to perform, but you can also delete and extend partitions as necessary. You gener-
ally don’t need to format partitions as Setup will handle this for you.

To create, delete, or extend disk partitions, follow these steps:

1. Press Shift+F10 to open a command prompt. At the command prompt, type
diskpart. This starts the DiskPart utility.

2. Toview a list of disks on the computer, type list disk.

3. Selecta disk by typing select disk DiskNumber where DiskNumber is the number
of the disk you want to work with.

4. List the existing partitions on the disk by typing list partition. You can now:

O Create a partition Use available space to create a partition by typing cre-
ate partition primary size=N where N is the size of the space to allocate in
megabytes.

O Delete a partition Select the partition to delete by typing select parti-
tion followed by the partition number and then delete it by typing delete
partition.

O Extend a partition Select the partition to extend by typing select parti-
tion followed by the partition number and then extend it by typing extend
size=N where N is the size of the additional space to allocate in megabytes.

5. When you are finished working with disks, click the back arrow button in the
Install Windows dialog box. This will return you to the previous window.

6. On the Which Type Of Installation Do You Want? page, click Custom (Advanced)
to start a custom install.

7. On the Where Do You Want To Install Windows? page, click the disk you
previously cleaned to select it as the install partition. You can then continue with
the installation as discussed previously.
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Troubleshooting Installation

Most of the time, installation completes normally and the Windows operating system
starts without any problems. Some of the time, however, installation won’t complete
or, after installation, the server won't start up, and you must troubleshoot to figure out
what’s happening. The good news is that installation problems are usually the result
of something simple. The bad news is that simple problems are sometimes the hardest
to find.

For more information about troubleshooting and recovery, see Chapter 41, “Backup and
Recovery.” Beyond that, you'll also find troubleshooters in the Help And Support console
and in the Microsoft Knowledge Base, which is available online at http://support.micro-
soft.com/. Both are good resources for troubleshooting.

Start with the Potential Points of Failure

Setup can fail for a variety of reasons, but more often than not it's because of incompat-
ible hardware components or failure of the system to meet the minimum requirements
for Windows Server 2008 installation. With this in mind, start troubleshooting by look-
ing at the potential points of failure and how these failure points can be resolved.

Setup Refuses to Install or Start

If a hardware component is incompatible with Windows Server 2008, this could
cause failure of the installation or failure to start up after installation. Make sure that
Windows Server 2008 is detecting the system hardware and that the hardware is in
the Windows Server Catalog or on the Hardware Compatibility List (HCL). As dis-
cussed previously, you can perform a compatibility check prior to installing Windows
Server 2008.

After you've started installation, however, it’s too late. At this point, you have several
choices. You can reboot to a working operating system and then restart the installation
from the command prompt using Setup and one of the following debugging options:

® /1394debug:<channel> Enables kernel debugging over a FireWire (IEEE 1394)
port on a specific channel.

® /debug:<port> Enables kernel debugging over a COM1 or COM2 port.

® /usbdebug:<target> Enables kernel debugging over a USB port to a specific tar-
get device.
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These options put Setup in debug mode, which can help identify what is going wrong.
If Setup determines you have hardware conflicts, you can try to configure the hardware
and server firmware to eliminate the conflicts. Troubleshooting firmware involves boot-
ing the server to the firmware and then completing the following steps:

e Examine the boot order of disk devices You might want to configure the system
so that it boots first from DVD-ROM. Watch out, though; after installation, don’t
keep booting to DVD-ROM thinking you are booting to the operating system—
hey, we all get tired and sometimes we just have to stop and think for a moment.
If the installation problem is that you keep going back to the installation screen
after installing the operating system, you are probably inadvertently booting from
DVD-ROM—and you’re probably way too tired by now to realize it.

® Check Plug and Play device configuration and interrupt reservations If a system
has older components or components that aren’t Plug and Play compatible, you
might have a device conflict for a hard-coded interrupt. For example, a non-Plug
and Play sound card could be hard-coded to use interrupt 13, which is already in
use by a Plug and Play device. To work around this, you must configure interrupt
13 under your Plug and Play BIOS settings to be reserved for a non-Plug and Play
device. This ensures that Plug and Play does not attempt to use that interrupt and
resolves the issue in most cases.

The only sure way to avoid problems with non-Plug and Play devices is to avoid using
them altogether.

Rather than spending time—which could run into several hours—trying to troubleshoot
a hardware conflict, you might consider removing the hardware component if it's non-
essential—and you might be surprised at what I consider nonessential at this stage. By
nonessential, I mean almost anything that isn’t needed to start up and give you a dis-
play for logon. You probably don’t need a network card, a sound card, a multimedia con-
troller card, a video coder/decoder (codec), or a removable media drive. If these items
are incompatible, you might resolve the problem simply by removing them. You can
always try to install the components again after installation is complete.

Setup Reports a Media or DVD-ROM Error

When you install directly from the Windows Server 2008 DVD-ROM or perform a net-
work install from a distribution share, you might encounter a media error that causes
Setup to fail. With an actual DVD-ROM, you might need to clean the DVD-ROM so that
it can be read or use a different DVD drive. If a computer’s sole DVD-ROM drive is the
problem, you must replace the drive or install from a distribution share. If you are work-
ing with a distribution share, the share might not have all the necessary files, or you
might encounter problems connecting to the share. Try using an actual DVD-ROM.
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Setup Reports Insufficient System Resources

Windows Server 2008 requires a minimum of 512 MB of RAM and about 10 GB of disk
space. If the system doesn’t have enough memory, Setup won't start. If Setup starts and
detects that there isn’'t enough space, it might not continue or you might need to create
anew partition or delete an existing partition to get enough free space to install the
operating system.

Continue Past Lockups and Freezes

If you can get past the potential points of failure, you still might find that the installa-
tion locks up or freezes. In this case, you might get a Stop error; then again, you might
not.

Most Stop errors have cryptic error codes rather than clear messages telling you what's
wrong. If you get a Stop error, write down the error number or code, then refer to the
Microsoft Knowledge Base (available online at http;//support.microsoft.com/) for help
troubleshooting the problem. To break out of the stop, you most likely will have to press
Ctrl+Alt+Del (sometimes several times) to get the server to restart. If this doesn’t break
out of the stop, press and hold the power button on the server until it reboots. Alterna-
tively, disconnect the system power, wait a few seconds, and then connect it again.

The Windows operating system should start up and go directly back to Setup. In some
cases, you will see a boot menu. If so, choose the Windows Setup option to allow the
Setup program to attempt to continue the installation. Setup could freeze again. If it
does, stay with it, and repeat this process—sometimes it takes several tries to get com-
pletely through the installation process.

RAM and CPUs can also be the source of problems. Issues to watch out for include the
following:

® Incompatible RAM Not all RAM is compatible, and you can’t mix and match RAM
of different speeds and types. Ensure that all RAM modules are the same type
and speed. Further, RAM modules from different manufacturers could in some
cases perform differently (read incompatibly), and in such a case, try changing
the RAM so that all modules have the same manufacturer.

e Malfunctioning RAM Static discharges can ruin RAM faster than anything else.
If you didn’t ground yourself and use a static discharge wire before working with
the RAM modules, you could have inadvertently fried the RAM so that the mod-
ules don’t work at all or are malfunctioning. RAM could have also arrived in this
condition from the manufacturer or distributor. There are several troubleshooting
techniques for determining this. You could update firmware to add a wait state
to the RAM so that if the RAM is partially faulty the system will still boot (but
you still must replace the RAM eventually). You can also try removing some RAM
modules or changing their order.

® Incompatible processors Not all processors are created equal, and I'm not just
talking about their speed in megahertz (which you generally want to be the
same for all processors on a server). Some processors might have a cache or
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configuration that is incompatible with the server hardware or other proces-

sors. Check the processor speed and type to ensure that it is compatible with the
server. In some cases, you might need to change hardware jumpers, depending on
the speed and type of your processors.

® Misconfigured processors Adding additional processors to a server isn’t a simple
matter of inserting them. Often, you must change jumpers on the hardware,
remove several terminators (one for a power subcomponent and one for the pro-
cessor—save them because, trust me, you might find that you need them), and
then insert the new components. Check the hardware jumpers (even if you think
there aren’t any), and ensure that the processors and the power subcomponents
you've added are seated properly. If you can’t get the installation to continue or
the server to start up, you might need to remove the components you've added.
Watch out, though; you probably don’t want to continue the installation until the
processor issue is resolved—single-processor systems have a different threading
and default configuration than multiprocessor systems, meaning this situation
might not be a simple matter of adding the processor after installation and mak-
ing it all work properly.

e System processor cache problems Sometimes there can be an issue with the
system processor cache and compatibility with Windows Server 2008. Consult
the server documentation to read the correct configuration settings available and
how the cache can be disabled. If you suspect a problem with this, boot to firm-
ware and temporarily disable the system processor cache, following the server
documentation. After the installation is complete, you should be able to enable
the cache to avoid a performance hit. Be sure to check both the hardware vendor
support site and the Microsoft Knowledge Base to see whether any known issues
with your server’s processor cache exist.

TROUBLESHOOTING
RAM and CPUs are incompatible

You might be surprised at how common it is for incompatible RAM or CPUs to present
problems, especially when installing enterprise-class servers. We had a problem once
when we ordered all the components from a single hardware vendor that had verified
the compatibility of every element down to the last detail only to find that the wrong
processors and RAM were shipped for the systems ordered. The result was that every
time we added the additional processors and RAM modules, the server wouldn't start
up. The only recourse was to continue installation with the minimum processor and RAM
configurations shipped or wait until replacements arrived. Electing to wait for replace-
ments added time to the project but ultimately proved to be the right decision. You
can bet that we were glad that we padded the project schedule to allow for the unex-
pected—because the unexpected usually happens.
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Most of the time the installation or setup problem is caused by a compatibility issue
with the Windows operating system, and that problem can be fixed by making changes
to firmware settings. Sometimes, however, the problem is the firmware, and you'll find
that you must upgrade the firmware to resolve the problem.

Check with the hardware vendor to see whether a firmware upgrade is available. If so,
install it as the hardware vendor directs. If a new firmware version isn’t available, you
might be able to disable the incompatible option prior to setup. If this doesn’t work, the
option you changed wasn’t the source of the problem and you should reenable it before
continuing.

Reenabling the option might be necessary because some hardware-specific firmware set-
tings cannot be changed after the installation. Thus, the only way to enable the option
would be to reinstall the operating system.

Finally, hard disk drive settings could also cause lockups or freezes, particularly if

you are using Integrated Device Electronics (IDE) drives. When using IDE drives and
controllers, you want to ensure that the system recognizes both the drives and the con-
trollers and that both are enabled and configured properly in firmware. You might have
to check jumper settings on the drives and the cables that connect the drives. As dis-
cussed previously, check for conflicts between the drives, controllers, and other system
components. You might need to temporarily remove unnecessary components, such

as the sound card, to see whether this resolves a conflict. If a DVD drive is on the same
channel as the disk drives, try moving it to the secondary channel and configuring it as
a master device. You can also try lowering the data transfer rate for the IDE drives.

Postinstallation

After you've installed a server and logged on, you might be ready to call it a day. Don’t
do this yet because you should first perform a few final postinstallation procedures:

® Check devices Use Device Manager, as discussed in “Viewing Device and Driver
Details” on page 219, to look for undetected or malfunctioning hardware com-
ponents. If you find problems, you might need to download and install updated
drivers for the computer—you can download from another system and then trans-
fer the files to the new server using a USB key or by burning the files to a CD/
DVD-ROM. If you removed any system hardware prior to installation, you might
want to add it back in and then check again for conflicts and issues that must be
corrected. You aren’t finished with Device Manager until every piece of hardware
is working properly.
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® Check the TCP/IP configuration Ensure that the TCP/IP configuration is correct
and that any additional settings are applied as necessary for the network. Test
TCP/IP networking from the command line using Ping or Tracert and in the
Windows operating system by trying to browse the network. See Chapter 21 for
details.

® Check event logs Use Event Viewer to check the Windows event logs. Any startup
warnings or errors will be written to the logs. See Chapter 11, “Performance Mon-
itoring and Tuning,” for details.

® Check disk partitioning Use the Computer Management console to check and
finalize the disk partitions. Often, you must create the server’s application par-
tition or configure software RAID. See Chapter 14, “Storage Management,” for
details.

® Optimize system configuration Follow the techniques discussed in Chapter 4,
“Managing Windows Server 2008,” and Chapter 5, “Configuring Windows Server
2008,” for tuning the operating system. For example, you might need to change
the display settings, virtual memory page file usage, or the Server service configu-
ration. You might also need to add local group and user accounts to the server per
standard IT procedures.

® Reboot for good measure After you've configured the server and optimized its
settings, perform a final reboot to ensure that (1) the server starts, (2) all the
server services start, and (3) no other errors occur. You should reboot even if the
changes you made don’t require it—better to find out about problems now rather
than at 3 A.M. on a Saturday night.

® Prepare backup and recovery You're almost done, but not quite. Don’t forget
about creating a full backup of the server. For details on backing up servers and
creating recovery discs, see Chapter 41.

These postinstallation procedures are not only important, they’re essential to ensuring
that the server performs as well as can be expected. After these procedures are com-
pleted, you should have a server that is nearly ready for its role in a production environ-
ment. Don’t make the server available to users just yet. To finish the job, you'll need to
install and configure any necessary roles, role services, features, and applications. For
certain, configuring these components requires quite a bit of extra work beyond install-
ing the operating system. The installation of these additional components and applica-
tions could require one or more reboots or might require several time periods in which
users are blocked from accessing the server or are requested not to connect to it as well.
Remember, from the users’ perspective, it’s usually better to not have a resource than to
be given one and then have it taken away (even temporarily). Finalize the server, then
deploy it, and you'll have happier users.
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ystems that run Windows Server 2008 are the heart of any Microsoft Windows

network. These are the systems that provide the essential services and applications
for users and the network as a whole. As an administrator, it is your job to keep these
systems running, and to do this, you must understand the administration options avail-
able and put them to the best use possible. Your front-line defense in managing systems
running Windows Server 2008 is the administration and support tools discussed in
this chapter.

To run most of the administration tools, you must have administrator privileges. If
these aren’t included with your current account, you'll need to provide the credentials
for the Administrator account when you see the User Account Control prompt. You'll
find detailed information about User Account Control (UAC) in Chapter 10, “Software
and User Account Control Administration.”

Working with the Administration Tools

Any explanation of how to manage Windows Server 2008 systems must involve the
administration and support tools that are included with the operating system. These
are the tools you will use every day, so you might as well learn a bit more about them.

Many utilities are available for administering Windows Server 2008 systems. The tools
you'll use the most include the following;

® Control Panel A collection of tools for managing system configuration. You can
organize Control Panel in different ways according to the view you're using. A
view is simply a way of organizing and presenting options. Category Control
Panel view is the default view and it provides access to tools by category, tool, and
key tasks. Classic Control Panel view is an alternative view that lists each tool
separately by name.

® Graphical administrative tools The key tools for managing network computers
and their resources. You can access these tools by selecting them individually on
the Administrative Tools submenu.

105



106 Chapter4 Managing Windows Server 2008

® Administrative wizards Tools designed to automate key administrative tasks. You
can access many administrative wizards in Server Manager—the central adminis-
tration console for Windows Server 2008.

e Command-line utilities You can launch most administrative utilities from the
command line. In addition to these utilities, Windows Server 2008 provides oth-
ers that are useful for working with Windows Server 2008 systems.

The following sections provide brief introductions to these administrative utilities.
Additional details for key tools are provided throughout this book. Keep in mind that
to use these utilities you might need an account with administrator privileges.

Using Control Panel Utilities

Control Panel contains utilities for working with a system’s setup and configuration.
With Classic Start Menu, you can access these tools by clicking Start, pointing to Set-
tings, and then selecting Control Panel. With Simple Start Menu, you can access these
tools by clicking Start and then selecting Control Panel.

Many Control Panel tools and related Properties dialog boxes can be opened directly
by clicking Start, entering the name of the Control Panel Item with the .cpl extension,
and pressing Enter. In the Windows\System32 folder these items are listed with the
Control Panel Item type. For example, enter inetcpl.cpl to open the Internet Properties
dialog box.

Some common utilities previously found in Control Panel have been moved. Windows
Server 2008 does not use Add Or Remove Programs. The available services and com-
ponents on the server are managed through roles, role services, and features discussed
in Chapter 7, “Configuring Roles, Role Services, and Features.” Installed programs

are managed through the Programs And Features utility. Scheduled Tasks has been
renamed Task Scheduler and is accessible in the Computer Management and Server
Manager consoles and is also an option on the Administrative Tools menu.

Using Graphical Administrative Tools

Most administration tools are found on the Administrative Tools menu and can be run
by clicking Start, pointing to All Programs, and then selecting Administrative Tools.
As Table 4-1 shows, dozens of administration tools are available for working with
Windows Server 2008. The tool you use depends on what you want to do and some-
times on how much control you want over the aspect of the operating system you are
seeking to manage. Several tools, including Server Manager and Computer Manage-
ment, are discussed later in this section. Other tools are discussed later in this chapter
or in other appropriate chapters of this book.
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Table 4-1 Tools for Administration

Administrative Tool Description

Active Directory Domains  Used to manage trust relationships between domains.
And Trusts

Active Directory Rights Used to view and change configuration settings for Active
Management Services Directory Rights Management Services (RMS) clusters in the
enterprise.

Active Directory Sites And  Used to create sites and to manage the replication of Active
Services Directory information.

Active Directory Users And Used to manage users, groups, contacts, computers,
Computers organizational units (OUs), and other objects in Active
Directory Domain Services.

Certification Authority Used to create and manage server certificates for servers and
users on the network. Certificates are used to support Public
Key Infrastructure (PKI) encryption and authentication.

Computer Management Used to manage services, devices, disks, and the system
hardware configuration. It is also used to access other system

tools.

Data Sources (ODBC) Used to add, remove, and configure Open Database
Connectivity (ODBC) data sources and drivers.

DFS Management Used to create and manage distributed file systems (DFS) that
connect shared folders from different computers.

DHCP Used to configure and manage the Dynamic Host
Configuration Protocol (DHCP) service.

DNS Used to configure and manage the Domain Name System
(DNS) service, which can be integrated with Active Directory.

Event Viewer Used to view the system event logs and manage event log
configurations.

Failover Cluster Used to manage failover clustering available with Windows

Management Server 2008 Enterprise and Windows Server 2008 Datacenter.

Clustering allows groups of computers to work together,
providing failover support and additional processing capacity.

Fax Service Manager Used to manage fax services and servers.
File Server Resource Used to manage directory quotas, file screening, and reports.
Manager

Group Policy Management Used to configure and manage Group Policy objects (GPOs).

Internet Information Used to manage Windows Web servers running IIS 6.0.

Services (IIS) 6.0 Manager

Internet Information Used to manage Windows Web servers running 1IS 7.0 or

Services (1IS) Manager later.

iSCSI Initiator Used to connect to iSCSI targets and configure connection
settings.

Local Security Policy Used to view and manage settings for local security policy.
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Administrative Tool

Description

Memory Diagnostics Tool

Used to perform diagnostics testing on a computer’s physical
memory.

Network Load Balancing
Manager

Used to manage Network Load Balancing (NLB) configuration
settings and clusters.

Network Policy Server

Used to manage Network Access Policy (NAP) client settings,
policies, and policy servers.

Print Management

Used to manage Windows 2000 or later print servers as well
as related printers, print queues, print drivers, and so on.

Reliability And
Performance Monitor

Used to display details on system reliability and performance.
Configure traces and data collectors to obtain diagnostics
and performance reports.

Remote Desktops

Used to connect to multiple remote desktops.

Routing and Remote
Access

Used to configure and manage the Routing and Remote
Access service, which controls routing interfaces, dynamic
Internet Protocol (IP) routing, and remote access.

Security Configuration
Wizard

Used to create security policies based on server roles.

Server Manager

Used to manage roles, role services, and features. Access
diagnostics, configuration, and storage.

Services

Used to manage the startup and configuration of Windows
services.

Services for Network File
System (NFS)

Used to configure and maintain Services for NFS.

Share and Storage
Management

Used to manage network shares and volumes. Provision
storage for storage area networks (SANs).

Storage Explorer

Used to view and manage storage on SANs.

System Configuration

Used to perform startup troubleshooting and manage the
system startup configuration.

Task Scheduler

Used to view and manage scheduled tasks.

Terminal Services
Configuration

Used to manage Terminal Service protocol configurations
and server settings.

Terminal Services Manager

Used to manage and monitor Terminal Service users, sessions,
and processes.

Windows Deployment
Services

Used to manage servers, devices, and system images used for
deployments.

Windows Firewall with
Advanced Security

Used to configure and manage firewall and IP Security (IPSec)
policies.

Windows Server Backup

Used to manage backup and recovery. Also allows you to
schedule automatic backups.
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Administrative Tool

Description

Windows System Resource
Manager

Used to manage resource usage on a per-processor basis.

WINS

Used to manage WINS. This service resolves NetBIOS names
to IP addresses and is used with computers running versions
earlier than Microsoft Windows 2000.

Usually you can use graphical administrative tools to manage the system that you're
currently logged on to, as well as systems throughout Windows Server 2008 domains.
For example, in the Event Viewer console you specify the computer you want to work
with by right-clicking the Event Viewer node in the left pane and then choosing Con-
nect To Another Computer. This opens the Select Computer dialog box shown in Fig-
ure 4-1. You can then choose Another Computer and type the name of the computer,

as shown.

You can now connect to another server using alternate credentials. To do this, select the
Connect As Another User check box and then click Set User. After you select or type the
account name to use in the form DOMAIN\UserName, such as CPANDL\WilliamS, type

the account password and then click OK.

Select Computer ] |

Select the computer you want to view event logs on

© Local computer (the cornputer this console is running on)

& Another computer: CORPSERVERSZ

¥ Connect as another user: CPANDL YWILLLAMS

Browse.., |

Ok | Cancel |

Figure 4-1 Connecting to another computer allows you to manage remote resources.

Which administrative tools are available on a server depends on its configuration.
When you add roles, role services, and features, the related management tools are
installed on the server. With Windows Server 2008, remote management is made pos-
sible by installing the Remote Server Administration Tools. If you want to manage a
role, role service, or feature on another server and the management tool isn’t available,
you can install the related management tool by following these steps:

1. Click the Server Manager button on the Quick Launch toolbar. Alternatively, click
Start, point to Administrative Tools, and then click Server Manager.
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2. In Server Manager, select the Features node and then click Add Features.

3. In the Select Features dialog box, you'll find the administration tools under
Remote Server Administration Tools. Tools are organized into two general
categories: Role Administration Tools and Feature Administration Tools. Expand
Remote Server Administration Tools.

4. To install an administration tool, select the check box for the related feature.
When you select the first tool, Windows Server 2008 displays a warning prompt
about additional features required to manage resources remotely. Click Add
Required Features.

5. Click Next and then click Install.

The Microsoft Remote Server Administration Tools for Windows Vista are available on
the Microsoft Download Center and Windows Update Web sites as optional updates to
Windows Vista Business. These tools enable you to remotely manage roles and features
in Windows Server 2008 from a computer running Windows Vista with Service Pack 1
or later. These tools are a replacement for the Windows Server 2003 Administration
Tools Pack. The tools are compatible with both 32-bit and 64-bit versions of Windows
Vista and can be used to manage both 32-bit and 64-bit versions of Windows Server
2008 whether servers are running full-server or core-server installations.

You should not install the Microsoft Remote Server Administration Tools for Windows
Vista on a computer that has the Windows Server 2003 Administration Tools Pack or
the Window 2000 Administration Tools Pack installed. You must remove all versions of
earlier Administration Tools Pack tools from the computer before installing the Micro-
soft Remote Server Administration Tools for Windows Vista.

Using Command-Line Utilities

Many command-line utilities are included with Windows Server 2008. Most of the utili-
ties you'll work with as an administrator rely on TCP/IP. Because of this, you should
install TCP/IP networking before you experiment with these tools.

Utilities to Know

As an administrator, you should familiarize yourself with the following command-line
utilities:

e Appcmd Displays and manages the configuration of IIS.

® Arp Displays and manages the IP to physical address mappings used by
Windows Server 2008 to send data on the TCP/IP network.

® Bcdedit Displays and manages boot configuration data on the local system.
e Dnscmd Displays and manages the configuration of DNS services.

e Diskpart Displays and manages disk partitions on local and remote systems.
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Ftp Starts the built-in FTP client.
Hostname Displays the computer name of the local system.

Ipconfig Displays the TCP/IP properties for network adapters installed on the
system. You can also use it to renew and release DHCP information.

Nbtstat Displays statistics and current connections for NetBIOS over TCP/IP.
Net Displays a family of useful networking commands.

Netsh Displays and manages the network configuration of local and remote
computers.

Netstat Displays current TCP/IP connections and protocol statistics.
Nslookup Checks the status of a host or IP address when used with DNS.
Pathping Traces network paths and displays packet loss information.

Ping Tests the connection to a remote host.

Route Manages the routing tables on the system.

Schtasks Displays and manages scheduled tasks on local and remote systems.

ServerManagerCmd Displays and manages the roles, roles services, and features
on the system.

Tracert During testing, determines the network path taken to a remote system.

Wbadmin Performs backup and recovery operations, including system state
recovery and recovery of any type of disk to an alternate location. Also gets disk
details including name, GUID, available space, and related volumes.

Wevtutil Displays and manages event logs on local and remote systems.

To learn how to use these command-line tools, type the name at a command prompt
followed by /2. Windows Server 2008 then provides an overview of how the command
is used (in most cases).

Using Net Tools

You can more easily manage most of the tasks performed with the Net commands by
using graphical administrative tools and Control Panel utilities. However, some of the
Net tools are very useful for performing tasks quickly or for obtaining information,
especially during telnet sessions to remote systems. These commands include the
following:

Net Start Starts a service on the system.

Net Stop Stops a service on the system.
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® Net Time Displays the current system time or synchronizes the system time with
another computer.

® Net Use Connects and disconnects from a shared resource.
® Net View Displays a list of network resources available to the system.

To learn how to use any of the Net command-line tools, type net help at a command
prompt followed by the command name, such as net help start. Windows Server 2008
then provides an overview of how the command is used.

Using Windows PowerShell

For additional flexibility in your command-line scripting, you might want to install and
use Windows PowerShell. PowerShell is a full-featured command shell that can use
built-in commands called cmdlets and built-in programming features as well as standard
command-line utilities. Although PowerShell is not installed by default, you can install
PowerShell by completing the following steps:

1. Click the Server Manager button on the Quick Launch toolbar. Alternatively, click
Start, point to Administrative Tools, and then click Server Manager.

2. In Server Manager, select the Features node and then click Add Features.

3. In the Select Features dialog box, scroll down and then select Windows
PowerShell.

4. Click Next and then click Install.

As the included version of PowerShell might not be the most recent, however, you might
want to check the Microsoft Download Center Web site for a more recent version. After
you've installed PowerShell, you'll find a program shortcut on the Start menu. If you
want to invoke PowerShell from a command prompt, keep in mind that the related
executable (powershell.exe) is in the %SystemRoot%\System32\WindowsPowerShell\
Version directory, where Version is the version of PowerShell you installed, such as v1.0
or v2.0. The directory path for the most recently installed version should be in your
command path by default. This ensures that you can start PowerShell from a command
prompt without first having to change to the related directory.

After starting the Windows PowerShell, you can enter the name of a cmdlet at the
prompt and it will run in much the same way as a command-line command. You can
also execute cmdlets from within scripts. Cmdlets are named using verb-noun pairs.
The verb tells you what the cmdlet does in general. The noun tells you what specifically
the cmdlet works with. For example, the get-variable cmdlet either gets all Windows
PowerShell environment variables and returns their values or gets a specifically named
environment variable and returns its values. The common verbs associated with cmd-
lets are:

® Get- Queries a specific object or a subset of a type of object, such as a specified
mailbox or all mailbox users.



Using the Initial Configuration Tasks Console 113

e Set- Modifies specific settings of an object.

® Enable- Enables a setting or mail-enables a recipient.

e Disable- Disables an enabled setting or mail-disables a recipient.
® New- Creates a new instance of an item, such as a new mailbox.
® Remove- Removes an instance of an item, such as a mailbox.

At the Windows PowerShell prompt, you can get a complete list of cmdlets available by
typing help *-*. To get help documentation on a specific cmdlet, type help followed by
the cmdlet name, such as help get-variable.

All cmdlets have configurable aliases as well that act as shortcuts for executing cmdlets.
To list all aliases available, type get-item -path alias: at the PowerShell prompt. You can
create an alias that invokes any command using the following syntax:

new-item -path alias:AliasName -value: FullCommandPath

where AliasName is the name of the alias to create and FullCommandPath is the full path
to the command to run, such as:

new-item -path alias:sm -value:c:\windows\system32\compmgmtlauncher.exe

This example creates the alias sm for starting Server Manager. To use this alias, you
would simply type sm and then press Enter when you are working with the PowerShell.

Using the Initial Configuration Tasks Console

The Initial Configuration Tasks console (shown on the next page) can help you quickly
set up a new server. Windows Server 2008 automatically starts this console after you
complete the installation of the operating system. If you do not want the console to start
each time you log on, select the Do Not Show This Window At Logon check box in the
lower-left corner of the console window. If you've closed the console and want to reopen
it, or you've configured the console so that it doesn'’t start automatically, you can start

the console at any time by clicking Start, typing oobe in the Search box, and then press-
ing Enter.

You can use the Initial Configuration Tasks console to perform initial configuration
tasks, including those listed in Table 4-2. I'll discuss the related configuration tasks and
technologies in more detail throughout this and other chapters in this book.
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Ef 1nitial Configuration Tasks (& x]
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Perform the folowing tasks to initaly configure this server A . Windows Server-zo0s
Enterprise
@ Provide Computer Information W Specifying computer information 'l
D Set time o Time Zone: [GMT-08:00) Pacific Time [US Canada)
K¢ Confique networking Local Area Connection: 192 168,055, IPvE enabled
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\_al Update This Server @ Updating your Windows server
y Enable automatic updating and Updates: Mot configured
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Patticipating in Customer Experience Improvement Progiam
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ﬂ} Add roles Roles: Active Directory Certficate Services, Active Directory Domain
i Services, Application Server, DHCP Server, DNS Server, File
Semvices, Web Server (I5]
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I¥ Da nat show this windaw at lagon Close

Table 4-2 Initial Configuration Tasks

Configuration Option

Description

Add Features

Use this option to start the Add Features Wizard, which you can
then use to install features on the server. By default, servers have
no configured features.

Add Roles

Use this option to start the Add Roles Wizard, which you can
then use to install roles on the server. By default, servers have no
configured roles.

Configure Networking

Use this option to display the Network Connections console. You
can then configure available network connections.

Configure Windows
Firewall

Use this option to display the basic Windows Firewall utility. You
can then configure the basic Windows Firewall.

Download And Install
Updates

Use this option to display the Windows Update utility in Control
Panel, which you can then use to enable automatic updating or
check for updates.

Enable Automatic
Updating And

Use this option to enable Windows automatic updating and
feedback. By default, servers are not configured for automatic

Feedback updating but are configured to provide automatic feedback.
Enable Remote Use this option to display the System Properties dialog box
Desktop with the Remote tab selected. You can then configure Remote

Desktop.

Provide Computer
Name And Domain

Use this option to display the System Properties dialog box
with the Computer Name tab selected. You can then change a
computer’s name and domain information.

Set Time Zone

Use this option to display the Date And Time dialog box. You can
then configure the server’s time zone.
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Working with Computer Management

Computer Management provides tools for managing local and remote systems. The
tools available through the console tree provide the core functionality and are divided
into the following three categories as shown in the accompanying screen:

e System Tools
® Storage

® Services And Applications
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File Action Wiew Help
e= x|
= ??mputerw fanagement (Local) Level | pate and Time | Source | Event ID | Task Categary | =
B {f} System Tools Information 3142008 5:16:56 PM Loadrerf 1000 Mone B
(@ Task seheduer Infarmation Loadperf 1001 Mone
E E_‘fE”ct V'tewe; Information Wlicrosoft. Tr... 15 W5-AT
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g Custom Vigws Information MSDTC 2 4202 M
B [y Windows Logs ! -
=i Information Microsoft. Tr. . 15 wWiS-AT
5] Security Information Certificates. . 1 Mone
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Computer Management System Tools

The Computer Management System Tools are designed to manage systems and view
system information. The available system tools are these:

® Task Scheduler Used to view the Task Scheduler Library as well as to create and
manage tasks.

e Event Viewer Used to view the event logs on the selected computer. Event logs are
covered in Chapter 11, “Performance Monitoring and Tuning.”

® Shared Folders Used to manage the properties of shared folders as well as ses-
sions for users working with shared folders and the files the users are work-
ing with. Managing shared folders is covered in Chapter 17, “File Sharing and
Security.”

® Local Users And Groups On non-domain controller (DC) computers, used to
manage local users and local user groups on the currently selected computer.
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Local users and local user groups aren’t a part of Active Directory and are man-
aged instead through the Local Users And Groups view. Domain controllers
don’t have local users or groups, and because of this there isn’t a Local Users And
Groups view. Local users and groups are discussed in Chapter 35, “Managing
Users, Groups, and Computers.”

® Reliability And Performance Used to monitor system reliability and performance
through charts and logs. You can also use this tool to alert users of adverse per-
formance conditions. For more information on performance logging and alerting,
see “Performance Logging” on page 363.

® Device Manager Used as a central location for checking the status of any device
installed on a computer and for updating the associated device drivers. You can
also use it to troubleshoot device problems. Managing devices is covered in Chap-
ter 8, “Managing and Troubleshooting Hardware.”

Computer Management Storage Tools

The Computer Management Storage tools display drive information and provide access
to drive management tools. The available Storage tools include:

® Removable Storage Used to manage removable media devices and tape libraries.
It can also help you track work queues and operator requests related to remov-
able media devices. Removable Storage is discussed further in Chapter 19, “Using
Removable Media.”

e Disk Management Used to manage hard disks and the way they are partitioned.
You can also use it to manage volume sets and redundant array of independent
disks (RAID) arrays. Disk Management is discussed in “Configuring Storage” on
page 419.

Computer Management Services And Applications Tools

The Computer Management Services And Applications tools help you manage services
and applications installed on the server. Any application or service-related task that can
be performed in a separate tool can be performed through the Services And Applica-
tions node as well. For example, if the currently selected system has DHCP installed,
you can manage DHCP through the server Applications And Services node. You could
also use the DHCP tool in the Administrative Tools folder, and either way, you can per-
form the same tasks.

Working with Server Manager

The Server Manager console (shown in the next screen) is designed to handle core
system-administration tasks. You'll spend a lot of time working with this tool, and you
should get to know every detail. Start the Server Manager console with either of the fol-
lowing techniques:

® Choose Start, point to Administrative Tools, and then select Server Manager.
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® C(Click Server Manager on the Quick Launch toolbar.
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The main window has a two-pane view similar to Computer Management. You use the
console tree in the left pane for navigation and tool selection. In the left pane, the pri-
mary nodes are divided into five broad categories:

® Roles Provides an overview of the status of the roles installed on a server as well
as options for managing the roles. For each installed role, you'll find a node that
you can select to view a detailed status of the role. Expand a role’s node to display
related management tools.

® Features Provides an overview of the status of the features installed on the server
as well as options for managing features. Features that you add—such as Windows
Server Backup—are included in Server Manager.

e Diagnostics Provides access to general-purpose tools for managing services and
devices, monitoring performance, and viewing events.

® Configuration Provides access to general-purpose configuration tools.
® Storage Provides access to drive management tools.

The right pane is the details pane. When you select the top-level Server Manager node
in the left pane, you get an overview of the server configuration in the right pane. Under
Server Summary, you'll find the following sections:

e Computer Information The Computer Information section details list the
computer name, workgroup/domain name, local administrator account name,
network configuration, and product ID. You'll also find the options for chang-
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ing system properties, viewing network connections, and configuring Remote
Desktop.

Security Information The Security Information section details list the state of
the Windows Firewall, the Windows Update configuration, the last time updates
were checked for and installed, and the status of Internet Explorer Enhanced
Security Configuration (IE ESC). You'll also find the options for accessing
Windows Firewall With Advanced Security, configuring updates, running the
Security Configuration Wizard, and configuring Internet Explorer Enhanced
Security Configuration.

When IE ESC is enabled, Internet security zones are configured as follows: the Internet
zone is set to Medium-High, the Trusted Sites zone is set to Medium, the Local Intranet
zone is set to Medium-Low, and the Restricted zone is set to High. When IE ESC is
enabled, the following Internet settings are changed: the Enhanced Security Configura-
tion dialog box is on, third-party browser extensions are off, sounds in Web pages are
off, animations in Web pages are off, signature checking for downloaded programs is on,
server certificate revocation is on, encrypted pages are not saved, temporary Internet
files are deleted when the browser is closed, warnings for secure and nonsecure mode
changes are on, and memory protection is on.

Roles Summary The Roles Summary section lists the roles installed on the server.
In this section, you'll also find options for going to roles, adding roles, and remov-
ing roles.

Features Summary The Features Summary section lists the features installed
on the server. In this section, you'll also find options for adding and removing
features.

Resources And Support The Resources And Support section lists the current set-
tings for the Customer Experience Improvement Program and Windows Error
Reporting. You'll also find options for participating in the Customer Experience
Improvement Program (CEIP), configuring Windows Error Reporting (WER), and
accessing the Windows Server TechCenter online at the Microsoft Web site.

In addition to roles and features that are included with Windows Server 2008 by
default, Server Manager enables integration of additional roles and features that
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are available on the Microsoft Download Center and Windows Update Web sites as
optional updates to Windows Server 2008.

Using Control Panel

Clicking the taskbar’s Start button and then clicking Control Panel displays Control
Panel. Control Panel contains consoles and utilities for managing server hardware and
operating system settings. Control Panel in Windows Server 2008 has two views:

® (Category Control Panel, shown in the following screen, is the default view that
provides access to system utilities by category, utility, and key tasks. Category
Control Panel view is also referred to simply as Control Panel.

® C(lassic Control Panel is an alternate view that provides the look and functionality
of Control Panel in Windows 2000 and earlier versions of Windows. With Classic
Control Panel, each Control Panel utility is listed separately by name.
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Because Category Control Panel provides quick access to frequent tasks, it is the view
you typically will use most often. With this view, Control Panel opens as a console on
which categories of utilities are listed. For each category, there’s a top-level link and
under this are several of the most frequently performed tasks for the category.

Clicking a category link provides a list of utilities in that category. For each utility listed
within a category there’s a link to open the utility and under this are several of the most
frequently performed tasks for the utility.

In Category Control Panel view, all utilities and tasks run with a single click. The left
pane of the console has a link to take you to the Control Panel Home page, links for
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each category, and links for recently performed tasks. Not only is this very efficient, but
it’s very easy to use.

As you might already know, some Control Panel utilities offer a fairly simple interface
and are easy to work with, while others are fairly complex. Utilities that require little or
no explanation are not discussed in this text; you will find a discussion of some of the
more complex utilities later in this section.

When you are working with Category Control Panel view, you'll see a Search box in the
upper-right corner. To quickly find what you are looking for, type in part of the tool or
task name. Consider the following example: Normally, you access the Change The Display
Setting task under Control Panel\Appearance And Personalization\Personalization, which
requires you to navigate through several Control Panel pages. If you type display in the
Search box instead, you can quickly display this task and click it.

Using the Appearance And Personalization Console

In Windows Server 2008, you can access Personalization settings by clicking Start,
Control Panel, Appearance And Personalization, and then Personalization. As Figure
4-2 shows, this displays the Personalization page in Control Panel.

———— SIS
P——
(€ [@5 [ &~ control Panel ~ Appearance and Personalzation - Personalzation * & [5earh (2]
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() Adjust font sizs (DRT) Fine: tune the calor and style of your windows.

BB, Ossoop Background
Chaose fram awailable backarounds or colars or uss ane of your own pictures to decorate the desktap.
g screensaver

Changs your screen saver of adjust when it displays. A scrsen saver is  picture or animation that covers your
screen and appears when your computer is idle for a set period of time.

Sounds
Changs which sounds are heard when you do sverything From getting s-mal ko emptying your Recycle Bin.

‘B Mouse Pointers

Pick a different mouse pointer, You can alsa change how the mause painter looks during such activities as
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appearance of menus, icons, backgraunds, sereen savers, some computer sounds, and mause painters.
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Adjust your moritor resolution, which changss the view so more or Fswer ikems it on the scresn, You can also
control monitor Flicker (refresh rate).
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Figure 4-2 Customize the appearance of Windows Server 2008.
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The available personalization settings are:

Window Color And Appearance Sets the user experience level and color scheme
for your computer. On the Personalization page, click Window Color And Appear-
ance. In the Color Scheme list, choose the desired color scheme. Click OK to save
your settings or continue with the next procedure. While you are working with
the Appearance Settings dialog box, you may want to set appearance effects for
screen fonts, shadows under menus, and display of window contents while drag-
ging. In the Appearance Settings dialog box, click the Effects button and then use
the options available to manage the display effects. By default, Windows Server
2008 smoothes the edges of screen fonts to make them easier to read. Typically,
this is the desired behavior. For CRT monitors, you'll want to use the Standard
setting. For LCD monitors, you'll want to use the ClearType setting.

Desktop Background Controls the desktop background colors and pictures used.
With Windows Server 2008, a solid color is generally what you want to ensure
that server performance is not affected by displaying user backgrounds. On the
Personalization page in Control Panel, click Desktop Background. Solid Colors is
selected by default in the Location list, allowing you to choose from over 50 back-
ground colors or create your own background color by clicking More and then
using the Color dialog box to select or mix your color. After you've located the
color you want to use, click it to select it and then click OK.

Screen Saver Controls the screen saver and when it is displayed. Screen savers
turn on when a computer has been idle for a specified period, and offer the abil-
ity to password-lock your computer automatically when the screen saver turns
on. Windows Server 2008 performs many housekeeping tasks in the background
when the computer is idle. On the Personalization page in Control Panel, click
Screen Saver. Use the Screen Saver list box to select a screen saver and then click
OK. Although you can install additional screen savers, the standard screen savers
are the best. None turns off the screen saver. Blank displays a blank screen, that
is, a screen with a black background and no text or images. Windows Logo inter-
mittently displays the Windows logo and arcing bands of lines against a black
background.

Sounds Controls the system sounds used by Windows Server 2008. On the
Personalization page in Control Panel, click Sounds. Use the Sound Scheme list
box to choose the sound scheme to use, and then click OK. Use the No Sounds
scheme to turn off system sounds and the Windows Default scheme to turn on
system sounds. Generally, you do not want to enable the Windows Audio Service,
so click No if prompted to enable this service.

Mouse Pointers Controls the mouse pointers used by Windows Server 2008. On
the Personalization page in Control Panel, click Mouse Pointers. Use the Scheme
list box to choose the pointer scheme to use and then click OK to save your
settings.

Theme Sets the theme used by Windows Server 2008. A theme is a collection of
appearance settings that includes the desktop background, sounds, and mouse
pointers used by Windows Server 2008. On the Personalization page in Control
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Panel, click Theme. In the Theme Settings dialog box, click Save As and then use
the Save As dialog box to save your current appearance settings as a theme. If you
want to use a theme saved to an alternate location, select Browse in the Theme list
and then use the Open Theme dialog box to select the .theme file that contains
the saved theme.

Display Settings Controls monitors used by Windows Server 2008, their display
resolution, and their refresh rate. Also allows you to extend your desktop onto

a second monitor. On the Personalization page in Control Panel, click Display
Settings. This opens the Display Settings dialog box. Use the Resolution slider to
set the display size, such as 1600 x 1200 pixels. Use the Colors list box to select a
color quality, such as Highest (32 Bit). Click OK.

Using the Date And Time Utility

Date And Time, as shown in Figure 4-3, is used to view or set a system’s date, time, and
time zone. You can manually set a computer’s date and time by completing the follow-

ing steps:
1. On the desktop taskbar, click the clock in the system tray and then click Change
Date And Time Settings. This displays the Date And Time Settings dialog box.
2. To change the date and time, click Change Date And Time. Use the options shown
in Figure 4-3 to set the system date and time as appropriate, and then click OK.
Set the date and tirne:
Date:
Su Mo Tu We Th Fr Sa
5o 27 8 1
13 4 5
31 11
1 17 18 19
TR
OK I Cancel
Figure 4-3 Set the computer’s date and time.
4. To change the time zone, click Change Time Zone. Use the options shown in

Figure 4-4 to set the time zone for the computer. Some time zones within the
United States and abroad use daylight saving time. If you select a time zone where
this is applicable, you'll be able to select the Automatically Adjust Clock For
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Daylight Saving Time check box. Use daylight saving time or clear this check box
so that daylight saving time is not used.

gF Time Zone Settings E x|

Set the tirme zone:

Tirne zone:

v Autornatically adjust clack for Daylight Saving Time

Current date and time: Friday, harch 14, 2008, 5:46 PhA

Ok I Cancel

Figure 4-4 Change the computer's time zone.

5. When you configure your computer to use daylight saving time, the Date And
Time dialog box tells you the date and time when daylight saving time starts and
ends as well as how the clock will be adjusted. If you want to be reminded one
week before this occurs, select the Remind Me One Week Before This Change
Occurs check box.

6. Click OK to save your settings.

Don't overlook the importance of the Date And Time settings. In a domain, the system
time is checked during logon, and a discrepancy of more than a few minutes between
the domain controller and the computer to which you are logging on can result in
logon failure. Keep in mind that domain controllers do all their internal work in universal
time and, though, they don't care about the time zone, an incorrect time zone setting
can lead to denial of logon. Instead of setting the time on individual computers in the
domain manually, you can use the Windows Time Service to synchronize time automati-
cally on the network.

Using the Folder Options Utility

The Folder Options utility, shown in the following screen, is used to control how
Windows Explorer displays files and folders and to set a wide variety of folder and file
options, including the type of desktop used, the folder views used, whether offline files
are used, and whether you must single-click or double-click to open items.
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Folder Options - x|

General |View I Searchl

 Tasks
= Show preview and filters

& Use Windows classic folders

- Browse folders

(+ Open each folder in the same window
—=| (" Open each folder in its own windaw

i~ Click itemns a3 follows

1 " Single-click to open an item [point to select)
j  Underline icon titles consistent with my bravwser
(& Underline icon titles anly when || poitt t Hem
(+ Double-click ta open an item [single-click to select]

Restore Defaults |

How dao | change folder options?
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In Windows Server 2008, you can access the Folder Options utility by clicking Start,
Control Panel, Appearance And Personalization, and then clicking Folder Options.

As an administrator, you will probably want to set the following options on the
General tab:

® Single-Click To Open An Item (Point To Select) Select this option to enable single-
click to open and point to select.

Because menu options and Control Panel options open with a single click by default, you
might want to configure your computer to use single-click to open items such as docu-
ments as well. This might help you avoid confusion as to whether you need to click or
double-click. When you have single-click open configured, pointing to an item selects it.

e Show Hidden Files And Folders Select this option to see hidden files and folders.

e Hide Extensions For Known File Types Clear this check box to see file names as
well as file extensions.

e Hide Protected Operating System Files Clear this check box so that you can see
and work with operating system files, which are otherwise hidden.
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Using the Regional and Language Options Utility

The Regional and Language Options utility is used to set country-specific standards
and formats, as shown in the following screen. In different countries, the unit of mea-
surement, currency, and date formatting can be different. To change the settings, access
the Control Panel, click Clock, Language, And Region, and then click Regional And
Language Options. By choosing a language (country) in the Current Format list, you
choose all the appropriate settings for numbers, currency, dates, and times. Examples
of the formatting standards for the selected region are displayed as well.

& Regional and Language Dptions i x|

Farmaks |anatmr\ | Keyboards and Languages | administrative |

Ta change the way your computer displays numbers, currencies, dates, and
time, select an entry fram the farmat list.

Current format:

Bxamples of how data is displayed using this farmat:

Nuraber: 123,456,789.00
Currency:  $123,455,789.00
Time: 5:47:17 PM
Short date:  3/14/2008

Long date:  Friday, March 14, 2008

Custarize this format..,

For additional formats, keyboards, and tools, ga ta the Micrasaft website,

o | cancel | i |

You can customize these settings by clicking Customize This Format and then using
the Customize Regional Options dialog box to modify the basic number, currency,
time, and date settings for the region. Regional settings are also used to specify your
present location for the purposes of presenting local information in dialog boxes and
within Help And Support Services windows. You set the system location by using the
Location list on the Location tab. Youw'll want to keep track of localized versions in use
and the locations in which they are used.

To configure support for additional display and input languages, access the Regional
And Language Options utility as discussed previously. On the Keyboards And Lan-
guages tab, click Install/Uninstall Languages. Click Install Languages. Select the
languages to install or click Browse For Folder to locate the folder that contains the lan-
guage files. Click Next and then click Finish.
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Using the System Console

You use the System console to view system information and perform basic configura-
tion tasks. To access the System console, click System And Maintenance and then Sys-
tem in Control Panel. As Figure 4-5 shows, the System console is divided into four basic
areas that provide links for performing common tasks and a system overview:

Windows Edition Shows the operating system edition and version. In addition, lists any
service packs that you've applied.

System Lists the processor, memory, and type of operating system installed on the
computer. The type of operating system is listed as 32-bit or 64-bit.

Computer Name, Domain, And Workgroup Settings Provides the computer name,
description, domain, and workgroup details. If you want to change any of this

information, click Change Settings and then click Change in the System Proper-
ties dialog box.

Windows Activation Shows whether you have activated the operating system and the
product key. If Windows Server 2008 isn’t activated yet, click the link provided
to start the activation process and then follow the prompts. If you want to change
the product key, click Change Product Key and then provide the new product key.

o1
6(:)9 &~ ControlPanel ~ System and Mantenance ~ System * & [5earch
Fle Edt Yew Tools Help

Tasks ®

view basic information about your computer

) Device Manager windows edition

) Remote settings windows Server@ Enterprise

@ Advanced system settings Copyright © 2007 Microsoft Corporation, Al rights reserved.
Processor: Intel(R) Core{TM)2 Quad CPU @2.66GHz 2,66 GHz
Memory (RAM): 4,00 GE
System type: 32-bit Operating System

Computer name, domain, and warkgroup settings

Compuber name: CorpServard? @change settings
Full computer name: CarpServerd2.cpand.com

Computer description:

Domain: cpandl.com

‘windows activation

See al _
ee also @ P 4 day(s) bo sctivate, Activate Windows now

windows Update Product ID: [@change product key

Figure 4-5 Use the System console to view and manage system properties.

When you're working in the System console, links in the left pane provide quick access
to key support tools, including the following:

® Device Manager
® Remote Settings

® Advanced System Settings
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Although volume-licensed versions of Windows Server 2008 might not require activa-
tion or product keys, retail versions of Windows Server 2008 require both activation
and product keys. If Windows Server 2008 has not been activated, you can activate the
operating system by clicking Click Here To Activate Windows Now under Windows
Activation.

Unlike earlier versions of Windows, you can change the product key provided during
installation as necessary to stay in compliance with your licensing plan. To change the
product key, follow these steps:

1. Click System And Maintenance and then System in Control Panel.

2. In the System console, under Windows Activation, click Change Product Key.
3. In the Windows Activation wizard, type the product key.
4

. When you click Next, the product key is validated. You'll then need to reactivate
the operating system.

From within the System console, you can access the System Properties dialog box and
use this dialog box to manage system properties. Click Change Settings under Com-
puter Name, Domain, And Workgroup Settings.

The System Properties dialog box allows you to configure system properties, including
properties for managing the operating system configuration, startup, shutdown, hard-
ware profiles, and user profiles. System is the most advanced Control Panel utility, and
its options are organized into several tabs.

The Computer Name tab displays the full computer name of the system and the domain
membership, if applicable. The full computer name is essentially the DNS name of the
computer, which also identifies the computer’s place within the Active Directory hierar-
chy. To change the computer name or move a computer to a new domain, use one of the
following procedures:

e For member servers (not domain controllers), you can click Change to change
the system name and domain associated with the computer. This displays the
Computer Name/Domain Changes dialog box (as shown in the screen on the
next page). If you want to change the computer’s name, type a new name in the
Computer Name field. If you want to change the computer’s domain or workgroup
membership, select Domain or Workgroup as appropriate, and then enter the new
domain or workgroup name. Click OK. If you change the computer’s domain,
the computer will be moved to that domain and, in which case, you might be
prompted to provide the appropriate credentials for joining the computer to that
domain.

e For domain controllers, you can click Change to modify the name of the com-
puter, but doing so will make the domain controller temporarily unavailable to
other computers in the domain. You cannot use this feature to change the domain
in which the domain controller is running. To change the domain, you must
demote the domain controller using Dcpromo to make it a member server, change
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the computer’s network ID by using the System utility, and then promote the
server using Dcpromo so that it is once again a domain controller.

Computer Name,/Domain Changes ﬂ

*f'ou can change the name and the membership of this
computer. Changes might affect access to network resources.
More infarmation

Computer name:

CorpServerd3

Full computer name:
CorpServerd3

Mare... |

Member of
& Domair:

Icpandl.com

© workgroup:
IWDHKGHDUP

Cancel |

The other tabs in the System Properties dialog box are as follows:

Hardware Used to configure a computer’s Windows Update Driver Settings. If
you enable these settings, Windows Server 2008 checks for driver updates as part
of the normal update process. On the Hardware tab, click the Windows Update
Driver Settings button. Select the desired update setting. The options available
are: Check For Drivers Automatically (Recommended), Ask Me Each Time I Con-
nect A New Device Before Checking For Drivers, or Never Check For Drivers
When I Connect A Device. Click OK to save your settings.

Advanced Used to control many of the key features of the Windows operating
system, including application performance, user profiles, startup and recovery,
environment variables, and error reporting. User profiles are discussed in Chap-
ter 35, and application performance is discussed in Chapter 11.

Remote Used to control Remote Assistance invitations and Remote Desktop con-
nections. Remote Assistance invitations are primarily used with workstations and
not servers. Remote Desktop is discussed in Chapter 19, “Using Remote Desktop
for Administration.”
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hen you set out to work with Windows Server 2008, one of the first things you'll

notice is that the desktop and Start menu are different from previous editions of
the Windows operating system. For starters, there’s a new search feature built into the
Start menu and you have many new options. If you use Windows Server 2008 as your
daily desktop operating system, you might want to install the Desktop Experience fea-
ture using the Add Features Wizard. This installs additional desktop functionality nor-
mally found only on Windows Vista, including these additional programs: Windows
Calendar, Windows Defender, Windows Mail, Windows Media Player, Windows Photo
Gallery, and Windows SideShow.

Although most system functions still are controlled through Control Panel, many
administrative functions are accessed by using the Microsoft Management Console
(MMCQ). You'll find there are many prepackaged administration tools for the MMC,
many of which are accessible from the Administrative Tools menu. But the true power
of the MMC is in its extensible framework that lets you build your own administration
tools.

This chapter is the first of two that focus on customizing the configuration of Windows
Server 2008. In this chapter, you'll learn how to customize the operating system inter-
face. In Chapter 6, “Windows Server 2008 MMC Administration,” you'll learn how to
use and customize the MMC using the extensible framework provided by Microsoft. As
you'll see, after you optimize the environment, you'll be well on your way to mastering
Windows Server 2008.

Optimizing the Menu System

The Start menu allows you to run programs, open folders, search your computer, get
help, and more. As with Windows Server 2003, the Start menu in Windows Server 2008
has two views:

e Standard The standard Start menu is the default view, which provides easy access
to programs, folders, and search.

® (Classic The Classic Start menu is an alternative view, which provides the look of
the Start menu in Windows 2000 and earlier releases of Windows.

129
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In most cases, you'll want to use the standard Start menu rather than the Classic Start
menu because the standard Start menu includes enhancements that make it easier to

access programs and folders on your computer. The standard Start menu is also more
customizable.

To switch between the menu views, you right-click the Start button, select Properties to
display the Taskbar And Start Menu Properties dialog box, and then select either Start
Menu (for the standard Start menu) or Classic Start Menu. That is one way to change
the interface. Now let’s look at other ways you can change the interface, starting with
how you can control the content of the Start menu.

Navigating the Start Menu Options

With standard Start menu, the right pane provides access to commonly used folders
and features. Although at first glance it might seem that this part of the Start menu is
similar to the Start menu in Windows Server 2003, this is deceiving because there are
major changes in the locations accessed by these buttons.

In Windows Server 2003, your documents are stored by default in personal folders
under %SystemDrive%\Documents and Settings\%UserName%. Your personal folder
contains a My Documents folder, which in turn contains other folders, such as My Pic-
tures and My Music. Windows Server 2003 also has folders named My Computer, My
Recent Documents, and My Network Places.

In Windows Server 2008, these familiar folders don’t exist. The only way your
computer might have references to these folders is if you performed an in-place
upgrade of the operating system. In this case, your main profile folder might
include shortcuts to the locations where these folders were stored when your old
settings were migrated. Generally, these shortcuts would point to locations under
%SystemDrive%\Windows.old.

In Windows Server 2008, your documents are stored by default in personal folders
under %SystemDrive%\Users\%UserName%. As shown in Figure 5-1, your personal
folder contains the following folders:

e Contacts Stores your contacts for use in your mail programs

® Desktop Stores your desktop configuration

® Documents Stores your word processing documents

e Downloads Stores programs and data you've downloaded from the Internet
® Favorites Stores your Internet favorites

e Links Stores your Internet links

® Music Stores your music files

® Pictures Stores your pictures
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e Saved Games Stores your saved game data
® Searches Stores your saved searches
e Videos Stores your video files
_lofx]
~ Administrator + * & [5earh
File View Tools Help
Organize v {EwWews v () Bun (7]
Favorite Links Name_~ | | Date modified | +| size | +| Folder path |1
TR Contarts 31312008 2:57 PM Fi\Users\Administrator
IE| pocuments 1 Desktop 3/9/2008 4:15 PM F\Users}Administratar
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Figure 5-1 A personal folder in Windows Server 2008

With these folders in mind, you can put the Start menu’s common folder options into
perspective. From top to bottom, the option buttons are as follows:

Personal Folder Shows your logon name. Selecting this option opens your per-
sonal folder.

Documents Opens the Documents folder within your personal folder in
Windows Explorer.

Computer Opens the Computer view in Windows Explorer. This allows you to
access hard disk drives and devices with removable storage.

Network Opens Network Explorer. This allows you to browse the computers and
devices on your network.

Control Panel Opens Control Panel, which provides access to system configura-
tion and management tools.

Default Programs Displays the default programs in Control Panel. This lets you
choose the programs that Windows Server 2008 uses by default for documents,
pictures, and more.

Administrative Tools Displays the Administrative Tools menu or window. This
lets you access your computer’s administrative tools.

Help And Support Displays the Help And Support console. This lets you browse
or search help topics.

Run Displays the Run dialog box. This lets you run commands.
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Although you might have used the Run options previously, you'll find the Search box to
be much easier to work with. Not only can you use the Search box to open and run com-
mands quicker, but you can also run commands with fewer clicks.

You can add features to the Start menu’s right pane using the Customize Start Menu
dialog box. Right-click the Start button and then select Properties. In the Taskbar And
Start Menu Properties dialog box, click the Customize button on the Start Menu tab. In
the Customize Start Menu dialog box, select or clear options as appropriate and then
click OK twice.

Options you can add include:

® Favorites Displays your favorite links as a menu. This lets you quickly access
favorite locations.

e Games Opens the Microsoft Games folder in Windows Explorer.
® Music Opens the Music folder within your personal folder in Windows Explorer.

® Pictures Opens the Pictures folder within your personal folder in Windows
Explorer.

® Printers Opens the Printers window. This lets you access currently configured
printers.

Below the Start menu’s programs list in the left pane you'll find the Search box. The
Search box allows you to quickly search your computer or the Internet. You can work
with the Search box using the following techniques:

® To use the Search box, simply click the Start button and type your search text.
Search results are displayed in the left pane of the Start menu. Select a result to
run a program or open a folder or file.

® To clear the search results and return to the normal view, click the Clear button
with the blue X to the right of the Search box, or press the Escape key.

You don’t need to click in the Search box before you begin typing. Just type your search
text and you'll see any matching results.
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Customizing search

You can customize the way search works using the search-related options in the Custom-
ize Start Menu dialog box. Right-click the Start button and then select Properties. In the
Taskbar And Start Menu Properties dialog box, click the Customize button on the Start
Menu tab. In the Customize Start Menu dialog box, scroll down until you see the Search
Communications option. You can then use these options to control how the search func-

tion works:

® Search Communications Determines whether Windows searches e-mail messages
created using Windows Mail.

® Search Favorites And History Determines whether Windows searches Internet
favorites and history.

® Search Files Determines whether Windows searches all indexed file locations, only
the currently logged on user's file location, or no additional locations.

® Search Programs Determines whether Windows searches installed program
locations.

Modifying the Start Menu Content

Regardless of whether you choose to use the standard or Classic Start menu, you can
customize the menu by adding, removing, moving, copying, sorting, and renaming
menu items. The standard Start menu does have a slight advantage over the Classic
Start menu in the area of customization, however. As Figure 5-2 shows, this menu has
the following features:

Pinned items list Appears in the upper-left corner of the menu and allows you to
add items that should always appear on the menu. If you no longer want an item
to appear in the list, you can remove it as well.

Frequently used programs list Appears below the pinned items list and shows the
most frequently used programs. The Windows operating system manages this list
automatically based on your program usage, but you can control the number of
items that appear here and can remove items from the list. You can’t add items to
this list, however.

All Programs button Appears in the lower-left corner of the menu and provides
access to the program menus. The items that appear here are the same as you see
when you are using the Classic Start menu and select Programs, including any
items that normally appear above the Programs menu. You can rearrange the
items to meet your needs and preferences.
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Figure 5-2 The standard Start menu has two customizable areas: the pinned items list and the
most frequently used programs list.

Items in the pinned items list and most frequently used programs list do not appear on
the Classic Start menu. You can, however, add items to the top of the Start menu above
the Programs folder.

Adding, Copying, and Moving Menu Items

To add an item to the pinned items list, navigate the menu system until you get to the
program you want to work with. When you find it, right-click it, and then select Pin To
Start Menu. Now you have a program shortcut pinned to the Start menu. Alternatively,
if you drag a shortcut, folder, or program icon to the Start button and release the mouse
button before the menu appears, the shortcut is added to the pinned items list. Keep

in mind that these techniques are for the standard Start menu—the Classic Start menu
doesn’t have a pinned items list.

You can add a program to the top of the Classic Start menu, above the Programs folder.
To do this, you drag a shortcut to the top of the menu from any location on the menu,
the desktop, or in a Windows Explorer window. When you do this, you'll create a copy
of the item rather than move the shortcut. This ensures that the shortcut remains in its
original location and if you later delete the item from above the Programs menu, you'll
still be able to access the item in its original location.
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TROUBLESHOOTING

No shortcut menus appear when I right-click

The appearance of the shortcut menu when you right-click a menu item is controlled by
the drag and drop menu configuration option. If you don't see a shortcut menu when
you right-click an item, the Enable Dragging And Dropping menu option has been dis-
abled. To enable shortcut menus, right-click the Start button, choose Properties, and
then click Customize. Select the Enable Context Menus And Dragging And Dropping
check box.

The standard Start menu supports drag and drop, too. In fact, you can drag an item
from any part of the menu to any other part of the menu, regardless of which menu you
are using. This is how you add an item to any part of the menu. So, click the item you
want to work with, hold down the mouse button, and navigate to where youd like to
add the item on the menu. A dark line shows where the new item will appear when you
release the button.

You can use drag and drop to move items from the desktop or Windows Explorer to the
menu as well. When you do this, the Windows operating system leaves the item where
you got it and creates a copy on the Start menu. If the item you're dragging and drop-
ping isn’t a shortcut, that's okay as well. The operating system creates a shortcut to rep-
resent the item on the Start menu automatically. This allows you to drag a file or folder
to the menu, providing a quick-access shortcut to the file or folder.

The Windows operating system creates a shortcut only if you drag and drop a file or
folder to a location within the menu. If you drag a file or folder onto the menu and then
drop it into one of the document links, such as Documents, Windows Server 2008 moves
the selected item to the document folder instead of creating a shortcut.

TROUBLESHOOTING

I'm unable to drag and drop items

All this talk about dragging and dropping items is fine as long as the drag and drop fea-
ture for the Start menu is enabled. If this feature is disabled, however, you won't be able
to drag items to, from, or within the Start menu. To enable drag and drop, right-click
Start, choose Properties, and then click Customize. Select Enable Context Menu And
Dragging And Dropping.

To copy an item to a new location, press Ctrl, click the item, then hold the mouse button
while dragging the item to the new location. A plus sign (+) appears next to the mouse
pointer, indicating that you are copying the item, not moving it. Release the mouse
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button and then release the Ctrl key. You can copy items from the menu to the desktop,
a folder, or a toolbar using the same technique.

Keep in mind that when you drag an item from the left side of the standard Start menu
to the All Programs menu, Windows Server 2008 always copies the item. Therefore, you
don't need to hold down the Ctrl key. The same is true when you drag an item from the
All Programs menu to the pinned items list.

Highlighting and Hiding Menu Items

When you work with the Start menu, you should be aware of two additional features,
which you might or might not like: automatic highlighting and hiding of menu items.

For the standard Start menu, when you install new programs, by default the Windows
operating system highlights the additional menus and menu items that have been cre-
ated. These highlights last until you run the item (or for several days) and are designed
to make it easier for you to find the new items and also ensure that you know what
changes have been made to the Start menu. Some users love this feature; some users
hate it. If you find the highlights distracting, you can remove them. To do this, right-
click the Start button, choose Properties, and then click Customize. Clear the Highlight
Newly Installed Programs check box, as shown in the following screen:

Customize Start Menu ﬂ

‘fou can cuskomize how links, icons, and menus look and behave on the
Start menu.

Enable context menus and dragging and dropping ;I
O Favarites menu
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) Display as a link
) Display as a menu
{® Don't display this item
Help
| Highlight newly installed programs
_f_}g Music
) Display as a link
) Display as a menu
{® Don't display this item LI

=]

Mumber of recent programs to display: I 9 3:

Use Default Settings |

Shows on Start menu

[ Internet link: IInternet Explorer j

[ E-mail lirk: I j

[8]4 I Cancel |

"Start MEnu size ‘
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For the Classic Start menu, by default the Windows operating system displays the most
frequently used items and hides the others. This feature is designed to reduce menu
clutter by giving you shorter menus that make it easier for you to find the items you use
the most. A double arrow at the bottom of a submenu indicates the presence of addi-
tional items that are not shown. To display these items, click the double arrow or wait a
few seconds and the menu will expand automatically.

The newly displayed items are shown on a light-colored background to make them
easier to see. Again, this is a feature you probably either love or hate. Don’t worry; you
can turn this feature off. To do this, right-click the Start button, choose Properties, and
then click Customize. Clear the Use Personalized Menus check box, as shown in the fol-
lowing screen:

Customize Classic Start Menu 3 ll

~Skart menu
[g You can cuskomize your Stark add...
menu by adding or remaoving 1

ems. Remave. ..

Advanced |
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=

and Web sites, click Clear, ey

Adwvanced Start menu options:

[0 Expand dacuments
[0 Expand netwark connections
[0 Expand pictures

[ Expand printers

O Serall programs

O Shaw smallicans in Start menu
(W] Use personalized menus

Ok I Cancel

The Use Personalized Menus option is only for the Start menu. It doesn't affect other
programs that might use this feature, such as Microsoft Internet Explorer or Microsoft
Office. To enable or disable personalized menus for these programs, you must do so
within each individual program.

Controlling the Frequently Used Programs List

For the default Start menu, the Windows operating system manages the frequently
used programs list based on your program usage. The list includes only shortcuts to
.exe files; any other executable files that you use are not shown in the list regardless of
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how often you use them. There are many exceptions as well. For example, if the name
of the shortcut that starts the program contains any of the following strings, it is not

displayed in the list:
® Documentation
e Help
e Install

e More Info
® Readme
® Read Me

® Read First

® Setup
® Support
e What’s New

® Remove

The list of excluded names or partial names is controlled by the AddRemoveNames
value in the Registry location HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Explorer\FileAssociation. Further, the following program
executables are specifically excluded from appearing in the list:

® Setup.exe

e Install.exe

® [suninst.exe

® Unwise.exe

® Unwise32.exe
® StSunst.exe

e Rundll32.exe
® Msoobe.exe

e [Lnkstub.exe

® Msascui.exe

The list of excluded programs is controlled by the AddRemoveApps value in the same
Registry location mentioned previously. Additional programs can be registered to be



Optimizing the Menu System 139

excluded from the list by adding them to the KillList value in this Registry location. The
following programs are in the Kill list by default:

e Explorer.exe

e Dvdplay.exe

e Mplay32.exe

® Msohtmed.exe
® Quickview.exe
e Rundll.exe

e Rundll32.exe
® Taskman.exe
e Bck32apidll

The Windows operating system uses these Registry values to control the items that
appear on the frequently used programs list. You can customize these values, par-
ticularly the Kill list, if you desire. You can also control whether and how the list is
configured. By default, the Windows operating system shows up to six frequently used
programs in the list. You can change this behavior by setting the number of programs
to display using a value from 0 to 30. If you use a value of 0, no frequently used pro-
grams are displayed and you essentially disable this feature. Any other value sets the
maximum number, up to and including that number, of frequently used programs that
the operating system can display on the Start menu.

To disable the frequently used programs feature, right-click Start and choose Proper-
ties. Clear the Store And Display A List Of Recently Opened Programs check box and
then click OK.

To specify the maximum number of programs that can appear in the frequently used
programs list, right-click Start, choose Properties, and click Customize. Enter the value
you want to use in the Number Of Recent Programs To Display text box, as shown in
Figure 5-3. If you want to clear the program usage statistics, follow these steps:

1. Rightclick Start and then choose Properties. Clear the Store And Display A List
Of Recently Opened Programs check box and then click OK. After you click OK,
the Windows operating system clears out any existing program usage statistics.

2. Right-click Start and then choose Properties. Select the Store And Display A List
Of Recently Opened Programs check box and then click OK. After you click OK,
the Windows operating system starts over, adding programs to the list each time
you use them.
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Customize Start Menu : |
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Figure 5-3 Control the maximum number of frequently used programs that is displayed by using a
value from 0 to 30.

Sorting and Renaming Menu Items

As you add new programs, the Windows operating system typically adds the shortcuts
for the programs to the menu in alphabetical order. This is an improvement over ear-
lier behavior, which helps to ensure that programs aren’t listed in a seemingly random
order. With the standard Start menu, the Sort All Programs Menu By Name option is
selected by default to ensure that menus are automatically alphabetized.

If you are using the Classic Start menu, menus aren’t automatically alphabetized though
you can manually sort all the submenus within the Programs menu at once. To do this,
right-click Start, choose Properties, and then click Customize. In the Customize Classic
Start Menu dialog box, click Sort.

The Windows operating system maintains many menu settings separately for the Classic
and standard Start menus, including drag and drop settings and sort order. This means if
you change the order of a menu using the Classic Start menu, the changes don’t appear
if you change to using the standard Start menu.
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While we're talking about sorting items, a related topic is renaming items. To rename a
mentu item, right-click the menu item you want to rename, and choose Rename. Edit the
name of the item, and then click OK. Renaming an item can change the way the item is
sorted, and Windows Server 2008 will re-sort the menu automatically by default.

Removing Items from the Start Menu

Windows Server 2008 gives you several options for removing items from the Start
menu. If the item is in the pinned items list, you can remove it from the list by right-
clicking it and choosing Unpin From Start Menu. Unfortunately, if you do this and

the program is also one of your most frequently used programs, it could immediately
reappear in the frequently used programs list. To ensure that the program doesn’t show
up in either location, right-click the item, and choose Remove From This List. This is
the same option you choose to remove an item from the frequently used programs list.
(Unfortunately, this isn’t permanent, however. If you continue to use a program, it can
show up again in the frequently used programs list. So, if you really want to block a
program from the frequently used programs list, exclude it as discussed in “Controlling
the Frequently Used Programs List” on page 137.)

Other types of menu items can be removed as well. To remove a regular menu item,
right-click it, and choose Delete. Confirm that you want to remove the item by clicking
Yes when prompted.

Keep in mind that deleting an item from the menu doesn't uninstall the related program.
It only deletes the shortcut to the program.

Customizing the Desktop and the Taskbar

By default the only items on the Windows Server 2008 desktop are the Recycle Bin and
the taskbar. That's it. Everything else has been cleared away to allow you to customize
the desktop any way you want. The problem is that some of the missing items, such as
Computer, Network, and Internet Explorer, were pretty useful, or at least most of us
have grown so accustomed to having the items on the desktop that we expect them to
be there. So, if you're like me, the first thing you'll want to do to customize the desktop
is to add frequently accessed programs, files, and folders and to restore the missing
items. Another thing you might want to do is to customize the taskbar so that it works
the way you want it to. By default, the taskbar doesn’t automatically hide or lock, and it
might include items that you don’t want.
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Configuring Desktop Items

Windows Server 2008 allows you to drag program shortcuts, files, and folders from a
Windows Explorer window onto the desktop. Simply click the item you want to move,
hold down the mouse button, and drag the item to a location on the desktop. When you
release the mouse button, the item is moved from its original location to the desktop. If
you want to copy the item instead of moving it, press Ctrl, click the item, then hold the
mouse button while dragging the item to the new location. On the desktop, release the
mouse button, and then release the Ctrl key.

You can, in fact, use the copy and move techniques to add shortcuts for your personal
folder, Computer, Network, and Control Panel to the desktop. But there’s another way
to add these items to the desktop so that they appear as standard desktop icons instead
of shortcuts. Right-click an empty area of the desktop, and choose Personalize. In the
left pane of the Personalization window, click Change Desktop Icons under the Tasks
heading. This opens the Desktop Icon Settings dialog box, shown in the following
screen.

x
Desklop |
— Desktop icong
" Computer V¥ Recycle Bin
[T User's Files [T Cortrol Parel
[ Mebwork
) m -l -_'\-';.
| L 5
Computer Adminiztrator Metwork, Fecycle Bin
[full)
."‘
Fecycle Bin
[empty]
Change lcon... | Fiestore Default |
QK I Cancel | Apply |

In the Desktop Icon Settings dialog box, select the items that you want to display on
the desktop, for instance, Computer, Network, and Control Panel. Several uses for Com-
puter and Network aren’t obvious but are great time-savers.

Use Computer in the following ways:
e Right-click and choose Manage to start Server Manager.
® Right-click and choose Properties to display the System console in Control Panel.

e Right-click and choose Map Network Drive or Disconnect Network Drive to man-
age network shares.
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Use Network as follows:
e Right-click and choose Explorer to find computers on the network.
e Right-click and choose Properties to display the Network And Sharing Center.

e Right-click and choose Map Network Drive or Disconnect Network Drive to man-
age network shares.

Configuring the Taskbar

The taskbar is one of those areas of the desktop that most people take for granted. It's
sort of like people think, “Hey, there’s the taskbar, what can I click?” when they should
be thinking, “Hey, there’s a taskbar. It tracks all the running programs for quick access
and I can customize it to work the way I want it to.” Beyond the Start button, the taskbar
has three main areas:

® Quick Launch Provides quick access to the desktop and commonly used applica-
tions. Technically, it is a type of toolbar, and it is fully customizable.

® Programs/Toolbars Shows icons for running programs, which can be grouped
according to type, as well as the toolbars that are selected for display.

® Notification Shows the system clock and programs that were loaded automati-
cally at startup and that are running in the background.

You can change the behavior and properties of these taskbar areas in many ways.

Changing the Taskbar Size and Position

In the default configuration, the taskbar appears at the bottom of the screen and is
sized so that one row of options is visible. As long as the taskbar position isn’t locked,
you can move it to any edge of the Windows desktop and resize it as necessary. To
move the taskbar, simply click it and hold the mouse button while dragging it to a dif-
ferent edge of the desktop. When you move the mouse toward the left, right, top, or
bottom edge of the desktop, you'll see a gray outline that shows you where the taskbar
will appear. When you release the mouse button, the taskbar will appear in the new
location.

With a left-docked or right-docked taskbar, you'll often have to resize the taskbar so
that it is wider than usual to ensure that you can read the program names. I've found
this approach useful when I am troubleshooting a system and I have lots of programs
running and want to be able to switch quickly between them. In contrast, a top-docked
taskbar seems to remove the clutter from the desktop, and I've found it useful when I
don’t want to use the Auto Hide feature.

To resize the taskbar, move the mouse pointer over the taskbar edge, and then drag

it up or down, left or right, as appropriate. If you resize the taskbar so that it isn’t vis-
ible (different from Auto Hide), you should still see a gray bar on the edge of the screen
where the taskbar is docked. When you move the mouse pointer over the gray bar, the
arrow pointer should change to the resize pointer, allowing you to resize the taskbar
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so that it is visible. On computers with a Windows key, you can press the Windows key
and the Start menu will pop out from the edge of the screen that has the minimized
taskbar, revealing the location of the taskbar as well.

If the taskbar appears to get stuck in one location when you are trying to move it, simply
log off and then log back on. As long as the taskbar isn’t locked, you should then be able
to move the taskbar.

Using Auto Hide and Locking

Windows Server 2008 has several features that control the visibility of the taskbar. You
can enable the Auto Hide feature to hide the taskbar from view when it is not in use.
You can lock the taskbar so that it cannot be resized or repositioned. You can also make
the taskbar appear on top of other windows when you point to it. After the taskbar

is positioned and sized the way you want it, I reccommend enabling all three of these
options. In this way, the taskbar has a fixed location and is visible when it is pointed to,
ensuring that it isn’t accidentally hidden behind other windows.

You can enable these options as shown in the following screen by right-clicking the
taskbar and then choosing Properties from the shortcut menu. Afterward, select the
Lock The Taskbar, Auto-Hide The Taskbar, and Keep The Taskbar On Top Of Other
Windows check boxes as appropriate. Then click OK.
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¥ Lock the taskbar
¥ auto-hide the taskbar
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Howe dio T customize the taskbar?

OF I Cancel Apply
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Locking the taskbar doesn't prevent you from changing the taskbar in the future. If you
want to change the taskbar, simply right-click the taskbar and then clear the Lock The
Taskbar check box. You can then make any necessary changes and, if desired, relock the
taskbar to ensure that the settings are protected from being accidentally changed.

Grouping Similar Taskbar Items

Windows can group similar taskbar items together to reduce taskbar clutter. For exam-
ple, if you open multiple MMCs and the taskbar needs additional room for other items,
these consoles are grouped under a single button and are then accessible by clicking
the button and selecting the individual MMC you want to use. In some ways, this is a
good thing, but it can be confusing.

You can control whether similar items are grouped together by right-clicking the task-
bar and then choosing Properties from the shortcut menu. Afterward, select the Group
Similar Taskbar Buttons check box to enable this option or clear the Group Similar
Taskbar Buttons check box to disable this option.

Controlling Programs in the Notification Area

The notification area, also referred to as the system tray, is the area on the far right side
of the taskbar. It shows the system clock as well as icons for programs that were loaded
automatically by the operating system at startup and that are running in the back-

ground. Notifications for the operating system and programs behave in different ways:

e If you move the pointer over a system notification icon, you'll see a status window
that provides information about the notification.

e If you move the pointer over a system notification icon and click, you'll see a con-
trol window that provides information about the notification and allows you to
configure the related feature.

e If you move the pointer over a program notification icon and then click, you'll see
a shortcut menu (provided one is available).

e If you move the pointer over a program notification icon and then double-click,
you'll open the related program or window.

User-specified programs that run in the background are managed through the Startup
folder. The Startup folder is configured at two levels. Under the %SystemDrive%\Pro-
gramData\Microsoft\Windows\Start Menu\Programs folder, there is a Startup folder
for all users of a given system. Any program referenced in this folder is run in the
background regardless of which user logs on. Within the profile data for individual
users, there is a Startup folder specific to each user’s logon under %SystemDrive%\
Users\%UserName%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs.
Programs referenced in a personal Startup folder are run only when that user logs on.
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You can add or remove startup programs for all users by right-clicking Start and then
selecting Explore All Users from the shortcut menu. This opens Windows Explorer
with the Start Menu folder selected, as shown in Figure 5-4.

In the left pane, double-click the Programs folder under Start Menu, and then select the
Startup folder. You can now add or remove startup programs for all users as follows:

® To add startup programs, create a shortcut to the program that you want to run.

e Toremove a startup program, delete its shortcut from the Startup folder.
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Figure 5-4 Exploring All Users gets you to the Start Menu folder for all users of the computer; then
you must work your way down to the Startup folder under Programs.

You can add or remove startup programs for individual users as well, such as the
administrator. To do this, log on as the user whose startup applications you want

to manage. Right-click Start, and then select Explore from the shortcut menu. This
opens Windows Explorer with the Start Menu folder in the user profile selected. In
the left pane, double-click the Programs folder under Start Menu, and then select the

Startup folder. You can now add or remove startup programs for this user as discussed
previously.
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Why log on as the user to access the Startup folder?

You might be wondering why | told you to log on as the user whose startup applications
you want to control. Technically, you don't need to do this, but it is easier if you do. Why?
Because when you select Explore, you'll be taken to that user's Start Menu folder—some-
times getting the right user profile folder is half the battle, especially on a system that
has been upgraded or renamed or reinstalled and that contains several different profile
entries for each user. If you can't log on as the user, access the user folder on the system
drive, and work your way down through the user’s profile data folders. These are listed
by account name.

User-specified programs that run in the background are only one type of program
that is displayed in the notification area. Some programs, such as Windows Update,
are managed by the Windows operating system. For example, Windows Update runs
periodically to check for updates to the operating system. When an update is detected,
the user can be notified and given the opportunity to apply the update. Other types of
programs are configured during installation to run in the background at startup, such
as an antivirus program. You can typically enable or disable the display of notification
area icons related to these programs through the setup options in the related applica-
tions. Windows Server 2008 also provides a common interface for controlling whether
the icons for these programs are displayed in the notification area. This allows you to
specify whether and how icons are displayed on a per-program basis.

To control the display of icons in the notification area, right-click the taskbar, and then
choose Properties from the shortcut menu. In the Taskbar And Start Menu Properties
dialog box, click the Notification Area tab. If you want all icons to be displayed, clear
the Hide Inactive Icons check box, and then click OK. If you want to customize the
appearance of icons, select the Hide Inactive Icons check box, and then click Custom-
ize. This displays the Customize Notifications dialog box shown in Figure 5-5.

You can now optimize the notification behavior for current items displayed in the noti-
fication area as well as items that were displayed in the past but aren’t currently active.
The Icon column shows the name of the program. The Behavior column shows the cur-
rently selected notification behavior, which is typically Hide When Inactive, but which
can also be set to Hide or Show.

When the Hide Inactive lcons check box is selected in the Taskbar And Start Menu Prop-
erties dialog box, you can right-click in the notification area and then select Customize
Notifications to directly access the Customize Notifications Icons dialog box.
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Figure 5-5 You can customize notifications for notification area items.

Optimizing Toolbars

Several custom toolbars are available for the taskbar. The toolbar that most people are
familiar with is the Quick Launch toolbar, which provides quick access to commonly

used programs and the Windows desktop. The taskbar can display other toolbars that
come with Windows Server 2008, and you can create you own toolbars as well.

Customizing the Quick Launch Toolbar

The Quick Launch toolbar includes buttons that provide quick access to Server Man-
ager and the Windows desktop. If your organization has custom applications or a pre-
ferred suite of applications, you can add buttons for these applications on the Quick
Launch toolbar. If applications are no longer used, you can later remove the additional
buttons.

You can add a button to the Quick Launch toolbar by clicking the item or existing
shortcut that you want to place on the toolbar, holding the mouse button, and dragging
the item or shortcut onto the Quick Launch toolbar. When you are in the location where
you want to place the item or shortcut, release the mouse button. To remove a button
from the Quick Launch toolbar, right-click the button on the toolbar, and then choose
Delete from the shortcut menu. When prompted to confirm the action, click Yes.
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Restoring the Show Desktop button

Show Desktop is the most useful button on the Quick Launch toolbar. The first time you
click this button, the operating system brings the Windows desktop to the foreground
in front of all open windows. The second time you click this button, the operating sys-
tem restores the original view, sending the desktop to the background. If this button is
accidentally deleted, you can re-create it, but the process is not like creating a regular
shortcut. This is because Show Desktop is a special button that must be created by using
a Windows Explorer command file called Show Desktop.scf.

As with other aspects of the menu system, the Quick Launch toolbar options have a
representation in the file system. You'll find Quick Launch options in the %System-
Drive%\Users\%UserName%\AppData\Roaming\Microsoft\Internet Explorer\Quick
Launch folder. Thus, the full file path to the necessary Show Desktop file would be %Sys-
temDrive%\Users\%UserName%\AppData\Roaming\Microsoft\Internet Explorer\Quick
Launch\Show Desktop.scf. To restore the button to the toolbar, you have several options.
You can copy the Show Desktop shortcut from another user’s profile, or you can create
the Show Desktop.scf file. To create the Show Desktop.scf file, follow these steps:

1. Start Notepad, and then add the following lines of text:

[Shell]

Command=2
IconFile=explorer.exe,3
[Taskbar]
Command=ToggleDesktop

2. Select Save from the File menu, and then save the file in the %SystemDrive%\
Users\%UserName%\AppData\Roaming\Microsoft\Internet Explorer\Quick Launch
folder. Use the file name Show Desktop.scf.

If you don't know the actual location for the current user’s profile, open a command
prompt, and type set userprofile. The command prompt then displays the variable
value.

Displaying Other Custom Toolbars

In addition to the Quick Launch toolbar discussed previously, three other customizable
toolbars are available for the taskbar:

® Address Provides an Address text box into which you can type Uniform Resource
Locators (URLs) and other addresses that you want to access, either on the World
Wide Web, on the local network, or on the local computer. When full file paths
are specified, the default application for the file is launched automatically to dis-
play the specified file, such as Internet Explorer or Microsoft Office Word. One
of the things you might not realize about the Address toolbar is that it retains the
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same URL history as the Address bar in Internet Explorer, meaning if you previ-
ously opened a document on a network share, you could quickly access it again
through the history.

® Links Provides access to the Links folder on the Favorites menu of Internet
Explorer. To add links to files, Web pages, or other resources, drag shortcuts onto
the Links toolbar. To remove links, right-click the link, and select Delete. When
prompted, confirm the action by clicking Yes.

® Desktop Provides access to all the shortcuts on the local desktop so that you
don’t have to minimize windows or click Show Desktop on the Quick Launch
toolbar to access them.

You can display or hide individual toolbars by right-clicking the taskbar to display the
shortcut menu, pointing to Toolbars, and then selecting the toolbar you want to use.
This toggles the toolbar on and off.

By default, a name label is displayed for all toolbars except Quick Launch. This label
wastes taskbar space, and you can turn it off. Right-click the toolbar and then choose
Show Title to clear the option. The option is a toggle; if you want to see the title again,
repeat this procedure.

Creating Personal Toolbars

In addition to the custom toolbars that are available, you can create personal toolbars
as well. Personal toolbars are based on existing folders, and their buttons are based on
the folder contents. The most common toolbars you might create are ones that point to
folders on the computer or shared folders on the network. For example, if you routinely
access the C:\Windist, C:\Windows\System32\LogFiles, and C:\Windows\System32\
Inetsvr folders, you could add a toolbar to the taskbar that provides quick access but-
tons to these resources. Then you could access one of the folders simply by clicking the
corresponding toolbar button.

You can create personal toolbars by right-clicking the taskbar to display the shortcut
menu, pointing to Toolbars, and then choosing New Toolbar. This displays the New
Toolbar — Choose A Folder dialog box, as shown in the following screen:
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Next use the Folder list box to choose the folder you want to make into a toolbar. When
you click Select Folder, the folder is displayed as a new toolbar on the taskbar. If you
add shortcuts to the folder, the shortcuts automatically appear on the toolbar as but-
tons that can be selected. Keep in mind that if you decide that you don’t want to use the

toolbar anymore and close it, you must reselect the folder before it can be viewed on the
taskbar again.
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n this chapter, you'll learn how to work with and customize the Microsoft Manage-

ment Console (MMC). You'll also find a discussion of administration tools that use
the MMC. You can learn many techniques to help you better understand Windows
Server 2008, and indeed, as mentioned in the previous chapter, you must master the
MMC before you can truly master Windows Server 2008.

Introducing the MMC

The MMC, and the prepackaged administration tools that use it, help you more readily
manage computers, users, and other aspects of the network environment. Not only does
the MMC simplify administration, it also helps to integrate the many disparate tools in
the Window operating system.

The advantages of having a unified interface are significant because after you learn the
structure of one MMC tool, you can apply what you've learned to all the other MMC
tools. Equally as significant is the capability to build your own consoles and customize
existing consoles. You can in fact combine administrative components to build your
own console configuration, and then store this console for future use. You would then
have quick access to the tools you use the most through a single console.

For selected snap-ins, the MMC supports:

e Multiple-item selecting and editing. These features allow you to select multiple
objects and perform the same operations on them, including editing.

e Drag-and-drop functionality. This allows you to perform such tasks as dragging a
user, computer, or group from one organizational unit (OU) to another in Active
Directory Users And Computers.

For the Active Directory Users And Computers snap-in, you can:

® Reset access permissions to the default values for objects, show the effective per-
mission for an object, and show the parent of an inherited permission.

® Save Active Directory queries and reuse them so that you can easily perform com-
mon or complex queries.

153
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If you've used the MMC in Microsoft Windows Server 2003, you might be wondering
what’s new in Windows Server 2008. For starters, the MMC in Windows Server 2008
has a new version number. It is MMC 3.0 and it offers several enhancements:

e In all of the console tools and in the MMC framework, the Action pane has been
added as a complement to the Action menu. This was done to make it easier to
determine the available actions for selected items.

e A Show/Hide Action Pane button has been added to the toolbar. This allows you
to display or hide the Action pane.

® The Add/Remove Snap-Ins dialog box has been redesigned to make it easier to
add or remove snap-ins. Additional features have been added to allow you to con-
trol snap-in extensions that are available and to organize snap-ins using nesting.

e Error notification has been improved and you are now given troubleshooting
options regarding errors that could cause MMC to fail.

MMC 3.0 is available as an update for Windows 2000 and later. MMC 3.0 is designed
to support snap-ins created for MMC 2.0 and MMC 1.2. You can add these snap-ins to
an MMC 3.0 console, and they will run as they do in the versions of MMC for which
they were designed. You can use MMC 3.0 to open a console created using MMC 2.0 or
1.2. If you then save the console, you will be prompted to save the console in MMC 3.0
format. Doing so will update the console so that it uses the MMC 3.0 framework. How-
ever, you will not be able to open the console on computers running previous versions
of MMC. The reason for this is that MMC 2.0 and 1.2 do not support MMC 3.0 snap-ins
or consoles.

Keep in mind that the MMC isn’t a one-size-fits-all approach to administration. Some
administrative functions aren’t implemented for use with the MMC. You configure
many system and operating system properties using Control Panel utilities. Many other
system and administrative functions are accessed using wizards. Most administrative
tools regardless of type have command-line counterparts that run as separate executa-
bles from the command line.

The really good news, however, is that you can integrate all non-MMC tools and even
command-line utilities into a custom console by creating links to them. In this way,
your custom console remains the central interface for administration, and you can use
it to access quickly any type of tool with which you routinely work. For more informa-
tion, see “Building Custom MMCs” on page 163.

Using the MMC

The MMC is a framework for management applications that offers a unified interface
for administration. It is not designed to replace management applications; rather, it

is designed to be their central interface. As such, the MMC doesn’t have any inherent
management functions. It uses add-in components, called snap-ins, to provide the nec-
essary administrative functionality.
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MMC Snap-Ins

To take advantage of what the MMC framework has to offer, you add any of the available
stand-alone snap-ins to a console. A console is simply a container for snap-ins that uses
the MMC framework. Dozens of preconfigured snap-ins are available from Microsoft,
and they provide the functionality necessary for administration. Third-party tools from
independent software vendors now use MMC snap-ins as well.

The terms console and tool are often used interchangeably. For example, in the text, |
often refer to such and such as a tool when technically it is a preconfigured console con-
taining a snap-in. For example, Active Directory Users And Computers is a tool for man-
aging users, groups, and computers. Not all tools are consoles, however. The System tool
in Control Panel is a tool for managing system properties, but it is not a console.

Although you can load multiple snap-ins into a single console, most of the preconfig-
ured consoles have only a single snap-in. For example, most of the tools on the Admin-
istrative Tools menu consist of a preconfigured console with a single snap-in—even the
Computer Management tool, as shown in Figure 6-1, consists of a preconfigured con-
sole with the Computer Management snap-in added to it.
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Figure 6-1 The Computer Management tool consists of a preconfigured console with the
Computer Management snap-in added to it.

The many features of the Computer Management snap-in are good examples of how
snap-ins can have nodes and extension components. A node defines a level within the
console or within a snap-in. Computer Management has a root node, which is labeled
Computer Management, and three top-level nodes, which are labeled System Tools,
Storage, and Services And Applications. An extension component is a type of snap-in that
is used to extend the functionality of an existing snap-in. Computer Management has
many extensions. In fact, each entry under the top-level nodes is an extension—and
many of these extensions can themselves have extensions.
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These particular extensions are also implemented as stand-alone snap-ins, and when
you use them in your own console, they add the same functionality as they do in the
preconfigured administration tools. You'll find that many extensions are implemented
as both extensions and stand-alone snap-ins. Many doesn’t mean all: Some extensions
are meant only to add functionality to an existing snap-in and they are not also imple-
mented as stand-alone snap-ins.

Keep in mind that extensions are optional and can be included or excluded from a
snap-in by changing options within the console when you are authoring it. For exam-
ple, if you didn’t want someone to be able to use Disk Management from within Com-
puter Management, you could edit the extension options for Computer Management on
that user’s computer to remove the entry for Disk Management. The user would then be
unable to manage disks from within Computer Management. The user would still, how-
ever, be able to manage disks using other tools.

MMC Modes

An MMC has two operating modes: author mode and user mode. In author mode, you
can create and modify a console’s design by adding or removing snap-ins and setting
console options. In user mode, the console design is frozen, and you cannot change it.
By default, the prepackaged console tools for administration open in user mode, and
this is why you are unable to make changes to these console tools.

When you open a console that is in author mode, you have additional options on the
File menu that help you design the interface. You can use these options to create new
consoles, open existing consoles, save the current console, add or remove snap-ins, and
set console options. In contrast, when you are working with one of the preconfigured
console tools or any other tool in user mode, you have a limited File menu. With user
mode, you can access a limited set of console options or exit the console—that’s it.

In author mode, you also have a Favorites menu, which you can use to add and organize
favorites. The Favorites menu does not appear in user mode.

When you are finished designing a console tool, you should change to user mode. Con-
sole tools should be run in user mode, and author mode should be used only for config-
uring console tools. Three user-mode levels are defined:

® User mode—full access Users can access all window management commands in
the MMC but can’t add or remove snap-ins or change console properties.

® User mode—limited access, multiple window Users can access only the areas of
the console tree that were visible when the console was saved. Users can create
new windows but cannot close existing windows.

® User mode—limited access, single window Users can access only the areas of the
console tree that were visible when the console was saved and are prevented from
opening new windows.
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Group Policy settings can control authoring and
snap-in availability

Remember that, at any time, a user with appropriate permissions can enter author mode
by right-clicking the console and selecting Author or by running the console tool from
the command line with the /A switch. In author mode, users could change the configura-
tion of the tool. One way to prevent this is to restrict authoring in Group Policy.

You can restrict all authoring by users at the local machine, OU, or domain level by
enabling Restrict The User From Entering Author Mode in User Configuration\Adminis-
trative Templates\Windows Components\Microsoft Management Console within Group
Policy.

You can set specific restricted and permitted snap-ins and extensions as well. One way
to do this is first to prohibit the use of all snap-ins by enabling the Restrict Users To The
Explicitly Permitted List Of Snap-Ins policy setting in User Configuration\Administrative
Templates\Windows Components\Microsoft Management Console within Group Policy.
Then specifically enable the snap-ins and extensions that are permitted using the policy
settings under User Configuration\Administrative Templates\Windows Components\
Microsoft Management Console within Group Policy. All other snap-ins and extensions
would then be prohibited.

Alternatively, you can disable Restrict Users To The Explicitly Permitted List Of Snap-Ins
and then explicitly prohibit snap-ins by disabling them using the policy settings under
User Configuration\Administrative Templates\Windows Components\Microsoft Man-
agement Console within Group Policy. All other snap-ins and extensions would then be
permitted.

Be sure to read Chapter 36, “Managing Group Policy,” before you try to implement
Group Policy or make changes to Group Policy objects. If you get into trouble, such as
could happen if you prohibit all snap-ins but neglect to enable snap-ins needed for man-
agement, you can reset Group Policy to its default configuration by using the Dcgpofix
command-line utility as discussed in “Fixing Default Group Policy,” on page 1282.

A console’s mode is stored when you save the console and is applied when you open the
console. In author mode, you can change the console mode by using the Options dialog
box, which you display by selecting Options from the File menu. You cannot change
the mode when a console is running in user mode. That doesn’t mean you can’t change
back to author mode, however, and then make further changes as necessary.

To open any existing console tool in author mode, right-click the tool’s icon and choose
Author. This works for the preconfigured administration tools as well. Simply right-
click the related menu item on the Administrative Tools menu, and then choose Author.
You will then have full design control over the console, but remember that if you make
changes, you probably don’t want to overwrite the existing .msc file for the console. So,
instead of choosing Save from the File menu after you make changes, choose Save As,
and save the console with a different name, location, or both.
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Another way to enter author mode is to use the /A parameter when starting the console
tool from the command line or the Run dialog box.

MMC Windows and Startup

As Figure 6-2 shows, the MMC window consists of three panes: console tree, the main
pane, and the actions pane. The left pane is the console tree. It provides a hierarchical
list of nodes available in the console. At the top of the tree is the console root, which
could be specifically labeled Console Root, or, as with the preconfigured tools, it is
simply the snap-in name. Generally, snap-ins appear as nodes below the console root.
Snap-ins can also have nodes, as is the case with Computer Management. In any case, if
there are nodes below the console root, you can expand them by clicking the plus sign
to the left of the node label or by double-clicking the node.
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Figure 6-2 MMC windows have a console tree, a details pane, and an actions pane.

©Bass Filkering Engine ~ Th Base

The main pane is also referred to as the details pane, and its contents change depend-
ing on the item you've selected in the console tree. When you are working with one of
the lowest-level nodes in the console tree, you'll sometimes have two views to choose
from in the details pane: standard or extended view. The difference between the two is
that the extended view typically provides quick access links to related, frequently per-
formed tasks and a detailed description of the selected item. These are not displayed in
the standard view.

One way to start a console tool is to select it on the Administrative Tools menu or
double-click its icon on the desktop or in Windows Explorer. You can also start console
tools from the Search box on the Start menu and the command prompt. The execut-
able for the MMC is Mmc.exe, and you can run it by clicking Start, typing mmc in the
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Search box, and then pressing Enter, or by entering mmc at the command prompt.
Either way, you'll end up with a blank (empty) console that you can use to design your
custom administration tool.

To use an existing console, you can specify the console file to open when the MMC
runs. This is, in fact, how the preconfigured tools and any other tools that you create
are launched. For example, if you right-click Computer Management on the Administra-
tive Tools menu, and then select Properties, you'll see that the target (the command that
is run) for the menu item is as follows:

%SystemRoot%\System32\Compmgmt.msc /s

The first part of the target (%SystemRoot%\System32\Compmgmt.msc) is the file path
to the associated Microsoft Saved Console (msc) file. The second part of the target (/S)
is a command parameter to use when running the MMC. It follows that you can run
the MMC by specifying the file path to the .msc file to use and any necessary command
parameters as well using the following syntax:

mmc FilePath Parameter(s)

where FilePath is the file path to the .msc file to use and Parameter(s) can include any of
the following parameters:

® /A Enables author mode, which lets you make changes to preconfigured consoles
as well as other consoles previously set in user mode.

e /S Prevents the console from displaying the splash screen that normally appears
when the MMC starts in earlier versions of the Windows operating system. This
parameter isn’t needed when running on Windows Server 2008.

® /32 Starts the 32-bit version of the MMC, which is needed only if you explicitly
want to run the 32-bit version of the MMC on a 64-bit Windows system.

® /64 Starts the 64-bit version of the MMC, which is available only on 64-bit
Windows versions.

Most console tools are found in the %SystemRoot%\System32 directory. This puts
them in the default search path for executables. Because there is a file type association
for .msc files, specified files of this type are opened using Mmc.exe; you can open any of
the preconfigured tools stored in %SystemRoot%\System32 by specifying the file name
followed by the .msc extension. For example, you can start Event Viewer by typing the
following:

eventvwr.msc

This works because of the file association that specifies .msc files are executed using
Mmc.exe. (You can examine file associations using the ASSOC and FTYPE commands
at the command prompt.)

Some console tools aren’t in the %SystemRoot%\System32 directory, or the search path
for that matter. For these tools, you must type the complete file path.
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Using 32-bit and 64-bit versions of the MMC

The /32 and /64 parameters for the mmc command are meaningful only on 64-bit
Windows versions. The 64-bit versions of the Windows operating system can run both
32-bit and 64-bit versions of the MMC. For 32-bit versions of the MMC, you use 32-bit
snap-ins. For 64-bit versions of the MMC, you use 64-bit snap-ins. You can't mix and
match MMC and snap-in versions, though. The 32-bit version of the MMC can be used
only to work with 32-bit snap-ins. Similarly, the 64-bit version of the MMC can be used
only to work with 64-bit snap-ins. In most cases, if you aren’t sure which version to use,
don't use the /32 or /64 parameter. This lets the Windows operating system decide which
version to use based on the snap-ins contained in the .msc file you are opening.

When a console contains both 32-bit and 64-bit snap-ins and you don't specify the /32
or /64 parameter, Windows will open a subset of the configured snap-ins. If the console
contains more 32-bit snap-ins, Windows will open the 32-bit snap-ins. If the console
contains more 64-bit snap-ins, Windows will open the 64-bit snap-ins. If you explicitly
use /32 or /64 with a console that contains both 32-bit and 64-bit snap-ins, Windows will
open only the snap-ins for that bitness. On 64-bit systems, 32-bit versions of snap-ins are
stored in the %SystemRoot%\SysWow64 folder and 64-bit versions of snap-ins are stored
in the %SystemRoot%\System32 folder. By examining the contents of these folders, you
can determine when 32-bit and 64-bit versions of snap-ins are available.

MC Tool Availability

nerally, the preconfigured MMC consoles available on a server depend on the roles,

role services, and features that are installed. As you install additional roles, role ser-

vic

be

es, and features, additional tools for administration are installed, and these tools can
both console tools and standard tools. You don’t have to rely on roles, role services,

and features installation for tool availability, however. You can, in fact, install the com-
plete administrative tool set on any full-server installation regardless of the roles, role

ser

vices, or features being used.

Follow these steps to install the complete administrative tool set:

1.

In Server Manager, select the Features node in the left pane and then click Add
Features. This starts the Add Features Wizard.

On the Select Features page, select the Remote Server Administration Tools check
box. This selects all the available tools under the Role Administration Tools and
Feature Administration Tools nodes. If you are prompted to add the Web Server
(1I1S) role, follow the prompts to add this role to your server. Click Next.

Click Install. When the wizard finishes installing the administration tools, click
Close.

These tools are then available from the Administrative Tools menu and can also be

sta

rted quickly in the Search box or at the command prompt by typing only their file
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name (in most cases). At times, you might find it quicker to open consoles from the
command line. For example, on a server optimized for handling background services
and not programs being run by users, you might find that navigating the menu is too
slow. To help you in these instances, Table 6-1 provides a list of the key console tools

and their .msc file names.

Table 6-1 Key Console Tools and Their .msc File Names

Tool Name .msc File Name
Active Directory Domain And Trusts domain.msc
Active Directory Rights Management Services AdRmsAdmin.msc
Active Directory Sites And Services dssite.msc

Active Directory Users And Computers dsa.msc

ADSI Edit adsiedit.msc
Certification Authority certsrv.msc

Computer Management

compmgmt.msc

DFS Management

dfsmgmt.msc

DHCP Manager

dhcpmgmt.msc

DNS Manager

dnsmgmt.msc

Event Viewer

eventvwr.msc

Failover Cluster Management

cluadmin.msc

Fax Service Manager

fxsadmin.msc

File Server Resource Manager fsrm.msc
Group Policy Management gpmec.msc
Health Registration Authority hcscfg.msc
Local Security Policy secpol.msc
Network Policy Server nps.msc
Online Responder Manager ocsp.msc

Print Management

printmanagement.msc

Reliability And Performance Monitor

perfmon.msc

Remote Desktops

tsmmc.msc

Routing And Remote Access

rrasmgmt.msc

Services

services.msc

Services For Network File System

nfsmgmt.msc

Share And Storage Management

storagemgmt.msc

Storage Explorer

storexpl.msc

Storage Manager For SANs

sanmmc.msc

Task Scheduler

taskschd.msc
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Tool Name

.msc File Name

Terminal Services Configuration

tsconfig.msc

Terminal Services Manager

tsadmin.msc

TS Gateway Manager

tsgateway.msc

TS Remote App Manager

remoteprograms.msc

UDDI Services

uddi.msc

Windows Deployment Services

wdsmgmt.msc

Windows Firewall With Advanced Security wf.msc
Windows Server Backup wbadmin.msc
Windows System Resource Manager WSrm.msc
WINS Manager winsmgmt.msc

MMC and Remote Computers

Some snap-ins can be set to work with local or remote systems. If this is the case,
you'll see the name of the computer with focus in parentheses after the snap-in name
in the console tree. When the snap-in is working with the local computer, you'll see
(Local) after the snap-in name. When the snap-in is working with a remote computer,
you'll see the remote computer name in parentheses after the snap-in name, such as
(CORPSERVERO).

Generally, regardless of which type of snap-in you are using, you can specify the com-
puter with which you want to work in one of two ways. Within the MMC, you can
right-click the snap-in node in the console tree and then select Connect To Another
Computer. This displays the Select Computer dialog box, as shown in the following
screen:

Select the computer you want thiz snap-in to manage.

Thiz snap-in will always manage:

" Local computer: [the computer this consale is running on)

% Ancther computer: |Eorp8 erverll Browsze... |

Cancel |

If you want the snap-in to work with the computer the console is running on, select

Local Computer. Otherwise, select Another Computer, and then type the computer

name or Internet Protocol (IP) address of the computer you want to use. If you don’t
know the computer name or IP address, click Browse to search for the computer you
want to work with.
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Just about any snap-in that can be set to work with local and remote systems can be
started from the command line with the focus set on a specific computer. This is a
hidden feature that many people don’t know about or don’t understand. Simply set the
focus when you start a console from the command line using the following parameter:

/computer=RemoteComputer

where RemoteComputer is the name or IP address of the remote computer you want the
snap-in to work with, such as

eventvwr.msc /computer=corpserver0l

Several different hidden options are available with the Active Directory-related snap-
ins. For Active Directory Users And Computers, Active Directory Sites And Services,
and Active Directory Domains And Trusts, you can use the /Server parameter to open
the snap-in and connect to a specified domain controller. For example, if you wanted to
start Active Directory Users And Computers and connect to the CORPSVR02 domain
controller, you could do this by typing the following;

dsa.msc /server=CorpSvr02

For Active Directory Users And Computers and Active Directory Sites And Services, you
can use the /Domain parameter to open the snap-in and connect to a domain controller
in the specified domain. For example, if you wanted to start Active Directory Users And
Computers and connect to the cpandl.com domain, you could do this by typing the
following:

dsa.msc /domain=cpandl.com

Building Custom MMCs

If you find that the existing console tools don’t meet your needs or you want to create
your own administration tool with the features you choose, you can build your own
custom console tools. This allows you to determine which features the console includes,
which snap-ins it uses, and which additional commands are available.

The steps for creating custom console tools are as follows:
1. Create the console for the tool.

2. Add snap-ins to the console. Snap-ins you use can include Microsoft console tools
as well as console tools from third-party vendors.

3. When you are finished with the design, save the console in user mode so that it is
ready for use.

Each step is examined in detail in the sections that follow. Optionally, you can create
one or more taskpad views containing shortcuts to menu commands, shell commands,
and navigation components that you want to include in your custom tool. Techniques
for creating taskpad views are discussed in “Designing Custom Taskpads for the MMC”
on page 173.
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Step 1: Creating the Console

The first step in building a custom console tool is to create the console that you'll use
as the framework. To get started, open a blank MMC in author mode. Click Start, type
mmc in the Search box, and then press Enter. This opens a blank console titled Con-
solel that has a default console root as shown in Figure 6-3.

7= Consolel i =] |

File  Action VWiew Favorites Window  Help

¢€szl2H=

7= Console Root | 10l =|
W Mame I Actions
There are no items ko show in this view, Console Root -

Mare Actions

Figure 6-3 Open a blank console with the default console root.

If you want your custom tool to be based on an existing console, you can open its .msc
file and add it to the new console. Select Open on the File menu, and then use the Open
dialog box to find the .msc file you want to work with. As discussed previously, most
.msc files are in the %SystemRoot%\System32 directory. Any existing console you
choose will open in author mode automatically. Keep in mind that you generally don’t
want to overwrite the existing .msc file with the new .msc file you are creating. Because
of this, when you save the custom console, be sure to choose Save As rather than Save
on the File menu.

If you want to start from scratch, youw'll work with the blank console you just opened.
The first thing you'll want to do is rename the console root to give it and the related
window a more meaningful name. For example, if you are creating a console tool to
help you manage the Active Directory Domain Services, you could rename the console
root Active Directory Management. To rename the console root and the related window,
right-click the console root, and select Rename. Type the name you want to use, and
then press Enter.

The next thing youll want to do is to consider how many windows the console tool
must have. Most console tools have a single window, but as shown in Figure 6-4, a con-
sole can have multiple windows, each with its own view of the console root. You add
windows to the console by using the New Window option on the Window menu. After
you add a window, youw'll probably want the MMC to automatically tile the windows as
shown in the figure. You can tile windows by selecting Tile Horizontally on the Win-
dow menu. You don’t have to do this, however; anytime there are multiple windows,
you can use the options on the Window menu to switch between them.



TNFRT TRRYTRT

Building Custom MMCs 165

7= Consolel o x|
Fle Acion View Favorites  Window  Help
i e e NE RN ERN 7 Ne
7= Active Directory Management',Active Directory Users and =] 5|
~| Active Directory Management Mlame [ Tvpe [ Description ]
(= [ Active Directory Users and Computers [ corpserverd | 1 Buitin builinDomain
] Saved Queries | Computers Container Default container For upgraded compute. ..
55 cpandl.com = Domain Controllers Organizational ... Default container For domain controllers
g Active Directory Domains and Trusts [ corpserver32, | [ ForaignSscurityPrincipsls  Containsr Default container For security identifiers. .
3 Active Directory Sites and Services [ CompServerd2.(f = cor; Container Default container For upgraded user acc...
=& Active Directory Rights Management Services
4] Event viewer (Local)
| | |
[ \ Z
F= Active Directory Management" Active Directory Sites and Services [ CorpSeryerdZ.cpandl.col o x|
= Active Directory Management Name Location Type | Description
[ Active Directory Users and Computers | || Subnets Subnsts Container
g Active Dirsctary Domains and Trusts [ | ] [nter-Site Transparts Inter-Site Transports C...
=) iz Active Directory Sites and Services [ € | ] pefault-First-Site-Name Site
i Sites =
= Active Directory Rights Management <
(2] Event viswer (Local)
|| —] s | I
[ [ \ Z

Figure 6-4 Although consoles can have multiple windows, most consoles have a single window.

Using multiple windows in consoles

Most console tools have a single window for a good reason: The tool creators wanted to
keep the interface as simple as possible. When you introduce multiple windows, you cre-
ate additional views of the console root, making the interface more complex, and often
unnecessarily so. Still, there are times when a console tool with multiple windows could
come in handy. For example, you might want to have multiple views of the console root

where different areas of the tool are featured, and you could do this by using multiple
windows.

Step 2: Adding Snap-Ins to the Console

While you are thinking about the organization of the tool and the possibility of using
additional views of the console root, you should also consider the types of snap-ins
that you want to add to the console. Each of the tools listed in Table 6-1 is available as a
stand-alone snap-in that you can add to the console. If you've installed any third-party
tools on the computer, these tools might have stand-alone snap-ins that you can use.
Many other snap-ins are available from Microsoft as well.

Again, think of snap-in types or categories, not necessarily specific snap-ins that you
want to use. You might want to organize the snap-ins into groups by creating folders for
storing snap-ins of a specific type or category. For example, if you are creating a console
tool for managing Active Directory, you might find that there are four general types of
snap-ins that you want to work with: General, Policy, Security, and Support. You would
then create four folders in the console with these names.
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Folders are implemented as a snap-in that you add to the console root. To add folders to
the console root, follow these steps:

1.

In your MMC, choose Add/Remove Snap-In from the File menu in the main
window. As shown in Figure 6-5, this displays the Add Or Remove Snap-Ins
dialog box.

The Available Snap-Ins list shows all the snap-ins that are available. Scroll
through the list until you see the Folder snap-in. Select Folder, and then click
Add. The Folder snap-in is added to the Selected Snap-Ins list. Repeat this for
each folder that you want to use. If you are following the example and want to use
four folders, you would click Add three more times so that four Folder snap-ins
appear in the Selected Snap-Ins list.

Now close the Add Or Remove Snap-Ins dialog box by clicking OK and return to
the console you are creating.

Add or Remove Snap-ins x|

Vau can select snap-ins For this consols From thase awailable on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in [ Wendor [a] = consols Root Edit Extensions. ..
B4 Enterprise PKI Microsaft Car... I Folder
i Event viswsr Micrasaft Cor... “Folder Pamos
A Failover Cluster Man... Micrasoft Car... | Folder
Fdrsilover Cluster Man... Microsoft Cor...  Folder M L
&5Fax Service Manager  Microsoft Cor...
iaFils Server Resourcs... Micrasoft Cor... Mayve Down
I8 Falder Microsaft Car...

3k Group Policy Manag...  Microsoft Cor...
5[ Group Policy Manag...  Microsoft Cor...
5[ Group Policy Object ... Microsoft Cor...
=f Group Policy Starker ... Microsoft Cor...
iHealth Registration ... Micrasoft Car...

B4 Intermet Information... Micrasoft Cor... —
B Internet Information. .. =l fvanced. ..

Description:

The Folder snap-in adds a folder node to the tree. This can be used to organize your snap-in console.

oK Cancel

Figure 6-5 Added snap-ins are listed in the Selected Snap-Ins list.

After you add folders, you must rename them. Right-click the first folder, and choose
Rename. Type a new name, and then press Enter. If you are following the example,
rename the folders: General, Policy, Security, and Support. When you are finished
renaming the folders, follow a similar process to add the appropriate snap-ins to your

console:

1. Choose Add/Remove Snap-In on the File menu in the main window. This displays
the Add Or Remove Snap-Ins dialog box shown previously in Figure 6-5.

2. Click Advanced. Select the Allow Changing The Parent Snap-In check box. When
you click OK, the Add Or Remove Snap-Ins dialog box is updated to include a
Parent Snap-In drop-down list.

3. In the Parent Snap-In drop-down list, choose the folder to use. In the Available

Snap-Ins list, choose a snap-in to add as a subnode of the selected folder and then
click Add. When you are finished adding snap-ins to the selected folder, repeat
this step to add snap-ins to other folders.
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4. When you are finished adding snap-ins to folders, click OK to close the Add Or
Remove Snap-Ins dialog box and return to the console you are creating.

Some snap-ins prompt you to select a computer to manage, as shown in the following
screen:

Computer Management i ll

Select the computer you want this shap-in to manage.

Thiz znap-in will always manage:

' Local computer: [the computer this conzale iz running on)

" Another computer: I Browse... |

[~ Allow the selected computer to be changed when launching from the command ling. This
only applies if you zave the conzole.

< Back I Finizh I Cancel |

If you want the snap-in to work with whichever computer the console is running

on, select Local Computer. Otherwise, select Another Computer, and then type the
computer name or IP address of the computer you want to use. If you don’t know the
computer name or IP address, click Browse to search for the computer you want to
work with.

To ensure you can specify which computer to manage when running the console
from the command line, you must select the Allow The Selected Computer To Be
Changed When Launching From The Command Line check box. When you select
this option and save the console, you can set the computer to manage using the
/Computer=RemoteComputer parameter.

Some snap-ins are added by using wizards with several configuration pages, so when
you select these snap-ins you start the associated wizard and the wizard helps you
configure how the snap-in is used. One snap-in in particular that uses a wizard is

Link To Web Address. When you add this snap-in, you start the Link To Web Address
Wizard, as shown in the following screen, and the wizard prompts you to create an
Internet shortcut. Here, you type the Uniform Resource Locator (URL) you want to use,
click Next, enter a descriptive name for the URL, then click Finish. Then, when you
select the related snap-in in the console tree, the designated Web page appears in the
details pane.
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Link to Web Address ] |

Welcome to the Link to Web Address
Wizard

The Link ko Web Address snap-in consists of an MMC
node with a Web page in the results view, Type the
path or URL For the site you want to display, or click
Browse,

Path or URL:
I http: fisupport microsoft, com/

Browse. .. |

= Back Cancel |

While you are adding snap-ins, you can also examine the available extensions for snap-
ins. In the Add Or Remove Snap-Ins dialog box, choose a previously selected snap-in
and then click Edit Extensions. In the Extensions For ... dialog box, all available exten-
sions are enabled by default, as shown in the following screen. So, if you want to change
this behavior, you can select the Enable Only Selected Extensions option and then clear
the individual check boxes for extensions you want to exclude.

Extensians for Active Directory Users and Computers x|

o can spacify which extensions to enable, in order to add or remave
functionality in wour console, snap-in, or extension. If an extension is nok
installed, ou can install it by highlighting it and then clicking Install

' Always enable all avalable extensions

Al currently available extensions, as well as any extensions that are
installed in the future, wil be enabled.

" Enable only selected extensions

Only the Following selected extensions will be enabled. Extensions that:
are inskalled in the Future will not be enabled.

_~|Group Policy Object Editor
__|RAS Dialin - Uiser Node: Extension
| Terminal Services - Extension

Irystall Edit: Extensions. ..

Description:

Figure 6-6 shows the example console with snap-ins organized using the previously
discussed folders:

® General Containing Active Directory Users And Computers, Active Directory
Sites And Services, and Active Directory Domains Aand Trusts

® Policy Containing Group Policy Management and Resultant Set of Policy
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® Security Containing Security Templates and Security Configuration And Analysis

® Support Containing links to Microsoft Knowledge Base, Microsoft Tech Support,
and Windows Server Home Page

7= Console1 - [Active Directory Management'General]

] =10l x|
File Action Wiew Favorites  Window  Help ‘ —1&]x]
o Sl Gl ERN 7 Na
| Active Direckory Management Pame |
=] al

| Active Directory Ussrs and Computers [ CorpServerd2.cpandl.com ]
[Bi% Active Directory Sites and Services
2 Active Directory Domains and Trusts

] Active Dirsctary Users and Computers [ CorpSe
[ Active Directory Sites and Services
=2, Active Dirsctory Domains and Trusts
1 Palicy
(5 Graup Palicy Management
= Resultant Set of Policy
7 Security
T Security Templates
T Security Configuration and Analysis
= ] Suppart
] Microsoft Knowledge Base
(=] Microsoft Tech Support
(=] windows Server Home Page

4 | |
[ [ \

Figure 6-6 A custom console with snap-ins organized into four folders.
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Step 3: Saving the Finished Console

When you are finished with the design, you are ready to save your custom console

tool. Before you do this, however, there are a couple of final design issues you should
consider:

® What you want the initial console view to be
®  Which user mode you want to use

® Which icon you want to use

® What you want to name the console tool and where you want it to be located

Setting the Initial Console View Before Saving

By default, the MMC remembers the last selected node or snap-in and saves this as
the initial view for the console. In the example tool created, if you expand the General

folder, select Active Directory Users And Computers, and then save the console, this
selection is saved when the console is next opened.

Keep in mind that subsequent views depend on user selections.

Only the folder with the selected snap-in is expanded in the saved view. If you use fold-
ers and select a snap-in within a folder, the expanded view of the folder is saved with the

snap-in selected. If you expand other folders, the console is not saved with these folders
expanded.
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Setting the Console Mode Before Saving

When you are finished authoring the console tool, select Options on the File menu. In
the Options dialog box, as shown in the screen on the following page, you can change
the console mode so that it is ready for use.

In most cases, you'll want to use User Mode—Full Access. Full access has the following
characteristics:

® Users have a Window menu that allows them to open new windows, and they can
also right-click a node or snap-in and choose New Window From Here to open a
new window.

® Users can right-click and choose New Taskpad View to create a new taskpad view.

With user mode set to Limited Access, Multiple Window, the console has the following
characteristics:

® Users have a Window menu that allows them to arrange windows, and they can
also right-click a node or snap-in and choose New Window From Here to open a
new window.

® Users cannot right-click and choose New Taskpad View to create a new taskpad
view.

User mode set to Limited Access, Single Window has the following characteristics:

e Users do not have a Window menu and cannot right-click a node or snap-in and
choose New Window From Here to open a new window.

® Users cannot right-click and choose New Taskpad View to create a new taskpad
view.

To prevent user selections from changing the view, you'll find two handy options when
you select Options from the File menu:

® Do Not Save Changes To This Console Select this check box to prevent the user
from saving changes to the console. Clear this check box to change the view auto-
matically based on the user’s last selection in the console before exiting.

® Allow The User To Customize Views Select this check box to allow users to add
windows focused on a selected item in the console. Clear this check box to pre-
vent users from adding customized views.
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options _______ x|

Console |Disk Cleanup I

@ IActive Directory Management Change Icon... |

These options take effect the next time you open the MMC,

Console mode:

Descripkion

Prevents users from adding or remaoving snap-ins or changing snap-in
console properties, Users have full access to the tree,

" Do not save changes ko this console

W Allow the user to customize views

OF I Cancel | Apply |

Setting the Console Icon Before Saving

While you are working in the Options dialog box, you might consider setting custom
icons for your console tools. All the console tools developed by Microsoft have their
own icons. You can use these icons for your console tools as well, or you could use
icons from other Microsoft programs quite easily. In the Options dialog box (which is
displayed when you select Options on the File menu), click Change Icon. This displays
the Change Icon dialog box, as shown in the following screen:

Change Icon |

File name:

Current icon:

< i
()8 I Cancel Browse... |
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In the Change Icon dialog box, click Browse. By default, the Open dialog box should
open with the directory set to %SystemRoot%\System32. In this case, type shell32.dlIl
as the File Name, and click Open. You should now see the Change Icon dialog box with
the Shell32.dll selected, which will allow you to choose one of several hundred icons
registered for use with the operating system shell (see the following screen). Choose an
icon, click OK, and then click OK to close the Options dialog box. From then on, the
icon will be associated with your custom console tool.

Change Icon |

File name:

IF: Sdindows\System32hshel 32.dIl

Currertt icor:

vk

HEFL
=& ¥ & (i

()8 | Cancel | Browse... I

Saving the Console Tool to the Desktop, the Start Menu, or a Folder

After you set the user mode, you can save the console tool. The console tool can appear
as one of the following:

A desktop icon Select Save As on the File menu, and then navigate the folder
structure to %SystemRoot%\Users\%UserName%\Desktop. Here, %UserName% is
the name of the user who will work with the tool. After you type a name for the
console, click Save.

A menu option on the Start menu for all users Select Save As on the File menu,
and then navigate the folder structure to %SystemRoot%\ProgramData\Micro-
soft\Windows\Start Menu\Programs\Administrative Tools. After you type a
name for the console, click Save.

A menu option on the Start menu for a specific user Select Save As on the

File menu, and then navigate the folder structure to %SystemRoot%\Users\
%UserName%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\
Administrative Tools. Here, %UserName% is the name of the user who will work
with the tool. After you type a name for the console, click Save.

A folder icon Select Save As on the File menu, and then navigate to the folder
where you want the console tool to reside. After you type a name for the console,
click Save.
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By default, the name shown on the console tool’s title bar is set to the file name you des-
ignate when saving it. As long as you are in author mode, you can change the console
tool name using the Options dialog box. Select Options on the File menu, and then type
the name in the box provided at the top of the Console tab.

Designing Custom Taskpads for the MMC

When you want to simplify administration or limit the available tasks for junior admin-
istrators or Power Users, you might want to consider adding a taskpad to a console
tool. By using taskpads, you can create custom views of your console tools that contain
shortcuts to menu commands, shell commands, and navigation components.

Getting Started with Taskpads

Basically, taskpads let you create a page of tasks that you can perform quickly by click-
ing the associated shortcut links rather than using the existing menu or interface
provided by snap-ins. You can create multiple taskpads in a console, each of which

is accessed as a taskpad view. If you've worked with Windows XP or Windows Vista,
youw've probably seen the revised Control Panel, which is a taskpad view of Control
Panel. As with most taskpads, Control Panel has two purposes: It provides direct access
to the commands or tasks so that you don’t have to navigate menus, and it limits your
options to a set of predefined tasks that you can perform.

You create taskpads when you are working with a console tool in author mode. Task-
pads can contain the following items:

® Menu commands Menu commands are used to run the standard menu options of
included snap-ins.

® Shell commands Shell commands are used to run scripts or programs or to open
Web pages.

e Navigation components Navigation components are used to navigate to a saved
view on the Favorites menu.

Taskpad commands are also called tasks. You run tasks simply by clicking their links.
In the case of menu commands, clicking the links runs the menu commands. For shell
commands, clicking the links runs the associated scripts or programs. For navigation
components, clicking the links displays the designated navigation views. If you have
multiple levels of taskpads, you must include navigation components to allow users to
get back to the top-level taskpad. The concept is similar to having to create a home link
on Web pages.
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Figure 6-7 shows a taskpad created for the Active Directory Users And Computers snap-
in that has been added to the custom tool created earlier in the chapter.

/ Active Directory Management ) ;Iglﬂl
b Fle Acion View Favoriies  window | Help | ;Iilil”

1 Active Directory Managsment

B AD Management

[ Active Directory Users and Computers [CorpSe
|9 Active Directory Sites and Services [CorpServe

5 Active Directory Domains and Trusts [ CorpSer - a3 =
] Folicy B, Create Computer ) -
| Security Active fictive Active
@, Find obiects Directory Us... Directory Sit.., Directory D...

1 Support
€ Creste Group
Create User

Connect o Domain

@, Create advanced Query

4| | N D Management 4 Standard 7

Figure 6-7 A custom console with a taskpad that uses a vertical list.

As you can see, the task page view is labeled AD Management, and it provides the fol-
lowing commands:

Create Computer Used to start the New Object—Computer Wizard

® Find Objects Used to open the Find Users, Contacts, And Groups dialog box
® Create Group Used to start the New Object—Group Wizard

® Create User Used to start the New Object—User Wizard

® Connect To Domain Used to select the domain to work with

® Create Advanced Query Used to define an Active Directory query and save it so
that it can be reused

You could also add a Connect To Domain Forest option that would be used to select the
domain forest to work with. We haven't used the taskpad to limit the options; rather,
we've simply provided quick access shortcuts to commonly run tasks. In the next section,
you'll learn how to limit user options.

Understanding Taskpad View Styles

Taskpads can be organized in several different ways. By default, they will have two
views: an extended taskpad view and a standard view. The extended view contains the
list of tasks that you've defined and can also contain the console items being managed.
The standard view contains only the console items being managed. When you create
the taskpad, you have the option of hiding the standard view simply by selecting the
Hide Standard Tab check box.
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The extended view of the taskpad can be organized using a vertical list, a horizontal
list, or no list. In a vertical list as shown previously in Figure 6-7, taskpad commands
are listed to the left of the console items they are used to manage. This organization
approach works well when you have a long list of tasks and you still want users to be
able to work with the related snap-ins.

With a horizontal list, as shown in Figure 6-8, the console items managed by the task-
pad are listed above the taskpad commands. This organization style is best when you
want to display multiple columns of taskpad commands and still be able to work with
the related snap-ins.

~Iolx]
i File Action Wiew Favortes  Window  Help ‘ - 5[‘
e F[El=]

Al

- 2l

|5 Active Diractory Stes and Services [CorpServe

Active Dirsctory Domains and Trusts [ CorpSer
1 Policy — = [=

1 Security - Lg}’ A
Support active Active active
Directory Us... Dirsctory Sit... Directory ...

m [

Create Computer G, Find Objerts € Creste Group
Create User [ Cannect to Domain 3, create Advanced Quer,
4| | N A Managemert A Standard /

Figure 6-8 A custom console with a taskpad that uses a horizontal list.

In some cases, you might not want to show the console items being managed by the
taskpad in the same view as the tasks. In this case, you can specify that no list should
be used. When you choose the No List option, the taskpad commands are shown by
themselves on the taskpad tab (AD Management in the example), and users can click
the Standard tab to access the related console items.

Limiting user options in taskpads

As discussed, you can limit the options users have in console tools by selecting both the
No List option and the Hide Standard Tab check box. Keep in mind that if the console
tool doesn't include a taskpad for a snap-in, users will still be able to manage the snap-in
in the usual way. For example, the taskpad shown in Figure 6-8 doesn’t define any tasks
that manage policy or security, so the snap-ins in these folders will be fully accessible.

To make it so users can't work with these snap-ins directly, you must define taskpads for
those snap-ins or add tasks that use menu commands from those snap-ins to the current
taskpad or another taskpad.
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When you select the No List option, you can limit users’ options to the tasks you've
defined and not allow users to access the console items being managed. To do this, you
specify that the Standard tab should be hidden. From then on, when working with the

console items being managed, users can perform only the tasks defined on the taskpad
such as those shown in Figure 6-9.

>

1=k
i Fl=  Action View Favorites Window Help |_ 3| x|
EX I EIEN

a0

[l Active Directory Sites and Services [CorpServe

) Active Directory Domains and Trusts [ CorpSer
| Policy

2] securicy Hm| Create Comput: Find Object: Create Group
E O suppo Create Computer
@ [ support 'D reate Computer i ects reate Grou

1
ﬁ Craate Lser Connect ko Domain @ Crue:rteﬂw
=) Query.

< | |
\ \ [

Figure 6-9. By using the No List style and hiding the Standard tab, you can limit user options.

Creating and Managing Taskpads

Any console tool that has at least one snap-in can have an associated taskpad. To create
a taskpad, you must open the console in author mode, then follow these steps:

1. Inyour custom MMC, right-click the folder or console item that you want to
work with, choose Action, and then choose New Taskpad View to start the New
Taskpad View Wizard. Keep in mind that a single taskpad can be used to manage
multiple console items.

2. In the New Taskpad View Wizard, click Next, and then configure the taskpad
display (see Figure 6-10 for an example). Select the style for the details page as
Vertical List, Horizontal List, or No List, and set the task description style as
Text or InfoTip. You can also choose to hide the Standard tab (which only limits
the tasks that can be performed if you also select the No List style). As you make
selections, the wizard provides a depiction of what the results will look like as a
finished taskpad. Click Next to continue.

3. On the Taskpad Reuse page (shown in Figure 6-11), you must decide whether to
apply the taskpad view to the selected tree item only (the item you right-clicked)
or to any other tree item of the same type. If you choose the latter option, you also
have the option to change the default display for any items used in the taskpad
to the taskpad view. Typically, yow'll want to do this to standardize the view,

especially if you've hidden the Standard tab and don’t want users to have other
options. Click Next.
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New Taskpad Yiew Wizard

Taskpad Style
*Y'ou can customize the way the tazskpad iz dizplayed in the results pane.

Figure 6-10 Configure the taskpad display in the New Taskpad View Wizard.

New Taskpad Yiew Wizard

Taskpad Reuse
*Y'ou can choose whether to uze thiz taskpad for other similar tree items.

Figure 6-11 Specify a taskpad target.

Note
Basically, all snap-ins are of the same type. So, if you apply the taskpad to any other tree

item of the same type, the taskpad view can include any snap-in that you have added to
the console.

Chapter 6
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4. Next, you set the name and description for the taskpad. The name appears at the
top of the taskpad and on the tab at the bottom of the taskpad. The description
appears at the top of the taskpad under the taskpad name. Click Next.

5. On the final wizard page, you can click Finish to create the taskpad. The Add
New Tasks To This Taskpad After The Wizard Closes check box is selected by
default, so if you click Finish without clearing this option, the New Task Wizard
starts and helps you create tasks for the taskpad.

If you want to create multiple taskpads, you can repeat this procedure. For the example
console, you might want to have a taskpad for each folder and so in that case would
create three additional taskpads. Any additional taskpads you create can be placed at
the same place in the console tree or at a different part of the console tree. You access
multiple taskpads placed at the same part of the console tree by using the tabs provided
in the details pane.

As long as you are in author mode, any taskpad you created can easily be edited or
removed. To edit a taskpad view, right-click the item where you defined the taskpad,
and then select Edit Taskpad View from the shortcut menu. This opens a Properties dia-
log box containing two tabs:

e General Use the options on the General tab shown in the following screen to con-
trol the taskpad style as well as to display or hide the Standard tab. Click Options
to specify to which items the taskpad view is applied.

AD Management Properties | e

General | Tasks |

Marme: I A0 Management

Description: I

Style For the resulks pane:
& vertical list
£ Horizonkal list

Mo list
[~ Hide Standard tab :
|
Style For kask descriptions: Eest for long lists.

= Text
' InfoTip (displays task

description in a pop-up
window on hover)

List size: IMedium e l
Options. .. |

Cancel |

® Tasks Use the Tasks tab to list current tasks defined for the taskpad. Use the
related options to create new tasks or manage the existing tasks.
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Creating and Managing Tasks

You create tasks by using the New Task Wizard. By default, this wizard starts automati-
cally when you finish creating a taskpad view. You can start the wizard using the task-
pad Properties dialog box as well. On the Tasks tab, click New. Alternatively, in your
MMC, right-click the folder or console item where you defined the taskpad, and then
select Edit Taskpad View from the shortcut menu.

After the New Task Wizard is started, click Next, and then select the command type as
follows:

® Choose Menu Command to run the standard menu options of included snap-ins.
® Choose Shell Command to run scripts or programs or to open Web pages.
® Choose Navigation to navigate to a saved view on the Favorites menu.

The subsequent screens you see depend on the type of task you are creating.

Creating Menu Command Tasks

After choosing to create a menu command, select a source for the command, as shown
in Figure 6-12. You specify the source of the command as a node from the console tree
or from the list in the results pane for the item selected when you started the wizard.
If you choose Node In The Tree as the source, select a snap-in in the console tree, and
then choose one of the available commands for that snap-in. The commands available
change based on the snap-in you've selected.

New Task Wizard x|

Menu Command

“fou can select a menu command for & node in the tree or for an item listed in the
results pane.

Command source: Mode in the tree j

Tree item: Available commands:

Open -
Delegate Contral...

Find...

Change Domain...

Change Domain Controller...
Raize domain functional level...
o] iohs Masters..

| Active Directory Management |«

B[] General
-T Active Directory Users an

| Saved Queries

2 cpandl.com

-flig Active Directory Sites anc

% Active Directory Domains | o

<:I S I 3

>
_N_ew-> G roup

< Back I Mest > I Cancel |

Figure 6-12 Select a command source and then choose a command from the list of available
commands.
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Next, you set the name and description for the task. The name is used as the shortcut
link designator for the task. The description is displayed as text under the shortcut link
or as an InfoTip, depending on the way you configured the taskpad.

On the Task Icon page, you can choose an icon for the task. Select Icons Provided By
MMC to choose any of the icons provided by the MMC. Click an icon to select it and to
display what the icon symbolizes and its alternate meanings. If you want to use a dif-
ferent set of icons, select Custom Icon, and then click Browse. This displays the Change
Icon dialog box. Click Browse to display the Open dialog box. By default, the Open dia-
log box should open with the directory set to %SystemRoot%\System32. In this case,
type shell32.d1l as the File Name, and click Open. You should now see the Change Icon
dialog box with the Shell32.dll selected, which will allow you to choose one of several
hundred icons registered for use with the operating system shell.

When you click Next again, the wizard confirms the task creation and shows a current
list of tasks on the taskpad provided you click Finish to finalize the creation of the cur-
rent task. If you want to create another task, select the When I Click Finish, Run This
Wizard Again check box, and then repeat this process. Otherwise, just click Finish.

Creating Shell Command Tasks

After choosing to create a shell command, specify the command line for the task, as
shown in Figure 6-13.

New Task Wizard |

Command Line
“Y'ou musgt specify a command that this tazk will run,

Specify the path and command, command-line parameters, and other options.

Command:

I\\corpserverﬂ‘l\scripts\checkpol.bat Browse... |
Parameters:

[ 7 i

Start it

Ic:\templogs Browse... |
Rur:

I Mormal window j

< Back Cancel |

Figure 6-13 Set the command line for the script or program you want to run.
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The options are as follows:

o Command The full file or Universal Naming Convention (UNC) path to the com-
mand you've chosen to run, such as C:\Scripts\Checkpol.bat or \\Corpserver01\
Scripts\Checkpol.bat. The command can be a shell or batch script or a program.
If you don’t know the path to use, click Browse, and then use the Open dialog box
to find the program that you want to run.

e Parameters The command-line parameters you want to pass to the script or pro-
gram. Click the right arrow beside the Parameters field to display variables that
you can use (these are related to the snap-in you selected originally when creating
the taskpad). Select a variable to add it to the list of command-line parameters.

e StartIn The startup (or base) directory for the script or program you've chosen,
such as C:\Temp.

® Run The type of window the script or program should run within, either a nor-
mal, minimized, or maximized window.

Next, you set the name and description for the task. The name is used as the shortcut
link designator for the task. The description is displayed as text under the shortcut link
or as an InfoTip, depending on the way you configured the taskpad.

Next, you can choose an icon for the task. As discussed previously, you can select Icons
Provided By MMC or Custom Icon. If you use custom icons, you probably want to use
the Shell32.dll in the %SystemRoot%\System32 directory to provide the custom icon.

When you click Next again, the wizard confirms the task creation and shows a current
list of tasks on the taskpad provided you click Finish to finalize the creation of the cur-
rent task. If you want to create another task, select the When I Click Finish, Run This
Wizard Again check box, and then repeat this process. Otherwise, just click Finish.

Creating Navigation Tasks

Navigation tasks are used to create links from one taskpad to another or from a taskpad
to a saved console view. Before you can create navigation tasks, you must save a console
view or a view of a particular taskpad to the Favorites menu. To do this, while in author
mode, navigate down the console tree until the taskpad or item to which you want to
navigate is selected, and then select Add To Favorites on the Favorites menu. In the Add
To Favorites dialog box, shown in Figure 6-14, type a name for the favorite, and then
click OK. Then you can create a navigation task on a selected taskpad that uses that
favorite.
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Add to Favorites =

Click the Folder inka which you want to add the current view,

Cancel |
Mame: User Commands
Createin: | | Favorites Mew Folder... |

Figure 6-14 Save the current view of the console tool to the Favorites menu.

You create the navigation task using the New Task Wizard. In the New Task Wizard,
choose Navigation as the task type. Next, select the favorite to which you want users to
navigate when they click the related link. As shown in Figure 6-15, the only favorites
available are the ones you've created as discussed previously.

New Task Wizard 1 |

Mavigation
“Y'ou can display a taskpad view for another tree item listed in your MMC Favorites.

Select the Favorites item you want to dizplay in the results pane.

Favarites:

|| Group Commands

|| Computer Commands

< Back I Mest > I Cancel |

Figure 6-15 Select the previously defined favorite that you want to use.

Next, you set the name and description for the task. The name is used as the shortcut
link designator for the task. The description is displayed as text under the shortcut link
or as an InfoTip, depending on the way you configured the taskpad. If you are creating a
link to the main console tool page, you might want to call it Home.

Next, you can choose an icon for the task. As discussed previously, you can select Icons
Provided By MMC or Custom Icon. If you created a link called Home, there is a Home
icon provided by the MMC to use. If you use custom icons, you probably want to use the
Shell32.dll in the %SystemRoot%\System32 directory to provide the custom icon.
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When you click Next again, the wizard confirms the task creation and shows a current
list of tasks on the taskpad provided you click Finish to finalize the creation of the cur-
rent task. If you want to create another task, select the When I Click Finish, Run This
Wizard Again check box, and then repeat this process. Otherwise, just click Finish.

Arranging, Editing, and Removing Tasks

As long as you are in author mode, you can edit tasks and their properties by using the
taskpad Properties dialog box. To display this dialog box, right-click the folder or item
where you defined the taskpad, and then select Edit Taskpad View from the shortcut
menu. On the Tasks tab shown in Figure 6-16, you can do the following:

® Arrange tasks To arrange tasks in a specific order, select a task, and then click
Move Up or Move Down to set the task order.

® Create new tasks To create a new task, click New, and then use the New Task
Wizard to define the task.

e Edit existing tasks To edit a task, select it, and then click Modify.

® Remove tasks To remove a task, select it, and then click Remove.

AD Management Properties ﬂﬂ

| General Tasks |

Display these tasks:

Mave U |
Find objects in the Active .| _10ve Down |

!ﬁCreate GEroup Creake a new group,
ﬁ Create Lser Creake a new user accounk
Connect ko Darnain Select a specific domain to,

@Create Advanced Query Create new saved query

| | >

Mew, .. Remove | Modify... |

[8]4 I Cancel |

Figure 6-16 Use the Tasks tab in the taskpad Properties dialog box to arrange, create, edit, and
remove tasks.
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Publishing and Distributing Your Custom Tools

As you've seen, the MMC provides a complete framework for creating custom tools
that can be tailored to the needs of a wide range of users. For administrators, you
could create custom consoles tailored for each individual specialty, such as security
administration, network administration, or user administration. For junior adminis-
trators or advanced users with delegated privileges, you could create custom consoles
that include taskpads that help guide them by providing lists of common commands,
and you can even restrict this list so that these individuals can perform only these
commands.

Because custom consoles are saved as regular files, you can publish and distribute them
as you would any other file. You could put the consoles on a network file server in a
shared folder. You could e-mail the consoles directly to those who will use them. You
could use Active Directory to publish the tools. You could even copy them directly to
the Start menu on the appropriate computer as discussed previously.

In any case, users need appropriate access permissions to run the tasks and access the
snap-ins. These permissions must be granted for a particular computer or the network.
Keep in mind also that the MMC version shipped with Windows Server 2003 and pre-
vious versions of the Windows operating system will not run tools created using the
MMC version that ships with Windows Server 2008 (MMC 3.0). Unless a computer has
been updated specifically to use MMC 3.0, this version runs on only Windows Server
2008 and Windows Vista.
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Windows Server 2008 has different configuration architecture than its predeces-
sors. You prepare servers for use by installing and configuring the following
components:

® Server roles Server roles are related sets of software components that allow serv-
ers to perform a specific function for users and other computers on networks. A
computer can be dedicated to a single role, such as Active Directory Domain Ser-
vices, or a computer can provide multiple roles.

® Role services Role services are software components that provide the functional-
ity of server roles. Each server role has one or more related role services. Some
server roles, such as Domain Name Service (DNS) and Dynamic Host Configura-
tion Protocol (DHCP), have a single function and installing the role installs this
function. Other roles, such as Network Policy And Access Services and Active
Directory Certificate Services, have multiple role services that you can install.
With these server roles, you can choose which role services to install.

® Features Features are software components that provide additional functionality.
Features, such as WINS and Windows Server Backup, are installed and removed
separately from roles and role services. A computer can have multiple features
installed or none, depending on its configuration.

You configure roles, role services, and features using the Server Manager console.
Server Manager has a command-line counterpart, called ServerManagerCmd.exe, which
you can install as a feature.

Using Roles, Role Services, and Features

Before modifying a server’s configuration, you should carefully plan how adding or
removing a role, role service, or feature will affect a server’s overall performance.
Although you typically want to combine complementary roles, doing so increases the
workload on the server, so you'll need to optimize the server hardware accordingly.
Also, keep in mind that roles, role services, and features can be dependent on other
roles, role services, and features. When you install roles, role services, and features,
Server Manager prompts you to install any additional roles, role services, or features
that are required. If you try to remove a required component of an installed role, role
service, or feature, Server Manager warns that you cannot remove the component
unless you also remove the other role, role service, or feature.
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Table 7-1 provides an overview of the primary roles and the related role services that
you can deploy on a server running Windows Server 2008. In addition to roles and fea-
tures that are included with Windows Server 2008 by default, Server Manager enables
integration of additional roles and features that are available on the Microsoft Down-
load Center as optional updates to Windows Server 2008.

Table 7-1 Primary Roles and Related Role Services for Windows Server 2008

Role Description

Active Directory AD CS provides functions necessary for issuing and revoking
Certificate Services digital certificates for users, client computers, and servers.

(AD CS) Includes these role services: Certification Authority, Certification

Authority Web Enrollment, Online Certificate Status Protocol, and
Microsoft Simple Certificate Enrollment Protocol (MSCEP).

Active Directory AD DS provides functions necessary for storing information about
Domain Services users, groups, computers, and other objects on the network and
(AD DS) makes this information available to users and computers. Domain

controllers give network users and computers access to permitted
resources on the network.

Active Directory AD FS complements the authentication and access management
Federation Services features of AD DS by extending them to the World Wide Web.
(AD FS) Includes these role services and subservices: Federation Service,

Federation Service Proxy, AD FS Web Agents, Claims-Aware Agent,
and Windows Token-Based Agent.

Active Directory AD LDS provides a data store for directory-enabled applications
Lightweight Directory that do not require AD DS and do not need to be deployed on
Services (AD LDS) domain controllers. Does not include additional role services.
Active Directory AD RMS provides controlled access to protected e-mail messages,
Rights Management  documents, intranet Web pages, and other types of files. Includes
Services (AD RMS) these role services: Active Directory Rights Management Server

and |dentity Federation Support.

Application Server Application Server allows a server to host distributed applications
built using ASPNET, Enterprise Services, and .NET Framework 3.0.
Includes more than a dozen role services, which are discussed
in detail in Internet Information Services (11S) 7.0 Administrator’s
Pocket Consultant (Microsoft Press, 2007).

DHCP Server DHCP provides centralized control over Internet Protocol (IP)
addressing. DHCP servers can assign dynamic IP addresses and
essential TCP/IP settings to other computers on a network. Does
not include additional role services.

DNS Server DNS is a name resolution system that resolves computer names
to IP addresses. DNS servers are essential for name resolution
in Active Directory domains. Does not include additional role
services.

Fax Server Fax Server provides centralized control over sending and receiving
faxes in the enterprise. A fax server can act as a gateway for faxing
and allows you to manage fax resources, such as jobs and reports,
and fax devices on the server or on the network. Does not include
additional role services.
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Role

Description

File Services

File Services provide essential services for managing files and the
way they are made available and replicated on the network. A
number of server roles require some type of file service. Includes
these role services and subservices: File Server, Distributed File
System, DFS Namespace, DFS Replication, File Server Resource
Manager, Services for Network File System (NFS), Windows Search
Service, Windows Server 2003 File Services, File Replication Service
(FRS), and Indexing Service.

Network Policy And
Access Services (NPAS)

NPAS provides essential services for managing routing and
remote access to networks. Includes these role services: Network
Policy Server (NPS), Routing And Remote Access Services (RRAS),
Remote Access Service, Routing, Health Registration Authority,
and Host Credential Authorization Protocol (HCAP).

Print Services

Print Services provide essential services for managing network
printers and print drivers. Includes these role services: Print Server,
LPD Service, and Internet Printing.

Terminal Services

Terminal Services provide services that allow users to run
Windows-based applications that are installed on a remote server.
When users run an application on a terminal server, the execution
and processing occur on the server, and only the data from the
application is transmitted over the network. Includes these role
services: Terminal Server, TS Licensing, TS Session Broker, TS
Gateway, and TS Web Access.

Universal Description
Discovery Integration
(UDDI) Services

UDDI provides capabilities for sharing information about Web
services both within an organization and between organizations.
Includes these role services: UDDI Services Database and UDDI
Services Web Application.

Web Server (IIS)

Web Server (1IS) is used to host Web sites and Web-based
applications. Web sites hosted on a Web server can have

both static content and dynamic content. You can build Web
applications hosted on a Web server using ASPNET and .NET
Framework 3.0. When you deploy a Web server, you can manage
the server configuration using 1I1S 7.0 modules and administration
tools. Includes several dozen role services, which are discussed

in detail in Internet Information Services (1IS) 7.0 Administrator's
Pocket Consultant.

Windows Deployment
Services (WDS)

WDS provides services for deploying Windows computers in the
enterprise. Includes these role services: Deployment Server and
Transport Server.

Windows SharePoint
Services

Windows SharePoint Services enable team collaboration by
connecting people and information. A SharePoint server is
essentially a Web server running a full installation of 1IS and using
managed applications that provide the necessary collaboration
functionality.

Windows Server
Update Services

Microsoft Windows Server Update Services (WSUS) allows you to
distribute updates that are released through Microsoft Update to
computers in your organization using centralized servers rather
than individual updates.
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Table 7-2 provides an overview of the primary features that you can deploy on a server
running Windows Server 2008. Unlike earlier releases of Windows, some important
server features are not installed automatically. For example, you must add Windows
Server Backup to use the built-in backup and restore features of the operating system.

Table 7-2 Primary Features for Windows Server 2008

Feature

Description

.NET Framework 3.0

Provides .NET Framework 3.0 APIs for application
development. Additional subfeatures include .NET Framework
3.0 Features, XPS Viewer, and Windows Communication
Foundation (WCF) Activation Components.

BitLocker Drive
Encryption

Provides hardware-based security to protect data through
full-volume encryption that prevents disk tampering while
the operating system is offline. Computers that have Trusted
Platform Module (TPM) can use BitLocker Drive Encryption
in Startup Key or TPM-only mode. Both modes provide early
integrity validation.

Background Intelligent
Transfer Service (BITS)
Server Extensions

Provides intelligent background transfers. When this feature is
installed, the server can act as a BITS server that can receive file
uploads by clients. This feature isn't necessary for downloads
to clients using BITS.

Connection Manager
Administration Kit
(CMAK)

Provides functionality for generating Connection Manager
profiles.

Desktop Experience

Provides additional Windows Vista desktop functionality on
the server. Windows Vista features added include Windows
Media Player, desktop themes, and Windows Photo Gallery.
Although these features allow a server to be used like a
desktop computer, they can reduce the server’s overall
performance.

Failover Clustering

Provides clustering functionality that allows multiple servers

to work together to provide high availability for services and
applications. Many types of services can be clustered, including
file and print services. Messaging and database servers are
ideal candidates for clustering.

Group Policy
Management

Installs the Group Policy Management Console (GPMC), which
provides centralized administration of Group Policy.

Internet Printing Client

Provides functionality that allows clients to use HTTP to
connect to printers on Web print servers.

Internet Storage Name
Server (iSNS)

Provides management and server functions for Internet SCSI
(iSCSI) devices, allowing the server to process registration
requests, de-registration requests, and queries from iSCSI
devices.

Line Printer Remote (LPR)
Port Monitor

Installs the LPR Port Monitor, which allows printing to devices
attached to UNIX-based computers.
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Feature

Description

Message Queuing

Provides management and server functions for distributed
message queuing. A group of related subfeatures is available
as well.

Multipath 1/0 (MPIO)

Provides functionality necessary for using multiple data paths
to a storage device.

Network Load Balancing
(NLB)

NLB provides failover support and load balancing for IP-based
applications and services by distributing incoming application
requests among a group of participating servers. Web servers
are ideal candidates for load balancing.

Peer Name Resolution
Protocol (PNRP)

Provides Link-Local Multicast Name Resolution (LLMNR)
functionality that allows peer-to-peer name-resolution
services. When you install this feature, applications running on
the server can register and resolve names using LLMNR.

Remote Assistance

Allows a remote user to connect to the server to provide or
receive Remote Assistance.

Remote Server
Administration Tools
(RSAT)

Installs role- and feature-management tools that can be used
for remote administration of other Windows Server 2008
systems. Options for individual tools are provided or you can
install tools by top-level category or subcategory.

Removable Storage
Manager (RSM)

Installs the Removable Storage Manager tool, which you
can use to manage removable media and removable media
devices.

Remote Procedure Call
(RPC) over HTTP Proxy

Installs a proxy for relaying RPC messages from client
applications over HTTP to the server. RPC over HTTP is an
alternative to having clients access the server over a VPN
connection.

Simple TCP/IP Services

Installs additional TCP/IP services, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day.

Simple Mail Transfer
Protocol (SMTP) Server

SMTP is a network protocol for controlling the transfer and
routing of e-mail messages. When this feature is installed,
the server can act as a basic SMTP server. For a full-featured
solution, you'll need to install a messaging server such as
Microsoft Exchange Server 2007.

Simple Network
Management Protocol
(SNMP) Services

SNMP is a protocol used to simplify management of

TCP/IP networks. You can use SNMP for centralized network
management if your network has SNMP-compliant devices.
You can also use SNMP for network monitoring via network
management software.

Storage Manager For
SANs

Installs the Storage Manager For SANs console. This console
provides a central management interface for storage area
network (SAN) devices. You can view storage subsystems,
create and manage logical unit numbers (LUNs), and manage
iSCSI target devices. The SAN device must support Visual Disk
Services (VDS).
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Making

Feature

Description

Subsystem for UNIX-
based Applications (SUA)

Provides functionality for running UNIX-based programs.
You can download additional management utilities from the
Microsoft Web site.

Windows Internal
Database

Installs SQL Server 2005 Embedded Edition. This allows the
server to use relational databases with Windows roles and
features that require an internal database, such as AD RMS,
UDDI Services, Windows Server Update Services (WSUS),
Windows SharePoint Services, and Windows System Resource
Manager.

Windows PowerShell

Installs Windows PowerShell, which provides an enhanced
command-line environment for managing Windows systems.

Windows Process
Activation Service

Provides support for distributed Web-based applications that
use HTTP and non-HTTP protocols.

Windows Recovery
Environment

You can use the recovery environment to restore a server
using recovery options if you cannot access recovery options
provided by the server manufacturer.

Windows Server Backup

Allows you to back up and restore the operating system,
system state, and any data stored on a server.

Windows System
Resource Manager
(WSRM)

Allows you to manage resource usage on a per-processor
basis.

WINS Server

WINS is a name-resolution service that resolves computer
names to IP addresses. Installing this feature allows the
computer to act as a WINS server.

Wireless Networking

Allows the server to use wireless networking connections and
profiles.

Supplemental Components Available

Microsoft designed Server Manager and the underlying framework for managing com-
ponents to be extensible. This makes it easier to provide supplemental roles, role ser-
vices, and features for the operating system. Some additional components are available
as downloads from the Microsoft Web site, including Windows Media Server 2008 and
Windows SharePoint Server 2008.

You can make these components available for installation and configuration by com-
pleting the following steps:

1. Download the installer package or packages from the Microsoft Web site.
Typically, these are provided as a set of Microsoft Update Standalone Packages
(msu) files.

2. Double-click each installer package to register it for use.
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3. [If Server Manager is running on the server, restart or refresh Server Manager to
make the new components available.

4. In Server Manager, use the appropriate wizard to install and configure the
supplemental role, role service, or feature.

Installing Components with Server Manager

Server Manager is the primary tool you'll use to manage roles, role services, and fea-
tures. Not only can you use Server Manager to add or remove roles, role services, and
features, but you can also use Server Manager to view the configuration details and sta-
tus for these software components.

Viewing Configured Roles and Role Services

When you select Roles in the left pane, Server Manager lists roles you've installed. The
main view of the Roles node displays a Roles Summary entry that lists the number and
names of roles installed. In the case of error-related events for a particular server role,
Server Manager displays a warning icon to the left of the role name.

In the Roles window, the name of a role is a clickable link that accesses the related role
details, as shown in Figure 7-1. The role details provide the following information:

e Summary information about the status of related system services. If applicable,
Server Manager lists the number of related services that are running or stopped,
such as “System Services: 9 Running, 1 Stopped.” You can manage a service by
selecting it and then clicking Stop, Start, or Restart. In many cases, if a service
isn’t running as you think it should, you can click Restart to resolve the issue by
stopping and then starting the service.

e Summary information about events the related services and components have
generated in the last 24 hours, including details on whether any errors have
occurred, such as “Events: 31 warning(s), 191 informational in the last 24 hours.”
If you select an event and then click View Properties, you can get detailed infor-
mation about the event.

e Summary information about the role services installed, including the number of
role services installed and the status (Installed or Not Installed) of each individ-
ual role service that you can use with the role.

You can refresh the details manually by selecting Refresh on the Action menu. If you
want to set a different default refresh interval, click Configure Refresh at the bottom of
the main pane, use the options provided to set a new refresh interval, and then click
OK. Otherwise, Server Manager refreshes the details periodically for you.
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Figure 7-1 View the status details for installed roles.

Managing Server Roles

When you select Roles in Server Manager, the Roles Summary pane provides details on
the current roles that you've installed. In the Roles Summary section, you'll find options
for adding and removing roles. Keep in mind that some roles cannot be added at the
same time as other roles, and you'll have to install each role separately. Other roles can-
not be combined with existing roles, and you'll see warning prompts about this.

Adding a Server Role
You can add a server role by following these steps:

1. In Server Manager, select Roles in the left pane and then click Add Roles. This
starts the Add Roles Wizard. If the wizard displays the Before You Begin page,
read the introductory text and then click Next. You can avoid seeing the Before
You Begin page the next time you start this wizard by selecting the Skip This Page
By Default check box before clicking Next.

2. On the Select Server Roles page, select the check box for the role or roles to install
(see Figure 7-2).
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Figure 7-2 Select the roles to install.

Adding the Active Directory Domain Services role does not configure the server as

a domain controller. To configure the server as a domain controller, you must run
Dcpromo.exe as discussed in Chapter 33, “Implementing Active Directory.” Additionally,
if you plan to have a domain controller also act as a DNS server, Microsoft recommends
that you install the Active Directory Domain Services role and then use Dcpromo to con-
figure the server as a DNS server and domain controller. A server running a core server
installation can act as a domain controller and can also hold any of the Flexible Single
Master Operations (FSMO) roles for Active Directory.

3. Ifadditional features are required to install a role, as shown in Figure 7-3,
you'll then see the Add Features Required For dialog box. Click Add Required
Features to close the dialog box and add the required components to the server
installation. Click Next twice to continue.
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Occasionally, you'll need to install additional role services to install a role or role service.
The procedure is similar to installing additional features. If so, you'll see an Add Role Ser-
vices Required For dialog box. Click Add Required Role Services to close the dialog box
and add the required components to the server installation.

Add Roles Wizard ] x|
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Features: Description:
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I Windows Frocess Activation Service that offer appealing user intert aces, protect
Process Model your customers” personal identity

information, enable seamless and secure

MET Enwironment
communication, and provide the ability to m

Configuration 4P

Add Required Features I Cancel |

() Why are these features required? Y

Figure 7-3 Confirm that required features can also be installed.

For each of the roles you are adding, you'll see a series of related pages that let you
configure the associated role services as well as any other required configuration
details. When selecting or clearing role services, keep the following in mind
before you click Next to continue:

o

If you select a role service with additional required features or role services,
you'll see a dialog box listing the additional required features or roles. After
you review the required feature or roles, accept the additions and close the

dialog box. If you click Cancel instead, the Add Roles Wizard will clear the
role service you previously selected.

If you try to remove a role service that is required based on a previous role
service, you'll see a warning prompt about dependent services that the Add
Roles Wizard must also remove. In most cases, you'll want to click Cancel

to preserve the previous selection. If you click the Remove Dependent Role
Services button, the Add Roles Wizard will also remove the previously
selected dependent services, which could cause the server to not function as
expected.

5. On the Confirm Installation Selections page, click the Print, E-Mail, Or Save
This Information link to generate an installation report and display it in Internet
Explorer. You can then use standard Internet Explorer features to print or save
the report. After you've reviewed the installation options and saved them as
necessary, click Install to begin the installation process.
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6. When the Add Roles Wizard finishes installing the server with the features

you've selected, you'll see the Installation Results page. Review the installation
details to ensure that all phases of the installation completed successfully. If any
portion of the installation failed, note the reason for the failure and then use these
troubleshooting techniques:

a.

b.

Click the Print, E-Mail, Or Save The Installation Report link to create or
update the installation report and display it in Internet Explorer.

Scroll down to the bottom of the installation report in Internet Explorer and
then click Full Log (Troubleshooting Only) to display the Server Manager
log in Notepad.

In Notepad, press Ctrl+F, enter the current date in the appropriate format
for your language settings (such as 2009-08-30), and then click Find Next.
Notepad will then move through the log to the first entry for the current
date.

Review the Server Manager entries for installation problems and take
corrective actions as appropriate.

In some cases, you might need to restart the server before installation or removal of a
role, role service, or feature can be completed. In this case, you'll be prompted to restart
the server when the Add Roles Wizard finishes. When you restart the server and log on,
Server Manager will complete the installation or removal process.

Removing a Server Role

You can remove a server role by following these steps:

1. In Server Manager, select Roles in the left pane and then click Remove Roles. This
starts the Remove Roles Wizard. If the wizard displays the Before You Begin page,
read the introductory text and then click Next. You can avoid seeing the Before

You Begin page the next time you start this wizard by selecting the Skip This Page

By Default check box before clicking Next.

On the Remove Server Roles page, the wizard selects the currently installed roles
as shown in Figure 7-4. Clear the check box for the role you want to remove and
then click Next.
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Remove Roles Wizard x|
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Results

More about server roles
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Figure 7-4 Clear selected roles to remove them.

3. Ifyoutry to remove a role that another role depends on, as shown in Figure
7-5, you'll see a warning prompt stating that you cannot remove the role unless
you also remove the other role as well. If you click the Remove Dependent Role
Services button, the Remove Roles Wizard will remove both roles.

Remove Roles Wizard x|
.:r'\’; Remove role services and features that require Web Server (115)?
wy=
— | “ou cannot remove Web Server (II5] unless the required role services and features are also removed,
Role Services: Description:
= Active Directory Certificate Services Active Directory Certificate Services [AD CS)
Cenfication Autherly Web Enrcliment is used to create certfication autharities and

! related role services that allow you to issue
BITS Server Extensions and manage cetticates used in a variety of
B MET Framework 3.0 Featues applicalions.

= WCF Activation
HTTP Activation
= Remate Server Administration Tools
= Feature Administration Tools
BITS Server Extensions Tools

Remove Dependent Role Services | Cancel |
4

(i) Why are thess rols servicss and featuiss dspendsnt?

Figure 7-5 Confirm that dependent roles can also be removed.

4. On the Confirm Removal Selections page, review the related role services that the
Remove Roles Wizard will remove based on your previous selections and then
click Remove.

5. When the Remove Roles Wizard finishes modifying the server configuration,
you'll see the Removal Results page. Review the modification details to ensure
that all phases of the removal process completed successfully. If any portion
of the removal process failed, note the reason for the failure and then use the
previously discussed troubleshooting techniques to help resolve the problem.
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Managing Role Services

In Server Manager, you can view the role services configured for a role by selecting
Roles in the left pane and then scrolling down to the details section for the role that
you want to work with. In the details section, you'll find a list of role services that you
can install as well as their current Installed or Not Installed status. You can manage
role services for servers by clicking Add Role Services or Remove Role Services for the
related role details entry. Some roles, however, do not have individual role services that
you can manage in this way. With these roles, you can modify the server role or remove
the role only.

Adding a Role Service
You can add role services by following these steps:

1. In Server Manager, select Roles in the left pane and then scroll down until you see
the details section for the role you want to manage. In the details section for the
role, click Add Role Services. This starts the Add Role Services wizard.

2. On the Select Role Services page, the wizard dims the currently installed role
services so that you cannot select the associated check box (see Figure 7-6). To
add a role service, select its check box in the Role Services list. When you are
finished selecting role services to add, click Next and then click Install.

add Role Services x|
%}\ Select Role Services
Select the role services to install For Fils Services:
DFS Hamespaces Role services: Descriptian:
Namsspacs Typs T Server (sl il Server Resource Manager (FSRIM)
enales you to generats storags
Namespacs Configuration £l [/] Distributed File System reports, configurs quotas, and define

FS Namespaces file screening policies.
FS Replication
Confirmation r
[ services for Metwork File System
[ Windows Search Service
B [ Windows Server 2003 File Services
[] File Replication Service
[ 1ndexing Service

Storage Monitoring

Progress

Results

More about role services

< Freyinls | Mext > I Install Cancel

Figure 7-6 Select the role services to add.



198 Chapter 7 Configuring Roles, Role Services, and Features

Removing a Role Service
You can remove role services by following these steps:

1. In Server Manager, select Roles in the left pane and then scroll down until you see
the details section for the role you want to manage. In the details section for the
role, click Remove Role Services. This starts the Remove Role Services wizard.

2. On the Select Role Services page, the wizard selects the currently installed role
services as shown in Figure 7-7. To remove a role service, clear the related check
box. If you try to remove a role service that another role service depends on, you'll
see a warning prompt stating that you cannot remove the role service unless you
also remove the other role service as well. If you click the Remove Dependent Role
Service button, the Remove Role Services wizard will remove both role services.

3. When you are finished selecting role services to remove, click Next and then click

Remove.
Remove Role Services 3 Xl
i Select Role Services
To remove one or more installed role services for File Services, dear their check boxes:
Confirmatian Role: servicss: Description:
Progress EYr— File Server Resource Managsr (FSRM)
e enables you to generate storage
Restlts B 1] Distributed File System reports, configure quotas, and define

DFS Namespaces file screening policies.
Fils ger

Services For Network File System (Not Installed)

windows Search Service (Hot Installed)

B [ Windows Server 2003 Fils Services (Nt Installed)

File Replication Service (Mot Installied)

Indexing Service (Mot Installed)

More about role services

<Prevluus| Next > I Remove; Cancel

Figure 7-7 Clear selected role services to remove them.

Managing Windows Features

In earlier versions of Windows, you used the Add/Remove Windows Components
option of the Add Or Remove Programs utility to add or remove operating system
components. In Windows Server 2008, you configure operating system components as
Windows features that you can turn on or off rather than add or remove.
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You can add server features by following these steps:
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1. In Server Manager, select Features in the left pane and then click Add Features.
This starts the Add Features Wizard. If the wizard displays the Before You Begin
page, read the introductory text and then click Next. You can avoid seeing the
Before You Begin page the next time you start this wizard by selecting the Skip
This Page By Default check box before clicking Next.

On the Select Features page, select the check boxes for the feature or features

to install as shown in Figure 7-8. If additional features are required to install

a feature, you'll then see the Add Features Required For dialog box. Click Add
Required Features to close the dialog box and add the required components to
the server installation.
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[ Wetwork Load Balancing
[] Peer Mame Resolution Protocal
[ Quality windows Audio ¥ideo Experience
[] remate aAssistance
[] remote Differential Compression
[E] Rremate Server Administration Tools {Installed)
[] removable Storage Manager
[] RPC ower HTTP Prosy
[ simple TCP/IP Services

[] sMTP Server

1 T Shimn Somiene
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computers by encrypting the sntire
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encrypted drive is [ocated in the
original computer, Integrity checking
requires a compatible trusted platform
madule,

Instal Cancel

Figure 7-8 Select the features to add.

3. When you are finished selecting features to add, click Next and then click Install.

Removing a Feature

You can remove server features by following these steps:

1. In Server Manager, select Features in the left pane and then click Remove
Features. This starts the Remove Features Wizard. If the wizard displays the
Before You Begin page, read the introductory text and then click Next. You can
avoid seeing the Before You Begin page the next time you start this wizard by
selecting the Skip This Page By Default check box before clicking Next.
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2. On the Select Features page, the Remove Features Wizard selects the currently
installed features as shown in Figure 7-9. To remove a feature, clear the related
check box. If you try to remove a feature that another feature depends on, you'll
see a warning prompt stating that you cannot remove the feature unless you also
remove the other feature as well. If you click the Remove Dependent Feature
button, the Remove Features Wizard will remove both features.

Remove Features Wizard f |
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Confirmation
Progress

Results
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Figure 7-9 Clear the check boxes for selected features to remove them.

3. When you are finished selecting features to remove, click Next and then click
Remove.

Installing Components at the Command Line

Server Manager’s command-line counterpart is ServerManagerCmd.exe. When you
work with ServerManagerCmd, you can:

® View the current configuration
e Add roles, role services, and features

® Remove roles, role services, and features

You can't use ServerManagerCmd at the same time you are using one of Server Man-
ager's add or remove wizards. Only one instance of either ServerManagerCmd or Server
Manager can add or remove components at the same time.
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Getting Started with ServerManagerCmd

You can manage roles, role services, and features using the following commands and
command-line syntaxes:

® -query Obtains a detailed list of the server’s current state with regard to roles,
role services, and features. If SaveFile.xml is specified, the query results are dis-
played and saved to the named file, in XML format. Optionally, you can use -q
instead of -query.

ServerManagerCmd -query [SaveFile.xml] [-logPath LogFile. txt]

e .install Installs the named role, role service, or feature. The -allSubFeatures or -a
parameter allows you to install all subordinate role services and features of the
named component. The -setting or -s parameter allows you to configure required
settings to specific values. Optionally, you can use -i instead of -install.

ServerManagerCmd -install ComponentName [-setting SettingName=SettingValue]
[-al1SubFeatures] [-resultPath Results.xml] [-restart] | -whatIf]
[-TogPath LogFile. txt]

e -inputPath Adds or removes roles, role services, and features as specified in an
XML answer file. Optionally, you can use -ip instead of -inputPath.

ServerManagerCmd -inputPath AnswerFile.xml [-resultPath Results.xml] [-restart]
| -whatIf] [-logPath LogFilTe.txt]

® -remove Removes the named role, role service, or feature. Optionally, you can use
1 instead of -remove.

ServerManagerCmd -remove ComponentName [-resultPath Results.xml]
[-restart] | -whatIf] [-TogPath LogFile.txt]

e version Lists the version of the Server Manager command-line utility being
used. Optionally, you can use -v instead of -version.

ServerManagerCmd -version

Each of the commands accepts additional parameters and parameter values. Most com-
mands and parameters have short forms that can be used instead of the full name. You
can use the -logPath or -l parameter to log error details to a named log file. With the
-install and -remove commands, you can use the -whatif or -w command to display the
operations that would be performed if the command were executed. With the -install
and -remove commands, you can use the -resultPath or -rp command to write standard
output results to a named file in XML format. With the -install and -remove commands,
you also can use the -restart command to restart the computer automatically (if restart-
ing is necessary to complete the operation).

The parameter values that can be used with commands include:

o AnswerFilexml Uses the XML-formatted answer file to determine what compo-
nents to add or remove.
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e SaveFile.xml Saves the standard output results to a named file in XML format.
The results are still displayed and it is important to note that results do not
include errors, which are written separately to standard error output.

e ComponentName Identifies the role, role service, or feature to work with.

e SettingName Identifies a required setting by its name.

® SettingValue Sets the configuration value for a setting.

® LogFile Sets the name of the text file to which log error details should be written.

® Results.xml Saves the results of the install or remove operation to a named file in
XML format. Results are still displayed.

Table 7-3 provides a quick reference for the long and short form parameters for
ServerManagerCmd.

Table 7-3 Long and Short Form Parameters for ServerManagerCmd

Operation Parameter Short Form
Change log path -logPath -l
Determine what if -whatif -w
Display version -version -V
Install component -install -i
Install from answer file -inputPath -ip
Query current state -query -q
Remove component -remove -r
Restart if necessary -restart

Saves the results -resultPath -rp
Specify required setting -setting -s

Understanding Component Names

Just about every installable role, role service, and feature has a component name. This
name identifies the component so it can be manipulated from the command-line.
Remember, supplemental components are made available by downloading and install-
ing their installer packages from the Microsoft Web site.

Table 7-4 provides a hierarchical listing of the component names associated with roles,
related role services, and related subcomponents. When you are installing a role, you
can use the -allSubFeatures parameter to install all the subordinate role services and
features listed under the role. When you are installing a role service, you can use the
-allSubFeatures parameter to install all the subordinate features listed under the role
service.
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Table 7-4 Component Names for Key Roles and Role Services
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Component Name

Role Service Feature

AD-Certificate

Active Directory Certificate Services

ADCS-Cert-Authority

Certification Authority

ADCS-Web-Enrollment

Certification Authority Web Enrollment

ADCS-Online-Cert

Online Responder

ADCS-Device-Enrollment

Network Device Enrollment Service

Active Directory Domain Services

ADDS-Domain-Controller

Active Directory Domain Controller

ADDS-Identity-Mgmt

Identity Management For UNIX

ADDS-NIS

Server For Network
Information Services

ADDS-NIS

Password Synchronization

ADDS-IDMU-Tools

Administration Tools

Active Directory Federation Services

ADFS-Federation

Federation Service

ADFS-Proxy Federation Service Proxy
ADFS-Web-Agents AD FS Web Agents
ADFS-Claims Claims-Aware Agent
ADFS-Windows-Token Windows Token-Based Agent
ADLDS Active Directory Lightweight Directory Services
DHCP DHCP Server
DNS DNS Server
Fax Fax Server
File Services
FS-FileServer File Server

FS-DFS

Distributed File System

FS-DFS-Namespace

DFS Namespaces

FS-DFS-Replication

DFS Replication

FS-Resource-Manager

File Server Resource Manager

FS-NFS-Services

Services For Network File System

FS-Search-Service

Windows Search Service

FS-Win2003-Services

Windows Server 2003 File Services

FS-Replication

File Replication Service
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Component Name

Role Service Feature

FS-Indexing-Service

Indexing Service

NPAS

Network Policy And Access Services

NPAS-Policy-Server

Network Policy Server

NPAS-RRAS-Services

Routing And Remote Access Services

NPAS-RRAS Remote Access Service
NPAS-Routing Routing
NPAS-Health Health Registration Authority

NPAS-Host-Cred

Host Credential Authorization Protocol

Print-Services

Print Services

Print-Server

Print Server

Print-LPD-Service

LPD Service

Print-Internet

Internet Printing

Terminal-Services

Terminal Services

TS-Terminal-Server

Terminal Server

TS-Licensing TS Licensing
TS-Session-Broker TS Session Broker
TS-Gateway TS Gateway
TS-Web-Access TS Web Access

WDS

Windows Deployment Services

WDS-Deployment

Deployment Server

WDS-Transport

Transport Server

Table 7-5 provides a hierarchical listing of the component names associated with
features and related subfeatures. When you are installing a feature, you can use the
-allSubFeatures parameter to install all the subordinate second-level and third-level
features listed under the feature. When you are installing a second-level feature, you
can use the -allSubFeatures parameter to install all the subordinate third-level features
listed under the second-level feature.

An asterisk following the feature command indicates the feature has unlisted subordinate
features that generally are installed together by adding the -allSubFeatures parameter.
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Table 7-5 Component Names for Features and Subfeatures
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Component Name

Feature Second-Level Feature  Third-Level Feature

NET-Framework*

.NET Framework 3.0 Features

BitLocker BitLocker Drive Encryption
BITS BITS Server Extensions
CMAK Connection Manager Administration Kit

Desktop-Experience

Desktop Experience

Failover-Clustering

Failover Clustering

GPMC

Group Policy Management

Internet-Print-Client

Internet Printing Client

ISNS

Internet Storage Name Server

LPR-Port-Monitor

LPR Port Monitor

MSMQ* Message Queuing

Multipath-10 Multipath 1/0

NLB Network Load Balancing

PNRP Peer Name Resolution Protocol

gWave Quality Windows Audio Video Experience

Remote-Assistance

Remote Assistance

RDC Remote Differential Compression

RSAT Remote Server Administration Tools

RSAT-Role-Tools Role Administration Tools

RSAT-ADCS* Active Directory
Certificate Services
Tools

RSAT-ADDS* Active Directory
Domain Services Tools

RSAT-ADLDS Active Directory
Lightweight Directory
Services Tools

RSAT-RMS Active Directory Rights
Management Services
Tools

RSAT-DHCP DHCP Server Tools

RSAT-DNS-Server DNS Server Tools

RSAT-Fax Fax Server Tools

RSAT-File-Services* File Services Tools

RSAT-NPAS* Network Policy And

Access Services Tools
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Component Name

Feature Second-Level Feature Third-Level Feature

RSAT-Print-Services

Print Services Tools

RSAT-TS* Terminal Services Tools
RSAT-UDDI UDDI Services Tools
RSAT-Web-Server Web Server (lIS) Tools
RSAT-WDS Windows Deployment

Services Tools

RSAT-Feature-Tools

Feature Administration Tools

RSAT-BitLocker

BitLocker Drive
Encryption Tools

RSAT-Bits-Server

BITS Server Extensions
Tools

RSAT-Clustering

Failover Clustering
Tools

RSAT-NLB Network Load
Balancing Tools

RSAT-SMTP SMTP Server Tools

RSAT-WINS WINS Server Tools

Removable-Storage

Removable Storage Manager

RPC-over-HTTP-Proxy

RPC over HTTP Proxy

Simple-TCPIP

Simple TCP/IP Services

SMTP-Server

SMTP Server

SNMP-Services

SNMP Services

SNMP-Service

SNMP Service

SNMP-WMI-Provider

SNMP WMI Provider

Storage-Mgr-SANS

Storage Manager For SANs

Subsystem-UNIX-
Apps

Subsystem For UNIX-Based Applications

Telnet-Client

Telnet Client

Telnet-Server

Telnet Server

TFTP-Client

TFTP Client

Windows-Internal-DB

Windows Internal Database

PowerShell

Windows PowerShell

Backup-Features

Windows Server Backup Features

Backup

Windows Server Backup

Backup-Tools

Command-Line Tools
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Component Name Feature Second-Level Feature  Third-Level Feature
WSRM Windows System Resource Manager
WINS-Server WINS Server

Wireless-Networking ~ Wireless LAN Service

Determining the Installed Roles, Role Services, and Features

You can determine the roles, roles services, and features that are installed on a server
by typing servermanagercmd -query at an elevated command prompt. Each installed
role, role service, and feature is highlighted and marked as such, and following the dis-
play name of each role, role service, and feature is the management naming component
in brackets. In the output, roles and role services are listed before features as shown in
the following example:

————— Roles -----
[X] Active Directory Certificate Services [AD-Certificate]
[X] Certification Authority [ADCS-Cert-Authority]
[X] Certification Authority Web Enrollment [ADCS-Web-Enrollment]
[ 1 Online Responder [ADCS-Online-Cert]
[ ] Network Device Enrollment Service [ADCS-Device-Enrollment]
[X] Active Directory Domain Services
[X] Active Directory Domain Controller [ADDS-Domain-Controller]
[ 1 Identity Management for UNIX [ADDS-Identity-Mgmt]
[ 1 Server for Network Information Services [ADDS-NIS]
[ 1 Password Synchronization [ADDS-Password-Sync]
[ 1 Administration Tools [ADDS-IDMU-Tools]

————— Features -----
[X] .NET Framework 3.0 Features [NET-Framework]
[X] .NET Framework 3.0 [NET-Framework-Core]
[ 1 XPS Viewer [NET-XPS-Viewer]
[X] WCF Activation [NET-Win-CFAC]
[X] HTTP Activation [NET-HTTP-Activation]
[X] Non-HTTP Activation [NET-Non-HTTP-Activ]
[X] BitLocker Drive Encryption [BitLocker]
[X] BITS Server Extensions [BITS]

For the purposes of documenting a server’s configuration, you can save the outputin a
file as standard text using the redirection symbol (>) as shown in this example:

servermanagercmd -query > MySavedResults.txt

Here, you save the output to a file named MySavedResults.txt. If you want to save the
results as an XML-formatted file, simply follow the -query command with the name of
the XML file, such as:

servermanagercmd -query MySaveFile.xml

Saving the output to an XML file makes the file easier to manipulate using automation
techniques.
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Installing Components Using ServerManagerCmd

You can install roles, role services, and features by typing servermanagercmd -install
ComponentName at an elevated command prompt, where ComponentName is the name
of the component to install as listed in Table 7-4 or Table 7-5. You can install subordi-
nate components by including the -allSubFeatures parameter as shown in the following
example:

servermanagercmd -install fs-dfs -allsubfeatures

Here, you install the Distributed File System role service as well as the subordinate DFS
Namespaces and DFS Replication role services. The output for a successful installation
should look similar to the following;

Start Installation...

[Installation] Succeeded: [File Services] Distributed File System.
[Installation] Succeeded: [File Services] DFS Namespaces.
[Installation] Succeeded: [File Services] DFS Replication.
<100/100>

Success: Installation succeeded.

Should a restart be required to complete an installation, you can have ServerManager-
Cmd restart the computer by including the -restart parameter. To test the installation
prior to performing that actual operation, you can use the -whatif parameter. If you are
trying to install components that are already installed you'll see a note stating that no
changes were made, such as:

NoChange: No changes were made because the roles, role services and features specified
are already installed, or have already been removed from the local computer.

If an error occurs and ServerManagerCmd is not able to perform the operation speci-
fied, you'll see an error. Generally, error text is shown in red and includes an error flag
and error text, such as:

WriteError: Failed to write the Tog file: . Access to the path 'C:\Windows\Togs\
ServerManager.log' is denied.

This error indicates that ServerManagerCmd couldn’t perform the operation because it
couldn’t gain write access to the log file. Other common errors you'll see are related to
invalid arguments passed on the command line, such as:

ArgumentNotValid: Invalid parameters. Only specify either -install or -remove.
ArgumentNotValid: Invalid role, role service, or feature: 'fs-dfsd'. The name was not
found.

If you forget to run the command prompt as an administrator, you'll see an error stating
that Server Manager can be run only by a member of the built-in Administrators group
on the local computer. You'll need to run the command prompt with elevated permis-
sions to resolve this error.
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When you install components, ServerManagerCmd writes extended logging informa-
tion to %SystemRoot%\Logs\Servermanager.log. This logging information details every
operation performed by ServerManagerCmd. You can write the detailed information

to an alternate location by including the -logPath or -1 parameter. In this example, you
write the logging information to C:\Logs\Install.log:

servermanagercmd -install fs-dfs -allsubfeatures -TogPath c:\logs\install.log

Removing Components Using ServerManagerCmd

You can uninstall roles, role services, and features by typing servermanagercmd
-remove ComponentName at an elevated command prompt, where ComponentName is
the name of the component to uninstall as listed in Table 7-4 or Table 7-5. You can unin-
stall subordinate components by including the -allSubFeatures parameter as shown in
the following example:

servermanagercmd -remove fs-dfs -allsubfeatures

Here, you uninstall the Distributed File System role service as well as the subordinate
DFS Namespaces and DFS Replication role services, and the output for a successful
removal should look similar to the following:

Start Removal...

[Removal] Succeeded: [File Services] Distributed File System.
[Removal] Succeeded: [File Services] DFS Namespaces.
[Removal] Succeeded: [File Services] DFS Replication.
<100/100>

Success: Removal succeeded.

Should a restart be required to complete a removal, you can have ServerManagerCmd
restart the computer by including the -restart parameter. As with installation, you can
test the removal prior to performing that actual operation using the -whatif parameter.
If you are trying to remove components that aren’t installed, you'll see a note stating
that no changes were made, such as:

NoChange: No changes were made because the roles, role services and features specified
are already installed, or have already been removed from the local computer.

If an error occurs and ServerManagerCmd is not able to perform the operation speci-
fied, you'll see an error. During the removal process, ServerManagerCmd writes
extended logging information to %SystemRoot%\Logs\Servermanager.log. As with the
installation process, you can write the detailed information to an alternate location by
including the -logPath or -1 parameter.






Understanding H

Installing Devices

vid! ump 19 1[0} !*i___A-I.JL;b)ILgA!ll_II )

A aware

ardware Installation Changes ... . .. 211 Working with Device Drivers ..................... 222
............................... 215 Managing Hardware .. .......................... 235

U nless you've standardized on a particular hardware platform, most servers that
you'll work with will have different hardware components. This means different
servers will probably have different motherboards, disk controllers, graphics cards,
and network adapters. Fortunately, Windows Server 2008 is designed to work with an
extensive list of hardware devices. When you install new hardware, Windows tries to
detfect the device automatically and then install the correct driver software so that you
can use the device. If Windows has a problem with a device, you must troubleshoot the
installation, which usually means finding the correct device drivers for the hardware
component and installing them.

One thing to keep in mind when working with devices is that, like other software,
driver software can contain bugs. These bugs can cause a variety of problems on your
servers, and not only could the hardware stop working, but the server could freeze as
well. Because of this, you'll want to monitor routinely for hardware problems and take
corrective actions as necessary. It is also helpful to maintain a hardware inventory for
servers so that you know which devices are installed and who the manufacturers are.

Understanding Hardware Installation Changes

Hardware installation from Windows Server 2003 to Windows Server 2008 hasn’t
changed much. What has changed significantly since Windows Server 2003 was intro-
duced, however, are the available options when it comes to hardware devices. All com-
puters can use internal and external hardware devices.

Choosing Internal Devices

Internal hardware devices are devices you install inside your computer. Typically, you'll
need to power down and unplug your computer, and then remove the computer case
before you can install an internal device.

Although many workgroup and enterprise class server systems continue to use serial
attached SCSI devices, servers aren’t always built using such robust server systems.
Increasingly, for general use, desktop class computers are being configured with server
operating systems and most of these computers use internal devices with Enhanced
Integrated Drive Electronics (EIDE) or Serial ATA (SATA).

211
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EIDE, also called Parallel ATA (PATA), devices have been used for many years with
desktop class computers. Although EIDE is still in use as of the time this book was
written, you might find that most newer computers use SATA devices instead. As of

the time this book was written, most motherboard manufacturers include SATA input
ports on their boards. Because SATA cables are significantly smaller than EIDE cables,
this results in less clutter inside your computer and improved airflow for better cooling.

With EIDE and SATA, there are some feature differences that you should know about.
Typical EIDE devices support a maximum data transfer rate of 100 megabits per sec-
ond (Mbps) and allow two devices to be connected per cable. Most EIDE devices have
a 10-pin jumper block, which is used to configure whether the device is being used in a
single device or Primary (Master)/Secondary (Subordinate) configuration. The pins on
the jumper block are also used to configure cable selection settings.

On the other hand, typical SATA devices have a maximum data transfer rate of 150 or
300 Mbps and allow you to connect only one device per cable. Most SATA devices have
an 8-pin jumper block and there are no Primary (Master)/Secondary (Subordinate)
configurations.

Although Windows Server 2008 can be used with SCSI, EIDE, and SATA hardware
devices, your computer must be configured specifically to work with these devices. For
example, your computer will need a SCSI controller card to use SCSI devices. Although
some older computer system motherboards don’t have SATA input ports, you can
install a PCI SATA controller card to add support for SATA drives.

Choosing External Devices

External hardware devices are devices you connect to your computer. Because you
don’t have to open your computer’s case to connect external devices, you typically
don’t need to power down or unplug your computer before installing an external
device. This makes external devices easier to install and also means you can attach
most external devices without having to reboot your computer.

Most current computers use external devices with USB, FireWire, external SATA
(eSATA), or a combination of these interfaces. An example of each interface is shown in
the following illustration.
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USB 2.0 is the industry standard peripheral connection for most Windows-based com-
puters. This connection transfers data at a maximum rate of 480 Mbps with sustained
data transfer rates usually from 10 to 30 Mbps. The actual sustainable transfer rate
depends on many factors including the type of device, the data you are transferring,
and the speed of your computer. Each USB controller on your computer has a fixed
amount of bandwidth, which all devices attached to the controller must share. If your
computer’s USB port is an earlier version, USB 1.0 or 1.1, you can use USB 2.0 devices,
but the transfer rates will be significantly slower.

FireWire, also called IEEE 1394, is a high-performance connection standard for most
Windows-based computers. This interface uses a peer-to-peer architecture in which
peripherals negotiate bus conflicts to determine which device can best control a data
transfer. FireWire has several configurations, including FireWire 400 and FireWire 800.
FireWire 400, also called IEEE 1394a, has maximum sustained transfer rates of up to
400 Mbps. FireWire 800, also called IEEE 1394b, has maximum sustained transfer
rates of up to 800 Mbps.

eSATA is an ultra-high-performance connection standard, primarily used with high-
performance external devices. With external hard drives, eSATA provides a secure,
reliable, and ultra-fast connection. eSATA has maximum sustained transfer rates of up
to 3000 Mbps. It is important to note that there are several types of eSATA connectors
and cables, and that eSATA and internal SATA cables and connectors cannot be used
interchangeably.
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Using USB and FireWire devices

Although Windows Server 2008 can be used with both USB and FireWire hardware
devices, your computer must be configured specifically to work with these devices. To
support USB 2.0, a computer needs a USB 2.0 controller card. To support FireWire, a
computer needs a FireWire controller card.

When working with USB, there are some important things to know. First of all, USB 1.0,
1.1, and 2.0 ports all look very similar. For your computer, the best way to determine
which types of USB ports are available is to refer to the documentation that came with
your computer; this documentation should list the types of USB ports and their loca-
tions. There are several different types of USB connectors. For devices that use connector
cords, the USB 1.0/1.1 connector typically is U-shaped while the USB 2.0 connector typi-
cally is smaller and looks like a chubby letter T.

- It is important to point out that newer LCD monitors will have USB 2.0 ports to which you
can connect devices as well. When you have USB devices connected to a monitor, the
monitor acts like a USB hub device. As with any USB hub device, all devices attached to
the hub share the same bandwidth and the total available bandwidth is determined by
the speed of the USB input to which the hub is connected on your computer. Generally
speaking, never connect devices through a server’s monitor when end-user performance
is a concern.

When working with FireWire, keep in mind that FireWire ports and cables have different
shapes and connectors, making it easy to tell the difference between them—if you know
what you're looking for. Early FireWire implementations, which I'll call standard FireWire
(as opposed to FireWire 400 or FireWire 800), have a different number of pins on their
connector cables and a different number of connectors on their ports. Because of this,
you can tell standard FireWire and FireWire 400 apart by looking closely at the cables
and ports. If you look closely at standard FireWire cables and ports, you'll see four pins
or four connectors. If you look closely at FireWire 400 cables and ports, you'll see six pins
or six connectors. Although standard FireWire and FireWire 400 cables have rectangular-
shaped connectors with one short flat end and the other rounded, FireWire 800 cables
are square with one of the long sides having a notch.

When you are purchasing external devices, you might want to get a device with dual or
triple interfaces. A device with dual or triple interfaces will give you more configuration
options. Most devices with dual interfaces support USB 2.0 and FireWire 400, where a
B device with a triple interface might support USB 2.0, FireWire 400, and FireWire 800.
Some have all of the previously mentioned interfaces as well as an eSATA interface.
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Installing Devices

Every hardware component installed on a system has an associated device driver. Driv-
ers are used to handle the low-level communications tasks between the operating sys-
tem and hardware components. When you install a hardware component through the
operating system, you tell the operating system about the device driver it uses. From
then on, the device driver loads automatically and runs as part of the operating system.

Understanding Device Installation

Unlike earlier versions of Windows, Windows Server 2008 is very good at detecting
devices that were not installed after upgrading or installing the operating system. If

a device wasn’t installed because Windows Server 2008 didn’t include the driver, the
built-in hardware diagnostics will, in many cases, detect the hardware and then use
the automatic update framework to retrieve the required driver the next time Windows
Update runs, provided that Windows Update is enabled and you've allowed driver
updating as well as operating system updating.

After upgrading or installing the operating system, you should check for driver updates
and apply them as appropriate before trying other techniques to install device drivers.
Windows Update Driver Settings control whether Windows Server 2008 checks for
drivers automatically. To access these settings, open the System Properties dialog box,
click the Hardware tab, and then click Windows Update Driver Settings. If you want
Windows to check for drivers automatically when you connect a new device, select
Check For Drivers Automatically (Recommended) and then click OK. If you don’t want
a computer to check for drivers automatically, select either Ask Me Each Time I Connect
A New Device Before Checking For Drivers or Never Check For Drivers When I Con-
nect A Device, and then click OK twice.

Typically, device driver updates are seen as optional updates. The exceptions are for
essential drivers, such as those for video, network adapters, and hard disk controllers.
Because of these exceptions, you'll want to view all available updates on a computer,
rather than only the important updates, to determine whether device driver updates are
available. To install available device driver updates, follow these steps:

1. In Control Panel\System And Maintenance, double-click Windows Update. In
Windows Update, click View Available Updates. If the computer has installed the
updates it last downloaded, the View Available Updates option isn’t available. In
this case, you can click Check For Updates to see if there are new updates for the
computer and then view the available updates (if any).

2. Inthe View Available Updates dialog box, you can review the available updates.
By default, optional updates are not selected for installation. To ensure that an
update is installed, select its corresponding check box.

3. Click Install to download and install the selected updates.

After you've installed the device driver, Windows Server 2008 should both detect the
hardware within several minutes and install the device automatically. If Windows
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Server 2008 detects the device but isn’t able to install the device automatically,
Windows Server 2008 starts the Driver Software Installation component, which in turn
starts the Found New Hardware Wizard. In the Found New Hardware Wizard, you can
then click Locate And Install Driver Software (Recommended) to continue with the
installation. The Driver Software Installation component will then search for preconfig-
ured drivers.

The Driver Software Installation component should use the driver that you've just made
available on the computer to complete the installation. If for some reason this doesn’t
happen, you'll see a wizard page asking you to insert the disc that came with the hard-
ware device. Continue with the installation manually as discussed in the next section.

Installing New Devices

After you install or connect a new hardware device, you must set up the device so that it
is available for use. Most available new devices are plug and play compatible. Windows
Server 2008 Plug and Play is optimized to support USB, FireWire, Personal Computer
Memory Card International Association (PCMCIA, or PC Card), Peripheral Component
Interconnect (PCI), and PCI Express devices. When you connect a Plug and Play device
for the first time, Windows Server 2008 reads the Plug and Play identification tag con-
tained in the device’s firmware and then searches its master list of identification tags
(which is created from the Setup Information files in the Inf folder). If the operating
system finds a signed driver with a matching identification tag, it installs the driver and
makes the device available for use automatically.

Windows Server 2008 provides pop-up balloon tips in the notification area that tell you
about major steps in the Plug and Play installation process, such as device detection
and finalization. For example, when installing a new disk drive, Windows Server 2008
might display Found New Hardware: Disk Drive, as shown in the following screen.

1) Found New Hardware | *
Digk drive

Then a balloon message is displayed to tell you that your new hardware is installed and
ready to use, as shown in the following screen:

1) Found New Hardware X
Your new hardware is installed and ready to use.

In this example, Plug and Play worked as expected. Windows Server 2008 detected
the device, used the Plug and Play identification to determine which driver should

be installed, and then set up the device. Because there are so many factors involved,
detection and setup don't always work so smoothly, however. Sometimes the Windows
operating system will warn you about something that you might need to take action to
correct.
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One of the more common warnings you'll see is related to you connecting Hi-Speed
USB devices to non-Hi-Speed USB ports, as shown in the following screen. This is
important because if you are connecting an external hard disk drive or other Hi-Speed
USB device, the device won't operate at the rated speed. It will in fact operate at a much
slower speed.

M HI-SPEED USB Device Plugged into non-HI-SPEED USB Hub |*

& HI-SPEED USE device is plugged into & non-HI-SPEED USE hub,
Faor assistance in solving this problerm, click this message.

USB 1.0 is the original USB specification. USB 2.0 is the newer USB specification,

and it is referred to as Hi-Speed USB. Although you can connect USB 2.0 devices to
USB 1.0 ports, the devices operate at the USB 1.0 speed (which is many times slower
than USB 2.0). If you want to achieve high-speed USB transfers, you must connect to a
USB 2.0 port, if available. You might also want to consider adding a PCI expansion card
with USB 2.0 ports.

Because of Plug and Play, you should be able to install new devices easily by using one
of the following techniques:

e For a non-USB or non-FireWire device, simply shut down the computer, insert
the card into the appropriate slot or connect the device to the computer, restart
the computer, and then let Windows Server 2008 automatically detect the new
device.

e For a USB or FireWire device, simply insert the device into the appropriate slot
or connect it to the computer, restart the computer, and then let Windows Server
2008 automatically detect the new device.

Depending on the device, Windows Server 2008 should automatically detect the new
device and install a built-in driver to support it as discussed previously. The device
should then function immediately without any problems. Well, that’s the idea, but it
doesn’t always work out that way. The success of an automatic detection and installa-
tion depends on the device being plug and play compatible and a device driver being
available.

Windows Server 2008 includes many device drivers in a standard installation, and
in this case, it should install the device automatically. If driver updating is allowed
through Windows Update, Windows Server 2008 checks for drivers automatically
using Windows Update either when you connect a new device or when it first detects
the device. Because Windows Update does not automatically install device drivers,
you'll need to check for available updates to install the driver.
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Installing new drivers

All device drivers provided through Windows Update have been thoroughly tested in the
Windows Hardware Quality Labs (WHQL), and you should be able to count on them not
to cause your system to crash or become unstable. However, just because driver updates
are available doesn’t mean you should install them. In a production environment, you'll
rarely want to download and install new device drivers without thoroughly testing them
yourself first. Better safe than sorry—always. Typically, you install new device drivers
because you are experiencing problems with the old drivers or looking for new function-
ality. If you aren't experiencing problems or don't require the additional functionality,
you might not want to update the drivers.

If Windows Server 2008 detects a Plug and Play device after you've connected it but
cannot locate a suitable driver, it displays a warning that a problem occurred during
installation, as shown in the following screen:

i) Found New Hardware

& problerm occurred during hardware installation,
Your new hardware might not work properly,

Sometimes when this happens, you must install the hardware device manually as you
do with non-Plug and Play devices. See “Adding Non-Plug and Play Hardware” on page
235 for details.

More typically, Windows Server 2008 starts the Driver Software Installation compo-
nent, which in turn starts the Found New Hardware Wizard. In this case, you can com-
plete the installation by following these steps:

1. In the Found New Hardware Wizard, click Locate And Install Driver Software
(Recommended) to continue with the installation.

2. The Driver Software Installation component will then search for preconfigured
drivers. If it doesn’t find a preconfigured driver, you are prompted to insert the
disc that came with the hardware device.

3. Use one of the following techniques to continue:

o Ifyou have an installation disc for the device, insert it and then follow the
prompts. The device should then be installed properly. Skip the remaining
steps.

o Ifyou don’t have an installation disc, click I Don’t Have The Disk. Show Me
Other Options and then follow the remaining steps in this procedure.

4. On the next wizard page, click Browse My Computer For Driver Software.

5. Click Browse to select a search location.
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6. In the Browse For Folder dialog box, select the start folder for the search and then
click OK. Because all subfolders of the selected folder are searched automatically,
you can select the drive root path, such as C, to search an entire drive.

7. Click Next. The wizard will search for and install any appropriate driver. If
the wizard can’t find an appropriate driver, you'll need to obtain one and then
follow the procedure in “Installing and Updating Device Drivers” on page 228 to
complete the installation.

If the wizard is fails to install the device, there might be a problem with the device itself
or the driver, or a conflict with existing hardware. For additional details on adding hard-
ware and troubleshooting, see “Managing Hardware” on page 235.

After you've successfully installed a device, you'll need to perform maintenance tasks
periodically for the device and its drivers. When new drivers for a device are released,
you might want to test them in a development or support environment to see whether
the drivers resolve problems that users have been experiencing or include the new
functionality you are looking for. If the drivers install without problems and resolve out-
standing issues, you might then want to install the updated drivers on computers that
use this device. On a server operating system, you can implement the driver update
procedure as follows:

1. Check the device and driver information on each system prior to installing the
new driver. Note the location, version, and file name of the existing driver.

2. [Install the updated driver and reboot the computer. If the computer and the
device function normally after the reboot, consider the update a success.

3. If the computer or the device malfunctions after the driver installation, roll back
to the previously installed driver using the standard Device Manager utilities. If
you cannot restart the computer and restore the driver, you might need to start
the computer in Safe Mode or use Startup Repair to restore the system.

Viewing Device and Driver Details

You use Device Manager to view and configure hardware devices. You'll spend a lot of
time working with this tool, so you should get to know it before working with devices.

To open Device Manager and obtain a detailed list of all the hardware devices installed
on a system, follow these steps:

1. Click Server Manager on the Quick Launch toolbar, or click Start, then
Administrative Tools, and then Server Manager.
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2. In Server Manager, expand the Diagnostics node. This expands the node to
display its tools.

3. Select the Device Manager node. As shown in Figure 8-1, you should now see a

complete list of devices installed on the system. By default, this list is organized
by device type.
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Figure 8-1 Use Device Manager to work with hardware devices.

4. Expand a device type to see a list of the specific instances of that device type.

After you access Device Manager, you can work with any of the installed devices. If you
right-click a device entry, a shortcut menu is displayed. The available options depend
on the device type, but they include the following:

Properties Displays the Properties dialog box for the device
Uninstall Uninstalls the device and its drivers

Disable Disables the device but doesn’t uninstall it

Enable Enables a device if it’s disabled

Update Driver Software Starts the Hardware Update Wizard, which you can use to
update the device driver

Scan For Hardware Changes Tells Windows Server 2008 to check the hardware con-
figuration and determine whether there are any changes

The device list shows warning symbols if there are problems with a device. A yellow
warning symbol with an exclamation point indicates a problem with a device. A red X

indicates a device that was improperly installed or disabled by the user or the administra-
tor for some reason.
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You can use the options on the View menu in Server Manager to change the defaults for
which types of devices are displayed and how the devices are listed. The options are as
follows:

Devices By Type Displays devices by the type of device installed, such as disk drive or
printer. The connection name is listed below the type. This is the default view.

Devices By Connection Displays devices by connection type, such as audio and video
codecs.

Resources By Type Displays the status of allocated resources by type of device using
the resource. Resource types are direct memory access (DMA) channels, input/
output (I/O) ports, interrupt requests (IRQ), and memory addresses.

Resources By Connection Displays the status of all allocated resources by connection
type rather than device type.

Show Hidden Devices Displays non-plug and play devices as well as devices that
have been physically removed from the computer but haven’t had their drivers
uninstalled.

View and save device settings for local and remote computers

You can use Computer Management to view and work with settings on remote comput-
ers. Right-click Computer Management in the console tree and then select Connect To
Another Computer on the shortcut menu. In the Select Computer dialog box, choose
Another Computer, and then type the fully qualified name of the computer you want to
work with, such as entdcO1l.microsoft.com, where entdcO1 is the computer name and
microsoft.com is the domain name. If you don't know the computer name, click Browse
to search for the computer you want to work with.

If you want detailed driver lists for multiple computers, you can do this using the Driver-
query command-line utility. Use the /V parameter to get verbose output about all drivers
or the /SI parameter to display properties only for signed drivers, such as driverquery
/v or driverquery /si. If you want to write the information to a file, use the output redi-
rection symbol (>) followed by the name of the file, such as driverquery /si > system-
devices.txt.

To list devices on remote computers, use the /S parameter followed by a computer
name or Internet Protocol (IP) address to specify a remote computer to query. You can
also specify the Run As permissions by using /U followed by the user name and /P fol-
lowed by the user’s password. Here's an example: driverquery /v /s corpserver01 /u
wrstanek /p 49iners.



222 Chapter 8 Managing and Troubleshooting Hardware

Working with Device Drivers

Each hardware component installed on a computer has an associated device driver.

The job of the device driver is to describe how the operating system uses the hardware
abstraction layer (HAL) to work with a hardware component. The HAL handles the low-
level communication tasks between the operating system and a hardware component.
By installing a hardware component through the operating system, you are telling the
operating system about the device driver it uses. From then on, the device driver loads
automatically and runs as part of the operating system.

Device Driver Essentials

Windows Server 2008 includes an extensive library of device drivers. In the base instal-
lation of the operating system, these drivers are maintained in the file repository of the
driver store. Some service packs you install will also include updates to the driver store.
You can find drivers in the FileRepository folder under %SystemRoot%\System32\
DriverStore. The DriverStore folder also contains subfolders for localized driver infor-
mation. You'll find a subfolder for each language component configured on the system.
For example, for localized U.S. English driver information, you'll find a subfolder called
en-US.

Every device driver in the driver store is certified to be fully compatible with Windows
Server 2008 and is also digitally signed by Microsoft to assure the operating system

of its authenticity. When you install a new Plug andPlay compatible device, Windows
Server 2008 checks the driver store for a compatible device driver. If one is found, the
operating system automatically installs the device.

Every device driver has an associated Setup Information file. This file, which ends with
the .inf extension, is a text file containing detailed configuration information about the
device being installed. The information file identifies any source files used by the driver
as well. Source files have the .sys extension. Drivers are also associated with a compo-
nent manifest (component.man) file. The manifest file is written in Extensible Markup
Language (XML), includes details on the driver’s digital signature, and might also
include plug and play information used by the device to configure itself automatically.

Every driver installed on a system has a source (.sys) file in the %SystemRoot%\Sys-
tem32\Drivers folder. When you install a new device driver, the driver is written to a
subfolder of %SystemRoot%\System32\Drivers, and configuration settings are stored
in the Registry. The driver’s .inf file is used to control the installation and write the Reg-
istry settings. If the driver doesn’t already exist in the driver store, it does not already
have an .inf file or other related files on the system. In this case, the driver’s .inf file and
other related files are written to a subfolder of %SystemRoot%\System32\DriverStore\
FileRepository when you install the device.
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Using Signed and Unsigned Device Drivers

Speaking of new device drivers, Microsoft recommends that you use signed device driv-
ers whenever possible. Every device driver in the driver cache is digitally signed, which
certifies the driver as having passed extensive testing by the Windows Hardware Qual-
ity Lab (WHQL). A device driver with a digital signature signed by Microsoft should
not cause your system to crash or become unstable. The presence of a digital signature
signed by Microsoft also ensures that the device driver hasn’t been tampered with.

If a device driver doesn’t have a digital signature signed by Microsoft, it hasn’t been
approved for use through testing, or its files might have been modified from the origi-
nal installation by another program. This means that unsigned drivers are much more
likely than any other program you've installed to cause the operating system to freeze
or the computer to crash.

The assurances you get with digitally signed drivers aren’t applicable to unsigned
device drivers. When you install an unsigned driver, there is no guarantee that it has
been tested, and if the driver is poorly written, it is much more likely to cause the oper-
ating system to freeze or the server to crash than any other program you've installed.
That said, there are times when you might have to use an unsigned device driver. In
some situations, you might find that a particular device doesn’t have a signed device
driver. Here, you should check the manufacturer’s Web site to see whether a signed
driver is available because sometimes there is a signed driver, but it’s just not distrib-
uted with the device or on the Windows Server 2008 distribution discs. If a signed
driver isn’t available, you might find that you have to use an unsigned driver.

If you have to install an unsigned driver, proceed cautiously and remember to monitor
the system closely. If you find that the system is inexplicably freezing or crashing, the
unsigned driver is probably to blame and should be rolled back or uninstalled. Remem-
ber, any type of faulty driver can cause the system to fail, even a driver for a display
adapter, a network adapter, or a sound card.

To prevent problems with unsigned drivers, Windows Server 2008 warns you by
default when you try to install an unsigned device driver. You can also configure
Windows to eliminate this warning or to prevent unsigned drivers from being installed
altogether. To manage device driver settings for computers throughout the organization,
you can use Group Policy. When you do this, Group Policy specifies the least secure set-
ting using one of three configuration settings:

Ignore Use this setting to allow users to install any unsigned driver without having to
see and respond to a warning prompt.
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Warn Use this setting to prompt users each time either to continue with the installa-
tion of an unsigned driver or to stop the installation.

Block Use this setting to prevent users from installing unsigned driver software.

When Group Policy is set to Ignore or Warn, you can install unsigned drivers. When
Group Policy is set to Block, unsigned device drivers can't be installed without first over-
riding Group Policy.

You can configure device driver-signing settings on a per-user basis using the Code
Signing For Device Drivers policy. This policy is located in User Configuration\Admin-
istrative Templates\System\Driver Installation. When you enable this policy, you can
specify the action to take as Ignore, Warn, or Block. After you enable it, the system
doesn’t implement any setting less secure than the established setting.

Viewing Driver Information

To view detailed information about a device, right-click the device and select Proper-
ties or simply double-click the related entry in Device Manager. This opens the device’s
Properties dialog box, as shown in Figure 8-2. Most devices have at least two tabs,
either General and Properties or General and Driver.

The most important information on the General tab is the device status. If the device
is working properly, this is specifically stated. Otherwise, the error status of the device
is shown, and you can click Check For Solutions to start the device troubleshooter. If
the device is disabled, you have an option to enable the device instead (as shown in
Figure 8-3).

You can temporarily disable a device by selecting Disable on the Driver tab. If you later
want to enable the device, click the Enable Device button on the General tab and then
when the troubleshooting wizard starts, click Next and then click Finish.

The Driver tab, shown in Figure 8-4, provides basic information about the driver pro-
vider, creation date, version, and digital signature. You should be wary of any drivers
that list the provider as Unknown as well as drivers that are listed as Not Digitally
Signed. Drivers signed by Microsoft are listed as being signed by Microsoft Windows or
Microsoft Windows Hardware Compatibility Publisher.

You can view additional information about the driver by clicking Driver Details. If no
driver files are required or have been loaded for the device, you'll see a message stat-
ing this. Otherwise, you'll see the names and locations of all associated files, includ-
ing an icon that indicates the signing status of each individual file. Selecting a file in
this list displays details for that file in the lower section of the dialog box, as shown in
Figure 8-5.
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Figure 8-2 Use the device’s Properties dialog box to obtain essential information
about a device, including whether it is functioning properly.

Figure 8-3 Disabled devices are listed with an error status because they aren't
functioning; you can enable them by clicking Enable Device.
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Ethernet Controller Properties

Figure 8-4 Use the Driver tab to determine the driver provider,
creation date, version, and digital signature.

Driver File Details

E' F:iwfindowshSystem32\drivers\partmar. sys

Figure 8-5 The Driver File Details dialog box displays information
on the driver file locations, the provider, and the file versions.
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Viewing Advanced, Resources, and Other Settings

Devices often have other tabs, such as Advanced, Resources, and Power Management.
Most network adapters have an Advanced tab. As shown in Figure 8-6, these options
can control transmission options. You should change these options only if you are
trying to resolve specific performance or connectivity issues as directed by the device
manufacturer or a Microsoft Knowledge Base article. The setting that causes the most
problems is Speed & Duplex. Most of the time, you'll want this set to Auto Detect or
Auto Negotiation. Sometimes, however, to correct a specific problem, you must use a
preset speed and duplex setting, such as 100 Mbps Half Duplex or 1000 Mbps Full
Duplex. You should do this, however, only when this setting is recommended based on
your network configuration or the issue you are trying to troubleshoot.

Intel(R) PRO,/1000 PM Network Connection Properk a4

General Advanced | Diriver I Detailsl Fesources PowerManagementI

The following properties are available for thiz network, adapter. Click
the property you want to change on the left, and then select itz value

an the right.

Froperty: Walue:

Adaptive Inter-Frame Spacing - Enabled j
Flow Cortral

Gigabit Master Slave Mode
Interupt Moderation
Intermupt Moderation Fate
|Pv4 Che

Link Speed & Duplex

Locally Administered Address

Log Link State Event

Pricrity & YLAN

Feceive Buffers

Receive Side Scaling LI

()8 I Cancel |

Figure 8-6 You'll find that most network adapters have an Advanced tab for setting
transmission options.

Any device that uses system resources will have a Resources tab like the one shown in
Figure 8-7.

The Resources tab options show the device resources that are currently assigned and
their settings. There are four types of device resources:

® DMA The DMA channel used by the device. Values are shown as integers, such
as 02.

® Memory Range The range of memory addresses used by the device. Values are
shown in hexadecimal format, such as E8206000-E8206FFF.
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e /O Range The range of I/O ports used by the device. Values are shown in hexa-
decimal format, such as 5400-543F.

® IRQ Line IRQ line used by the device. Values are shown as integers, such as 10.

Intel{R) PRO,/1000 PM Network Connection Propertie

Generall Advancedl Diriver I Detail: Resources | Power Managementl

;. Intel(R] PRO/1000 Pt Metwork Connection
=

Fesource settings:

2]

Fesource type | Setting

Wl Memony Range  E7080000 - E709FFFF
Wl Memony Range  E7000000 - E707FFFF
OxFFFFFFFE [4294967294)

Setting based om I

¥ | Use automatic settings

Conflicting device list:

Change Setting,.. |

2|

Mo conflicts.

=

I-|

o]

Cancel |

Figure 8-7 Any device that uses system resources has a Resources tab.

Devices can use multiple I/O and memory ranges. For example, the Video Graphics
Adapter (VGA) adapter on one of our computers used three I/O ranges and three mem-
ory ranges. Additionally, multiple PCI devices can share the same IRQs when using the
Advanced Configuration and Power Interface (ACPI) BIOS. This is because the ACPI
BIOS allows IRQ sharing. To learn more about resource sharing and configuration
options, see “Resolving Resource Conflicts” on page 240.

Installing and Updating Device Drivers

Device drivers are essential to the proper operation of Windows Server 2008. A faulty
device driver can cause many problems on your systems—everything from unexpected
restarts to application hangs to blue screens. To make it easier to detect and diagnose
problems, you should maintain an inventory of all installed device drivers on systems
you manage. Previously, we talked about using the Driverquery command to obtain a
list of drivers for computers throughout the network. Ideally, the driver information
should be stored on a centralized network share rather than on individual comput-
ers or could be printed out and placed in a binder where it is easily accessible. You
should then periodically check manufacturer Web sites for known problems with
related device drivers and for updated drivers. Windows Update can also help you
because driver updates are made available through this service and can be installed

automatically.
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Although you can be fairly certain drivers obtained through Windows Update are
newer than installed versions, this isn’t the case for drivers you download yourself, and
you should always double-check the driver version information before installation. As
discussed previously, the current driver version is displayed in the driver’s Properties
dialog box, as shown in the following screen. Double-click the device in Device Man-
ager to display the driver’s Properties dialog box, then select the Driver tab. Be sure to
check the driver date as well as the driver version.

ITE IT8212 ATA RAID Controller Properties f 2=l

Gereral  Driver |Details|

é_ ITE IT8212 ATA RAID Contraller

Diriver Provider: Integrated Technology Express, Inc.
Crivver Date: 11/25/2005
Criver Version: 1727

Digital Signer: microzoft windows

To view details about the driver files.
Update Driver... | To update the driver software for this device.
s v | [ et s g b v
Disable | Disables the selected device.
Uninstal | To uninztall the driver [Advanced).

()8 | Cancel |

Next, check the driver version information for the driver you downloaded. To do this,
extract the downloaded driver files to a folder. In the folder, you should find .dll or .sys
files. Right-click one of these files, and choose Properties. Then in the Properties dialog
box, click the Version tab to find the version information.

To continue with the installation of downloaded drivers, check to see whether the
driver download includes a Setup program. If it does, run this program so that the
proper files are copied to your system. After you do this, you can install the driver. You
install and update drivers using the Found New Hardware, Add Hardware, and Update
Driver Software Wizards. By default, these wizards can search for updated device driv-
ers in the following locations:

® On the local computer
® On ahardware installation CD

® On the Windows Update site or your organization’s Windows Update server
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In Group Policy, several policies control the search possibilities:

Turn Off Access To All Windows Update Features under Computer Configuration\
Administrative Templates\System\Internet Communication Management\Internet
Communication Settings If this policy setting is enabled, all Windows Update
features are blocked and not available to users. Users will also be unable to access
the Windows Update Web site.

Turn Off Windows Update Device Driver Searching under Computer Configuration\
Administrative Templates\System\Internet Communication Management\Inter-
net Communication Settings By default, Windows Update searching is optional
when installing a device. If you enable this setting, Windows Update will not
be searched when you install a new device. If you disable this setting, Windows
Update will always be searched when a new device is installed if no local drivers
are present.

Turn Off Windows Update Device Driver Search Prompt under Computer Configura-
tion\Administrative Templates\System\Driver Installation If you disable or do not
configure the Turn Off Windows Update Device Driver Searching setting, this
policy setting affects whether a search prompt is displayed for Windows Update
of device drivers. If this policy setting is enabled, administrators aren’t prompted
to search Windows Update and the search will or will not take place automati-
cally based on the Turn Off Windows Update Device Driver Searching setting.
Otherwise, administrators will be prompted before Windows Update is searched.

Configure Driver Search Locations under User Configuration\Administrative Templates\
System\Driver Installation If you enable this policy setting, you can restrict users
from searching floppy disk drives, CD drives, Windows Update, or any combina-
tion of these locations.

You can install and update device drivers by following these steps:

1. In Device Manager, select the Device Manager node. You should now see a
complete list of devices installed on the system. By default, this list is organized
by device type.

2. Right-click the device you want to manage and then select Update Driver. This
starts the Update Driver Software wizard.

3. You can specify whether you want to install the drivers automatically or manually
by selecting the driver from a list or specific location (see Figure 8-8).

Updated drivers can add functionality to a device, improve performance, and resolve
device problems. However, you should rarely install the latest drivers on a user’s com-
puter without first testing them in a test environment. Test first, then install.
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Figure 8-8 Choose to install drivers automatically or manually.

If you elect to install the driver automatically, Windows Server 2008 looks for a
more recent version of the device driver and installs the driver if found. If a more
recent version of the driver is not found, Windows Server 2008 keeps the current
driver. In either case, click Close to complete the process and then skip the
remaining steps.

If you chose to install the driver manually, you'll have the opportunity to do one
of the following, as shown in Figure 8-9:

Search for the driver If you want to search for drivers, click Browse to select a
search location. Use the Browse For Folder dialog box to select the start
folder for the search and then click OK. Because all subfolders of the
selected folder are searched automatically, you can select the drive root
path, such as C, to search an entire drive.

Choose the driver to install If you want to choose the driver to install, click Let
Me Pick From A List Of Device Drivers On My Computer. The wizard then
displays a list of common hardware types. Select the appropriate hardware
type, such as Modems or Network Adapters, and then click Next. Scroll
through the list of manufacturers to find the manufacturer of the device and
then choose the appropriate device in the right pane.

If the manufacturer or device you want to use isn't listed, insert the media containing the
device driver into the floppy drive, CD-ROM drive, or USB flash drive, and then click Have
Disk. Follow the prompts. Afterward, select the appropriate device.
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Figure 8-9 Search for or select a driver to install.

6. After selecting a device driver through a search or a manual selection, continue

through the installation process by clicking Next. Click Close when the driver
installation is completed. If the wizard can’t find an appropriate driver, you'll
need to obtain one and then repeat this procedure. Keep in mind that in some
cases you'll need to reboot the system to activate the newly installed or updated
device driver.

Restricting Device Installation Using Group Policy

In addition to code signing and search restrictions, you can use Group Policy settings
to allow or prevent installation of devices based on device type. The related policy
settings are found under Computer Configuration\Administrative Templates\System\
Device Installation\Device Installation Restrictions and include the following:

Allow Administrators To Override Device Installation Restriction Policies

Allow Installation Of Devices Using Drivers That Match These Device Setup
Classes

Prevent Installation Of Drivers Matching These Device Setup Classes
Allow Installation Of Devices That Match Any Of These Device IDs
Prevent Installation Of Devices That Match Any Of These Device Ids
Prevent Installation Of Removable Devices

Prevent Installation Of Devices Not Described By Other Policy Settings

You can configure these policies by following these steps:

1.
2.

Access the policy for the appropriate site, domain, or organizational unit (OU).

Expand Computer Configuration, then Administrative Templates, then System,
then Device Installation, and then Device Installation Restrictions.
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Double-click the appropriate policy to view its Properties dialog box.

Set the state of the policy as Not Configured if you don’t want the policy to

be applied, Enabled if you want the policy to be applied, or Disabled if you
want to block the policy from being used (all as permitted by the Group Policy
configuration).

If you are enabling the policy and it has a Show option, click Show to use the
Show Contents dialog box to specify which device IDs should be matched to this
policy. Click OK twice.

Rolling Back Drivers

Occasionally, you'll find that an updated driver doesn’t work as expected. It could
cause problems, such as device failure or system instability. In most cases, this should
occur only when you've installed unsigned device drivers as a last resort or beta ver-
sions of new drivers that might have improved performance or some other benefit that
outweighs their potential to crash the system. However, it can sometimes occur with
signed device drivers—even those published through Windows Update.

If you suspect that an updated driver is causing the system or device problems you are
experiencing, you can attempt to recover the system to the previously installed device
driver. To do this, follow these steps:

1.

If you are having problems starting the system, you will need to boot the system
in Safe Mode as discussed in “Resolving Startup Issues” on page 1416.

In Device Manager, select the Device Manager node. You should now see a
complete list of devices installed on the system. By default, this list is organized
by device type.

Right-click the device you want to manage and then select Properties. This opens
the Properties dialog box for the device.

Click the Driver tab and then click Roll Back Driver. When prompted to confirm
the action, click Yes.

Click Close to close the driver’s Properties dialog box.

If the driver file hasn't been updated, a backup drive file won't be available. In this case,

the Roll Back Driver button will be disabled and you will not be able to click it. In this

case, you should check the manufacturer’'s Web site for available versions of the driver for

the device.
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Removing Device Drivers for Removed Devices

Windows device drivers for Plug and Play devices are loaded and unloaded dynami-
cally. You can remove the driver for a device only when the device is plugged in. This
means the proper way to remove a device from a system is first to uninstall its related
device driver and then to remove the device from the system.

One reason for uninstalling a device is to remove a device that you no longer use or
need. Start by uninstalling the related device driver. Access Device Manager, and then
select the Device Manager node. Right-click the device you want to remove and then
select Uninstall. When prompted, click OK to confirm that you want to remove the
driver. Windows Server 2008 will then remove the related files and Registry settings.

At this point, you can shut down the system and remove the related hardware compo-
nent if you want to. However, you might first want to check to see how the computer
operates without the device in case some unforeseen problem or error occurs. So,
rather than removing the device, you'll want to disable it. Disabling the device pre-
vents Windows from reinstalling the device automatically the next time you restart the
system. You disable a device by right-clicking it in Device Manager and then selecting
Disable.

Sometimes when you are troubleshooting and trying to get a device to work properly,
you might want to uninstall or unplug the device temporarily. Here, you could disable
the device and then monitor the system to see whether problems previously experi-
enced reoccur, or you could reinstall the device to see whether normal operations are
restored. Uninstalling and then reinstalling the device forces Windows to go back to
the device’s original device and Registry settings, which can sometimes recover the
device.

After you've uninstalled a device driver, one way to get Windows Server 2008 to rein-
stall the device is to reboot the computer. You can also try to rescan for devices using
Device Manager by choosing Scan For Hardware Changes on the Action menu. Either
way, the operating system should detect the uninstalled device as new hardware and
then automatically reinstall the necessary device driver. If this doesn’t happen, you
must reinstall the device manually using the Add Hardware Wizard as discussed later
in this chapter.

Uninstalling, Reinstalling, and Disabling Device Drivers

Uninstalling a device driver uninstalls the related device. When a device isn’'t working
properly, sometimes you can completely uninstall the device, restart the system, and
then reinstall the device driver to restore normal operations. You can uninstall and
then reinstall a device by following these steps:

1. Access Device Manager, and then select the Device Manager node. You should
now see a complete list of devices installed on the system. By default, this list is
organized by device type.

2. Right-click the device you want to manage and then select Uninstall. When
prompted to confirm the action, click OK.
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3. Reboot the system. Windows Server 2008 should detect the presence of the
device and automatically reinstall the necessary device driver. If the device isn’t
automatically reinstalled, reinstall it manually as discussed in “Installing and
Updating Device Drivers” on page 228.

To prevent a device from being reinstalled automatically, disable the device instead of
uninstalling it. You disable a device by right-clicking it in Device Manager and then
selecting Disable.

Managing Hardware

Windows Plug and Play technology does a good job of detecting and automatically
configuring new hardware. However, if the hardware doesn’t support plug and play or
it isn’t automatically detected, you'll need to enter information about the new hardware
into the Windows Server 2008 system. You do this by using the Add Hardware Wizard
to install the hardware device and its related drivers on the system. You can also use
this wizard to troubleshoot problems with existing hardware.

Adding Non-Plug and Play Hardware

Although Windows Server 2008 doesn’t detect or set up non-Plug and Play devices
automatically, it does maintain a driver cache for these devices. This driver cache has
hundreds of drivers, any one of which you might be able to use. You might also be able
to use an older driver if a Windows Server 2008 device driver isn’t available. In either
case, you install the device using the Add Hardware Wizard. Follow these steps:

1. If the device has a CD or a downloadable Setup program, run it to copy the driver
files to your hard disk.

2. Connect the device to the computer. For internal devices, you must shut down the
computer, add the device, and then restart the computer.

3. In Control Panel, click Classic View and then double-click Add Hardware.

You can also start the Add Hardware Wizard from within Device Manager. Simply select
the Add Legacy Hardware option on the Action menu.

4. In the Add Hardware Wizard, read the introductory message and then click Next.
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5. Determine whether the wizard should search for new hardware or whether you
want to select the hardware from a list (see Figure 8-10).

o TIfyou choose the search option, the wizard searches for and attempts to
automatically detect the new hardware. The process takes a few minutes to
go through all the device types and options. When the search is complete,
any new devices found are displayed, and you can select one.

o If you choose the manual option, or if no new devices are found in the
automatic search, you'll have to select the hardware type yourself. Select
the type of hardware, such as Modems or Network Adapters, and then click
Next. Scroll through the list of manufacturers to find the manufacturer of
the device and then choose the appropriate device in the right pane.

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for wou. Or, if you
know exactly which hardware model you want to install, you can select it from a list.

‘what do you want the wizard to do?
% Search for and install the hardware automatically (Fecommended)

' Inzstall the hardware that | manually select from a list [Advanced)

< Back I Mest > I Cancel |

Figure 8-10 Search for or select the new hardware to install.

6. After you complete the selection and installation process, click Next, and then
click Next again to confirm that you want to install the hardware.

7. After the wizard installs the drivers for the hardware device, click Finish. The
new hardware should now be available.

Enabling and Disabling Hardware

When a device isn’t working properly, sometimes you'll want to uninstall or disable it.
Uninstalling a device removes the driver association for the device so that it temporar-
ily appears that the device has been removed from the system. The next time you restart
the system, Windows Server 2008 might try to reinstall the device. Typically, Windows
Server 2008 reinstalls plug and play devices automatically, but does not automatically
reinstall non-plug and play devices.
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Disabling a device turns it off and prevents Windows Server 2008 from using it.
Because a disabled device doesn’t use system resources, you can be sure that itisn’t
causing a conflict on the system.

You can uninstall or disable a device by following these steps:

1. Access Device Manager, and then select the Device Manager node. You should
now see a complete list of devices installed on the system. By default, this list is
organized by device type.

2. Right-click the device you want to manage and then select Enable, Uninstall, or
Disable depending on what you want to do with the device.

3. Ifprompted to confirm the action, click Yes or OK as appropriate.

Troubleshooting Hardware

Windows Server 2008’s built-in hardware diagnostics can detect many types of prob-
lems with hardware devices. If a problem is detected, you might see a Problem Reports
And Solutions balloon informing you of a problem. Click this balloon to open the Prob-
lem Reports And Solutions console. You can also access the Problem Reports And Solu-
tions console in Control Panel by clicking the System And Maintenance link and then
clicking Problem Reports And Solutions. In Problem Reports And Solutions, click See
Problems To Check to display a list of known problems or click Check For Solutions to
search the Microsoft Web site for possible solutions to known problems.

You can also access troubleshooting help for devices directly by following these steps:
1. Access Device Manager, and then select the Device Manager node.
2. Right-click the device that you want to troubleshoot and then select Properties.

3. On the General tab, click Check For Solutions. Click the Show Problem Details
option to get more detailed information about the problem, as shown in
Figure 8-11.

4. To send data about the device to Microsoft and see if there is a solution available,
click Check Online For A Solution Later.

Keep in mind that if the device drivers aren't installed properly, you won't have a Check
For Solutions option. Instead, you'll have a Reinstall Driver button. Clicking Reinstall
Driver starts the Hardware Update Wizard discussed in “Uninstalling, Reinstalling, and
Disabling Device Drivers” on page 234.
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Figure 8-11 Review the problem details and then optionally check for solutions.

Whenever a device is installed incorrectly or has another problem, Device Manager
displays a warning icon indicating that the device has a problem. If you double-click
the device, an error code is displayed on the General tab of the device’s Properties dia-
log box. As Table 8-1 shows, this error code can be helpful when trying to solve device
problems as well. Most of the correction actions assume that you've selected the Gen-
eral tab from the device’s Properties dialog box.

Table 8-1 Common Device Errors and Techniques to Resolve Them

Error Message

Correction Action

This device is not configured
correctly. (Code 1)

Obtain a compatible driver for the device and click
Update Driver to start the Hardware Update Wizard.

The driver for this device
might be corrupted, or your
system might be running
low on memory or other
resources. (Code 3)

Click Update Driver on the Driver tab to run the Hardware
Update Wizard. You might see an "Out of Memory”
message at startup because of this.

This device cannot start.
(Code 10)

Click Update Driver on the Driver tab to run the Hardware
Update Wizard. Don't try to find a driver automatically.
Instead, choose the manual install option, and select the
device driver you want to use.

This device cannot find
enough free resources that it
can use. (Code 12)

Resources assigned to this device conflict with another
device, or the BIOS is incorrectly configured. Check the
BIOS, and check for resource conflicts on the Resources
tab of the device's Properties dialog box.

This device cannot work
properly until you restart your
computer. (Code 14)

Typically, the driver is installed correctly, but will not be
started until you restart the computer.
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Error Message

Correction Action

Windows cannot identify all

the resources this device uses.

(Code 16)

Check whether a signed driver is available for the device.
If one is available and you've already installed it, you
might need to manage the resources for the device.
Check the Resources tab of the device's Properties dialog
box.

This device is asking for an
unknown resource type.
(Code 17)

Reinstall or update the driver using a valid, signed driver.

Reinstall the drivers for this
device. (Code 18)

After an upgrade, you might need to log on as an
administrator to complete device installation. If this is not
the case, click Update Driver on the Driver tab to reinstall
the driver.

Your Registry might be
corrupted. (Code 19)

Remove and reinstall the device. This should clear out
incorrect or conflicting Registry settings.

Windows is removing this
device. (Code 21)

The system will remove the device. The Registry might be
corrupted. If the device continues to display this message,
restart the computer.

This device is disabled.
(Code 22)

This device has been disabled using Device Manager. To
enable it, select Use This Device (Enable) under Device
Usage on the General tab of the device's Properties
dialog box.

This device is not present,
is not working properly, or
does not have all its drivers
installed. (Code 24)

This may indicate a bad device or bad hardware. This
error code can also occur with legacy ISA devices;
upgrade the driver to resolve.

The drivers for this device are
not installed. (Code 28)

Obtain a compatible driver for the device and then click
Update Driver to start the Hardware Update Wizard.

This device is disabled because

the firmware of the device
did not give it the required
resources. (Code 29)

Check the device documentation on how to assign
resources. You might need to upgrade the BIOS or enable
the device in the system BIOS.

This device is not working
properly because Windows
cannot load the drivers
required for this device.
(Code 31)

The device driver might be incompatible with Windows
Server 2008. Obtain a compatible driver for the device
and click Update Driver to start the Hardware Update
Wizard.

A driver for this device was
not required and has been
disabled. (Code 32)

A dependent service for this device has been set to
Disabled. Check the event logs to determine which
services should be enabled and started.

Windows cannot determine
which resources are required
for this device. (Code 33)

This might indicate a bad device or bad hardware.
This error code can also occur with legacy ISA
devices; upgrade the driver and/or refer to the device
documentation on how to set resource usage.
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Error Message

Correction Action

Windows cannot determine
the settings for this device.
(Code 34)

The legacy device must be manually configured. Verify
the device jumpers or BIOS settings and then configure
the device resource usage using the Resources tab of the
device's Properties dialog box.

Your computer’s system
firmware does not include
enough information to
properly configure and use
this device. (Code 35)

This error occurs on multiprocessor systems. Update the
BIOS; check for a BIOS option to use MPS 1.1 or MPS 1.4.
Usually you want MPS 1.4.

This device is requesting a PCI
interrupt but is configured for
an ISA interrupt (or vice versa).
(Code 36)

ISA interrupts are nonshareable. If a device is in a PCl slot
but the slot is configured in BIOS as "reserved for ISA,” the
error might be displayed. Change the BIOS settings.

Windows cannot initialize the
device driver for this hardware.
(Code 37)

Run the Hardware Update Wizard by clicking Update
Driver on the Driver tab.

Windows cannot load the
device driver for this hardware
because a previous instance
of the device driver is still in
memory. (Code 38)

A device driver in memory is causing a conflict. Restart
the computer.

Windows cannot load the
device driver for this hardware.
The driver might be corrupted
or missing. (Code 39)

Check to ensure that the hardware device is properly
installed and connected and that it has power. If it is
properly installed and connected, look for an updated
driver or reinstall the current driver.

Windows cannot access

this hardware because its
service key information in the
Registry is missing or recorded
incorrectly. (Code 40)

The Registry entry for the device driver is invalid. Reinstall
the driver.

Windows has stopped this
device because it has reported
problems. (Code 43)

The device was stopped by the operating system. You
might need to uninstall and then reinstall the device.
The device might have problems with the no-execute
processor feature. In this case, check for a new driver.

An application or service has
shut down this hardware
device. (Code 44)

The device was stopped by an application or service.
Restart the computer. The device might have problems
with the no-execute processor feature. In this case, check
for a new driver.

Resolving Resource Conflicts

Anyone who remembers IRQ conflicts will be thankful that current computers support
the ACPI BIOS. With the ACPI BIOS, resources are allocated automatically by the oper-
ating system at startup, and multiple devices can share the same IRQ settings. These

changes mean IRQ conflicts are largely a thing of the past. However, the ACPI depends
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on Plug and Play, and devices that are not fully compatible can sometimes cause prob-
lems, particularly legacy ISA devices.

TROUBLESHOOTING

Check the device slot configuration

Some conflicts occur because PCl interrupts are shareable, while ISA interrupts are
nonshareable. Typically, this is a BIOS problem. If a device is in a PCl slot but the slot is
configured in BIOS as “reserved for ISA,” a conflict can occur. You must change the BIOS
settings rather than the resource configuration to resolve the problem.

If you suspect a device conflict is causing a problem with the current device, check the
Conflicting Device list in the lower portion of the Resources tab. It will either list No
Conflicts or the specific source of a known conflict. In Device Manager, you can quickly
check resource allocations by choosing Resources By Type or Resources By Connection

on the View menu.

In Figure 8-12, both ISA and PCI devices are using IRQ settings. You'll note that each
ISA device has a separate IRQ setting, while multiple PCI devices share the same IRQ
settings. This is very typical. Note also that several devices have a warning icon with
an exclamation point. This is because the device isn’t configured properly, not because
there’s a conflict. In this example, there are no conflicts.
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Figure 8-12 View resources by type or resources by connection to check resource settings in

Device Manager.
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Another way to check for conflicts is to use the System Information utility
(Msinfo32.exe). Start the System Information utility by clicking All Programs, Accesso-
ries, System Tools, and then System Information. In System Information, expand Hard-
ware Resources, and then select Conflicts/Sharing.

As shown in Figure 8-13, a list of all resources that are in use is displayed. Again, keep
in mind that devices can share IRQ settings thanks to the ACPI, so what you are look-
ing for are two unrelated devices sharing the same memory addresses or I/O ports,
which would cause a conflict. Keep in mind that related devices can share memory
addresses and /O ports. In the example, the Intel 975X PCI Express Root Port shares
the same I/O port as the Standard VGA Graphics Adapter and the PCI Bus shares the
same memory addresses as the Motherboard Resources. That's okay because they are
related.
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Figure 8-13 Use System Information to check for resource conflicts.

You can try to resolve resource conflicts in several different ways. Some devices use
jumpers to manage resource settings, and in this case, the operating system cannot con-
trol the resource settings. To make changes, you must shut down the computer, remove
the device, change the jumper settings, and then replace the device. In some cases, the
jumpers are managed through software rather than an actual jumper switch. Here, you
would use the device setup or configuration utility to change the resource settings.

For PCI devices, you can try swapping the cards between PCI slots. This will help if

the IRQ or other resource settings are assigned on a per-slot basis, as is the case with
some motherboards. You might be able to check the motherboard documentation to see
which IRQ interrupts are assigned to which slots. In any case, you'll need to experiment
to see which card configuration works.
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For PCI devices, a conflict could also be caused by the device driver and the way it
works with the ACPI BIOS. You should check to see whether an updated device driver
and a BIOS update are available. Installing one or both should resolve the conflict.

As alast resort, you can change the resource settings manually for some devices in
Device Manager. On the Resources tab, shown in Figure 8-14, select the resource type
that you want to work with. If you can make a change, you should be able to clear the
Use Automatic Settings check box and then see whether any of the alternate configura-
tions in the Setting Based On box resolve the conflict. Keep in mind that you are now
manually managing the resource settings. To allow the Windows operating system

again to manage the settings automatically, you must select the Use Automatic Settings
check box.
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Figure 8-14 For legacy devices, you can use a different configuration
to see whether this resolves a conflict.
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Everyone who accesses a computer, whether in a workgroup or on a domain, at one
time or another has worked with the Windows Registry whether the person real-
izes it or not. Whenever you log on, your user preferences are read from the Registry.
Whenever you make changes to the system configuration, install applications or hard-
ware, or make other changes to the working environment, the changes are stored in the
Registry. Whenever you uninstall hardware, applications, or system components, these
changes are recorded in the Registry as well.

The Registry is the central repository for configuration information in Microsoft
Windows. Applications, system components, device drivers, and the operating system
kernel all use the Registry to store settings and to obtain information about user prefer-
ences, system hardware configuration, and system defaults. The Registry also stores
information about security settings, user rights, local accounts, and much more. Unlike
Microsoft Windows NT, in domains, later versions of Windows do not store informa-
tion about domain accounts or network objects in the Registry; these settings are man-
aged by Active Directory Domain Services as discussed in Part 5, “Managing Active
Directory and Security.”

With so much information being read from and written to the Registry, it is not only
important for administrators to understand its structures and uses, it is essential. You
should know the types of data the Registry works with, what type of data is stored
where, and how to make changes if necessary. This is important because often when
you must fine-tune system configuration or correct errors to stabilize systems, you may
be instructed to access the Registry and make such and such a change. Generally, the
instructions assume you know what you're doing. Unfortunately, if you attempt such a
change and really don’t know what you're doing, you could make it so the system won’t
boot at all. So, with this in mind, let’s look at how the Registry works and how you can
work with it.
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Introducing the Registry

The Registry is written as a binary database with the information organized in a hier-
archy. This hierarchy has a structure much like that used by a file system and is an
inverted tree with the root at the top of the tree. Any time the Windows operating sys-
tem must obtain system default values or information about your preferences, it obtains
this information from the Registry. Any time you install programs or make changes in
Control Panel, these changes usually are written to the Registry.

I say “usually” because in Windows domains some configuration information is written
to Active Directory directory service. For example, beginning with Microsoft Windows
2000, information about user accounts and network objects is stored in Active Directory.
In addition, when you promote a member server to a domain controller, key Registry
settings that apply to the server, such as the default configuration values, are transferred
to Active Directory and thereafter managed through Active Directory. If you were later
to demote the domain controller, the original Registry settings would not be restored
either. Instead, the default settings are restored as they would appear on a newly
installed server.

The Registry’s importance is that it stores most of a system’s state. If you make prefer-
ence and settings changes to a system, these changes are stored in the Registry. If a
system dies and cannot be recovered, you don’t have to install a new system and then
configure it to look like the old one. You could instead install Windows Server 2008
and then restore a backup of the failed system’s Registry. This restores all the prefer-
ences and settings of the failed system on the new system.

Although it’s great that the Registry can store settings that you've made, you might be
wondering what else the Registry is good for. Well, in addition to storing settings that
you've made, the Registry stores settings that the operating system makes as well. For
example, the operating system kernel stores information needed by device drivers in
the Registry, including the driver initialization parameters, which allows the device
drivers to configure themselves to work with the system’s hardware.

Many other system components make use of the Registry as well. When you install
Windows Server 2008, the setup choices you make are used to build the initial Registry
database. Setup modifies the Registry whenever you add or remove hardware from a
system. Similarly, application setup programs modify the Registry to store the applica-
tion installation settings and to determine whether components of the application are
already installed. Then, when you run applications, the applications make use of the
Registry settings.
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Unlike previous releases of Windows, however, Windows Vista and Windows Server
2008 don't always store application settings directly in the Registry and may in fact
read some settings from a user’s profile. This behavior is new and occurs because of
User Account Control (UAC). Of the many features UAC implements, there are two key
features that change the way Windows installs and runs applications: application run
levels and application virtualization.

To support run levels and virtualization, all applications that run on Windows Vista
and Windows Server 2008 have a security token. The security token reflects the level of
privileges required to run the application. Applications written for Windows Vista and
Windows Server 2008 can have either an administrator token or a standard user token.
Applications with administrator tokens require elevated privileges to run and perform
core tasks. After it’s started in elevated mode, an application with an administrator
token can perform tasks that require administrator privileges and can also write to sys-
tem locations of the Registry and the file system.

On the other hand, applications with standard user tokens do not require elevated
privileges to run and perform core tasks. After it’s started in standard user mode, an
application with a standard user token must request elevated privileges to perform
administration tasks. For all other tasks, the application should not run using elevated
privileges. Further, the application should write data only to nonsystem locations of the
Registry and the file system.

Standard user applications run in a special compatibility mode and use file system and
Registry virtualization to provide virtualized views of resources. When an application
attempts to write to a system location, Windows Vista and Windows Server 2008 give
the application a private copy of the file or Registry value. Any changes are then written
to the private copy and this private copy is in turn stored in the user’s profile data. If the
application attempts to read or write to this system location again, it is given the private
copy from the user’s profile to work with. By default, if an error occurs when working
with virtualized data, the error notification and logging information show the virtual-
ized location rather than the actual location the application was trying to work with.

The Transactional Registry

Windows Server 2008 implements transactional technology in the kernel to preserve
data integrity and handle error conditions when writing to the NTFS file system and the
Registry. Applications that are written to take advantage of the Transactional Registry
can use transactions to manage Registry changes as discrete operations that can be com-
mitted if successful or rolled back if unsuccessful. While a transaction is active, Registry
changes are not visible to users or other applications—it is only when Windows Server
2008 commits the transaction that the changes are applied fully and become visible.
Transactions used with the Registry can be coordinated with any other transactional
resource, such as Microsoft Message Queuing (MSMQ). If the operating system fails dur-
ing a transaction, work that has started to commit is written to the disk and incomplete
transactional work is rolled back.
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Controlling virtualization

In Local Security Policy, Security Options can enable or disable Registry virtualization.
With Windows Vista and Windows Server 2008, a new security setting is provided for this
purpose: User Account Control: Virtualize File And Registry Write Failures To Per-User
Locations. This security setting enables the redirection of legacy application write fail-
ures to defined locations in the Registry and file system. This feature is designed to allow
legacy programs that require administrator privileges to run. When enabled as per the
default setting, this setting allows redirection of application write failures to defined user

F locations for both the file system and the Registry. When you disable this setting, appli-
cations that write data to protected locations silently fail.

To view or modify this setting in the Local Security Settings console, click Start, click
Administrative Tools, and then click Local Security Policy. This opens the Local Security
Policy console. Expand the Local Policies node in the left pane and then select the Secu-
rity Options node. In the main pane, you should now see a list of policy settings. Scroll
down through the list of security settings. Double-click User Account Control: Virtualize
File And Registry Write Failures To Per-User Locations. On the Local Policy Setting tab of
the dialog box, you'll see the current enabled or disabled state of the setting. To change
the state of the setting select Enabled or Disabled as appropriate and then click OK.

Understanding the Registry Structure

Many administrative tools are little more than friendly user interfaces for managing the
Registry, especially when it comes to Control Panel. So, rather than having you work
directly with a particular area of the Registry, Microsoft provides tools that you can use
to make the necessary changes safely and securely. Use these tools—that’s what they
are for.

CAUTION

The importance of using the proper tools to make Registry changes cannot be over-
stated. If there's a tool that lets you manage an area of the Registry, you should use it.
Don't fool around with the Registry just because you can. Making improper changes to
the Registry can cause a system to become unstable, and in some cases, it could even
make it so the system won't boot.

As you can see, nearly everything you do with the operating system affects the Registry
in one way or another. That's why it’s so important to understand what the Registry is
used for, how you can work with it, how you can secure it, and how you can maintain it.

The Registry is first a database. Like any other database, the Registry is designed
for information storage and retrieval. Any Registry value entry can be identified by
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specifying the path to its location. For example, the path HKEY_LOCAL_MACHINE\
SOFTWARE\Microsoft\ServerManager\DoNotOpenServerManagerAtLogon specifies
a Registry value that you can use to enable or disable the automatic display of Server
Manager at log on.

Figure 9-1 shows this value in the Registry. Because of its hierarchical structure, the
Registry appears to be organized much like a file system. In fact, its structure is often
compared to that of a file system. However, this is a bit misleading because there is no
actual folder/file representation on a system’s hard disk to match the structure used by
the Registry. The Registry’s actual physical structure is separate from the way Registry
information is represented. Locations in the Registry are represented by a logical struc-
ture that has little correlation to how value entries are stored.

Unlike Windows 2000 and Windows NT, Windows Server 2003 and Windows Server
2008 support larger Registry sizes than were previously possible and no longer keep
the entire Registry in paged pool memory. Instead, 256-kilobyte (KB) views of the Reg-
istry are mapped into system cache as needed. This is an important change from the
original architecture of the Registry, which effectively limited the Registry to about 80
percent of the total size of paged pool memory. The new Registry implementation is
limited only by available space in the paging file.

Value entries
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Figure 9-1 Accessing a value according to its path in the Registry.

At startup, 256-KB mapped views of the Registry are loaded into system cache so that
Windows Server 2008 can quickly retrieve configuration information. Some of the Reg-
istry’s information is created dynamically based on the system hardware configuration
at startup and doesn’t exist until it is created. For the most part, however, the Registry
is stored in persistent form on disk and read from a set of files called hives. Hives are
binary files that represent a grouping of keys and values. You'll find the hive files in the
%SystemRoot%\System32\Config directory. Within this directory, you'll also find .sav,
log files, which serve as backup files for the Registry.
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Windows Server 2008 manages the Registry size
and memory use

Windows NT and Windows 2000 store the entire Registry in paged, pooled memory. For
32-bit systems, this limits the Registry to approximately 160 megabytes (MB) because of
the layout of the virtual address space in the operating system kernel. Unfortunately, in
this configuration as the Registry grows in size it uses a considerable amount of paged,
pooled memory and can leave too little memory for other kernel-mode components.

| Windows Server 2003 and Windows Server 2008 resolve this problem by changing the
| way the Registry is stored in memory. Under the new implementation, 256-KB mapped
views of the Registry are loaded into the system cache as necessary by the Cache Man-
ager. The rest of the Registry is stored in the paging file on disk. Because the Registry
— is written to system cache, it can exist in system random access memory (RAM) and be
paged to and from disk as needed. In previous versions of the Windows operating sys-
tem, the operating system allowed you to control the maximum amount of memory and
disk space that could be used by the Registry. With the improved memory management
features, the operating system has now taken over control of managing how much mem-
ory the Registry uses. Most member servers use between 20 and 25 MB of memory for
the Registry. Domain controllers or servers that have many configuration components,
services, and applications can use considerably more. That said, however, one of my key
domain controllers uses only 25 to 30 MB of memory for the Registry. This represents
quite a change from the old architecture, when the in-memory requirements of the Reg-
istry could be up to 160 MB.

To read the Registry you need a special editor. The editor provided in Windows Server

2008 is Registry Editor. By using Registry Editor, you can navigate the Registry’s logical

structure from the top of the database to the bottom. From the top down, the levels of
the database are defined as root keys, subkeys, and value entries.

Regedit replaces Regedt32

Unlike previous versions of the Windows operating system that included two versions of
Registry Editor, Windows Server 2003 and Windows Server 2008 ship with a single ver-
sion. This version, Regedit.exe, integrates all of the features of both the previous Registry
editors. From the original Regedit.exe it gets its core features. From Regedt32.exe, which
is no longer available, it gets its security and Favorites features. By using the Permissions
feature, you can view and manage permissions for Registry values. By using the Favorites
feature, you can create and use favorites to quickly access stored locations within the
Registry.

Regedt32 really is gone—although I, like many administrators, still refer to it. It is, after
all, the editor administrators used because it gave us the ability to manage Registry secu-
rity and it is the one that was recommended for administrators over Regedit. Because old
habits die hard, Windows Server 2008 still has a stub file for Regedt32. However, if you
run Regedt32, the operating system in fact starts Regedit.
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At the top of the Registry hierarchy are the root keys. Each root key contains several
subkeys, which contain other subkeys and value entries. The names of value entries
must be unique within the associated subkey, and the value entries correspond to spe-
cific configuration parameters. The settings of those configuration parameters are the
values stored in the value entry. Each value has an associated data type that controls
the type of data it can store. For example, some value entries are used to store only
binary data, while others are used to store only strings of characters, and the value’s
data type controls this.

We can now break down the Registry path HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows NT\CurrentVersion\Winlogon\AllowMultipleTSSessions so that it
is more meaningful. Here, HKEY_LOCAL_MACHINE is the root key. Each entry below
the root key until we get to AllowMultipleTSSessions represents a subkey level within the
Registry hierarchy. Finally, AllowMultipleTSSessions is the actual value entry.

The Registry is very complex and it is often made more confusing because documenta-
tion on the subject uses a variety of different terms beyond those already discussed.
When reading about the Registry in various sources, you might see references to the
following:

® Subtrees A subtree is a name for the tree of keys and values stemming from a
root key down the Registry hierarchy. In documentation, you often see root keys
referred to as subtrees. What the documentation means when it refers to a subtree
is the branch of keys and values contained within a specified root key.

e Keys Technically, root keys are the top of the Registry hierarchy, and everything
below a root key is either a subkey or a value entry. In practice, subkeys are often
referred to as keys. It’s just easier to refer to such and such a key—sort of like when
we refer to “such and such a folder” rather than saying “subfolder.”

® Values A value is the lowest level of the Registry hierarchy. For ease of reference,
value entries are often simply referred to as values. Technically, however, a value
entry comprises three parts: a name, a data type, and a value. The name identi-
fies the configuration setting. The data type identifies the format for the data. The
value is the actual data within the entry.

Now that you know the basics of the Registry’s structure, let’s dig deeper, taking a
closer look at the root keys, major subkeys, and data types.

Registry Root Keys

The Registry is organized into a hierarchy of keys, subkeys, and value entries. The
root keys are at the top of the hierarchy and form the primary branches, or subtrees,
of Registry information. There are two physical root keys, HKEY_LOCAL_MACHINE
and HKEY_USERS. These physical root keys are associated with actual files stored on
the disk and are divided into additional logical groupings of Registry information. As
shown in Table 9-1, the logical groupings are simply subsets of information gathered
from HKEY_LOCAL_MACHINE and HKEY_USERS.
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Table 9-1 Registry Subtrees

Subtree

Description

Physical Subtree

HKEY_LOCAL_MACHINE (HKLM)

Stores all the settings that pertain to the hardware
currently installed on the machine.

HKEY_USERS (HKU)

Stores user profile data for each user who has
previously logged on to the computer locally as
well as a default user profile.

Logical Subtree

HKEY_CLASSES_ROOT (HKCR)

Stores all file associations and object linking and
embedding (OLE) class identifiers. This subtree is
built from HKEY_LOCAL_MACHINE\SOFTWARE\
Classes and HKEY_CURRENT_USER\SOFTWARE\

Classes.

HKEY_CURRENT_CONFIG (HKCC)

Stores information about the hardware
configuration with which you started the system.
This subtree is built from HKEY_LOCAL_MACHINE\
SYSTEM\CurrentControlSet\Hardware Profiles\
Current, which in turn is a pointer to a numbered
subkey that has the current hardware profile.

HKEY_CURRENT_USER (HKCU)

Stores information about the user currently logged
on. This key has a pointer to HKEY_USERS\UserSID,
where UserSID is the security identifier for the
current user as well as for the default profile
discussed previously.

The Registry on 64-bit Windows systems

The Registry on 64-bit Windows systems is divided into 32-bit and 64-bit keys. Many
keys are created in both 32-bit and 64-bit versions, and although the keys belong to dif-
ferent branches of the Registry, they have the same name. On these systems, Registry
Editor (Regedit.exe) is designed to work with both 32-bit and 64-bit keys. The 32-bit keys,
however, are represented with the WOW64 Registry redirector and appear under the
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node key. If you want to work directly
with the 32-bit keys, you can do so by using the 32-bit Registry editor located in the file
path %SystemRoot%\Syswow64\Regedit.

To support both 32-bit and 64-bit interoperability through the Component Object
Model (COM) and the use of 32-bit programs, the WOW64 redirector mirrors COM-
related Registry keys and values between the 64-bit and 32-bit Registry views. In some
cases, the keys and values are modified during the reflection process to adjust path-
names and other values that might be version-dependent. This, in turn, means that the

32-bit and 64-bit values might differ.
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HKEY_LOCAL_MACHINE

HKEY_LOCAL_MACHINE, abbreviated as HKLM, contains all the settings that pertain
to the hardware currently installed on a system. It includes settings for memory, device
drivers, installed hardware, and startup. Applications are supposed to store settings in
HKLM only if the related data pertains to everyone who uses the computer.

As Figure 9-2 shows, HKLM contains the following major subkeys:
e COMPONENTS
e HARDWARE
e SAM
e SECURITY
e SOFTWARE
e SYSTEM

These subkeys are discussed in the sections that follow.
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Figure 9-2 Accessing HKEY_LOCAL_MACHINE in the Registry.

s

HKLM\COMPONENTS

Windows Vista and Windows Server 2008 store information about updates and
Windows features in a data store. These operating systems use the HKLM\COMPO-
NENTS key to store information regarding the configuration and state of the data store,
including the store architecture and format version. Windows Vista and Windows
Server 2008 make changes to this data store whenever you download or install updates
as well as when you add or remove features.
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If the component data store becomes corrupted you may see error code 0x80073712
whenever you try to install an update using the Windows Update Web site or you may
find that Windows Features are not listed when you try to add or remove features. In this
case, you can tell Windows that the store has become corrupted and should be rebuilt
by typing the following command at an elevated command prompt: reg delete HKLM\
COMPONENTS /v StoreDirty. See Microsoft Knowledge Base article 931712 for more
information (http://support.microsoft.com/kb/931712).

HKLM\HARDWARE

HKLM\HARDWARE stores information about the hardware configuration for the
computer. This key is re-created by the operating system each time you start Windows
Server 2008, and it exists only in memory, not on disk. To build this key, the operat-
ing system enumerates every device it can find by scanning the system buses and by
searching for specific classes of devices, such as serial ports, keyboards, and pointer
devices.

Under HKLM\HARDWARE, you'll find four standard subkeys that are dynamically
created at startup and contain the information gathered by the operating system. These
subkeys are as follows:

® ACPI Contains information about the Advanced Configuration Power Interface
(ACPI), which is a part of system BIOS that supports Plug and Play and advanced
power management. This subkey doesn’t exist on non-ACPI-compliant computers.

® DESCRIPTION Contains hardware descriptions including those for the system’s
central processor, floating-point processor, and multifunction adapters. For porta-
ble computers, one of the multifunction devices lists information about the dock-
ing state. For any computer with multipurpose chip sets, one of the multifunction
devices lists information about the controllers for disks, keyboards, parallel ports,
serial ports, and pointer devices. There’s also a catchall category for other control-
lers, such as when a computer has a PC Card controller.

e DEVICEMAP Contains information that maps devices to device drivers. You'll find
device mappings for keyboards, pointer devices, parallel ports, Small Computer
System Interface (SCSI) ports, serial ports, and video devices. Of particular note
is that within the VIDEO subkey is a value entry for the VGA-compatible video
device installed on the computer. This device is used when the computer must
start in VGA display mode.

® RESOURCEMAP Contains mappings for the hardware abstraction layer (HAL),
for the Plug and Play Manager, and for available system resources. Of particular
note is the Plug and Play Manager. It uses this subkey to record information about
devices it knows how to handle.
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Additional nonstandard subkeys can exist under HKLM\HARDWARE. The subkeys are
specific to the hardware used by the computer.

HKLM\SAM

HKLM\SAM stores the Security Accounts Manager (SAM) database. When you create
local users and groups on member servers and workstations, the accounts are stored
in HKLM\SAM as they were in Windows NT. This key is also used to store information
about built-in user and group accounts, as well as group membership and aliases for
accounts.

By default, the information stored in HKLM\SAM is inaccessible through Registry
Editor. This is a security feature designed to help protect the security and integrity of
the system.

HKLM\SECURITY

HKLM\SECURITY stores security information for the local machine. It contains infor-
mation about cached logon credentials, policy settings, service-related security settings,
and default security values. It also has a copy of the HKLM\SAM. As with the HKLM\
SAM subkey, this subkey is inaccessible through Registry Editor. This is a security fea-
ture designed to help protect the security and integrity of the system.

HKLM\SOFTWARE

HKLM\SOFTWARE stores machine-wide settings for every application and system
component installed on the system. This includes setup information, executable paths,
default configuration settings, and registration information. Because this subkey
resides under HKLM, the information here is applied globally. This is different from the
HKCU\SOFTWARE configuration settings, which are applied on a per-user basis.

As Figure 9-3 shows, you'll find many important subkeys within HKLM\SOFTWARE,
including the following:

® (lasses Contains all file associations and OLE class identifiers. This is also the
key from which HKEY_CLASSES_ROOT is built.

® C(lients Stores information about protocols and shells used by every client appli-
cation installed on the system. This includes the calendar, contacts, mail, media,
and news clients.

® Microsoft Contains information about every Microsoft application and compo-
nent installed on the system. This includes their complete configuration settings,
defaults, registration information, and much more. You'll find most of the graphi-
cal user interface (GUI) preferences in HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion. You'll find the configuration settings for most system compo-
nents, language packs, hot fixes, and more under HKLM\SOFTWARE\Microsoft\
Windows NT\CurrentVersion.
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® ODBC Contains information about the Open Database Connectivity (ODBC)
configuration on the system. It includes information about all ODBC drives and
ODBC file Data Source Names (DSNSs).

® Policies Contains information about local policies for applications and compo-
nents installed on the system.
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Figure 9-3 Accessing HKEY_LOCAL_MACHINE\SOFTWARE in the Registry.

Ea I W W e B

sz

HKLM\SYSTEM

HKLM\SYSTEM stores information about device drivers, services, startup parameters,
and other machine-wide settings. You'll find several important subkeys within HKLM\
SYSTEM. One of the most important is HKLM\SYSTEM\CurrentControlSet, as shown
in Figure 9-4.

CurrentControlSet contains information about the set of controls and services used for
the last successful boot of the system. This subkey always contains information on the
set of controls actually in use and represents the most recent successful boot. The oper-
ating system writes the control set as the final part of the boot process so that it updates
the Registry as appropriate to reflect which set of controls and services were last used
for a successful boot. This is, in fact, how you can boot a system to the Last Known
Good Configuration after it crashes or experiences a Stop error.
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Figure 9-4 Accessing HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet in the Registry.

HKLM\SYSTEM also contains previously created control sets. These are saved under
the subkeys named ControlSet001, ControlSet002, and so forth. Within the control
sets, you'll find four important subkeys:

e Control Contains control information about key operating system settings, tools,
and subcomponents, including the HAL, keyboard layouts, system devices, inter-
faces, and device classes. Under BackupRestore, you'll find the saved settings for
Backup, which include lists of Automated System Recovery (ASR) keys, files, and
Registry settings not to restore. Under the SafeBoot subkey, you'll find the control
sets used for minimal and network-only boots of the system.

e Enum Contains the complete enumeration of devices found on the computer
when the operating system scans the system buses and searches for specific
classes of devices. This represents the complete list of devices present during
startup of the operating system.

e Hardware Profiles Contains a subkey for each hardware profile available on the
system. The fi