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Introduction

Welcome to Windows Server 2012 Pocket Consultant. Over the years, I've writ-
ten about many different server technologies and products, but the one
product | like writing about the most is Microsoft Windows Server. For anyone tran-
sitioning to Windows Server 2012 from an earlier release of Windows Server, I'll let
you know right up front that | believe this is the most significant update to Windows
Server since the introduction of Windows 2000 Server. While the extensive Ul
changes are a key part of the revisions to the operating system, the deeper changes
are below the surface, in the underlying architecture.

The good news is Windows Server 2012 builds off the same code base as
Microsoft Windows 8. This means that you can apply much of what you know
about Windows 8 to Windows Server 2012, including how Windows works with
touch-based user interfaces. Although you might not install Windows Server 2012
on touch Ul-capable computers, you can manage Windows Server 2012 from your
touch Ul-capable computers. If you do end up managing it this way, understanding
the touch Ul as well as the revised interface options will be crucial to your success.
For this reason, | discuss both the touch Ul and the traditional mouse and keyboard
techniques throughout this book.

When you are working with touch Ul-enabled computers, you can manipulate
onscreen elements in ways that weren't possible previously. You can enter text using
the onscreen keyboard and interact with screen elements in the following ways:

m Tap Tap anitem by touching it with your finger. A tap or double-tap
of elements on the screen generally is the equivalent of a mouse click or
double-click.

= Press and hold Press your finger down and leave it there for a few sec-
onds. Pressing and holding elements on the screen generally is the equiva-
lent of a right-click.

= Swipe to select Slide an item a short distance in the opposite direction
compared to how the page scrolls. This selects the items and also might
bring up related commands. If pressing and holding doesn't display com-
mands and options for an item, try using swipe to select instead.

= Swipe from edge (slide in from edge) Starting from the edge of the
screen, swipe or slide in. Sliding in from the right edge opens the Charms
panel. Sliding in from the left edge shows open apps and allows you to easily
switch between them. Sliding in from the top or bottom edge shows com-
mands for the active element.

= Pinch Touch an item with two or more fingers and then move the fingers
toward each other. Pinching zooms in or shows less information.

m Stretch Touch an item with two or more fingers and then move the fingers
away from each other. Stretching zooms out or shows more information.
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Because I've written many top-selling Windows Server books, | was able to bring
a unique perspective to this book—the kind of perspective you gain only after
working with technologies for many years. Long before there was a product called
Windows Server 2012, | was working with the beta product. From these early begin-
nings, the final version of Windows Server 2012 evolved until it became the finished
product that is available today.

As you've probably noticed, a great deal of information about Windows Server
2012 is available on the web and in other printed books. You can find tutorials,
reference sites, discussion groups, and more to make using Windows Server 2012
easier. However, the advantage of reading this book is that much of the informa-
tion you need to learn about Windows Server 2012 is organized in one place and
presented in a straightforward and orderly fashion. This book has everything you
need to customize Windows Server 2012 installations, master Windows Server 2012
configurations, and maintain Windows Server 2012 servers.

In this book, | teach you how features work, why they work the way they do,
and how to customize them to meet your needs. | also offer specific examples of
how certain features can meet your needs, and how you can use other features to
troubleshoot and resolve issues you might have. In addition, this book provides tips,
best practices, and examples of how to optimize Windows Server 2012. This book
won't just teach you how to configure Windows Server 2012, it will teach you how
to squeeze every last bit of power out of it and make the most of the features and
options it includes.

Unlike many other books about administering Windows Server 2012, this book
doesn't focus on a specific user level. This isn't a lightweight beginner book. Regard-
less of whether you are a beginning administrator or a seasoned professional, many
of the concepts in this book will be valuable to you, and you can apply them to your
Windows Server 2012 installations.

Who Is This Book For?

Windows Server 2012 Pocket Consultant covers all editions of Windows Server 2012.
The book is designed for the following readers:

= Current Windows system administrators

m  Accomplished users who have some administrator responsibilities

= Administrators upgrading to Windows Server 2012 from previous versions

= Administrators transferring from other platforms

To pack in as much information as possible, | had to assume that you have basic
networking skills and a basic understanding of Windows Server. With this in mind,
| don't devote entire chapters to explaining Windows Server architecture, Windows
Server startup and shutdown, or why you want to use Windows Server. | do, how-
ever, cover Windows server configuration, Group Policy, security, auditing, data
backup, system recovery, and much more.
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| also assume that you are fairly familiar with Windows commands and proce-
dures as well as the Windows user interface. If you need help learning Windows
basics, you should read other resources (many of which are available from Microsoft
Press).

How This Book Is Organized

Rome wasn’t built in a day, and this book wasn't intended to be read in a day, in

a week, or even in a month. Ideally, you'll read this book at your own pace, a little
each day as you work your way through all the features Windows Server 2012 has
to offer. This book is organized into 16 chapters. The chapters are arranged in a
logical order, taking you from planning and deployment tasks to configuration and
maintenance tasks.

Ease of reference is an essential part of this hands-on guide. This book has an
expanded table of contents and an extensive index for finding answers to problems
quickly. Many other quick-reference features have been added to the book as well,
including quick step-by-step procedures, lists, tables with fast facts, and extensive
cross references.

As with all Pocket Consultants, Windows Server 2012 Pocket Consultant is
designed to be a concise and easy-to-use resource for managing Windows servers.
This is the readable resource guide that you'll want on your desktop at all times.
The book covers everything you need to perform the core administrative tasks for
Windows servers. Because the focus is on giving you maximum value in a pocket-
size guide, you don’t have to wade through hundreds of pages of extraneous infor-
mation to find what you're looking for. Instead, you'll find exactly what you need to
get the job done, and you'll find it quickly.

In short, the book is designed to be the one resource you turn to whenever
you have questions regarding Windows Server administration. To this end, the
book zeroes in on daily administration procedures, frequently performed tasks,
documented examples, and options that are representative while not necessarily
inclusive. One of my goals is to keep the content so concise that the book remains
compact and easy to navigate while at the same time ensuring that it is packed with
as much information as possible.

Conventions Used in This Book

I've used a variety of elements to help keep the text clear and easy to follow. You'll
find code listings in monospace type. When | tell you to actually type a command,
the command appears in bold type. When | introduce and define a new term or use
a code term in a paragraph of text, | put it in italics.
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NOTE Group Policy now includes both policies and preferences. Under the Com-
puter Configuration and User Configuration nodes, you find two nodes: Policies and
Preferences. Settings for general policies are listed under the Policies node. Settings
for general preferences are listed under the Preferences node. When referencing
settings under the Policies node, | sometimes use shortcut references, such as User
Configuration\Administrative Templates\Windows Components, or specify that the
policies are found in the Administrative Templates for User Configuration under
Windows Components. Both references tell you that the policy setting being discussed
is under User Configuration rather than Computer Configuration and can be found
under Administrative Templates\Windows Components.

Other conventions include the following:

= Best Practices To examine the best technique to use when working with
advanced configuration and maintenance concepts

= Caution To warn you about potential problems you should look out for

= More Info To provide more information on a subject

= Note To provide additional details on a particular point that needs
emphasis

= Real World To provide real-world advice when discussing advanced topics

= Security Alert To point out important security issues

= Tip To offer helpful hints or additional information

| truly hope you find that Windows Server 2012 Pocket Consultant provides
everything you need to perform the essential administrative tasks on Windows
servers as quickly and efficiently as possible. You are welcome to send your thoughts
to me at williamstanek@aol.com. Follow me on Twitter at WilliamStanek and on
Facebook at www.facebook.com/William.Stanek.Author.

Other Resources

No single magic bullet for learning everything you'll ever need to know about
Windows Server 2012 exists. While some books are offered as all-in-one guides,
there’s simply no way one book can do it all. With this in mind, | hope you use this
book as it is intended to be used—as a concise and easy-to-use resource. It covers
everything you need to perform core administration tasks for Windows servers, but
it is by no means exhaustive.

Your current knowledge will largely determine your success with this or any other
Windows resource or book. As you encounter new topics, take the time to practice
what you've learned and read about. Seek out further information as necessary to
get the practical hands-on know-how and knowledge you need.

| recommend that you regularly visit the Microsoft website for Windows Server
(microsoft.com/windowsserver/) and support.microsoft.com to stay current with the
latest changes. To help you get the most out of this book, you can visit my cor-
responding website at williamstanek.com/windows. This site contains information
about Windows Server 2012 and updates to the book.
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Errata & Book Support

We've made every effort to ensure the accuracy of this book and its companion
content. Any errors that have been reported since this book was published are listed
on our Microsoft Press site at oreilly.com:

http://go.microsoft.com/FWLink/?Linkid=258651

If you find an error that is not already listed, you can report it to us through the
same page.

If you need additional support, email Microsoft Press Book Support at:
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through
the addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most
valuable asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks
in advance for your input!

Stay in Touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/
MicrosoftPress.
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I\/I icrosoft Windows Server 2012 is a powerful, versatile, full-featured server
operating system that builds on the enhancements that Microsoft provided
in Windows Server 2008 Release 2. Windows Server 2012 and Windows 8 share

a number of common features because they were part of a single development
project. These features share a common code base and extend across many areas
of the operating systems, including management, security, networking, and stor-
age. Because of this, you can apply much of what you know about Windows 8 to
Windows Server 2012.

This chapter covers getting started with Windows Server 2012 and explores the
extent to which the architectural changes affect how you work with and manage
Windows Server 2012. Throughout this chapter and the other chapters of this
book, you'll also find discussions of the many security features and enhancements.
These discussions explore all aspects of computer security, including physical
security, information security, and network security. Although this book focuses
on Windows Server 2012 administration, the tips and techniques it presents can
help anyone who supports, develops for, or works with the Windows Server 2012
operating system.



Windows Server 2012 and Windows 8

Before you deploy Windows Server 2012, you should carefully plan the server archi-
tecture. As part of your implementation planning, you need to look closely at the
software configuration that will be used and modify the hardware configuration on
a per-server basis to meet related requirements. For additional flexibility in server
deployments, you can deploy servers using one of three installation types:

= Server With A GUI installation An installation option that provides full
functionality—also referred to as a full-server installation. You can configure
a server to have any allowed combination of roles, role services, and features,
and a full user interface is provided for managing the server. This installation
option provides the most dynamic solution and is recommended for deploy-
ments of Windows Server 2012 in which the server role might change over
time.

= Server Core installation A minimal installation option that provides
a fixed subset of roles but does not include the Server Graphical Shell,
Microsoft Management Console, or Desktop Experience. You can configure a
Server Core installation with a limited set of roles. A limited user interface is
provided for managing the server, and most management is done locally at a
command prompt or remotely using management tools. This installation op-
tion is ideally suited to situations in which you want to dedicate servers to a
specific server role or combination of roles. Because additional functionality
is not installed, the overhead caused by other services is reduced, providing
more resources for the dedicated role or roles.

= Server With Minimal Interface installation An intermediate installation
option where you perform a full-server installation and then remove the
Server Graphical Shell. This leaves a minimal user interface, Microsoft Man-
agement Console, Server Manager, and a subset of Control Panel for local
management. This installation option is ideally suited to situations in which
you want to carefully control the tasks that can be performed on a server, as
well as the roles and features installed, but still want the convenience of the
graphical interface.

You choose the installation type during installation of the operating system. In
a significant change from earlier releases of Windows Server, you can change the
installation type once you've installed a server. A key difference between the instal-
lation types relates to the presence of the graphical management tools and the
graphical shell. A Server Core installation has neither; a full-server installation has
both; and a minimal-interface installation has only the graphical management tools.

MORE INFO Several server features and roles require the graphical shell. They
include Fax Server, Remote Desktop Session Host, Windows Deployment Services,
and the Internet Printing user interface. Additionally, in Event Viewer, the Details view
requires the graphical shell, as does the graphical interface for Windows Firewall.
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Like Windows 8, Windows Server 2012 has the following features:

= Modularization for language independence and disk imaging for hard-
ware independence Each component of the operating system is designed
as an independent module you can easily add or remove. This functionality
provides the basis for the configuration architecture in Windows Server 2012.
Microsoft distributes Windows Server 2012 on media with Windows Imaging
Format (WIM) disk images that use compression and single-instance storage
to dramatically reduce the size of image files.
= Preinstallation and preboot environments The Windows Preinstallation
Environment 4.0 (Windows PE 4.0) replaces MS-DOS as the preinstallation
environment and provides a bootable startup environment for installation,
deployment, recovery, and troubleshooting. The Windows Preboot Environ-
ment provides a startup environment with a boot manager that lets you
choose which boot application to run to load the operating system. On sys-
tems with multiple operating systems, you access pre-Windows 7 operating
systems in the boot environment by using the legacy operating system entry.

= User account controls and elevation of privileges User Account Control
(UAC) enhances computer security by ensuring true separation of standard
user and administrator user accounts. Through UAC, all applications run
using either standard user or administrator user privileges, and you see a
security prompt by default whenever you run an application that requires
administrator privileges. The way the security prompt works depends on
Group Policy settings. Additionally, if you log on using the built-in Adminis-
trator account, you typically do not see elevation prompts.

In Windows 8 and Windows Server 2012, features with common code bases have
identical management interfaces. In fact, just about every Control Panel utility that
is available in Windows Server 2012 is identical to or nearly identical to its Windows
8 counterpart. Of course, exceptions exist in some cases for standard default set-
tings. Because Windows Server 2012 does not use performance ratings, Windows
servers do not have Windows Experience Index scores. Because Windows Server
2012 does not use Sleep or related states, Windows servers do not have sleep, hi-
bernate, or resume functionality. Because you typically do not want to use extended
power management options on Windows servers, Windows Server 2012 has a
limited set of power options.

Windows Server 2012 does not include the Windows Aero enhancements,
Windows Sidebar, Windows Gadgets, or other user-interface enhancements because
Windows Server 2012 is designed to provide optimal performance for server-related
tasks and is not designed for extensive personalization of the desktop appear-
ance. That said, when you are working with a full-server installation, you can add
the Desktop Experience feature and then enable some Windows 8 features on your
server.

The Desktop Experience provides Windows desktop functionality on the server.
Windows features added include Windows Media Player, desktop themes, Video
for Windows (AVI support), Windows Defender, Disk Cleanup, Sync Center, Sound
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Recorder, Character Map, and Snipping Tool. Although these features allow a
server to be used like a desktop computer, they can reduce the server’s overall
performance.

Because the common features of Windows 8 and Windows Server 2012 have so
many similarities, | will not cover changes in the interface from previous operating
system releases, discuss how UAC works, and so on. You can find extensive coverage
of these features in Windows 8 Administration Pocket Consultant (Microsoft Press,
2012), which | encourage you to use in conjunction with this book. In addition to its
coverage of broad administration tasks, Windows 8 Administration Pocket Consul-
tant examines how to customize the operating system and Windows environment,
configure hardware and network devices, manage user access and global settings,
configure laptops and mobile networking, use remote management and remote as-
sistance capabilities, troubleshoot system problems, and much more. This book, on
the other hand, zeroes in on directory services administration, data administration,
and network administration.

Getting to Know Windows Server 2012

The Windows Server 2012 operating system includes several different editions. All
Windows Server 2012 editions support multiple processor cores. It is important to
point out that although an edition might support only one discrete-socketed pro-
cessor (also referred to as a physical processor), that one processor could have eight
processor cores (also referred to as logical processors).

Windows Server 2012 is a 64-bit-only operating system. In this book, | refer to
64-bit systems designed for the x64 architecture as 64-bit systems. Because the
various server editions support the same core features and administration tools, you
can use the techniques discussed in this book regardless of which Windows Server
2012 edition you're using.

When you install a Windows Server 2012 system, you configure the system ac-
cording to its role on the network, as the following guidelines describe:
m Servers are generally assigned to be part of a workgroup or a domain.
= Workgroups are loose associations of computers in which each individual
computer is managed separately.
= Domains are collections of computers you can manage collectively by means

of domain controllers, which are Windows Server 2012 systems that manage
access to the network, to the directory database, and to shared resources.

NOTE In this book, Windows Server 2012 and Windows Server 2012 family refer to
all editions of Windows Server 2012. The various server editions support the same core
features and administration tools.

Unlike Windows Server 2008, Windows Server 2012 uses a Start screen. Start is a
window, not a menu. Programs can have tiles on the Start screen. Tapping or click-
ing a tile runs the program. When you press and hold or right-click on a program,
an options panel normally is displayed. The charms bar is an options panel for Start,
Desktop, and PC Settings. With a touch Ul, you can display the charms by sliding in
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from the right side of the screen. With a mouse and keyboard, you can display the
charms by moving the mouse pointer over the hidden button in the upper-right
or lower-right corner of the Start, Desktop, or PC Settings screen; or by pressing
Windows key+C.

Tap or click the Search charm to display the Search panel. Any text typed while
on the Start screen is entered into the Search box in the Search panel. The Search
box can be focused on Apps, Settings, or Files. When focused on Apps, you can use
Search to quickly find installed programs. When focused on Settings, you can use
Search to quickly find settings and options in Control Panel. When focused on Files,
you can use Search to quickly find files.

One way to quickly open a program is by pressing the Windows key, typing the
file name of the program, and then pressing Enter. This shortcut works as long as
the Apps Search box is in focus (which it typically is by default).

Pressing the Windows key toggles between the Start screen and the desktop (or,
if you are working with PC Settings, between Start and PC Settings). On Start, there's
a Desktop tile that you can tap or click to display the desktop. You also can display
the desktop by pressing Windows key+D or, to peek at the desktop, press and hold
Windows key+Comma. From Start, you access Control Panel by tapping or clicking
the Control Panel tile. From the desktop, you can display Control Panel by accessing
the charms, tapping or clicking Settings, and then tapping or clicking Control Panel.
Additionally, because File Explorer is pinned to the desktop taskbar by default you
typically can access Control Panel on the desktop by following these steps:

1. Open File Explorer by tapping or clicking the taskbar icon.
2. Tap or click the leftmost option button (down arrow) in the address list.
3. Tap or click Control Panel.

Start and Desktop have a handy menu that you can display by pressing and
holding or right-clicking the lower-left corner of the Start screen or the desktop.
Options on the menu include Command Prompt, Command Prompt (Admin), Device
Manager, Event Viewer, System, and Task Manager. On Start, the hidden button in
the lower-left corner shows a thumbnail view of the desktop when activated, and
tapping or clicking the thumbnail opens the desktop. On the desktop, the hidden
button in the lower-left corner shows a thumbnail view of Start when activated and
tapping or clicking the thumbnail opens Start. Pressing and holding or right-clicking
the thumbnail is what displays the shortcut menu.

Shutdown and Restart are options of Power settings now. This means to shut
down or restart a server, you follow these steps:
1. Display Start options by sliding in from the right side of the screen or moving
the mouse pointer to the bottom right or upper right corner of the screen.
2. Tap or click Settings and then tap or click Power.
3. Tap or click Shut Down or Restart as appropriate.

Alternatively, press the server's physical power button to initiate an orderly
shutdown by logging off and then shutting down. If you are using a desktop-class
system and the computer has a sleep button, the sleep button is disabled by default,
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as are closing the lid options for portable computers. Additionally, servers are con-
figured to turn off the display after 10 minutes of inactivity.

Windows 8 and Windows Server 2012 support the Advanced Configuration and
Power Interface (ACPI) 5.0 specification. Windows uses ACPI to control system and
device power state transitions, putting devices in and out of full-power (working),
low-power, and off states to reduce power consumption.

The power settings for a computer come from the active power plan. You can
access power plans in Control Panel by tapping or clicking System And Security and
then tapping or clicking Power Options. Windows Server 2012 includes the Power
Configuration (Powercfg.exe) utility for managing power options from the command
line. At a command prompt, you can view the configured power plans by typing
powercfg /1. The active power plan is marked with an asterisk.

The default, active power plan in Windows Server 2012 is called Balanced. The
Balanced plan is configured to do the following:

= Never turn off hard disks (as opposed to turning off hard disks after a speci-
fied amount of idle time)

= Disable timed events to wake the computer (as opposed to enabling wake on
timed events)

= Enable USB selective suspend (as opposed to disabling selective suspend)

= Use moderate power savings for idle PCI Express links (as opposed to maxi-
mum power savings being on or off)

= Use active system cooling by increasing the fan speed before slowing proces-
sors (as opposed to using passive system cooling to slow the processors
before increasing fan speed)

= Use minimum processor and maximum processor states if supported (as op-
posed to using a fixed state)

NOTE Power consumption is an important issue, especially as organizations try to
become more earth friendly. Saving power also can save your organization money
and, in some cases, allow you to install more servers in your data centers. If you install
Windows Server 2012 on a laptop—for testing or for your personal computer, for
example—your power settings will be slightly different, and you’ll also have settings
for when the laptop is running on battery.

Power Management Options

When working with power management, important characteristics to focus on
include the following:

= Cooling modes

= Device states

= Processor states

ACPI defines active and passive cooling modes. These cooling modes are in-
versely related to each other:

= Passive cooling reduces system performance but is quieter because there's
less fan noise. With passive cooling, Windows lessens power consumption to
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reduce the operating temperature of the computer but at the cost of system
performance. Here, Windows reduces the processor speed in an attempt to
cool the computer before increasing fan speed, which would increase power
consumption.

= Active cooling allows maximum system performance. With active cooling,
Windows increases power consumption to reduce the temperature of the
machine. Here, Windows increases fan speed to cool the computer before
attempting to reduce processor speed.

Power policy includes an upper and lower limit for the processor state, referred
to as the maximum processor state and the minimum processor state, respectively.
These states are implemented by making use of a feature of ACPI 3.0 and later ver-
sions called processor throttling, and they determine the range of currently available
processor performance states that Windows can use. By setting the maximum and
minimum values, you define the bounds for the allowed performance states, or you
can use the same value for each to force the system to remain in a specific per-
formance state. Windows reduces power consumption by throttling the processor
speed. For example, if the upper bound is 100 percent and the lower bound is 5 per-
cent, Windows can throttle the processor within this range as workloads permit to
reduce power consumption. In a computer with a 3-GHz processor, Windows would
adjust the operating frequency of the processor between .15 GHz and 3.0 GHz.

Processor throttling and related performance states were introduced with
Windows XP and are not new, but these early implementations were designed for
computers with discrete-socketed processors and not for computers with proces-
sor cores. As a result, they are not effective in reducing the power consumption of
computers with logical processors. Windows 7 and later releases of Windows reduce
power consumption in computers with multicore processors by leveraging a feature
of ACPI 4.0 called logical processor idling and by updating processor throttling fea-
tures to work with processor cores.

Logical processor idling is designed to ensure that Windows uses the fewest
number of processor cores for a given workload. Windows accomplishes this by con-
solidating workloads onto the fewest cores possible and suspending inactive proces-
sor cores. As additional processing power is required, Windows activates inactive
processor cores. This idling functionality works in conjunction with management of
process performance states at the core level.

ACPI defines processor performance states, referred to as p-states, and proces-
sor idle sleep states, referred to as c-states. Processor performance states include
PO (the processor/core uses its maximum performance capability and can consume
maximum power), P1 (the processor/core is limited below its maximum and con-
sumes less than maximum power), and Pn (where state n is a maximum number that
is processor dependent, and the processor/core is at its minimal level and consumes
minimal power while remaining in an active state).

Processor idle sleep states include CO (the processor/core can execute instruc-
tions), C1 (the processor/core has the lowest latency and is in a nonexecuting power
state), C2 (the processor/core has longer latency to improve power savings over the
C1 state), and C3 (the processor/core has the longest latency to improve power sav-
ings over the C1 and C2 states).
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MORE INFO ACPI 4.0 was finalized in June 2009 and ACPI 5.0 was finalized in
December 2011. Computers manufactured prior to this time will likely not have firm-
ware that is fully compliant, and you will probably need to update the firmware when
a compatible revision becomes available. In some cases, and especially with older
hardware, you might not be able to update a computer’s firmware to make it fully
compliant with ACPI 4.0 or ACPI 5.0. For example, if you are configuring the power
options and you don’t have minimum and maximum processor state options, the
computer’s firmware isn't fully compatible with ACPI 3.0 and likely will not fully sup-
port ACPI 4.0 or ACPI 5.0 either. Still, you should check the hardware manufacturer’s
website for firmware updates.

Windows switches processors/cores between any p-state and from the C1 state to the
CO state nearly instantaneously (fractions of milliseconds) and tends not to use the
deep sleep states, so you don't need to worry about performance impact to throttle or
wake up processors/cores. The processors/cores are available when they are needed.
That said, the easiest way to limit processor power management is to modify the ac-
tive power plan and set the minimum and maximum processor states to 100 percent.
Logical processor idling is used to reduce power consumption by removing a logical
processor from the operating system'’s list of nonprocessor-affinitized work. However,
because processor-affinitized work reduces the effectiveness of this feature, you'll
want to plan carefully prior to configuring processing affinity settings for applica-
tions. Windows System Resource Manager allows you to manage processor resources
through percent processor usage targets and processor affinity rules. Both techniques
reduce the effectiveness of logical processor idling.

Windows saves power by putting processor cores in and out of appropriate
p-states and c-states. On a computer with four logical processors, Windows might use
p-states 0 to 5, where PO allows 100 percent usage, P1 allows 90 percent usage, P2
allows 80 percent usage, P3 allows 70 percent usage, P4 allows 60 percent usage, and
P5 allows 50 percent usage. When the computer is active, logical processor 0 would
likely be active with a p-state of 0 to 5, and the other processors would likely be at an
appropriate p-state or in a sleep state. Figure 1-1 shows an example. Here, logical pro-
cessor 1 is running at 90 percent, logical processor 2 is running at 80 percent, logical
processor 3 is running at 50 percent, and logical processor 4 is in the sleep state.

Processor core 1  Utilization Processor core 2 Utilization

Processor core 3 Utilization Processor core 4  Utilization

FIGURE 1-1 Understanding processor states
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REAL WORLD ACPI 4.0 and ACPI 5.0 define four global power states. In GO, the
working state in which software runs, power consumption is at its highest and latency
is at its lowest. In G1, the sleeping state, in which software doesn't run, latency varies
with sleep state and power consumption is less than the GO state. In G2 (also referred
to as S5 sleep state), the soft off state where the operating system doesn't run, latency
is long and power consumption is very near zero. In G3, the mechanical off state,
where the operating system doesn’t run, latency is long, and power consumption is
zero. There’s also a special global state, known as S4 nonvolatile sleep, in which the
operating system writes all system context to a file on nonvolatile storage media, al-
lowing system context to be saved and restored.

Within the global sleeping state, G1, are sleep-state variations. S1 is a sleeping state
where all system context is maintained. S2 is a sleeping state similar to S1 except that
the CPU and system-cache contexts are lost and control starts from a reset. S3 is a
sleeping state where all CPU, cache, and chip-set context are lost and hardware main-
tains memory context and restores some CPU and L2 cache configuration context. S4
is a sleeping state in which it is assumed that the hardware has powered off all devices
to reduce power usage to a minimum and only the platform context is maintained. S5
is a sleeping state in which it is assumed that the hardware is in a soft off state, where
no context is maintained and a complete boot is required when the system wakes.

Devices have power states as well. DO, the fully on state, consumes the highest level
of power. D1 and D2 are intermediate states that many devices do not use. D3hot is
a power-saving state, where the device is software enumerable and can optionally
preserve device context. D3 is the off state, where the device context is lost and the
operating system must reinitialize the device to turn it back on.

Networking Tools and Protocols

Windows Server 2012 has a suite of networking tools that includes Network
Explorer, Network And Sharing Center, and Network Diagnostics. Figure 1-2 shows
Network And Sharing Center.

b Network and Sharing Center == -
®© -%

Control Panel Home

LE < Network and Intemet b Hetwark and Sharing Center [ 43 ]}] search Control Panel 2|

View your basic network information and set up connections

View your active networks

Change adapter settings
Change advanced sharing cpandl.com Accesstype: Mo Internet access
settings Domain network Connections: [ Wired Ethernet Connection
Change your networking settings
i Set up 2 new connection or network
Set up 2 broadband, dial-up, or VPN connection; or set up a router or access point.
[ Troubleshoot problems
See alo Diagnose and repair network problems, or get troubleshooting information.

Internet Options

Windows Firewall

FIGURE 1-2 Network And Sharing Center provides quick access to sharing, discovery, and networking
options.
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Understanding Networking Options

The sharing and discovery configuration in Network And Sharing Center controls
basic network settings. When network discovery settings are turned on and a server
is connected to a network, the server can see other network computers and devices
and is visible on the network. When sharing settings are turned on or off, the vari-
ous sharing options are allowed or restricted. As discussed in Chapter 12, “"Data
Sharing, Security, and Auditing,” sharing options include file sharing, public folder
sharing, printer sharing, and password-protected sharing.

In Windows 8 and Windows Server 2012, networks are identified as one of the
following network types:

= Domain A network in which computers are connected to the corporate
domain to which they are joined.

s Work A private network in which computers are configured as members of
a workgroup and are not connected directly to the public Internet.

= Home A private network in which computers are configured as members
of a homegroup and are not connected directly to the public Internet.

= Public A public network in which computers are connected to a network
in a public place, such as a coffee shop or an airport, rather than an internal
network.

These network types are organized into three categories: home or work, domain,
and public. Each network category has an associated network profile. Because a
computer saves sharing and firewall settings separately for each network category,
you can use different block and allow settings for each network category. When you
connect to a network, you see a dialog box that allows you to specify the network
category. If you select Private, and the computer determines that it is connected to
the corporate domain to which it is joined, the network category is set as Domain
Network.

Based on the network category, Windows Server configures settings that turn
discovery on or off. The On (enabled) state means that the computer can discover
other computers and devices on the network and that other computers on the
network can discover the computer. The Off (disabled) state means that the com-
puter cannot discover other computers and devices on the network and that other
computers on the network cannot discover the computer.

Using either the Network window or Advanced Sharing Settings in Network And
Sharing Center, you can enable discovery and file sharing. However, discovery and
file sharing are blocked by default on a public network, which enhances security
by preventing computers on the public network from discovering other computers
and devices on that network. When discovery and file sharing are disabled, files and
printers you have shared from a computer cannot be accessed from the network.
Additionally, some programs might not be able to access the network.

Working with Networking Protocols
To allow a server to access a network, you must install TCP/IP networking and a

network adapter. Windows Server uses TCP/IP as the default wide area network
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(WAN) protocol. Normally, networking is installed during installation of the operat-
ing system. You can also install TCP/IP networking through local area connection
properties.

The TCP and IP protocols make it possible for computers to communicate across
various networks and the Internet by using network adapters. Windows 7 and
later releases of Windows have a dual IP-layer architecture in which both Internet
Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) are implemented and
share common transport and network layers. IPv4 has 32-bit addresses and is the
primary version of IP used on most networks, including the Internet. IPv6, on the
other hand, has 128-bit addresses and is the next-generation version of IP.

NOTE DirectAccess clients only send IPv6 traffic across the DirectAccess connection
to the DirectAccess server. Thanks to the NAT64/DNS64 support on a Windows Server
2012 DirectAccess server, DirectAccess clients can now initiate communications with
IPv4-only hosts on the corporate intranet. NAT64/DNS64 work together to translate
incoming connection traffic from an IPv6 node to IPv4 traffic. The NAT64 translates
the incoming IPv6 traffic to IPv4 traffic and performs the reverse translation for re-
sponse traffic. The DNS64 resolves the name of an IPv4-only host to a translated IPv6
address.

REAL WORLD The TCP Chimney Offload feature was introduced with Windows Vista
and Windows Server 2008. This feature enables the networking subsystem to offload
the processing of a TCP/IP connection from the computer’s processors to its network
adapter as long as the network adapter supports TCP/IP offload processing. Both TCP/
IPv4 connections and TCP/IPv6 connections can be offloaded. For Windows 7 and
later releases of Windows, TCP connections are offloaded by default on 10 gigabits
per second (Gbps) network adapters, but they are not offloaded by default on 1-Gbps
network adapters. To offload TCP connections on a 1 or 10 Gbps network adapter,

you must enable TCP offloading by entering the following command at an elevated,
administrator command prompt: netsh int tcp set global chimney=enabled. You can
check the status of TCP offloading by entering netsh int tcp show global. Although
TCP offloading works with Windows Firewall, TCP offloading won’t be used with IPsec,
Windows virtualization (Hyper-V), network load balancing, or the Network Address
Translation (NAT) service. To determine whether TCP offloading is working, enter
netstat-t and check the offload state. The offload state is listed as offloaded or inhost.
Windows also uses receive-side scaling (RSS) and network direct memory access (Net-
DMA). You can enable or disable RSS by entering netsh int tcp set global rss=enabled
or netsh int tcp set global rss=disabled, respectively. To check the status of RSS, enter
netsh int tcp show global. You can enable or disable NetDMA by setting a DWord value
under the EnableTCPA registry entry to 1 or 0, respectively. This registry entry is found
under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters.

IPv4's 32-bit addresses are commonly expressed as four separate decimal values,
such as 127.0.0.1 or 192.168.10.52. The four decimal values are referred to as octets
because each represents 8 bits of the 32-bit number. With standard unicast IPv4
addresses, a variable part of the IP address represents the network ID and a variable
part of the IP address represents the host ID. A host's IPv4 address and the internal
machine (MAC) address used by the host's network adapter have no correlation.
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IPv6's 128-bit addresses are divided into eight 16-bit blocks delimited by colons.
Each 16-bit block is expressed in hexadecimal form, such as FEC0:0:0:02BC:FF:BECB:
FE4F:961D. With standard unicast IPv6 addresses, the first 64 bits represent the net-
work ID and the last 64 bits represent the network interface. Because many IPv6 ad-
dress blocks are set to 0, a contiguous set of 0 blocks can be expressed as “::", a no-
tation referred to as double-colon notation. Using double-colon notation, the two 0
blocks in the previous address can be compressed as FEC0::02BC:FF:BECB:FE4F:961D.
Three or more 0 blocks would be compressed in the same way. For example,

FFE8:0:0:0:0:0:0:1 becomes FFE8::1.

When networking hardware is detected during installation of the operating sys-
tem, both IPv4 and IPv6 are enabled by default; you don't need to install a separate
component to enable support for IPv6. The modified IP architecture in Windows 7
and later releases of Windows is referred to as the Next Generation TCP/IP stack,
and it includes many enhancements that improve the way IPv4 and IPv6 are used.

Domain Controllers, Member Servers, and
Domain Services

When you install Windows Server 2012 on a new system, you can configure the
server to be a member server, a domain controller, or a standalone server. The dif-
ferences between these types of servers are extremely important. Member servers
are part of a domain but don’t store directory information. Domain controllers are
distinguished from member servers because they store directory information and
provide authentication and directory services for the domain. Standalone servers
aren't part of a domain. Because standalone servers have their own user databases,
they authenticate logon requests independently.

Working with Active Directory

Windows Server 2012 supports a multimaster replication model. In this model, any
domain controller can process directory changes and then replicate those changes
to other domain controllers automatically. Windows Server distributes an entire
directory of information, called a data store. Inside the data store are sets of objects
representing user, group, and computer accounts as well as shared resources such as
servers, files, and printers.

Domains that use Active Directory are referred to as Active Directory domains.
Although Active Directory domains can function with only one domain controller,
you can and should configure multiple domain controllers in the domain. This way, if
one domain controller fails, you can rely on the other domain controllers to handle
authentication and other critical tasks.

Microsoft changed Active Directory in several fundamental ways for the original
release of Windows Server 2008. As a result, Microsoft realigned the directory func-
tionality and created a family of related services, including the following:

= Active Directory Certificate Services (AD CS) AD CS provides func-
tions necessary for issuing and revoking digital certificates for users, client
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computers, and servers. AD CS uses certificate authorities (CAs), which are
responsible for confirming the identity of users and computers and then issu-
ing certificates to confirm these identities. Domains have enterprise root CAs,
which are the certificate servers at the root of certificate hierarchies for do-
mains and the most trusted certificate servers in the enterprise, and subordi-
nate CAs, which are members of a particular enterprise certificate hierarchy.
Workgroups have standalone root CAs, which are the certificate servers at
the root of nonenterprise certificate hierarchies, and standalone subordinate
CAs, which are members of a particular nonenterprise certificate hierarchy.

Active Directory Domain Services (AD DS) AD DS provides the essential
directory services necessary for establishing a domain, including the data
store that stores information about objects on the network and makes that
information available to users. AD DS uses domain controllers to manage ac-
cess to network resources. Once users authenticate themselves by logging on
to a domain, their stored credentials can be used to access resources on the
network. Because AD DS is the heart of Active Directory and is required for
directory-enabled applications and technologies, | typically refer to it simply
as Active Directory rather than Active Directory Domain Services or AD DS.

Active Directory Federation Services (AD FS) AD FS complements the
authentication and access-management features of AD DS by extending
them to the World Wide Web. AD FS uses web agents to provide users with
access to internally hosted web applications and proxies to manage client
access. Once AD FS is configured, users can use their digital identities to
authenticate themselves over the Web and access internally hosted web ap-
plications with a web browser such as Internet Explorer.

Active Directory Lightweight Directory Services (AD LDS) AD LDS
provides a data store for directory-enabled applications that do not require
AD DS and do not need to be deployed on domain controllers. AD LDS does
not run as an operating system service and can be used in both domain and
workgroup environments. Each application that runs on a server can have its
own data store implemented through AD LDS.

Active Directory Rights Management Services (AD RMS) AD RMS pro-
vides a layer of protection for an organization'’s information that can extend
beyond the enterprise, allowing email messages, documents, intranet web-
pages, and more to be protected from unauthorized access. AD RMS uses

a certificate service to issue rights account certificates that identify trusted
users, groups, and services; a licensing service that provides authorized users,
groups, and services with access to protected information; and a logging
service to monitor and maintain the rights management service. Once trust
has been established, users with a rights account certificate can assign rights
to information. These rights control which users can access the information
and what they can do with it. Users with rights account certificates can also
access protected content to which they've been granted access. Encryption
ensures that access to protected information is controlled both inside and
outside the enterprise.
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Microsoft introduced additional changes in Windows Server 2012. These changes
include a new domain functional level, called Windows Server 2012 domain func-
tional level, and a new forest functional level, called Windows Server 2012 forest
functional level. The many other changes are discussed in Chapter 6, “Using Active
Directory.”

Using Read-Only Domain Controllers

Windows Server 2008 and later releases support read-only domain controllers

and Restartable Active Directory Domain Services. A read-only domain controller
(RODCQ) is an additional domain controller that hosts a read-only replica of a do-
main’s Active Directory data store. RODCs are ideally suited to the needs of branch
offices, where a domain controller’s physical security cannot be guaranteed. Except
for passwords, RODCs store the same objects and attributes as writable domain con-
trollers. These objects and attributes are replicated to RODCs through unidirectional
replication from a writable domain controller that acts as a replication partner.

Because RODCs by default do not store passwords or credentials other than for
their own computer account and the Kerberos Target (Krbtgt) account, RODCs pull
user and computer credentials from a writable domain controller that is running
Windows Server 2008 or later. If allowed by a password replication policy that is
enforced on the writable domain controller, an RODC retrieves and then caches
credentials as necessary until the credentials change. Because only a subset of cre-
dentials is stored on an RODC, this limits the number of credentials that can possibly
be compromised.

TIP Any domain user can be delegated as a local administrator of an RODC without
granting any other rights in the domain. An RODC can act in the role of a global
catalog but cannot act in the role of an operations master. Although RODCs can pull
information from domain controllers running Windows Server 2003, RODCs can pull
updates of the domain partition only from a writable domain controller running
Windows Server 2008 or later in the same domain.

Using Restartable Active Directory Domain Services

Restartable Active Directory Domain Services is a feature that allows an administra-
tor to start and stop AD DS. In the Services console, the Active Directory Domain
Services service is available on domain controllers, allowing you to easily stop and
restart AD DS in the same way as for any other service that is running locally on

the server. While AD DS is stopped, you can perform maintenance tasks that would
otherwise require restarting the server, such as performing offline defragmenta-
tion of the Active Directory database, applying updates to the operating system, or
initiating an authoritative restore. While AD DS is stopped on a server, other domain
controllers can handle authentication and logon tasks. Cached credentials, smart
cards, and biometric logon methods continue to be supported. If no other domain
controller is available and none of these logon methods applies, you can still log on
to the server using the Directory Services Restore Mode account and password.

All domain controllers running Windows Server 2008 or later support Restartable
Active Directory Domain Services—even RODCs. As an administrator, you can start
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or stop AD DS by using the Domain Controller entry in the Services utility. Because
of Restartable Active Directory Domain Services, domain controllers running
Windows Server 2008 or later have three possible states:

= Active Directory Started Active Directory is started, and the domain con-
troller has the same running state as a domain controller running Windows
2000 Server or Windows Server 2003. This allows the domain controller to
provide authentication and logon services for a domain.

= Active Directory Stopped Active Directory is stopped, and the domain
controller can no longer provide authentication and logon services for a
domain. This mode shares some characteristics of both a member server and
a domain controller in Directory Services Restore Mode. As with a member
server, the server is joined to the domain. Users can log on interactively using
cached credentials, smart cards, and biometric logon methods. Users can
also log on over the network by using another domain controller for domain
logon. As with Directory Services Restore Mode, the Active Directory data-
base (Ntds.dit) on the local domain controller is offline. This means you can
perform offline AD DS operations, such as defragmentation of the database
and application of security updates, without having to restart the domain
controller.

= Directory Services Restore Mode Active Directory is in restore mode. The
domain controller has the same restore state as a domain controller running
Windows Server 2003. This mode allows you to perform an authoritative or
nonauthoritative restore of the Active Directory database.

When working with AD DS in the Stopped state, you should keep in mind that
dependent services are also stopped when you stop AD DS. This means that File Rep-
lication Service (FRS), Kerberos Key Distribution Center (KDC), and Intersite Messag-
ing are stopped before Active Directory is stopped, and that even if they are running,
these dependent services are restarted when Active Directory restarts. Further, you
can restart a domain controller in Directory Services Restore Mode, but you cannot
start a domain controller in the Active Directory Stopped state. To get to the Stopped
state, you must first start the domain controller normally and then stop AD DS.

Name-Resolution Services

Windows operating systems use name resolution to make it easier to communicate
with other computers on a network. Name resolution associates computer names
with the numerical IP addresses that are used for network communications. Thus,
rather than using long strings of digits, users can access a computer on the network
by using a friendly name.

Current Windows operating systems natively support three name-resolution
systems:

= Domain Name System (DNS)

= Windows Internet Name Service (WINS)

m  Link-Local Multicast Name Resolution (LLMNR)
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The sections that follow examine these services.

Using Domain Name System

DNS is a name-resolution service that resolves computer names to IP addresses. Us-
ing DNS, the fully qualified host name computer84.cpandl.com, for example, can be
resolved to an IP address, which allows it and other computers to find one another.
DNS operates over the TCP/IP protocol stack and can be integrated with WINS, Dy-
namic Host Configuration Protocol (DHCP), and Active Directory Domain Services.
As discussed in Chapter 15, "Running DHCP Clients and Servers,” DHCP is used for
dynamic IP addressing and TCP/IP configuration.

DNS organizes groups of computers into domains. These domains are organized
into a hierarchical structure, which can be defined on an Internet-wide basis for
public networks or on an enterprise-wide basis for private networks (also known as
intranets and extranets). The various levels within the hierarchy identify individual
computers, organizational domains, and top-level domains. For the fully qualified
host name computer84.cpandl.com, computer84 represents the host name for an
individual computer, cpandl is the organizational domain, and com is the top-level
domain.

Top-level domains are at the root of the DNS hierarchy; they are also called root
domains. These domains are organized geographically, by organization type, and
by function. Normal domains, such as cpandl.com, are also referred to as parent
domains. They're called parent domains because they're the parents of an organiza-
tional structure. Parent domains can be divided into subdomains that can be used
for groups or departments within an organization.

Subdomains are often referred to as child domains. For example, the fully quali-
fied domain name (FQDN) for a computer within a human resources group could
be jacob.hr.cpandl.com. Here, jacob is the host name, hr is the child domain, and
cpandl.com is the parent domain.

Active Directory domains use DNS to implement their naming structure and hi-
erarchy. Active Directory and DNS are tightly integrated, so much so that you should
install DNS on the network before you can install domain controllers using Active
Directory. During installation of the first domain controller on an Active Directory
network, you're given the opportunity to install DNS automatically if a DNS server
can't be found on the network. You are also able to specify whether DNS and Active
Directory should be fully integrated. In most cases, you should respond affirmatively
to both requests. With full integration, DNS information is stored directly in Active
Directory. This allows you to take advantage of Active Directory’s capabilities. The
difference between partial integration and full integration is very important:

= Partial integration With partial integration, the domain uses standard file
storage. DNS information is stored in text-based files that end with the .dns
extension, and the default location of these files is %SystemRoot%\System32\
Dns. Updates to DNS are handled through a single authoritative DNS server.
This server is designated as the primary DNS server for the particular domain
or an area within a domain called a zone. Clients that use dynamic DNS
updates through DHCP must be configured to use the primary DNS server
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in the zone. If they aren't, their DNS information won't be updated. Likewise,
dynamic updates through DHCP can’'t be made if the primary DNS server is
offline.

= Full integration With full integration, the domain uses directory-
integrated storage. DNS information is stored directly in Active Directory
and is available through the container for the dnsZone object. Because the
information is part of Active Directory, any domain controller can access the
data and a multimaster approach can be used for dynamic updates through
DHCP. This allows any domain controller running the DNS Server service to
handle dynamic updates. Furthermore, clients that use dynamic DNS updates
through DHCP can use any DNS server within the zone. An added benefit of
directory integration is the ability to use directory security to control access
to DNS information.

If you look at the way DNS information is replicated throughout the network,
you can see more advantages to full integration with Active Directory. With partial
integration, DNS information is stored and replicated separately from Active Direc-
tory. Having two separate structures reduces the effectiveness of both DNS and Ac-
tive Directory and makes administration more complex. Because DNS is less efficient
than Active Directory at replicating changes, you might also increase network traffic
and the amount of time it takes to replicate DNS changes throughout the network.

To enable DNS on the network, you need to configure DNS clients and servers.
When you configure DNS clients, you tell the clients the IP addresses of DNS servers
on the network. Using these addresses, clients can communicate with DNS servers
anywhere on the network, even if the servers are on different subnets.

When the network uses DHCP, you should configure DHCP to work with DNS.
To do this, you need to set the DHCP scope options 006 DNS Servers and 015 DNS
Domain Name as specified in "Setting Scope Options” in Chapter 15. Additionally,
if computers on the network need to be accessible from other Active Directory
domains, you need to create records for them in DNS. DNS records are organized
into zones; a zone is simply an area within a domain. Configuring a DNS server is
explained in “Configuring a Primary DNS Server” in Chapter 16, “Optimizing DNS."

When you install the DNS Server service on an RODC, the RODC is able to pull a
read-only replica of all application directory partitions that are used by DNS, includ-
ing ForestDNSZones and DomainDNSZones. Clients can then query the RODC for
name resolution as they would query any other DNS server. However, as with direc-
tory updates, the DNS server on an RODC does not support direct updates. This
means that the RODC does not register name server (NS) resource records for any
Active Directory—integrated zone that it hosts. When a client attempts to update
its DNS records against an RODC, the server returns a referral to a DNS server that
the client can use for the update. The DNS server on the RODC should receive the
updated record from the DNS server that receives details about the update using a
special replicate-single-object request that runs as a background process.

Windows 7 and later releases add support for DNS Security Extensions (DNSSEC).
The DNS client running on these operating systems can send queries that indicate
support for DNSSEC, process related records, and determine whether a DNS server
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has validated records on its behalf. On Windows servers, this allows your DNS serv-
ers to securely sign zones and to host DNSSEC-signed zones. It also allows DNS serv-
ers to process related records and perform both validation and authentication.

Using Windows Internet Name Service

WINS is a service that resolves computer names to IP addresses. Using WINS, the
computer name COMPUTER84, for example, can be resolved to an IP address that
enables computers on a Microsoft network to find one another and transfer infor-
mation. WINS is needed to support pre-Windows 2000 systems and older applica-
tions that use NetBIOS over TCP/IP, such as the .NET command-line utilities. If you
don't have pre-Windows 2000 systems or applications on the network, you don't
need to use WINS.

WINS works best in client/server environments in which WINS clients send
single-label (host) name queries to WINS servers for name resolution and WINS
servers resolve the query and respond. When all your DNS servers are running
Windows Server 2008 or later, deploying a Global Names zone creates static, global
records with single-label names without relying on WINS. This allows users to access
hosts using single-label names rather than FQDNs and removes the dependency
on WINS. To transmit WINS queries and other information, computers use NetBIOS.
NetBIOS provides an application programming interface (API) that allows comput-
ers on a network to communicate. NetBIOS applications rely on WINS or the local
LMHOSTS file to resolve computer names to IP addresses. On pre—~Windows 2000
networks, WINS is the primary name resolution service available. On Windows 2000
and later networks, DNS is the primary name resolution service and WINS has a dif-
ferent function. This function is to allow pre-Windows 2000 systems to browse lists
of resources on the network and to allow Windows 2000 and later systems to locate
NetBIOS resources.

To enable WINS name resolution on a network, you need to configure WINS
clients and servers. When you configure WINS clients, you tell the clients the IP
addresses for WINS servers on the network. Using the IP addresses, clients can com-
municate with WINS servers anywhere on the network, even if the servers are on
different subnets. WINS clients can also communicate by using a broadcast method
through which clients broadcast messages to other computers on the local network
segment requesting their IP addresses. Because messages are broadcast, the WINS
server isn't used. Any non-WINS clients that support this type of message broad-
casting can also use this method to resolve computer names to IP addresses.

When clients communicate with WINS servers, they establish sessions that have
the following three key parts:

= Name registration During name registration, the client gives the server
its computer name and its IP address and asks to be added to the WINS
database. If the specified computer name and IP address aren’t already in use
on the network, the WINS server accepts the request and registers the client
in the WINS database.
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= Name renewal Name registration isn't permanent. Instead, the client can
use the name for a specified period known as a lease. The client is also given
a time period within which the lease must be renewed, which is known as the
renewal interval. The client must reregister with the WINS server during the
renewal interval.

= Name release |If the client can't renew the lease, the name registration
is released, allowing another system on the network to use the computer
name, IP address, or both. The names are also released when you shut down
a WINS client.

After a client establishes a session with a WINS server, the client can request
name-resolution services. The method used to resolve computer names to IP
addresses depends on how the network is configured. The following four name-
resolution methods are available:

= B-node (broadcast) Uses broadcast messages to resolve computer names
to IP addresses. Computers that need to resolve a name broadcast a message
to every host on the local network, requesting the IP address for a computer
name. On a large network with hundreds or thousands of computers, these
broadcast messages can use up valuable network bandwidth.

= P-node (peer-to-peer) Uses WINS servers to resolve computer names
to IP addresses. As explained earlier, client sessions have three parts: name
registration, name renewal, and name release. In this mode, when a client
needs to resolve a computer name to an IP address, the client sends a query
message to the server and the server responds with an answer.

= M-node (mixed) Combines b-node and p-node. With m-node, a WINS
client first tries to use b-node for name resolution. If the attempt fails, the
client then tries to use p-node. Because b-node is used first, this method has
the same problems with network bandwidth usage as b-node.

= H-node (hybrid) Also combines b-node and p-node. With h-node, a
WINS client first tries to use p-node for peer-to-peer name resolution. If the
attempt fails, the client then tries to use broadcast messages with b-node.
Because peer-to-peer is the primary method, h-node offers the best perfor-
mance on most networks. H-node is also the default method for WINS name
resolution.

If WINS servers are available on the network, Windows clients use the p-node
method for name resolution. If no WINS servers are available on the network,
Windows clients use the b-node method for name resolution. Windows computers
can also use DNS and the local files LMHOSTS and HOSTS to resolve network names.
Working with DNS is covered in detail in Chapter 16.

When you use DHCP to assign IP addresses dynamically, you should set the name
resolution method for DHCP clients. To do this, you need to set DHCP scope options
for the 046 WINS/NBT Node Type as specified in “Setting Scope Options” in Chapter
15. The best method to use is h-node. You'll get the best performance and have
reduced traffic on the network.
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Using Link-Local Multicast Name Resolution

LLMNR fills a need for peer-to-peer name-resolution services for devices with an
IPv4 address, an IPv6 address, or both, allowing IPv4 and IPv6 devices on a single
subnet without a WINS or DNS server to resolve each other’s names—a service that
neither WINS nor DNS can fully provide. Although WINS can provide both client/
server and peer-to-peer name-resolution services for IPv4, it does not support

IPv6 addresses. DNS, on the other hand, supports IPv4 and IPv6 addresses, but it
depends on designated servers to provide name-resolution services.

Windows 7 and later releases support LLMNR. LLMNR is designed for both IPv4
and IPv6 clients in configurations where other name-resolution systems are not
available, such as

= Home or small office networks
= Ad hoc networks
= Corporate networks where DNS services are not available

LLMNR is designed to complement DNS by enabling name resolution in sce-
narios in which conventional DNS name resolution is not possible. Although LLMNR
can replace the need for WINS in cases where NetBIOS is not required, LLMNR is not
a substitute for DNS because it operates only on the local subnet. Because LLMNR
traffic is prevented from propagating across routers, it cannot accidentally flood the
network.

As with WINS, you use LLMNR to resolve a host name, such as COMPUTER84, to
an IP address. By default, LLMNR is enabled on all computers running Windows 7
and later releases, and these computers use LLMNR only when all attempts to look
up a host name through DNS fail. As a result, name resolution works like the follow-
ing for Windows 7 and later releases:

1. A host computer sends a query to its configured primary DNS server. If the
host computer does not receive a response or receives an error, it tries each
configured alternate DNS server in turn. If the host has no configured DNS
servers or fails to connect to a DNS server without errors, name resolution
fails over to LLMNR.

2. The host computer sends a multicast query over User Datagram Protocol
(UDP) requesting the IP address for the name being looked up. This query is
restricted to the local subnet (also referred to as the local link).

3. Each computer on the local link that supports LLMNR and is configured to
respond to incoming queries receives the query and compares the name to
its own host name. If the host name is not a match, the computer discards
the query. If the host name is a match, the computer transmits a unicast mes-
sage containing its IP address to the originating host.

You can also use LLMNR for reverse mapping. With a reverse mapping, a com-
puter sends a unicast query to a specific IP address, requesting the host name of the
target computer. An LLMNR-enabled computer that receives the request sends a
unicast reply containing its host name to the originating host.

LLMNR-enabled computers are required to ensure that their names are unique
on the local subnet. In most cases, a computer checks for uniqueness when it
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starts, when it resumes from a suspended state, and when you change its network-
interface settings. If a computer has not yet determined that its name is unique, it
must indicate this condition when responding to a name query.

REAL WORLD By default, LLMNR is automatically enabled on computers running
Windows 7 and later releases. You can disable LLMNR through registry settings. To dis-
able LLMNR for all network interfaces, create and set the following registry value to 0:
HKLM/SYSTEM/CurrentControlSet/Services/Dnscache/Parameters/EnableMulticast.

To disable LLMNR for a specific network interface, create and set the following registry
value to 0: HKLM/SYSTEM/CurrentControlSet/Services/Tcpip/Parameters/Adapter-
GUID/EnableMulticast.

Here, AdapterGUID is the globally unique identifier (GUID) of the network-interface
adapter for which you want to disable LLMNR. You can enable LLMNR again at any
time by setting these registry values to 1. You also can manage LLMNR through Group
Policy.

Frequently Used Tools

Many utilities are available for administrating Windows Server 2012 systems. The
tools you use the most include the following:

= Control Panel A collection of tools for managing system configuration.
You can organize Control Panel in different ways according to the view
you're using. A view is simply a way of organizing and presenting options.
You change the view by using the View By list. Category view is the default
view, and it provides access to tools by category, tool, and key tasks. The
Large Icons and Small Icons views are alternative views that list each tool
separately by name.

= Graphical administrative tools The key tools for managing network
computers and their resources. You can access these tools by selecting them
individually from the Administrative Tools program group.

= Administrative wizards Tools designed to automate key administrative
tasks. You can access many administrative wizards in Server Manager—the
central administration console for Windows Server 2012.

= Command-line utilities You can launch most administrative utilities
from the command prompt. In addition to these utilities, Windows Server
2012 provides others that are useful for working with Windows Server 2012
systems.
To learn how to use any of the .NET command-line tools, type NET HELP at a
command prompt followed by the command name, such as NET HELP SHARE.
Windows Server 2012 then provides an overview of how the command is used.
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Windows PowerShell 3.0

For additional flexibility in your command-line scripting, you might want to use
Windows PowerShell 3.0. Windows PowerShell 3.0 is a full-featured command shell
that can use built-in commands called cmdlets, built-in programming features, and
standard command-line utilities. A command console and a graphical environment
are available.

Although the Windows PowerShell console and the graphical scripting environ-
ment are installed by default, several other PowerShell features are not installed
by default. They include the Windows PowerShell 2.0 engine, which is provided for
backward compatibility with existing PowerShell host applications, and Windows
PowerShell Web Access, which lets a server act as a web gateway for managing the
server remotely using PowerShell and a web client.

REAL WORLD You can install these additional Windows PowerShell features using
the Add Roles And Features Wizard. On the desktop, tap or click the Server Manager
button on the taskbar. This option is included by default. In Server Manager, tap or
click Manage and then tap or click Add Roles And Features. This runs the Add Roles
And Features Wizard, which you use to add these features. Note, however, that with
Windows Server 2012, not only can you disable a role or feature, but you also can re-
move the binaries needed for that role or feature. Binaries needed to install roles and
features are referred to as payloads.

The Windows PowerShell console (Powershell.exe) is a 32-bit or 64-bit environ-
ment for working with Windows PowerShell at the command line. On 32-bit versions
of Windows, you'll find the 32-bit executable in the %SystemRoot%\System32\
WindowsPowerShell\v1.0 directory. On 64-bit versions of Windows, you'll find
the 32-bit executable in the %SystemRoot%\SysWow64\WindowsPowerShell\v1.0
directory, and the 64-bit executable in the %SystemRoot%\System32\Windows-
PowerShell\v1.0 directory.

On the desktop, you can open the Windows PowerShell console by tapping or
clicking the PowerShell button on the taskbar. This option is included by default. On
64-bit systems, the 64-bit version of PowerShell is started by default. If you want to
use the 32-bit PowerShell console on a 64-bit system, you must select the Windows
PowerShell (x86) option.

You can start Windows PowerShell from a Windows command shell (Cmd.exe) by
entering the following:

powershell

NOTE The directory path for Windows PowerShell should be in your command path
by default. This ensures that you can start Windows PowerShell from a command
prompt without first having to change to the related directory.

After starting Windows PowerShell, you can enter the name of a cmdlet at the
prompt, and the cmdlet will run in much the same way as a command-line com-
mand. You can also execute cmdlets in scripts. Cmdlets are named using verb-noun
pairs. The verb tells you what the cmdlet does in general. The noun tells you what
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specifically the cmdlet works with. For example, the Get-Variable cmdlet gets all
Windows PowerShell environment variables and returns their values, or it gets a
specifically named environment variable and returns its value. The common verbs
associated with cmdlets are as follows:

= Get- Queries a specific object or a subset of a type of object, such as a
specified performance counter or all performance counters

= Set- Modifies specific settings of an object

= Enable- Enables an option or a feature

= Disable- Disables an option or a feature

= New- Creates a new instance of an item, such as a new event or service
= Remove- Removes an instance of an item, such as an event or event log

At the Windows PowerShell prompt, you can get a complete list of cmdlets by
typing get-help *-*. To get help documentation on a specific cmdlet, type get-help
followed by the cmdlet name, such as get-help get-variable.

All cmdlets also have configurable aliases that act as shortcuts for executing
a cmdlet. To list all aliases available, type get-item —path alias: at the Windows
PowerShell prompt. You can create an alias that invokes any command by using the
following syntax:

new-item -path alias:AliasName -value: FullCommandPath

Here AliasName is the name of the alias to create, and FullCommandPath is the
full path to the command to run, such as

new-item —path alias:sm -value:c:\windows\system32\compmgmtlauncher.exe

This example creates the alias sm for starting Server Manager. To use this alias,
you simply type sm and then press Enter when you are working with Windows
PowerShell.

REAL WORLD Generally speaking, anything you can type at a command prompt can
be typed at the PowerShell prompt as well. This is possible because PowerShell looks
for external commands and utilities as part of its normal processing. As long as the
external command or utility is found in a directory specified by the PATH environment
variable, the command or utility is run as appropriate. However, keep in mind that

the PowerShell execution order could affect whether a command runs as expected.
For PowerShell, the execution order is 1) alternate built-in or profile-defined aliases,
2) built-in or profile-defined functions, 3) cmdlets or language keywords, 4) scripts
with the .ps1 extension, and 5) external commands, utilities, and files. Thus, if any ele-
ment in 1 to 4 of the execution order has the same name as a command, that element
will run instead of the expected command.

Windows Remote Management

The Windows PowerShell remoting features are supported by the WS-Management
protocol and the Windows Remote Management (WinRM) service that implements
WS-Management in Windows. Computers running Windows 7 and later, as well as

Windows Server 2008 R2 or later include WinRM 2.0 or later. If you want to manage
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a Windows server from a workstation, you need to be sure that WinRM 2.0 and
Windows PowerShell 3.0 are installed and that the server has a WinRM listener en-
abled. An IIS extension, installable as a Windows feature called WinRM 1IS Extension,
lets a server act as a web gateway for managing the server remotely using WinRM
and a web client.

Enabling and Using WinRM

You can verify the availability of WinRM 2.0 and configure Windows PowerShell for
remoting by following these steps:

1. Tap or click Start, and then point to Windows PowerShell. Start Windows
PowerShell as an administrator by pressing and holding or right-clicking the
Windows PowerShell shortcut and selecting Run As Administrator.

2. The WinRM service is configured for manual startup by default. You must
change the startup type to Automatic and start the service on each com-
puter you want to work with. At the Windows PowerShell prompt, you can
verify that the WinRM service is running by using the following command:

get-service winrm

As shown in the following example, the value of the Status property in the
output should be Running:

Status Name DisplayName

Running WinRM Windows Remote Management

If the service is stopped, enter the following command to start the service
and configure it to start automatically in the future:

set-service -name winrm -startuptype automatic -status running

3. To configure Windows PowerShell for remoting, type the following
command:

Enable-PSRemoting -force

You can enable remoting only when your computer is connected to a domain
or a private network. If your computer is connected to a public network, you
need to disconnect from the public network and connect to a domain or
private network and then repeat this step. If one or more of your computer’s
connections has the Public Network connection type but you are actually
connected to a domain or private network, you need to change the network
connection type in Network And Sharing Center and then repeat this step.
In many cases, you are able to work with remote computers in other domains.
However, if the remote computer is not in a trusted domain, the remote computer
might not be able to authenticate your credentials. To enable authentication, you
need to add the remote computer to the list of trusted hosts for the local computer
in WinRM. To do so, type the following:

winrm set winrm/config/client '@{TrustedHosts"RemoteComputer"}"'
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Here RemoteComputer is the name of the remote computer, such as

winrm set winrm/config/client '@{TrustedHosts="CorpServer56"}'

When you are working with computers in workgroups or homegroups, you must
use HTTPS as the transport or add the remote machine to the TrustedHosts configu-
ration settings. If you cannot connect to a remote host, verify that the service on the
remote host is running and is accepting requests by running the following com-
mand on the remote host:

winrm quickconfig

This command analyzes and configures the WinRM service. If the WinRM service
is set up correctly, you'll see output similar to the following:

WinRM already is set up to receive requests on this machine.
WinRM already is set up for remote management on this machine.

If the WinRM service is not set up correctly, you see errors and need to respond
affirmatively to several prompts that allow you to automatically configure remote
management. When this process is complete, WinRM should be set up correctly.

Whenever you use Windows PowerShell remoting features, you must start
Windows PowerShell as an administrator by pressing and holding or right-clicking
the Windows PowerShell shortcut and selecting Run As Administrator. When start-
ing Windows PowerShell from another program, such as the command prompt, you
must start that program as an administrator.

Configuring WinRM

When you are working with an elevated, administrator command prompt, you can
use the WinRM command-line utility to view and manage the remote management
configuration. Type winrm get winrm/config to display detailed information about
the remote management configuration.

If you examine the configuration listing, you'll notice there is a hierarchy of
information. The base of this hierarchy, the Config level, is referenced with the path
winrm/config. Then there are sublevels for client, service, and WinRS, referenced as
winrm/config/client, winrm/config/service, and winrm/config/winrs. You can change
the value of most configuration parameters by using the following command:

winrm set ConfigPath @{ParameterName="Value"}

Here ConfigPath is the configuration path, ParameterName is the name of the
parameter you want to work with, and Value sets the value for the parameter, such
as

winrm set winrm/config/winrs @{MaxShellsPerUser="10"}

Here, you set the MaxShellsPerUser parameter under winrm/config/winrs. This
parameter controls the maximum number of connections to a remote computer that
can be active per user. (By default, each user can have only five active connections.)
Keep in mind that some parameters are read-only and cannot be set in this way.
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WinRM requires at least one listener to indicate the transports and IP addresses
on which management requests can be accepted. The transport must be HTTP,
HTTPS, or both. With HTTP, messages can be encrypted using NTLM or Kerberos
encryption. With HTTPS, Secure Sockets Layer (SSL) is used for encryption. You can
examine the configured listeners by typing winrm enumerate winrm/config/
listener. As Listing 1-1 shows, this command displays the configuration details for
configured listeners.

LISTING 1-1 Sample Configuration for Listeners

Listener
Address = *
Transport = HTTP
Port = 80
Hostname
Enabled = true
URLPrefix = wsman
CertificateThumbprint
ListeningOn = 127.0.0.1, 192.168.1.225

By default, your computer is probably configured to listen on any IP address. If
so, you won't see any output. To limit WinRM to specific IP addresses, the com-
puter’s local loopback address (127.0.0.1) and assigned IPv4 and IPv6 addresses can
be explicitly configured for listening. You can configure a computer to listen for
requests over HTTP on all configured IP addresses by typing the following:

winrm create winrm/config/Tistener?Address=*+Transport=HTTP

You can listen for requests over HTTPS on all IP addresses configured on the
computer by typing this:

winrm create winrm/config/Tistener?Address=*+Transport=HTTPS

Here, the asterisk (*) indicates all configured IP addresses. Note that the
CertificateThumbprint property must be empty to share the SSL configuration with
another service.

You can enable or disable a listener for a specific IP address by typing

winrm set winrm/config/Tistener?Address=IP:192.168.1.225+Transport=HTTP
@{Enabled="true"}

or

winrm set winrm/config/listener?Address=IP:192.168.1.225+Transport=HTTP
@{Enabled="false"}

You can enable or disable basic authentication on the client by typing
winrm set winrm/config/client/auth @{Basic="true"}
or

winrm set winrm/config/client/auth @{Basic="false"}
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You can enable or disable Windows authentication using either NTLM or Ker-
beros (as appropriate) by typing

winrm set winrm/config/client @{TrustedHosts="<local>"}
or
winrm set winrm/config/client @{TrustedHosts=""}

In addition to managing WinRM at the command line, you can manage the
service by using Group Policy. As a result, Group Policy settings might override any
settings you enter.
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S ervers are the heart of any Microsoft Windows network. One of your primary
responsibilities as an administrator is to manage these resources. Windows
Server 2012 comes with several integrated management tools. The one you'll use
for handling core system administration tasks is Server Manager. Server Manager
provides setup and configuration options for the local server as well as options for
managing roles, features, and related settings on any remotely manageable server
in the enterprise. Tasks you can use Server Manager to perform include

= Adding servers for remote management

= |nitiating remote connections to servers

= Configuring the local server

= Managing installed roles and features

= Managing volumes and shares on file servers

= Configuring Network Interface Card (NIC) Teaming

= Viewing events and alerts

= Restarting servers

Server Manager is great for general system administration, but you also need a
tool that gives you fine control over system environment settings and properties.
This is where the System utility comes into the picture. You can use this utility to
do the following:

= Change a computer’s name

= Configure application performance, virtual memory, and registry settings

= Manage system and user environment variables

= Set system startup and recovery options
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Server Roles, Role Services, and Features for Windows
Server 2012

Windows Server 2012 uses the same configuration architecture as Windows Server
2008 and Windows Server 2008 Release 2 (R2). You prepare servers for deployment
by installing and configuring the following components:

= Serverroles A serverroleis a related set of software components that
allows a server to perform a specific function for users and other computers
on a network. A computer can be dedicated to a single role, such as Active
Directory Domain Services (AD DS), or provide multiple roles.

= Role services A role service is a software component that provides the
functionality for a server role. Each role can have one or more related
role services. Some server roles, such as Domain Name Service (DNS) and
Dynamic Host Configuration Protocol (DHCP), have a single function, and
installing the role installs this function. Other roles, such as Network Policy
and Access Services and Active Directory Certificate Services (AD CS), have
multiple role services that you can install. With these server roles, you can
choose which role services to install.

m Features A feature is a software component that provides additional
functionality. Features, such as BitLocker Drive Encryption and Windows
Server Backup, are installed and removed separately from roles and role
services. A computer can have zero or more features installed depending on
its configuration.

You configure roles, role services, and features by using Server Manager, a
Microsoft Management Console (MMC). Some roles, role services, and features are
dependent on other roles, role services, and features. As you install roles, role ser-
vices, and features, Server Manager prompts you to install other roles, role services,
or features that are required. Similarly, if you try to remove a required component
of an installed role, role service, or feature, Server Manager warns that you cannot
remove the component unless you also remove dependent roles, role services, or
features.

Because adding or removing roles, role services, and features can change
hardware requirements, you should carefully plan any configuration changes and
determine how they affect a server’s overall performance. Although you typically
want to combine complementary roles, doing so increases the workload on the
server, so you need to optimize the server hardware accordingly. Table 2-1 provides
an overview of the primary roles and the related role services you can deploy on a
server running Windows Server 2012.
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TABLE 2-1 Primary Roles and Related Role Services for Windows Server 2012

ROLE

Active Directory
Certificate Services
(AD CS)

Active Directory
Domain Services
(AD DS)

Active Directory
Federation Services
(AD FS)

Active Directory
Lightweight Directory
Services (AD LDS)

Active Directory
Rights Management
Services (AD RMS)

Application Server

DHCP Server

DNS Server

DESCRIPTION

Provides functions necessary for issuing and revoking
digital certificates for users, client computers, and servers.
Includes these role services: Certification Authority,
Certification Authority Web Enrollment, Online Responder,
Network Device Enrollment Service, Certificate Enroliment
Web Service, and Certificate Enrollment Policy Web
Service.

Provides functions necessary for storing information
about users, groups, computers, and other objects on
the network, and makes this information available to
users and computers. Active Directory domain controllers
give network users and computers access to permitted
resources on the network.

Complements the authentication and access management
features of AD DS by extending them to the World

Wide Web. Includes these role services and subservices:
Federation Service, Federation Service Proxy, AD FS Web
Agents, Claims-Aware Agent, and Windows Token-Based
Agent.

Provides a data store for directory-enabled applications
that do not require AD DS and do not need to be
deployed on domain controllers. Does not include
additional role services.

Provides controlled access to protected email messages,
documents, intranet pages, and other types of files.
Includes these role services: Active Directory Rights
Management Server and Identity Federation Support.

Allows a server to host distributed applications built
using ASP.NET, Enterprise Services, and Microsoft .NET
Framework 4.5. Includes more than a dozen role services.

DHCP provides centralized control over IP addressing.
DHCP servers can assign dynamic IP addresses and
essential TCP/IP settings to other computers on a network.
Does not include additional role services.

DNS is a name-resolution system that resolves computer
names to IP addresses. DNS servers are essential for name
resolution in Active Directory domains. Does not include
additional role services.
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ROLE

Fax Server

File And Storage
Services

Hyper-V

Network Policy and
Access Services
(NPAS)

Print And Document
Services

Remote Access

Remote Desktop
Services

Volume Activation
Services

DESCRIPTION

Provides centralized control over sending and receiving
faxes in the enterprise. A fax server can act as a gateway
for faxing and allows you to manage fax resources, such as
jobs and reports, and fax devices on the server or on the
network. Does not include additional role services.

Provides essential services for managing files and storage,
and the way they are made available and replicated on the
network. A number of server roles require some type of
file service. Includes these role services and subservices:
BranchCache for Network Files, Data Deduplication,
Distributed File System, DFS Namespaces, DFS Replication,
File Server, File Server Resource Manager, Services for
Network File System (NFS), File Server VSS Agent Service,
iSCSI Target Server, iSCSI Target Storage Provider, and
Storage Services.

Provides services for creating and managing virtual
machines that emulate physical computers. Virtual
machines have separate operating system environments
from the host server.

Provides essential services for managing network access
policies. Includes these role services: Network Policy
Server (NPS), Health Registration Authority (HRA), and
Host Credential Authorization Protocol (HCAP).

Provides essential services for managing network printers,
network scanners, and related drivers. Includes these role
services: Print Server, LPD Service, Internet Printing, and
Distributed Scan Server.

Provides services for managing routing and remote access
to networks. Use this role if you need to configure Virtual
Private Networks (VPN), Network Address Translation
(NAT), and other routing services. Includes these role
services: DirectAccess and VPN (RAS) and Routing.

Provides services that allow users to run Windows-

based applications that are installed on a remote server.
When users run an application on a terminal server, the
execution and processing occur on the server and only the
data from the application is transmitted over the network.

Provides services for automating the management of
volume license keys and volume key activation.
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ROLE

Web Server (11S)

Windows Deployment
Services (WDS)

Windows Server
Update Services
(WSUS)

DESCRIPTION

Used to host websites and web-based applications.
Websites hosted on a web server can have both static
content and dynamic content. You can build web
applications hosted on a web server by using ASP.NET and
.NET Framework 4.5. When you deploy a web server, you
can manage the server configuration using 1IS 8 modules
and administration tools. Includes several dozen role
services.

Provides services for deploying Windows computers in the
enterprise. Includes these role services: Deployment Server
and Transport Server.

Provides services for Microsoft Update, allowing you to
distribute updates from designated servers.

Table 2-2 provides an overview of the primary features you can deploy on a
server running Windows Server 2012. Unlike early releases of Windows, Windows
Server 2012 does not install some important server features automatically. For ex-
ample, you must add Windows Server Backup to use the built-in backup and restore
features of the operating system.

TABLE 2-2 Primary Features for Windows Server 2012

FEATURE

Background Intelligent
Transfer Service (BITS)

BitLocker Drive
Encryption

BitLocker Network
Unlock

DESCRIPTION

Provides intelligent background transfers. When this
feature is installed, the server can act as a BITS server
that can receive file uploads from clients. This feature
isn't necessary for downloads to clients using BITS.
Additional subfeatures include BITS IIS Server Extension
and BITS Compact Server.

Provides hardware-based security to protect data
through full-volume encryption that prevents disk
tampering while the operating system is offline.
Computers that have Trusted Platform Module (TPM)
can use BitLocker Drive Encryption in Startup Key or
TPM-Only mode. Both modes provide early integrity
validation.

Provides support for network-based key protectors that
automatically unlock BitLocker-protected operating
system drives when a domain-joined computer is
restarted.
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FEATURE

BranchCache

Client for NFS

Data Center Bridging

Enhanced Storage

Failover Clustering

Group Policy
Management

Ink and Handwriting
Services

IP Address
Management Server

Internet Printing Client

Internet Storage
Naming Server (iSNS)
Server Service

LPR Port Monitor

Media Foundation

Message Queuing

Multipath 1/0 (MPIO)

DESCRIPTION

Provides services needed for BranchCache client and
server functionality. Includes HTTP protocol, Hosted
Cache, and related services.

Provides functionality for accessing files on UNIX-based
NFS servers.

Supports a suite of IEEE standards for enhancing LANs
and enforcing bandwidth allocation.

Provides support for Enhanced Storage Devices.

Provides clustering functionality that allows multiple
servers to work together to provide high availability for
services and applications. Many types of services can be
clustered, including file and print services. Messaging
and database servers are ideal candidates for clustering.

Installs the Group Policy Management Console (GPMC),
which provides centralized administration of Group
Policy.

Provides support for use of a pen or stylus and
handwriting recognition.

Provides support for central management of
the enterprise’s IP address space and the related
infrastructure servers.

Provides functionality that allows clients to use HTTP to
connect to printers on web print servers.

Provides management and server functions for Internet
SCSI (iSCSI) devices, allowing the server to process
registration requests, deregistration requests, and
queries from iSCSI devices.

Installs the LPR Port Monitor, which allows printing to
devices attached to UNIX-based computers.

Provides essential functionality for Windows Media
Foundation.

Provides management and server functions for
distributed message queuing. A group of related
subfeatures is available as well.

Provides functionality necessary for using multiple data
paths to a storage device.
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FEATURE

.NET Framework 4.5

Network Load
Balancing (NLB)

Peer Name Resolution
Protocol (PNRP)

Quality Windows Audio
Video Experience

RAS Connection
Manager
Administration Kit

Remote Assistance

Remote Differential
Compression

Remote Server
Administration Tools
(RSAT)

Remote Procedure Call
(RPC) over HTTP Proxy

Simple TCP/IP Services

Simple Mail Transfer
Protocol (SMTP) Server

DESCRIPTION

Provides APIs for application development. Additional
subfeatures include .NET Framework 4.5, ASP.NET

4.5, and Windows Communication Foundation (WCF)
Activation Components.

NLB provides failover support and load balancing for IP-
based applications and services by distributing incoming
application requests among a group of participating
servers. Web servers are ideal candidates for load
balancing.

Provides Link-Local Multicast Name Resolution (LLMNR)
functionality that allows peer-to-peer, name-resolution
services. When you install this feature, applications
running on the server can use LLMNR to register and
resolve names.

A networking platform for audio video (AV) streaming
applications on IP home networks.

Provides the framework for creating profiles for
connecting to remote servers and networks.

Allows a remote user to connect to the server to provide
or receive Remote Assistance.

Provides support for differential compression by
determining which parts of a file have changed and
replicating only the changes.

Installs role-management and feature-management
tools that can be used for remote administration of other
Windows Server systems. Options for individual tools are
provided, or you can install tools by top-level category
or subcategory.

Installs a proxy for relaying RPC messages from client
applications to the server over HTTP. RPC over HTTP is an
alternative to having clients access the server over a VPN
connection.

Installs additional TCP/IP services, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day.

SMTP is a network protocol for controlling the transfer
and routing of email messages. When this feature is
installed, the server can act as a basic SMTP server. For
a full-featured solution, you need to install a messaging
server, such as Microsoft Exchange Server.
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FEATURE

Simple Network
Management Protocol
(SNMP) Services

Subsystem for UNIX-
Based Applications
(SUA)

Telnet Client

Telnet Server

User Interfaces And
Infrastructure

Windows Biometric
Framework

Windows Internal
Database

Windows PowerShell

Windows PowerShell
Web Access

Windows Process
Activation Service

Windows Standards-
Based Storage
Management

Windows Server
Backup

Windows System
Resource Manager
(WSRM)

DESCRIPTION

SNMP is a protocol used to simplify management of TCP/
IP networks. You can use SNMP for centralized network
management if your network has SNMP-compliant
devices. You can also use SNMP for network monitoring
via network management software.

Provides functionality for running UNIX-based programs.
You can download additional management utilities from
the Microsoft website. (Deprecated)

Allows a computer to connect to a remote Telnet server
and run applications on that server.

Hosts the remote sessions for Telnet clients. When Telnet
Server is running on a computer, users can connect to
the server with a Telnet client from a remote computer.

Allows you to control the user experience and
infrastructure options (Graphical Management Tools And
Infrastructure, Desktop Experience, or Server Graphical
Shell).

Provides functionality required for using fingerprint
devices.

Allows the server to use relational databases with
Windows roles and features that require an internal
database, such as AD RMS, UDDI Services, WSUS,
Windows SharePoint Services, and Windows System
Resource Manager.

Allows you to manage the Windows PowerShell
features of the server. Windows PowerShell 3.0 and the
PowerShell ISE are installed by default.

Allows the server to act as a web gateway for remotely
managing servers in a web browser.

Provides support for distributed, web-based applications
that use HTTP and non-HTTP protocols.

Provides support for managing standards-based
storage and includes management interfaces as well as
extensions for WMI and Windows PowerShell.

Allows you to back up and restore the operating system,
system state, and any data stored on a server.

Allows you to manage resource usage on a per-processor
basis. (Deprecated)
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FEATURE DESCRIPTION

Windows TIFF IFilter Focuses on text-based documents, which means that
searching is more successful for documents that contain
clearly identifiable text (for example, black text on a
white background).

WinRM IS Extension Provides an Internet Information Services (I1S)-based
hosting model. WinRM IIS Extension can be enabled at
either the website or virtual-directory level.

WINS Server A name-resolution service that resolves computer
names to IP addresses. Installing this feature allows the
computer to act as a WINS server.

Wireless LAN Service Allows the server to use wireless networking connections
and profiles.

WoW64 Support Supports WoW64, which is required on a full-server
installation. Removing this feature converts a full-server
installation to a Server Core installation.

XPS Viewer A program you can use to view, search, set permissions
for, and digitally sign XPS documents.

NOTE Desktop Experience is now a subfeature of the top-level feature called User
Interfaces And Infrastructure. Desktop Experience provides Windows desktop func-
tionality on the server. Windows features added include Windows Media Player, desk-
top themes, Video for Windows (AVI support), Windows Defender, Disk Cleanup, Sync
Center, Sound Recorder, Character Map, and Snipping Tool. Although these features
allow a server to be used like a desktop computer, they can reduce the server’s overall
performance.

As an administrator, you might be asked to install or uninstall dynamic-link librar-
ies (DLLs), particularly if you work with IT development teams. The utility you use to
work with DLLs is Regsvr32. This utility is run at the command line.

After you open a Command Prompt window, you install or register a DLL by typ-
ing regsvr32 name.dll—for example:

regsvr32 mylibs.d11

If necessary, you can uninstall or unregister a DLL by typing regsvr32 /u
name.dll—for example:

regsvr32 /u mylibs.d11

Windows File Protection prevents the replacement of protected system files. You
can replace only DLLs installed by the Windows Server operating system as part of
a hotfix, service pack update, Windows update, or Windows upgrade. Windows File
Protection is an important part of the Windows Server security architecture.
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Full-Server, Minimal-Interface, and Server Core
Installations

Windows Server 2012 supports full-server, minimal-interface, and Server Core
installations. Full-server installations, also referred to as Server With A GUI Installa-
tions, have the Graphical Management Tools And Infrastructure and Server Graphi-
cal Shell features (which are part of the User And Infrastructure feature) and the
WoW64 Support framework installed. Minimal-interface installations, also referred
to as Server With Minimal Interface Installations, are full-server installations with the
Server Graphical Shell removed. Server Core installations have a limited user inter-
face and do not include any of the User Interfaces And Infrastructure features or the
WoW64 Support framework.

As discussed in “Changing the Installation Type” later in the chapter, the instal-
lation type can be changed at any time. With a full-server installation, you have
a complete working version of Windows Server 2012 you can deploy with any
permitted combination of roles, role services, and features. With a minimal-interface
installation, you also can deploy any permitted combination of roles, role services,
and features. However, with a Server Core installation, you have a minimal installa-
tion of Windows Server 2012 that supports a limited set of roles and role combina-
tions. The supported roles include AD CS, AD DS, AD LDS, DHCP Server, DNS Server,
File Services, Hyper-V, Media Services, Print And Document Services, Routing And
Remote Access Server, Streaming Media Services, Web Server (lIS), and Windows
Server Update Server. In its current implementation, a Server Core installation is not
a platform for running server applications.

While all three installation types use the same licensing rules and can be man-
aged remotely using any available and permitted remote-administration technique,
full-server, minimal-interface, and Server Core installations are completely differ-
ent when it comes to local console administration. With a full-server installation,
you're provided with a user interface that includes a full desktop environment for
local console management of the server. With a minimal interface, you have only
Microsoft Management Consoles, Server Manager, and a subset of Control Panel
available for management tasks. Missing from both a minimal-interface installation
and a Server Core installation are File Explorer, taskbar, notification area, Internet
Explorer, built-in help system, themes, Metro-style apps, and Windows Media Player.

Navigating Server Core
With a Server Core installation, you get a user interface that includes a limited desk-
top environment for local console management of the server. This minimal interface
includes the following:

= Windows Logon screen for logging on and logging off

= Notepad (Notepad.exe) for editing files

= Registry Editor (Regedit.exe) for managing the registry

= Task Manager (Taskmgr.exe) for managing tasks and starting new tasks

= Command prompt (Cmd.exe) for administration using the command line
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= PowerShell prompt for administration using Windows PowerShell

= File Signature Verification tool (Sigverif.exe) for verifying digital signatures of
system files

= System Information (Msinfo32.exe) for getting system information
= Windows Installer (Msiexec.exe) for managing Windows Installer

= Date And Time control panel (Timedate.cpl) for viewing or setting the date,
time, and time zone.

= Region And Language control panel (Intl.cpl) for viewing or setting regional
and language options, including formats and the keyboard layout.

= Server Configuration utility (Sconfig), which provides a text-based menu
system for managing a server’s configuration.

When you start a server with a Server Core installation, you can use the Windows
Logon screen to log on just as you do with a full-server installation. In a domain, the
standard restrictions apply for logging on to servers, and anyone with appropriate
user rights and logon permissions can log on to the server. On servers that are not
acting as domain controllers and for servers in workgroup environments, you can
use the NET USER command to add users and the NET LOCALGROUP command to
add users to local groups for the purposes of logging on locally.

After you log on to a Server Core installation, you have a limited desktop
environment with an administrator command prompt. You can use this command
prompt for administration of the server. If you accidentally close the command
prompt, you can open a new command prompt by following these steps:

1. Press Ctrl+Shift+Esc to display Task Manager.
2. On the File menu, tap or click Run New Task.

3. Inthe Create New Task dialog box, type ecmd in the Open text box, and then
tap or click OK.

You can use this technique to open additional Command Prompt windows as
well. Although you can work with Notepad and Regedit by typing notepad.exe or
regedit.exe instead of emd, you can also start Notepad and Regedit directly from a
command prompt by entering notepad.exe or regedit.exe as appropriate.

The Server Configuration utility (Sconfig) provides a text-based menu system
that makes it easy to do the following:

= Configure domain or workgroup membership
= Change a server's name

= Add a local Administrator account

= Configure remote management features

= Configure Windows Update settings

= Download and install Windows updates

= Enable or disable Remote Desktop

s Configure network settings for TCP/IP

= Configure the date and time

= Log off, restart, or shut down
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When you are logged on, you can display the Windows Logon screen at any time
by pressing Ctrl+Alt+Delete. In a Server Core installation, the Windows Logon screen
has the same options as with a full-server installation, allowing you to lock the
computer, switch users, log off, change a password, or start Task Manager. At the
command prompt, you have all the standard commands and command-line utilities
available for managing the server. However, commands, utilities, and programs run
only if all of their dependencies are available in the Server Core installation.

Although a Server Core installation supports a limited set of roles and role
services, you can install most features. Windows Server 2012 also supports the .NET
Framework, Windows PowerShell 3.0, and Windows Remote Management (WinRM)
2.0. This support allows you to perform local and remote administration using
PowerShell. You also can use Remote Desktop Services to manage a Server Core
installation remotely. Some of the common tasks you might want to perform when
you are logged on locally are summarized in Table 2-3.

TABLE 2-3 Helpful Commands and Utilities for Managing Server Core Installations

COMMAND TASK

Cscript Scregedit.wsf Configure the operating system. Use the
/cli parameter to list available configuration
areas.

Diskraid.exe Configure software RAID.

ipconfig /all List information about the computer’s IP

address configuration.

Netdom RenameComputer Set the server’s name.
Netdom Join Join the server to a domain.
Netsh Provide multiple contexts for managing the

configuration of networking components.
Type netsh interface ipv4 to configure
IPv4 settings. Type netsh interface ipv6 to
configure IPv6 settings.

Ocsetup.exe Add or remove roles, role services, and
features.

Pnputil.exe Install or update hardware device drivers.

Sc query type=driver List installed device drivers.

Serverweroptin.exe Configure Windows Error Reporting.

SImgr —ato Windows Software Licensing Management

tool used to activate the operating system.
Runs Cscript simgr.vbs —ato.

SImgr —ipk Install or replace the product key. Runs Cscript
slmgr.vbs —ipk.
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COMMAND
SystemInfo

Wecutil.exe

Wevtutil.exe

Winrm quickconfig

Wmic datafile where
name="FullFilePath" get version

Wmic nicconfig index=9 call
enabledhcp

Wmic nicconfig index=9 call
enablestatic("IPAddress"),
("SubnetMask")

Wmic nicconfig index=9 call
setgateways("GatewaylPAddress")

Wmic product get name /value

Wmic product where
name="Name" call uninstall

Wmic gfe list

Wusa.exe PatchName.msu /quiet

TASK
List the system configuration details.

Create and manage subscriptions to
forwarded events.

View and search event logs.

Configure the server to accept
WS-Management requests from other
computers. Runs Cscript winrm.vbs
quickconfig. Enter without the quickconfig
parameter to see other options.

List a file’s version.

Set the computer to use dynamic IP
addressing rather than static IP addressing.

Set a computer’s static IP address and
network mask.

Set or change the default gateway.

List installed Microsoft Installer (MSI)
applications by name.

Uninstall an MSI application.

List installed updates and hotfixes.

Apply an update or hotfix to the operating
system.

Installing Windows Server 2012

You can install Windows Server 2012 on new hardware or as an upgrade. When
you install Windows Server 2012 on a computer with an existing operating system,
you can perform a clean installation or an upgrade. With a clean installation, the
Windows Server 2012 Setup program replaces the original operating system on the
computer, and all user or application settings are lost. With an upgrade, the Setup
program performs a clean installation of the operating system and then migrates
user settings, documents, and applications from the earlier version of Windows.

Windows Server 2012 supports only 64-bit architecture. You can install the
operating system only on computers with 64-bit processors. Before you install
Windows Server 2012, you should be sure that your computer meets the minimum
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requirements of the edition you plan to use. Microsoft provides both minimum
requirements and recommended requirements. If your computer doesn’t meet
the minimum requirements, you will not be able to install Windows Server 2012. If
your computer doesn’t meet the recommended requirements, you will experience
performance issues.

Windows Server 2012 requires at least 10 GB of disk space for installation of the
base operating system. Microsoft recommends that a computer running Windows
Server 2012 have 32 GB or more of available disk space. Additional disk space is re-
quired for paging and dump files as well as for the features, roles, and role services
you install. For optimal performance, you should have at least 10 percent of free
space on a server's disks at all times.

When you install Windows Server 2012, the Setup program automatically makes
recovery options available on your server as an advanced boot option. In addition to
a command line for troubleshooting and options for changing the startup behavior,
you can use System Image Recovery to perform a full recovery of the computer
using a system image created previously. If other troubleshooting techniques fail to
restore the computer and you have a system image for recovery, you can use this
feature to restore the computer from the backup image.

Performing a Clean Installation

Before you start an installation, you need to consider whether you want to manage
the computer’s drives and partitions during the setup process. If you want to use
the advanced drive setup options that Setup provides for creating and formatting
partitions, you need to boot the computer using the distribution media. If you don’t
boot using the distribution media, these options won't be available, and you'll only
be able to manage disk partitions at a command prompt using the DiskPart utility.

You can perform a clean installation of Windows Server 2012 by following these
steps:

1. Start the Setup program by using one of the following techniques:

= For a new installation, turn on the computer with the Windows Server
2012 distribution media in the computer’s disc drive, and then press
any key when prompted to start Setup from your media. If you are not
prompted to boot from the disc drive, you might need to select advanced
boot options and then boot from media rather than hard disk, or you
might need to change the computer’s firmware settings to allow booting
from media.

= For a clean installation over an existing installation, you can boot from the
distribution media, or you can start the computer and log on using an ac-
count with administrator privileges. When you insert the Windows Server
2012 distribution media into the computer’s disc drive, Setup should
start automatically. If Setup doesn't start automatically, use File Explorer
to access the distribution media and then double-tap or double-click
Setup.exe.

2. |If you started the computer using the distribution media, choose your
language, time and currency formats, and keyboard layout when prompted.
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Only one keyboard layout is available during installation. If your keyboard
language and the language edition of Windows Server 2012 you are install-
ing are different, you might see unexpected characters as you type. Be sure
that you select the correct keyboard language to avoid this. When you are
ready to continue with the installation, tap or click Next.

Choose Install Now to start the installation. After Setup copies the temporary
files to the computer, choose whether to get updates for Setup during the
installation. If you started Setup after logging on to an existing installation of
Windows, choose either Go Online To Install Updates Now or No, Thanks.

With volume and enterprise licensed editions of Windows Server 2012, you
might not need to provide a product key during installation. With retail
editions, however, you need to enter a product key when prompted. Tap or
click Next to continue. The Activate Windows When I'm Online check box is
selected by default to ensure that you are prompted to activate the operat-
ing system the next time you connect to the Internet.

NOTE You must activate Windows Server 2012 after installation. If you don’t
activate Windows Server 2012 in the allotted time, you see an error stating

“Your activation period has expired” or that you have a “Non-genuine version of
Windows Server 2012 installed.” Windows Server 2012 will then run with reduced
functionality. You need to activate and validate Windows Server 2012 as necessary
to regain full functionality.

On the Select The Operating System You Want To Install page, options are
provided for full-server and Server Core installations. Make the appropriate
selection, and then tap or click Next.

The license terms for Windows Server 2012 have changed from previous
releases of Windows. After you review the license terms, tap or click | Accept
The License Terms, and then tap or click Next.

On the Which Type Of Installation Do You Want page, select the type of
installation you want Setup to perform. Because you are performing a clean
installation to replace an existing installation or configure a new computer,
select Custom Install Windows Only (Advanced) as the installation type. If
you started Setup from the boot prompt rather than from Windows itself, the
Upgrade option is disabled. To upgrade rather than perform a clean install,
you need to restart the computer and boot the currently installed operating
system. After you log on, you then need to start the installation.

On the Where Do You Want To Install Windows page, select the disk or disk
and partition on which you want to install the operating system. There are
two versions of the Where Do You Want To Install Windows page, so you
need to keep the following in mind:

= When a computer has a single hard disk with a single partition encom-
passing the whole disk or a single area of unallocated space, the whole
disk partition is selected by default, and you can tap or click Next to
choose this as the install location and continue. With a disk that is com-
pletely unallocated, you might want to create the necessary partition
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before installing the operating system, as discussed in “Creating, Format-
ting, Deleting, and Extending Disk Partitions During Installation” later in
this chapter.

= When a computer has multiple disks or a single disk with multiple parti-
tions, you need to select an existing partition to use for installing the
operating system or create a partition. You can create and manage parti-
tions as discussed in “Creating, Formatting, Deleting, and Extending Disk
Partitions During Installation” later in this chapter.

= [f a disk has not been initialized for use or if the firmware of the computer
does not support starting the operating system from the selected disk,
you need to initialize it by creating one or more partitions on the disk.
You cannot select or format a hard disk partition that uses FAT or FAT32
or has other incompatible settings. To work around this issue, you might
want to convert the partition to NTFS. When working with this page, you
can access a command prompt to perform any necessary preinstallation
tasks. See “Creating, Formatting, Deleting, and Extending Disk Partitions
During Installation” later in this chapter.

9. If the partition you select contains a previous Windows installation, Setup
provides a prompt stating that existing user and application settings will be
moved to a folder named Windows.old and that you must copy these set-
tings to the new installation to use them. Tap or click OK.

10. Tap or click Next. Setup starts the installation of the operating system. Dur-
ing this procedure, Setup copies the full disk image of Windows Server 2012
to the location you selected and then expands it. Afterward, Setup installs
features based on the computer's configuration and the hardware it detects.
This process requires several automatic restarts. When Setup finishes the
installation, the operating system will be loaded, and you can perform initial
configuration tasks such as setting the administrator password and server
name.

REAL WORLD Servers running core installations of Windows Server are configured
to use DHCP by default. As long as the server has a network card and a connected net-
work cable, a Server Core installation should be able to connect to your organization’s
DHCP servers and obtain the correct network settings. You can configure the server
by using Sconfig, which provides menu options for configuring domain/workgroup
membership, the computer name, remote management, Windows Update, Remote
Desktop, network settings, date and time, logoff, restart, and shutdown.

Alternatively, you can configure the server by using individual commands. If you want
to use a static IP address, use Netsh to apply the settings you want. Once networking is
configured correctly, use Simgr —ipk to set the product key and SImgr -ato to activate
Windows. Enter timedate.cpl to set the server’s date and time. If you want to enable
remote management using the WS-Management protocol, enter winrm quickconfig.
Next, you'll probably want to set the name of the computer. To view the default com-
puter name, enter echo %computername%. To rename the computer, use Netdom
RenameComputer with the following syntax: netdom renamecomputer currentname
/newname:newname, where currentname is the current name of the computer and
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newname is the name you want to assign. An example is netdom renamecomputer
win-k4mébnovlhe /newname:serverl8. You'll need to restart the computer, and you
can do this by entering shutdown /r.

When the computer restarts, you can join it to a domain by using Netdom Join. For the
syntax, enter netdom join /2.

Performing an Upgrade Installation

Although Windows Server 2012 provides an upgrade option during installation, an
upgrade isn't what you think it is. With an upgrade, Setup performs a clean instal-
lation of the operating system and then migrates user settings, documents, and
applications from the earlier version of Windows.

During the migration portion of the upgrade, Setup moves folders and files from
the previous installation to a folder named Windows.old. As a result, the previous
installation will no longer run.

NOTE You cannot perform an upgrade installation of Windows Server 2012 on a
computer with a 32-bit operating system, even if the computer has 64-bit processors.
You need to migrate the services being provided by the computer to other servers
and then perform a clean installation. The Windows Server Migration tools might be
able to help you migrate your server. These tools are available on computers running
Windows Server 2012.

You can perform an upgrade installation of Windows Server 2012 by following
these steps:

1. Start the computer, and log on using an account with administrator privi-
leges. When you insert the Windows Server 2012 distribution media into
the computer’s DVD-ROM drive, Setup should start automatically. If Setup
doesn’t start automatically, use File Explorer to access the distribution media
and then double-tap or double-click Setup.exe.

2. Because you are starting Setup from the current operating system, you
are not prompted to choose your language, time and currency formats, or
keyboard layout and only the current operating system's keyboard layout
is available during installation. If your keyboard language and the language
of the edition of Windows Server 2012 you are installing are different, you
might see unexpected characters as you type.

3. Choose Install Now to start the installation. After Setup copies the temporary
files to the computer, choose whether to get updates during the installation.
Choose either Go Online To Install Updates Now or No, Thanks.

4. With volume and enterprise licensed editions of Windows Server 2012, you
might not need to provide a product key during installation of the operating
system. With retail editions, however, you are prompted to enter a product
key. Tap or click Next to continue. The Automatically Activate Windows When
I’'m Online check box is selected by default to ensure that you are prompted
to activate the operating system the next time you connect to the Internet.
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5. On the Select The Operating System You Want To Install page, options are
provided for full-server and Server Core installations. Make the appropriate
selection, and then tap or click Next.

6. The license terms for Windows Server 2012 have changed from previous
releases of Windows. After you review the license terms, tap or click | Accept
The License Terms, and then tap or click Next.

7. On the Which Type Of Installation Do You Want page, you need to select the
type of installation you want Setup to perform. Because you are performing
a clean installation over an existing installation, select Upgrade. If you started
Setup from the boot prompt rather than from Windows itself, the Upgrade
option is disabled. To upgrade rather than perform a clean install, you need
to restart the computer and boot the currently installed operating system.
After you log on, you can start the installation.

8. Setup will then start the installation. Because you are upgrading the operat-
ing system, you do not need to choose an installation location. During this
process, Setup copies the full disk image of Windows Server 2012 to the
system disk. Afterward, Setup installs features based on the computer’s con-
figuration and the hardware it detects. When Setup finishes the installation,
the operating system will be loaded, and you can perform initial configura-
tion tasks such as setting the administrator password and server name.

Performing Additional Administration Tasks
During Installation

Sometimes you might forget to perform a preinstallation task prior to starting the
installation. Rather than restarting the operating system, you can access a com-
mand prompt from Setup or use advanced drive options to perform the necessary
administrative tasks.

Using the Command Line During Installation

When you access a command prompt from Setup, you access the MINWINPC (mini
Windows PC) environment used by Setup to install the operating system. During
installation, on the Where Do You Want To Install Windows page, you can access

a command prompt by pressing Shift+F10. As Table 2-4 shows, the mini Windows
PC environment gives you access to many of the same command-line tools that are
available in a standard installation of Windows Server 2012.

TABLE 2-4 Command-Line Utilities in the Mini Windows PC Environment

COMMAND DESCRIPTION

ARP Displays and modifies the IP-to-physical address translation
tables used by the Address Resolution Protocol (ARP).

ASSOC Displays and modifies file extension associations.

ATTRIB Displays and changes file attributes.
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COMMAND
CALL
CD/CHDIR
CHKDSK
CHKNTFS

CHOICE

CLS

CMD
COLOR
CONVERT
CcopPY
DATE

DEL

DIR
DISKPART

DISM
DOSKEY

ECHO
ENDLOCAL
ERASE

EXIT
EXPAND
FIND

FOR
FORMAT
FTP

FTYPE

DESCRIPTION

Calls a script or script label as a procedure.

Displays the name of or changes the current directory.
Checks a disk for errors and displays a report.

Displays the status of volumes. Sets or excludes volumes from
automatic system checking when the computer is started.

Creates a list from which users can select one of several
choices in a batch script.

Clears the console window.

Starts a new instance of the Windows command shell.
Sets the colors of the command-shell window.

Converts FAT volumes to NTFS.

Copies or combines files.

Displays or sets the system date.

Deletes one or more files.

Displays a list of files and subdirectories within a directory.

Invokes a text-mode command interpreter so that you can
manage disks, partitions, and volumes using a separate
command prompt and commands that are internal to
DISKPART.

Services and manages Windows images.

Edits command lines, recalls Windows commands, and creates
macros.

Displays messages or turns command echoing on or off.
Ends localization of environment changes in a batch file.
Deletes one or more files.

Exits the command interpreter.

Uncompresses files.

Searches for a text string in files.

Runs a specified command for each file in a set of files.
Formats a floppy disk or hard drive.

Transfers files.

Displays or modifies file types used in file-extension
associations.
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COMMAND

GOTO

HOSTNAME
IF

IPCONFIG
LABEL
MD/MKDIR
MORE
MOUNTVOL
MOVE

NBTSTAT
NET ACCOUNTS
NET COMPUTER

NET CONFIG
SERVER

NET CONFIG
WORKSTATION

NET CONTINUE
NET FILE
NET GROUP

NET
LOCALGROUP

NET NAME

NET PAUSE
NET PRINT
NET SEND

NET SESSION
NET SHARE
NET START
NET STATISTICS
NET STOP

DESCRIPTION

Directs the Windows command interpreter to a labeled line in

a script.

Prints the computer’s name.

Performs conditional processing in batch programs.
Displays TCP/IP configuration.

Creates, changes, or deletes the volume label of a disk.
Creates a directory or subdirectory.

Displays output one screen at a time.

Manages a volume mount point.

Moves files from one directory to another directory on the
same drive.

Displays the status of NetBIOS.
Manages user account and password policies.
Adds or removes computers from a domain.

Displays or modifies the configuration of a server service.

Displays or modifies the configuration of a workstation
service.

Resumes a paused service.
Displays or manages open files on a server.
Displays or manages global groups.

Displays or manages local group accounts.

Displays or modifies recipients for messenger service
messages.

Suspends a service.

Displays or manages print jobs and shared queues.
Sends a messenger service message.

Lists or disconnects sessions.

Displays or manages shared printers and directories.
Lists or starts network services.

Displays workstation and server statistics.

Stops services.
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COMMAND
NET TIME
NET USE
NET USER
NET VIEW
NETSH

NETSTAT
PATH

PATHPING
PAUSE

PING
POPD
PRINT
PROMPT
PUSHD

RD/RMDIR
RECOVER

REG ADD
REG COMPARE
REG COPY

REG DELETE
REG QUERY

REG RESTORE
REG SAVE
REGSVR32
REM

REN

DESCRIPTION

Displays or synchronizes network time.
Displays or manages remote connections.
Displays or manages local user accounts.
Displays network resources or computers.

Invokes a separate command prompt that allows you to
manage the configuration of various network services on local
and remote computers.

Displays the status of network connections.

Displays or sets a search path for executable files in the current
command window.

Traces routes, and provides packet-loss information.

Suspends the processing of a script, and waits for keyboard
input.

Determines whether a network connection can be established.
Changes to the directory stored by PUSHD.

Prints a text file.

Modifies the Windows command prompt.

Saves the current directory and then changes to a new
directory.

Removes a directory.

Recovers readable information from a bad or defective disk.

Adds a new subkey or entry to the registry.
Compares registry subkeys or entries.

Copies a registry entry to a specified key path on a local or
remote system.

Deletes a subkey or entries from the registry.

Lists the entries under a key and the names of subkeys (if any).

Writes saved subkeys and entries back to the registry.

Saves a copy of specified subkeys, entries, and values to a file.
Registers and unregisters DLLs.

Adds comments to scripts.

Renames a file.
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COMMAND DESCRIPTION
ROUTE Manages network routing tables.

SET Displays or modifies Windows environment variables. Also
used to evaluate numeric expressions at the command line.

SETLOCAL Begins the localization of environment changes in a batch file.
SFC Scans and verifies protected system files.

SHIFT Shifts the position of replaceable parameters in scripts.

START Starts a new command-shell window to run a specified

program or command.

SUBST Maps a path to a drive letter.

TIME Displays or sets the system time.

TITLE Sets the title for the command-shell window.

TRACERT Displays the path between computers.

TYPE Displays the contents of a text file.

VER Displays the Windows version.

VERIFY Tells Windows whether to verify that your files are written

correctly to a disk.

VOL Displays a disk volume label and serial number.

Forcing Disk Partition Removal During Installation

During installation, you might be unable to select the hard disk you want to use.
This issue can arise if the hard-disk partition contains an invalid byte offset value.
To resolve this issue, you need to remove the partitions on the hard disk (which
destroys all associated data) and then create the necessary partition using the
advanced options in the Setup program. During installation, on the Where Do You
Want To Install Windows page, you can remove unrecognized hard-disk partitions
by following these steps:

1. Press Shift+F10 to open a command prompt.
At the command prompt, type diskpart. This starts the DiskPart utility.
To view a list of disks on the computer, type list disk.

B w N

Select a disk by typing select disk DiskNumber, where DiskNumber is the
number of the disk you want to work with.

To permanently remove the partitions on the selected disk, type clean.
When the cleaning process is finished, type exit to exit the DiskPart utility.
Type exit to exit the command prompt.

®» N W

In the Install Windows dialog box, tap or click the back arrow button to
return to the previous window.
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9. On the Which Type Of Installation Do You Want page, tap or click Custom
(Advanced) to start a custom install.

10. On the Where Do You Want To Install Windows page, tap or click the disk
you previously cleaned to select it as the installation partition. As necessary,
tap or click the Disk Options link to display the Delete, Format, New, and
Extend partition configuration options.

11. Tap or click New. In the Size box, set the size of the partition in megabytes,
and then tap or click Apply.

Loading Disk Device Drivers During Installation
During installation, on the Where Do You Want To Install Windows page, you can
use the Load Driver option to load the device drivers for a hard-disk drive or a
hard-disk controller. Typically, you use this option when a disk drive you want to use
for installing the operating system isn't available for selection because the device
drivers aren't available.

To load the device drivers and make the hard disk available, follow these steps:

1. During installation, on the Where Do You Want To Install Windows page, tap
or click Load Driver.
2. When prompted, insert the installation media into a DVD drive or USB flash
drive, and then tap or click OK. Setup then searches the computer’s remov-
able media drives for the device drivers.
= [f Setup finds multiple device drivers, select the driver to install and then
tap or click Next.

= If Setup doesn't find the device driver, tap or click Browse to use the
Browse For Folder dialog box to select the device driver to load, tap or
click OK, and then tap or click Next.

You can tap or click the Rescan button to have Setup rescan the computer’s
removable media drives for the device drivers. If you are unable to install a device
driver successfully, tap or click the back arrow button in the upper-left corner of the
Install Windows dialog box to go back to the previous page.

Creating, Formatting, Deleting, and Extending Disk Partitions
During Installation

When you are performing a clean installation and have started the computer from
the distribution media, the Where Do You Want To Install Windows page has ad-
ditional options. You can display these options by tapping or clicking Drive Options
(Advanced). These additional options are used as follows:

= New Creates a partition. You must then format the partition.

= Format Formats a new partition so that you can use it for installing the

operating system.
= Delete Deletes a partition that is no longer wanted.

= Extend Extends a partition to increase its size.
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The sections that follow discuss how to use each of these options. If these op-
tions aren’t available, you can still work with the computer’s disks. On the Where Do
You Want To Install Windows page, press Shift+F10 to open a command prompt. At
the command prompt, type diskpart to start the DiskPart utility.

CREATING DISK PARTITIONS DURING INSTALLATION

Creating a partition allows you to set the partition’s size. Because you can create
new partitions only in areas of unallocated space on a disk, you might need to
delete existing partitions to be able to create a partition of the size you want. Once
you create a partition, you can format the partition so that you can use it to install a
file system. If you don't format a partition, you can still use it for installing the oper-
ating system. In this case, Setup formats the partition when you continue installing
the operating system.

You can create a new partition by following these steps:

1. During installation, on the Where Do You Want To Install Windows page, tap
or click Drive Options (Advanced) to display the advanced options for work-
ing with drives.

2. Tap or click the disk on which you want to create the partition, and then tap
or click New.

3. Inthe Size box, set the size of the partition in megabytes and then tap or
click Apply to have Setup create a partition on the selected disk.

After you create a partition, you need to format the partition to continue with

the installation.

FORMATTING DISK PARTITIONS DURING INSTALLATION

Formatting a partition creates a file system on the partition. When formatting is
complete, you have a formatted partition on which you can install the operating
system. Keep in mind that formatting a partition destroys all data on the partition.
You should format existing partitions (rather than ones you just created) only when
you want to remove an existing partition and all its contents so that you can start
the installation from a freshly formatted partition.

You can format a partition by following these steps:

1. During installation, on the Where Do You Want To Install Windows page, tap
or click Drive Options (Advanced) to display the advanced options for work-
ing with drives.

2. Tap or click the partition that you want to format.

3. Tap or click Format. When prompted to confirm that you want to format the
partition, tap or click OK. Setup then formats the partition.

DELETING DISK PARTITIONS DURING INSTALLATION

Deleting a partition removes a partition you no longer want or need. When Setup
finishes deleting the partition, the disk space previously allocated to the partition
becomes unallocated space on the disk. Deleting the partition destroys all data on
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the partition. Typically, you need to delete a partition only when it is in the wrong
format or when you want to combine areas of free space on a disk.

You can delete a partition by following these steps:

1. During installation, on the Where Do You Want To Install Windows page, tap
or click Drive Options (Advanced) to display the advanced options for work-
ing with drives.

Tap or click the partition you want to delete.

3. Tap or click Delete. When prompted to confirm that you want to delete the

partition, tap or click OK. Setup then deletes the partition.

EXTENDING DISK PARTITIONS DURING INSTALLATION

Windows Server 2012 requires at least 10 GB of disk space for installation, and at
least 32 GB of available disk space is recommended. If an existing partition is too
small, you won't be able to use it to install the operating system. To resolve this, you
can extend a partition to increase its size by using areas of unallocated space on the
current disk. You can extend a partition with an existing file system only if it is for-
matted with NTFS 5.2 or later. New partitions created in Setup can be extended as
well, provided that the disk on which you create the partition has unallocated space.

You can extend a partition by following these steps:

1. During installation, on the Where Do You Want To Install Windows page, tap
or click Drive Options (Advanced) to display the advanced options for work-
ing with drives.

Tap or click the partition you want to extend.
Tap or click Extend. In the Size box, set the size of the partition in megabytes
and then tap or click Apply to extend the selected partition.

4. When prompted to confirm that you want to extend the partition, tap or
click OK. Setup then extends the partition.

Changing the Installation Type
Unlike earlier releases of Windows Server, you can change the installation type of
any server running Windows Server 2012. This is possible because a key difference
between the installation types relates to whether the installation has the following
User Interfaces and Infrastructure features:

= Graphical Management Tools And Infrastructure

= Desktop Experience

= Server Graphical Shell

Full-server installations have both the Graphical Management Tools And In-
frastructure feature and the Server Graphical Shell feature. They also might have
Desktop Experience. On the other hand, minimal-interface installations have only
the Graphical Management Tools And Infrastructure feature and Server Core instal-
lations have none of these features.
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Knowing that Windows also automatically installs or uninstalls dependent fea-
tures, server roles, and management tools to match the installation type, you can
convert from one installation type to another simply by adding or removing the
appropriate User Interfaces and Infrastructure features.

Converting Full-Server and Minimal-Interface Installations

To convert a full-server installation to a minimal-interface installation, you remove
the Server Graphical Shell. Although you can use the Remove Roles And Features
Wizard to do this, you also can do this at a PowerShell prompt by entering the fol-
lowing command:

uninstall-windowsfeature server-gui-shell -restart

This command instructs Windows Server to uninstall the Server Graphical Shell
and restart the server to finalize the removal. If Desktop Experience also is installed,
this feature will be removed as well.

TIP As a best practice before you run this or any other command that might have
far-reaching effects, you should run the command with the -Whatif parameter. This
parameter tells Windows PowerShell to confirm exactly what will happen when a com-
mand is run.

To convert a minimal-interface installation to a full-server installation, you add
the Server Graphical Shell. You can use the Add Roles And Features Wizard to do
this, or you can enter the following command at a PowerShell prompt:

install-windowsfeature server-gui-shell -restart

This command instructs Windows Server to install the Server Graphical Shell and
restart the server to finalize the installation. If you also want to install the Desktop
Experience, you can use this command instead:

install-windowsfeature server-gui-shell, desktop-experience -restart

Converting Server Core Installations

To convert a full-server or minimal-interface installation to a Server Core installation,
you remove the user interfaces for Graphical Management Tools And Infrastruc-
ture. If you remove the WoW64 Support framework, you also convert the server to

a Server Core installation. Although you can use the Remove Roles And Features
Wizard to remove the user interfaces, you also can do this at a PowerShell prompt
by entering the following command:

uninstall-windowsfeature server-gui-mgmt-infra -restart

This command instructs Windows Server to uninstall the user interfaces for
Graphical Management Tools And Infrastructure and restart the server to final-
ize the removal. Because many dependent roles, role services, and features might
be uninstalled along with the user interfaces, run the command with the —-Whatif
parameter first to get details on what exactly will be uninstalled.
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If you installed the server with the user interfaces and converted it to a Server
Core installation, you can revert back to a full-server installation with the following
command:

install-windowsfeature server-gui-mgmt-infra -restart

As long as the binaries for this feature and any dependent features haven't been
removed, the command should succeed. If the binaries were removed, however, or
Server Core was the original installation type, you need to specify a source for the
required binaries.

You use the —Source parameter to restore required binaries from a Windows Im-
aging (WIM) mount point. For example, if your enterprise has a mounted Windows
Image for the edition of Windows Server 2012 you are working with available at the
network path \\ImServerl8\WinS12EE, you could specify the source as follows:

install-windowsfeature server-gui-mgmt-infra -source \\imserverl8\winsl2ee

While many large enterprises might have standard images that can be mounted
using network paths, you also can mount the Windows Server 2012 distribution
media and then use the Windows\WinSXS folder from the installation image as your
source. To do this, follow these steps:

1. Insert the installation disc into the server's disc drive, and then create a folder
to mount the Installation image by entering the following command: mkdir
c:\mountdir.

2. Locate the index number of the image you want to use by entering the fol-
lowing command at an elevated prompt: dism /get-wiminfo /wimfile:e:\
sources\install.wim, where e: is the drive designator of the server's disc
drive.

3. Mount the installation image by entering the following command at an
elevated prompt: dism /mount-wim /wimfile:e:\sources\install.wim
/index:2 /mountdir:c:\mountdir /readonly, where e: is the drive designa-
tor of the server’s disc drive, 2 is the index of the image to use, and c:\mount-
dir is the mount directory. Mounting the image might take several minutes.

4. Use Install-WindowsFeature at a PowerShell prompt with the source specified
as c:\mountdir\windows\winsxs, as shown in this example:

install-windowsfeature server-gui-mgmt-infra
-source c:\mountdir\windows\winsxs

Managing Roles, Role Services, and Features

When you want to manage server configurations, you'll primarily use Server
Manager to manage roles, role services, and features. Not only can you use Server
Manager to add or remove roles, role services, and features, but you can also use
Server Manager to view the configuration details and status for these software
components.
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Performing Initial Configuration Tasks

Server Manager is your central management console for the initial setup and
configuration of roles and features. Not only can Server Manager help you quickly
set up a new server, the console also can help you quickly set up your management
environment.

Normally, Windows Server 2012 automatically starts Server Manager whenever
you log on and you can access Server Manager on the desktop. If you don't want
the console to start each time you log on, tap or click Manage and then tap or click
Server Manager Properties. In the Server Manager Properties dialog box, select Do
Not Start Server Manager Automatically At Logon and then tap or click OK.

NOTE Group Policy can be used to control automatic start of Server Manager as
well. Enable or disable the Do Not Display Server Manager Automatically At Logon
policy setting within Computer Configuration\Administrative Templates\System\
Server Manager.

As Figure 2-1 shows, Server Manager's default view is the dashboard. The dash-
board has quick links for adding roles and features to local and remote servers,
adding servers to manage, and creating server groups. You'll find similar options are
on the Manage menu:

= Add Roles And Features Starts the Add Roles And Features Wizard, which
you can use to install roles, role services, and features on the server.

= Add Other Servers To Manage Opens the Add Servers dialog box, which
you can use to add servers you want to manage. Added servers are listed
when you select the All Servers node. Press and hold or right-click a server
in the Servers pane of the All Servers node to display a list of management
options, including Restart Server, Manage As, and Remove Server.

= Create Server Group Opens the Create Server Group dialog box, which
you can use to add servers to server groups for easier management. Server
Manager creates role-based groups automatically. For example, domain con-
trollers are listed under AD DS, and you can quickly find information about
any domain controllers by selecting the related node.

TIP When you need to connect to a server using alternate credentials, press and
hold or right-click a server in the All Servers node and then select Manage As. In the
Windows Security dialog box, enter your alternate credentials and then tap or click
OK. Credentials you provide are cleared when you exit Server Manager. To save the
credentials and use them each time you log on, select Remember My Credentials in
the Windows Security dialog box. You need to repeat this procedure any time you
change the password associated with the alternate credentials.

REAL WORLD When you are working with Server Core installations, you can use
Sconfig to configure domain and workgroup membership, the computer’s name,
remote management, Windows Update, Remote Desktop, network settings, and the
date and time. You also can use Sconfig to log off, restart, and shut down the server.
To start Sconfig, simply enter sconfig at the command prompt. You can then choose
menu options and follow the prompts to configure the server.
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FIGURE 2-1 Use the dashboard for general administration.

In Server Manager’s left pane (also referred to as the console tree), you'll find
options for accessing the dashboard, the local server, all servers added for manage-
ment, and server groups. When you select Local Server in the console tree, as shown
in Figure 2-2, you can manage the basic configuration of the server you are logged
on to locally.
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FIGURE 2-2 Manage the properties of the local server.
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Information about the local server is organized into several main headings, each
with an associated management panel:

Best Practices Analyzer Allows you to run the Best Practices Analyzer on
the server and review the results. To start a scan, tap or click Tasks and then
tap or click Start BPA Scan.

Events Provides summary information about warning and error events
from the server’s event logs. Tap or click an event to display more informa-
tion about the event.

Performance Allows you to configure and view the status of performance
alerts for CPU and memory usage. To configure performance alerts, tap or
click Tasks and then tap or click Configure Performance Alerts.

Properties Shows the computer name, domain, network IP configura-
tion, time zone, and more. Each property can be clicked to quickly display a
related management interface.

Roles And Features Lists the roles and features installed on the server, in
the approximate order of installation. To remove a role or feature, press and
hold or right-click it and then select Remove Role Or Feature.

Services Lists the services running on the server by name, status and start
type. Press and hold or right-click a service to manage its run status.

The Properties panel is where you perform much of your initial server configura-
tion. Properties available for quick management include the following:
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Computer Name/Domain Shows the computer name and domain. Tap or
click either of the related links to display the System Properties dialog box
with the Computer Name tab selected. You can then change a computer's
name and domain information by tapping or clicking Change, providing the
computer name and domain information, and then tapping or clicking OK.
By default, servers are assigned a randomly generated name and are config-
ured as part of a workgroup called WORKGROUP. In the Small Icons or Large
Icons view of Control Panel, you can display the System Properties dialog
box with the Computer Name tab selected by tapping or clicking System and
then tapping or clicking Change Settings under Computer Name, Domain,
And Workgroup Settings.

Customer Experience Improvement Program Shows whether the server
is participating in the Customer Experience Improvement Program (CEIP).
Tap or click the related link to change the participation settings. Participa-
tion in CEIP allows Microsoft to collect information about the way you use
the server. Microsoft collects this data to help improve future releases of
Windows. No data collected as part of CEIP personally identifies you or your
company. If you elect to participate, you can also provide information about
the number of servers and desktop computers in your organization, as well
as your organization’s general industry. If you opt out of CEIP by turning this
feature off, you miss the opportunity to help improve Windows.

Ethernet Shows the TCP/IP configuration of wired Ethernet connections.
Tap or click the related link to display the Network Connections console.
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You can then configure network connections by double-tapping or double-
clicking the connection you want to work with and then tapping or clicking
Properties to open the Properties dialog box. By default, servers are config-
ured to use dynamic addressing for both IPv4 and IPv6. You can also display
the Network Connections console by tapping or clicking Change Adapter
Settings under Tasks in Network And Sharing Center.

IE Enhanced Security Configuration Shows the status of Internet Explorer
Enhanced Security Configuration (IE ESC). Tap or click the related link to en-
able or disable IE ESC. If you tap or click the link for this option, you can turn
this feature on or off for administrators, users, or both. IE ESC is a security
feature that reduces the exposure of a server to potential attacks by raising
the default security levels in Internet Explorer security zones and chang-

ing default Internet Explorer settings. By default, IE ESC is enabled for both
administrators and users.

REAL WORLD In most cases, you should enable IE ESC on a server for both
users and administrators. However, enabling IE ESC reduces the functionality

of Internet Explorer. When IE ESC is enabled, security zones are configured as
follows: the Internet zone is set to Medium-High, the Trusted Sites zone is set to
Medium, the Local Intranet zone is set to Medium-Low, and the Restricted zone is
set to High. When IE ESC is enabled, the following Internet settings are changed:
the Enhanced Security Configuration dialog box is on, third-party browser
extensions are off, sounds in web pages are off, animations in web pages are off,
signature checking for downloaded programs is on, server certificate revocation is
on, encrypted pages are not saved, temporary Internet files are deleted when the
browser is closed, warnings for secure and nonsecure mode changes are on, and
memory protection is on.

NIC Teaming Shows the status and configuration of NIC teaming. Tap
or click the related link to add or remove teamed interfaces and to manage
related options.

Product ID Shows the product identifier for Windows Server. Tap or click
the related link to enter a product key and activate the operating system
over the Internet.

Remote Desktop Tap or click the related link to display the System Proper-
ties dialog box with the Remote tab selected. You can then configure Remote
Desktop by selecting the configuration option you want to use and tapping
or clicking OK. By default, no remote connections to a server are allowed. In
the Small Icons or Large Icons view of Control Panel, you can display the Sys-
tem Properties dialog box with the Remote tab selected by double-tapping
or double-clicking System and then tapping or clicking Remote Settings in
the left pane.

Remote Management Shows whether remote management of this server
from other servers is enabled. Tap or click the related link to enable or dis-
able remote management.
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= Time Zone Shows the current time zone for the server. Tap or click the
related link to display the Date And Time dialog box. You can then configure
the server’s time zone by tapping or clicking Change Time Zone, select-
ing the appropriate time zone, and then tapping or clicking OK twice. You
can also display the Date And Time dialog box by pressing and holding or
right-clicking the clock on the taskbar and then selecting Adjust Date/Time.
Although all servers are configured to synchronize time automatically with
an Internet time server, the time synchronization process does not change a
computer’s time zone.

= Windows Error Reporting Shows the status of Windows Error Report-
ing (WER). Tap or click the related link to change the participation settings
for WER. In most cases, you'll want to enable WER for at least the first 60
days following installation of the operating system. With WER enabled, your
server sends descriptions of problems to Microsoft, and Windows notifies
you of possible solutions to those problems. You can view problem reports
and possible solutions using Action Center. To open Action Center, tap or
click the Action Center icon in the notification area of the taskbar and then
select Open Action Center.

= Windows Firewall Shows the status of Windows Firewall. If Windows
Firewall is active, this property displays the name of the firewall profile that
currently applies and the firewall status. Tap or click the related link to display
the Windows Firewall utility. By default, Windows Firewall is enabled. In the
Small Icons or Large Icons view of Control Panel, you can display Windows
Firewall by tapping or clicking the Windows Firewall option.

= Windows Update Shows the current configuration of Windows Update.
Tap or click the related link to display the Windows Update utility in Control
Panel, which you can then use to enable automatic updating (if Windows
Update is disabled) or to check for updates (if Windows Update is enabled).
In the Small Icons or Large Icons view of Control Panel, you can display
Windows Update by selecting the Windows Update option.

NOTE I've provided this summary of options as an introduction and quick reference.
I'll discuss the related configuration tasks and technologies in more detail throughout
this and other chapters in the book.

Server Manager Essentials and Binaries

The Server Manager console is designed to handle core system administration tasks.
You'll spend a lot of time working with this tool, and you should get to know every
detail. By default, Server Manager is started automatically. If you closed the console
or disabled automatic startup, you can open the console by tapping or clicking the
related option on the taskbar. Alternatively, another way to do this is by pressing
the Windows key, typing ServerManager.exe into the Apps Search box, and then
pressing Enter.

Server Manager's command-line counterpart is the ServerManager module for
Windows PowerShell. When you are logged on to Windows Server 2012, this mod-
ule is imported into Windows PowerShell by default. Otherwise, you need to import
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the module before you can use the cmdlets it provides. You import the Server-
Manager module by entering Import-Module ServerManager at the Windows
PowerShell prompt. Once the module is imported, you can use it with the currently
running instance of Windows PowerShell. The next time you start Windows Power-
Shell, you need to import the module again if you want to use its features.

At a Windows PowerShell prompt, you can obtain a detailed list of a serv-
er's current state with regard to roles, role services, and features by typing
get-windowsfeature. Each installed role, role service, and feature is highlighted
and marked as such, and a management naming component in brackets follows
the display name of each role, role service, and feature. By using Install-Windows-
Feature or Uninstall-WindowsFeature followed by the management name, you
can install or uninstall a role, role service, or feature. For example, you can install
Network Load Balancing by entering install-windowsfeature nlb. You can add
-includeallsubfeature when installing components to add all subordinate role
services or features. Management tools are not included by default. To add the
management tools, add -includemanagementtools when installing components.

Binaries needed to install roles and features are referred to as payloads. With
Windows Server 2012, payloads are stored in subfolders of the %SystemDrive%\
Windows\WinSXS folder. Not only can you uninstall a role or feature, but you also
can uninstall and remove the payload for a feature or role using the —Remove
parameter of the Uninstall-WindowsFeature cmdlet. Subcomponents of the
role or feature are removed as well. To also remove management tools, add the
-includeallmanagementtools parameter.

When you want to install a role or feature, you can install the related compo-
nents and restore any removed payloads for these components using the Install-
WindowsFeature cmdlet. By default, when you use Install-WindowsFeature, payloads
are restored via Windows Update.

In the following example, you restore the AD DS binaries and all related subfea-
tures via Windows Update:

install-windowsfeature -name ad-domain-services -includeallsubfeature

You can use the —Source parameter to restore a payload from a Windows Imag-
ing (WIM) mount point. For example, if your enterprise has a mounted Windows
Image for the edition of Windows Server 2012 you are working with available at the
network path \\ImServerl8\WinS12EE, you could specify the source as follows:

install-windowsfeature -name ad-domain-services -includeallsubfeature
-source \\imserverl8\winsl2ee

Keep in mind that the path you specify is only used if required binaries are not
found in the Windows Side-By-Side folder on the destination server. While many
large enterprises might have standard images that can be mounted using network
paths, you also can mount the Windows Server 2012 distribution media and use the
Windows\WinSXS folder from the installation image as your source. To do this, fol-
low these steps:

1. Insert the installation disc into the server’s disc drive, and then create a folder
to mount the Installation image by entering the following command: mkdir
c:\mountdir.
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2.

Locate the index number of the image you want to use by entering the fol-
lowing command at an elevated prompt: dism /get-wiminfo /wimfile:e:\
sources\install.wim, where e: is the drive designator of the server's disc
drive.

Mount the installation image by entering the following command at an
elevated prompt: dism /mount-wim /wimfile:e:\sources\install.wim
/index:2 /mountdir:c:\mountdir /readonly, where e: is the drive des-
ignator of the server’s disc drive, 2 is the index of the image to use, and
c:\mountdir is the mount directory. Mounting the image might take several
minutes.

Use Install-WindowsFeature at a PowerShell prompt with the source specified
as c:\mountdir\windows\winsxs, as shown in this example:

install-windowsfeature -name ad-domain-services -includeallsubfeature
-source c:\mountdir\windows\winsxs

Group Policy can be used to control whether Windows Update is used to restore
payloads and to provide alternate source paths for restoring payloads. The policy
you want to work with is Specify Settings For Optional Component Installation
And Component Repair, which is under Computer Configuration\Administrative
Templates\System. This policy also is used for obtaining payloads needed to repair
components.

If you enable this policy (as shown in Figure 2-3), you can do the following:
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Specify the alternate source file path for payloads as a network location. For
network shares, enter the UNC path to the share, such as \\CorpServer82\
WinServer2012\. For mounted Windows images, enter the WIM path
prefixed with WIM: and including the index of the image to use, such as
WIM:A\CorpServer82\WinServer2012\install.wim:4.

Specify that Windows Update should never be used to download payloads.
If you enable the policy and use this option, you do not have to specify an
alternate path. In this case, payloads cannot be obtained automatically and
administrators will need to explicitly specify the alternate source path.

Specify that Windows Update should be used for repairing components
rather than Windows Server Update Services.
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FIGURE 2-3 Control component installation through Group Policy.

Managing Your Servers Remotely

You can use Server Manager and other Microsoft Management Consoles (MMCs)
to perform some management tasks on remote computers, as long as the comput-
ers are in the same domain or you are working in a workgroup and have added the
remote computers in a domain as trusted hosts. You can connect to servers run-
ning full-server, minimal-interface, and Server Core installations. On the computer
you want to use for managing remote computers, you should be running either
Windows Server 2012 or Windows 8 and you need to install the Remote Server
Administration Tools.

With Windows Server 2012, the Remote Server Administration Tools are installed
as a feature using the Add Roles And Features Wizard. If the binaries for the tools
have been removed, you need to install the tools by specifying a source, as dis-
cussed in “Server Manager Essentials and Binaries” earlier in the chapter.

You can get the Remote Server Administration Tools for Windows 8 as a down-
load from the Microsoft Download Center (http://download.microsoft.com). Different
versions are available for x64 and x86 systems.

By default, remote management is enabled for servers running Windows Server
2012 for two types of applications and commands:

= Applications and commands that use Windows Remote Management
(WinRM) and Windows PowerShell remote access for management
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= Applications and commands that use Windows Management Instrumenta-
tion (WMI) and Distributed Component Object Model (DCOM) remote
access for management
These types of applications and commands are permitted for remote manage-
ment because of exceptions configured in Windows Firewall, which is enabled by
default for Windows Server 2012. In Windows Firewall, exceptions for allowed apps
that support remote management include the following:

= Windows Management Instrumentation
= Windows Remote Management
= Windows Remote Management (Compatibility)

In Windows Firewall With Advanced Security, there are inbound rules that cor-
respond to the standard firewall allowed apps:

= For WMI, the inbound rules are Windows Management Instrumentation
(WMI-In), Windows Management Instrumentation (DCOM-In), and Windows
Management Instrumentation (ASync-In).

= For WinRM, the matching inbound rule is Windows Remote Management
(HTTP-In).

= For WinRM compatibility, the matching inbound rule is Windows Remote
Management - Compatibility Mode (HTTP-In).

You manage these exceptions or rules in either the standard Windows Firewall or
in Windows Firewall With Advanced Security, not both. If you want to allow remote
management using Server Manager, MMCs, and Windows PowerShell, you typi-
cally want to permit WMI, WinRM, and WinRM compatibility exceptions in Windows
Firewall.

When you are working with Server Manager, you can select Local Server in the
console tree to view the status of the remote management property. If you don't
want to allow remote management of the local server, click the related link. In the
Configure Remote Management dialog box, clear Enable Remote Management Of
This Server From Other Computers and then tap or click OK.

When you clear Enable Remote Management Of This Server From Other Com-
puters and then tap or click OK, Server Manager performs several background tasks
that disable Windows Remote Management (WinRM) and Windows PowerShell
remote access for management on the local server. One of these tasks is to turn off
the related exception that allows apps to communicate through Windows Firewall
using Windows Remote Management. The exceptions for Windows Management
Instrumentation and Windows Remote Management (Compatibility) aren’t affected.

You must be a member of the Administrators group on computers you want
to manage by using Server Manager. For remote connections in a workgroup-to-
workgroup or workgroup-to-domain configuration, you should be logged on using
the built-in Administrator account or configure the LocalAccountTokenFilterPolicy
registry key to allow remote access from your computer. To set this key, enter the
following command at an elevated, administrator command prompt:

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v
LocaTlAccountTokenFilterPolicy /t REG_DWORD /d 1 /f
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NOTE You also can enable remote management by entering configure-SMRemot-
ing.exe —enable at an elevated, administrator prompt.

NOTE If you want to make it possible to remotely manage a computer running
Windows 8 using the WS-Management protocol, enter winrm quickconfig at an
elevated prompt. Then each time you are prompted to make configuration changes,
enter Y. This will start the Windows Remote Management (WinRM) service, configure
WinRM to accept WS-Management requests on any IP address, create a Windows Fire-
wall exception for Windows Remote Management, and configure LocalAccountToken-
FilterPolicy to grant appropriate administrative rights for remote management.

Many other types of remote management tasks depend on other exceptions for
Windows Firewall. Keep the following in mind:

= Remote Desktop is enabled or disabled separately from remote manage-
ment. To allow someone to connect to the local server using Remote
Desktop, you must allow related connections to the computer and configure
access as discussed in Chapter 4, “Automating Administrative Tasks, Policies,
and Procedures.”

= Remote Service Management must be configured as an allowed app in
Windows Firewall to remotely manage a computer’s services. In the ad-
vanced firewall, there are several related rules that allow management via
Named Pipes (NP) and Remote Procedure Calls (RPC).

= Remote Event Log Management must be configured as an allowed app
in Windows Firewall to remotely manage a computer’s event logs. In the
advanced firewall, there are several related rules that allow management via
NP and RPC.

= Remote Volume Management must be configured as an allowed app in
Windows Firewall to remotely manage a computer’s volumes. In the ad-
vanced firewall, there are several related rules that allow management of the
Virtual Disk Service and Virtual Disk Service Loader.

= Remote Scheduled Task Management must be configured as an allowed app
in Windows Firewall to remotely manage a computer’s scheduled tasks. In
the advanced firewall, there are several related rules that allow management
of scheduled tasks via RPC.
Only Remote Service Management is enabled by default.
You can configure remote management on a Server Core installation of Windows
Server 2012 using Sconfig. Start the Server Configuration utility by entering sconfig.

Connecting to and Working with Remote Servers

Using Server Manager, you can connect to and manage remote servers, provided
that you've added the server for management. To add servers one at a time to
Server Manager, complete these steps:
1. Open Server Manager. In the left pane, select All Servers to view the servers
that have been added for management already. If the server you want to
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work with isn't listed, select Add Servers on the Manage menu to display the
Add Servers dialog box.

2. The Add Servers dialog box has several panels for adding servers:

= The Active Directory panel, selected by default, allows you to enter the
computer name or fully qualified domain name of the remote server that
is running Windows Server. After you enter a name, tap or click Find Now.

= The DNS panel allows you to add servers by computer name or IP ad-
dress. After you enter the name or IP address, tap or click the Search
button.

3. Inthe Name list, double-tap or double-click the server to add it to the Se-
lected list.

4. Repeat steps 2 and 3 to add others servers. Tap or click OK.

To add many servers to Server Manager, you can use the Import process and
these steps:

1. Create a text file that has one host name, fully qualified domain name, or IP
address per line.

2. In Server Manager, select Add Servers on the Manage menu. In the Add
Servers dialog box, select the Import panel.

3. Tap or click the options button to the right of the File box, and then use the
Open dialog box to locate and open the server list.

4. Inthe Computer list, double-tap or double-click each server you want to add
to the Selected list. Tap or click OK.

After you add a remote computer, the Server Manager console shows the name
of the remote computer in the All Servers view. Server Manager always resolves IP
addresses to host names. As shown in Figure 2-4, the All Servers view also lists the
Manageability status of the server as well. If a server is listed as “Not accessible,” you
typically need to log on locally to resolve the problem.

In the All Servers view, the servers you add are listed in the Servers pane so that
you can manage them each time you work with Server Manager. Server Manager
tracks the services, events, and more for each added server, and each server is
added to the appropriate server groups automatically based on the roles and fea-
tures installed.

Automatically created server groups make it easier to manage the various roles
and features that are installed on your servers. If you select the AD DS group, as an
example, you see a list of the domain controllers you added for management as well
as any critical or warning events for these servers and the status of services the role
depends on.

If you want to group servers by department, geographic location, or otherwise,
you can create your own server groups. When you create groups, the servers you
want to work with don't have to be added to Server Manager already. You can add
servers by searching Active Directory or DNS, or by importing a list of host names,
fully qualified domain names, or IP addresses. Any server you add to a custom
group is added automatically for management as well.
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FIGURE 2-4 Note the Manageability status of each server, and take corrective actions as necessary.

To create a server group, complete these steps:

1. Open Server Manager. Select Create Server Group on the Manage menu to
display the Create Server Group dialog box.

2. Enter a descriptive name for the group. Use the panels and options provided
to add servers to the group. Keep the following in mind:

= The Server Pool pane, selected by default, lists servers that have been
added for management already. If a server you want to add to your group
is listed here, add it to the group by double-tapping or double-clicking it.

= The Active Directory panel allows you to enter the computer name or
fully qualified domain name of the remote server that is running Windows
Server. After you enter a name, tap or click Find Now. In the Name list,
double-tap or double-click a server to add it to the Selected list.

= The DNS panel allows you to add servers by computer name or IP ad-
dress. After you enter the name or IP address, tap or click the Search
button. In the Name list, double-tap or double-click a server to add it to
the Selected list.

= The Import panel allows you to import a list of servers. Tap or click the
options button to the right of the File box, and then use the Open dialog
box to locate and open the server list. In the Computer list, double-tap or
double-click a server to add it to the Selected list.

3. Tap or click OK to create the server group.

When you press and hold or right-click a server name in the Servers pane of a
server group or in the All Servers view, you display an extended list of management
options. These options perform the corresponding task or open the corresponding

Managing Servers Running Windows Server 2012 69



management tool with the selected server in focus. For example, if you were to
right-click CorpServerl72 and then select Computer Management, Computer Man-
agement connects to CorpServerl72 and then opens.

You can work with a remote computer using an interactive remote Windows
PowerShell session. To do this, open an elevated, administrator Windows PowerShell
prompt. Type enter-pssession ComputerName —credential UserName, where
ComputerName is the name of the remote computer and UserName is the name
of a user who is a member of the Administrators group on the remote computer
or in the domain of which the remote computer is a member. When prompted to
enter the authorized user’s password, type the password and then press Enter. You
can now enter commands in the session as you would if you were using Windows
PowerShell locally. To exit the session, enter exit-pssession.

The following example enters an interactive remote session with Server85 using
the credentials of Williams:

enter-pssession server85 -credential williams

Adding and Removing Roles, Role Services, and Features

Server Manager automatically creates server groups based on the roles of the serv-
ers added for management. As an example, the first time you add a domain control-
ler, Server Manager might create AD DS, DNS, and File And Storage Services groups
to help you more easily track the roles of the domain controllers.

When you select a role-based group in the left pane, the Servers panel shows the
servers you added for management that have this role. The details for the selected
server group provide the following information:

= Summary information about events. Server Manager lists recent warning and
error events. If you tap or click an event, you can get more information about
the event.

= Summary information about the status of related system services. You can
press and hold or right-click a service to manage its run status.

TIP By default, Server Manager refreshes details every 10 minutes. You can refresh
the details manually by tapping or clicking the Refresh Servers button on the toolbar.
If you want to set a different default refresh interval, tap or click Manage and then tap
or click Server Manager Properties. Next, set the new refresh interval in minutes and
then tap or click OK.

You can manage a service by pressing and holding or right-clicking the service
and then tapping or clicking Stop Service, Start Service, Pause Service, Resume
Service, or Restart Service as appropriate. In many cases, if a service isn't running as
you think it should, you can use the Restart option to resolve the issue by stopping
and then starting the service. See Chapter 3, “Monitoring Processes, Services, and
Events,” for detailed information about working with events and system services.

The Manage menu has two key options for working with roles and features:

= Add Roles And Features Starts the Add Roles And Features Wizard, which
you can use to install roles and features on a server added for management.
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= Remove Roles And Features Starts the Remove Roles And Features Wiz-
ard, which you can use to uninstall roles and features on a server added for
management.

With Windows Server 2012, you can install roles and features on running servers
(whether physical machines or virtual) as well as virtual hard disks. Servers must be
added for management in Server Manager, and they must be online. Virtual hard
disks that you want to work with don't have to be online, but they must be select-
able when you are browsing for them. Because of this, you might need to map a
network drive to access a network share. With this in mind, you can add a server
role or feature by following these steps:

1. In Server Manager, select Add Roles And Features on the Manage menu. This
starts the Add Roles And Features Wizard. If the wizard displays the Before
You Begin page, read the introductory text and then tap or click Next. You
can avoid seeing the Before You Begin page the next time you start this
wizard by selecting the Skip This Page By Default check box before tapping
or clicking Next.

2. On the Installation Type page, Role-Based Or Feature-Based Installation is
selected by default. Tap or click Next.

3. On the Server Selection page, you can choose to install roles and features on
running servers or virtual hard disks. Either select a server from the server
pool or select a server from the server pool on which to mount a virtual hard
disk (VHD). If you are adding roles and features to a VHD, tap or click Browse
and then use the Browse For Virtual Hard Disks dialog box to locate the VHD.
When you are ready to continue, tap or click Next.

NOTE Only servers running Windows Server 2012 and that have been added for
management in Server Manager are listed.

4. On the Server Roles page, select the role or roles to install. If additional fea-
tures are required to install a role, you'll see an additional dialog box. Tap or
click Add Features to close the dialog box and add the required features to
the server installation. Tap or click Next to continue.

NOTE Some roles cannot be added at the same time as other roles. You have to
install each role separately. Other roles cannot be combined with existing roles,
and you'll see warning prompts about this. A server running a Server Core installa-
tion can act as a domain controller and can also hold any of the flexible single-
master operations (FSMO) roles for Active Directory.

5. On the Features page, select the feature or features to install. If additional
features are required to install a feature you selected, you'll see an additional
dialog box. Tap or click Add Features to close the dialog box and add the
required features to the server installation. When you are ready to continue,
tap or click Next.

6. With some roles, you'll see an extra wizard page, which provides additional
information about using and configuring the role. You may also have the op-
portunity to install additional role services as part of a role. For example, with
Print And Document Services, Web Server Role (lIS), and WSUS, you'll see an
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additional information page and a page for selecting role services to install
along with the role.

On the Confirmation page, tap or click the Export Configuration Settings link
to generate an installation report that can be displayed in Internet Explorer.
If the server on which you want to install roles or features doesn't have all
the required binary source files, the server gets the files via Windows Update
by default or from a location specified in Group Policy. You also can specify
an alternate path for the source files. To do this, click the Specify An Alter-
nate Source Path link, type that alternate path in the box provided, and then
tap or click OK. For example, if you mounted a Windows image and made

it available on the local server as discussed in “Server Manager Essentials
and Binaries” earlier, you could enter the alternate path as c:\\mountdir\
windows\winsxs. For network shares, enter the UNC path to the share, such
as \\CorpServer82\WinServer2012\. For mounted Windows images, enter
the WIM path prefixed with WIM: and including the index of the image to
use, such as WIM:\\CorpServer82\WinServer2012\install.wim:4.

After you review the installation options and save them as necessary, tap or
click Install to begin the installation process. The Installation Progress page
tracks the progress of the installation. If you close the wizard, tap or click the
Notifications icon in Server Manager and then tap or click the link provided
to reopen the wizard.

When the wizard finishes installing the server with the roles and features you
selected, the Installation Progress page will be updated to reflect this. Review
the installation details to ensure that all phases of the installation were com-
pleted successfully.

Note any additional actions that might be required to complete the installa-
tion, such as restarting the server or performing additional installation tasks.
If any portion of the installation failed, note the reason for the failure. Review
the Server Manager entries for installation problems and take corrective ac-
tions as appropriate.

You can remove a server role or feature by following these steps:

1.

72

In Server Manager, select Remove Roles And Features on the Manage menu.
This starts the Remove Roles And Features Wizard. If the wizard displays the
Before You Begin page, read the introductory text and then tap or click Next.
You can avoid seeing the Before You Begin page the next time you start this
wizard by selecting the Skip This Page By Default check box before tapping
or clicking Next.

On the Server Selection page, you can choose to remove roles and features
from running servers or virtual hard disks. Either select a server from the
server pool or select a server from the server pool on which to mount a vir-
tual hard disk (VHD). If you are removing roles and features from a VHD, tap
or click Browse and then use the Browse For Virtual Hard Disks dialog box to
locate the VHD. When you are ready to continue, tap or click Next.

On the Server Roles page, clear the check box for the role you want to re-
move. If you try to remove a role that another role or feature depends on, a
warning prompt appears stating that you cannot remove the role unless you
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remove the other role as well. If you tap or click the Remove Features button,
the wizard removes the dependent roles and features as well. Note that if
you want to keep related management tools, you should clear the Remove
Management Tools check box prior to tapping or clicking the Remove Fea-
tures button and then click Continue. Tap or click Next.

4. On the Features page, the currently installed features are selected. To remove
a feature, clear the related check box. If you try to remove a feature that
another feature or role depends on, you'll see a warning prompt stating that
you cannot remove the feature unless you also remove the other feature or
role. If you tap or click the Remove Features button, the wizard removes the
dependent roles and features as well. Note that if you want to keep related
management tools, you should clear the Remove Management Tools check
box and then click Continue prior to tapping or clicking the Remove Features
button. Tap or click Next.

5. On the Confirmation page, review the related components that the wizard
will remove based on your previous selections and then tap or click Remove.
The Removal Progress page tracks the progress of the removal. If you close
the wizard, tap or click the Notifications icon in Server Manager and then tap
or click the link provided to reopen the wizard.

6. When the wizard finishes modifying the server configuration, you'll see the
Removal Progress page. Review the modification details to ensure that all
phases of the removal process were completed successfully.

Note any additional actions that might be required to complete the removal,
such as restarting the server or performing additional removal tasks.

If any portion of the removal failed, note the reason for the failure. Review
the Server Manager entries for removal problems and take corrective actions
as appropriate.

Managing System Properties

You use the System console to view system information and perform basic con-
figuration tasks. To access the System console, double-tap or double-click System
in Control Panel. As Figure 2-5 shows, the System console is divided into four basic
areas that provide links for performing common tasks and a system overview:

= Windows Edition Shows the operating system edition and version, and
lists any service packs you applied.

= System Lists the processor, memory, and type of operating system installed
on the computer. The type of operating system is listed as 32-bit or 64-bit.

= Computer Name, Domain, And Workgroup Settings Provides the
computer name, description, domain, and workgroup details. If you want to
change any of this information, tap or click Change Settings and then tap or
click Change in the System Properties dialog box.

= Windows Activation Shows whether you have activated the operating
system and the product key. If Windows Server 2012 isn't activated yet, tap
or click the link provided to start the activation process and then follow the
prompts.
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FIGURE 2-5 Use the System console to view and manage system properties.

When you're working in the System console, links in the left pane provide quick
access to key support tools, including the following:

= Device Manager
= Remote Settings
= Advanced System Settings

Although volume-licensed versions of Windows Server 2012 might not require
activation or product keys, retail versions of Windows Server 2012 require both ac-
tivation and product keys. If Windows Server 2012 has not been activated, you can
activate the operating system by selecting Activate Windows Now under Windows
Activation. You can also activate Windows by entering simgr —ato at a command
prompt.

You can change the product key provided during installation of Windows Server
2012 to stay in compliance with your licensing plan. At a command prompt, type
slmgr —ipk followed by the product key you want to use, and then press Enter.
When Windows finishes validating the product key, you need to reactivate the
operating system.

NOTE The Windows Software Management Licensing tool has many other options,
including options for offline activation using a confirmation identifier. To view this and
other options, enter simgr at a command prompt.

Within the System console, you can access the System Properties dialog box and
use this dialog box to manage system properties. Tap or click Change Settings under
Computer Name, Domain, And Workgroup Settings. The following sections examine
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key areas of the operating system you can configure using the System Properties
dialog box.

The Computer Name Tab

You can display and modify the computer’s network identification on the Computer
Name tab of the System Properties dialog box. The Computer Name tab displays the
full computer name of the system and the domain membership. The full computer
name is essentially the Domain Name System (DNS) name of the computer, which
also identifies the computer’s place within the Active Directory hierarchy. If a com-
puter is a domain controller or a certificate authority, you can change the computer
name only after removing the related role from the computer.

You can join a computer to a domain or workgroup by following these steps:

1. On the Computer Name tab of the System Properties dialog box, tap or click
Change. This displays the Computer Name/Domain Changes dialog box.

2. To put the computer in a workgroup, select the Workgroup option and then
type the name of the workgroup to join.

3. To join the computer to a domain, select the Domain option, type the name
of the domain to join, and then tap or click OK.

4. If you changed the computer’s domain membership, you'll see a Windows
Security prompt. Enter the name and password of an account with permis-
sion to add the computer to the specified domain or to remove the com-
puter from a previously specified domain, and then tap or click OK.

5. When prompted that your computer has joined the workgroup or domain
you specified, tap or click OK.

6. You'll see a prompt stating that you need to restart the computer. Tap or
click OK.

7. Tap or click Close, and then tap or click Restart Now to restart the computer.

To change the name of a computer, follow these steps:

1. On the Computer Name tab of the System Properties dialog box, tap or click
Change. This displays the Computer Name/Domain Changes dialog box.

In the Computer Name text box, type the new name for the computer.
You'll see a prompt stating that you need to restart the computer. Tap or
click OK.

4. Tap or click Close, and then tap or click Restart Now to restart the computer.

The Hardware Tab

The System Properties dialog box's Hardware tab provides access to Device Man-
ager and Driver Installation Settings. To access the Hardware tab, open the System
Properties dialog box and then tap or click the Hardware tab.

For installed devices, you can configure Windows Server to download driver
software and realistic icons for devices. By default, Windows Server does not do this.
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If you want a computer to check for drivers automatically, tap or click the Device
Installation Settings button and then select either Yes, Do This Automatically or No,
Let Me Choose What To Do. If you want to choose what to do, you can specify the
following:

= Always install the best driver software from Windows Update
= Never install driver software from Windows Update

= Automatically get the device apps and info provided by your device
manufacturer

The first two options do exactly what they say. The final option tells Windows
Update that you want to get metadata and companion applications for devices. Tap
or click Save Changes, and then tap or click OK to apply your changes.

The Advanced Tab

The System utility's Advanced tab controls many of the key features of the Windows
operating system, including application performance, virtual memory usage,

the user profile, environment variables, and startup and recovery. To access the
Advanced tab, open the System Properties dialog box and then tap or click the
Advanced tab.

Setting Windows Performance

Many graphics enhancements were added to the Windows Server 2008 interface,
and these enhancements are available in later releases as well. These enhancements
include many visual effects for menus, toolbars, windows, and the taskbar. You can
configure Windows performance by following these steps:

1. Tap or click the Advanced tab in the System Properties dialog box, and then
tap or click Settings in the Performance panel to display the Performance
Options dialog box.

2. The Visual Effects tab is selected by default. You have the following options
for controlling visual effects:

= Let Windows Choose What's Best For My Computer Enables the
operating system to choose the performance options based on the hard-
ware configuration. For a newer computer, this option will probably have
the same effect as choosing the Adjust For Best Appearance option. The
key distinction, however, is that this option is chosen by Windows based
on the available hardware and its performance capabilities.

= Adjust For Best Appearance When you optimize Windows for best ap-
pearance, you enable all visual effects for all graphical interfaces. Menus
and the taskbar use transitions and shadows. Screen fonts have smooth
edges. List boxes have smooth scrolling. Folders use web views and more.

= Adjust For Best Performance When you optimize Windows for best
performance, you turn off the resource-intensive visual effects, such as
slide transitions and smooth edges for fonts, while maintaining a basic set
of visual effects.
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= Custom You can customize the visual effects by selecting or clearing the
visual effects options in the Performance Options dialog box. If you clear
all options, Windows does not use visual effects.

3. Tap or click Apply when you have finished changing visual effects. Tap or
click OK twice to close the open dialog boxes.

Setting Application Performance

Application performance is related to processor-scheduling caching options you set
for the Windows Server 2012 system. Processor scheduling determines the respon-
siveness of applications you are running interactively (as opposed to background
applications that might be running on the system as services). You control applica-
tion performance by following these steps:

1. Access the Advanced tab in the System Properties dialog box, and then
display the Performance Options dialog box by tapping or clicking Settings
in the Performance panel.

In the Performance Options dialog box, tap or click the Advanced tab.

In the Processor Scheduling panel, you have the following options:

= Programs Use this option to give the active application the best re-
sponse time and the greatest share of available resources. Generally, you'll
want to use this option only on development servers or when you are
using Windows Server 2012 as your desktop operating system.

= Background Services Use this option to give background applications
a better response time than the active application. Generally, you'll want
to use this option for production servers.

4. Tap orclick OK.

Configuring Virtual Memory

With virtual memory, you can use disk space to extend the amount of memory
available on a system by using part of the hard disk as part of system memory. This
feature writes RAM to disks by using a process called paging. With paging, a set
amount of RAM, such as 8192 megabytes (MB), is written to the disk as a paging
file. The paging file can be accessed from the disk when needed in place of physi-
cal RAM.

An initial paging file is created automatically for the drive containing the operat-
ing system. By default, other drives don’t have paging files, so you must create
these paging files if you want them. When you create a paging file, you set an initial
size and a maximum size. Paging files are written to the volume as a file named
Pagefile.sys.

Managing Servers Running Windows Server 2012 77



REAL WORLD Current releases of Windows Server automatically manage virtual
memory much better than their predecessors. Typically, Windows Server allocates vir-
tual memory in an amount at least as large as the total physical memory installed on
the computer. This helps to ensure that paging files don't become fragmented, which
can result in poor system performance. If you want to manage virtual memory manu-
ally, you can use a fixed virtual memory size in most cases. To do this, set the initial size
and the maximum size to the same value. This ensures that the paging file is consistent
and can be written to a single contiguous file (if possible, given the amount of space
on the volume). In most cases, for computers with 8 GB of RAM or less, | recommend
setting the total paging file size so that it's twice the amount of physical RAM on the
system. For instance, on a computer with 8 GB of RAM, you would ensure that the
Total Paging File Size For All Drives setting is at least 16,384 MB. On systems with
more than 8 GB of RAM, you should follow the hardware manufacturer’s guidelines for
configuring the paging file. Typically, this means setting the paging file to be the same
size as physical memory.

You can configure virtual memory by following these steps:

1. Access the Advanced tab in the System Properties dialog box, and then
display the Performance Options dialog box by tapping or clicking Settings
in the Performance panel.

2. In the Performance Options dialog box, tap or click the Advanced tab and
then tap or click Change to display the Virtual Memory dialog box, shown in
Figure 2-6.

Virtual Memory -

[ automatically manage paging File size for all drives

Paging file size for each drive

Drive [Volume Label] Paging File Size {ME)
D:  [RECOVERY] Mone
Selected drive: (&

Space available: 438867 ME

(®) Custom size:
Initial size (ME):

Maximumn size (ME); | 8192

() System managed size
() Mo paging file Set

Tatal paging file size For all drives
Minimurn allowed: 16 MB
Recommended: 4095 MB
Currently allocated: 960 ME

Ok | | Cancel

FIGURE 2-6 Virtual memory extends the amount of RAM on a system.
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The following information is provided:

= Paging File Size For Each Drive Provides information on the currently
selected drive, and allows you to set its paging file size. Space Available
indicates how much space is available on the drive.

= Drive [Volume Label] and Paging File Size Show how virtual memory
is currently configured on the system. Each volume is listed with its as-
sociated paging file (if any). The paging file range shows the initial and
maximum size values set for the paging file.

= Total Paging File Size For All Drives Provides a recommended size for
virtual RAM on the system, and tells you the amount currently allocated.
If this is the first time you're configuring virtual RAM, notice that the rec-
ommended amount has already been given to the system drive (in most
instances).

By default, Windows Server manages the paging file size for all drives. If you
want to configure virtual memory manually, clear the Automatically Manage
Paging File Size For All Drives check box.

In the Drive list, select the volume you want to work with.

Select Custom Size, and then enter values in the Initial Size and Maximum
Size boxes.

Tap or click Set to save the changes.
Repeat steps 4-6 for each volume you want to configure.

NOTE The paging file is also used for debugging purposes when a Stop error oc-
curs on the system. If the paging file on the system drive is smaller than the mini-
mum amount required to write the debugging information to the paging file, this
feature is disabled. If you want to use debugging, you should set the minimum
size to equal the amount of RAM on the system. For example, a system with 4 GB
of RAM would need a paging file of 4 GB on the system drive.

Tap or click OK. If prompted to overwrite an existing Pagefile.sys file, tap or
click Yes.

If you updated the settings for a paging file that is currently in use, you'll see
a prompt indicating that you need to restart the system for the changes to
take effect. Tap or click OK.

Tap or click OK twice to close the open dialog boxes. When you close the
System utility, you'll see a prompt asking if you want to restart the system.
Tap or click Restart.

You can have Windows Server 2012 automatically manage virtual memory by
following these steps:

1.

Access the Advanced tab in the System Properties dialog box, and then
display the Performance Options dialog box by tapping or clicking Settings
in the Performance panel.

Tap or click the Advanced tab, and then tap or click Change to display the
Virtual Memory dialog box.

Select the Automatically Manage Paging File Size For All Drives check box.
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4. Tap or click OK three times to close the open dialog boxes.

NOTE If you updated the settings for the paging file currently in use, you'll see a
prompt indicating that you need to restart the server for the changes to take effect.
Tap or click OK. When you close the System Properties dialog box, you'll see a prompt
telling you that you need to restart the system for the changes to take effect. On a
production server, you should schedule this reboot outside normal business hours.

Configuring Data Execution Prevention

Data Execution Prevention (DEP) is a memory-protection technology. DEP tells the
computer’s processor to mark all memory locations in an application as nonexecut-
able unless the location explicitly contains executable code. If code is executed from
a memory page marked as nonexecutable, the processor can raise an exception and
prevent it from executing. This prevents malicious code such as a virus from insert-
ing itself into most areas of memory because only specific areas of memory are
marked as having executable code.

NOTE The 32-bit versions of Windows support DEP as implemented by Advanced
Micro Devices (AMD) processors that provide the no-execute page-protection (NX)
processor feature. Such processors support the related instructions and must be run-
ning in Physical Address Extension (PAE) mode. The 64-bit versions of Windows also
support the NX processor feature.

USING AND CONFIGURING DEP

You can determine whether a computer supports DEP by using the System utility. If
a computer supports DEP, you can also configure it by following these steps:

1. Access the Advanced tab in the System Properties dialog box, and then
display the Performance Options dialog box by tapping or clicking Settings
in the Performance panel.

2. In the Performance Options dialog box, tap or click the Data Execution
Prevention tab. The text at the bottom of this tab indicates whether the com-
puter supports execution protection.

3. If a computer supports execution protection and is configured appropriately,
you can configure DEP by using the following options:

= Turn On DEP For Essential Windows Programs And Services
Only Enables DEP only for operating system services, programs, and
components. This is the default and recommended option for computers
that support execution protection and are configured appropriately.

= Turn On DEP For All Programs Except Those | Select Configures DEP,
and allows for exceptions. Select this option, and then tap or click Add to
specify programs that should run without execution protection. With this
option, execution protection will work for all programs except those you
select.

4. Tap orclick OK.
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If you turned on DEP and allowed exceptions, you can add or remove a program
as an exception by following these steps:

1. Access the Advanced tab in the System Properties dialog box, and then
display the Performance Options dialog box by tapping or clicking Settings
in the Performance panel.

2. In the Performance Options dialog box, tap or click the Data Execution Pre-
vention tab.

3. To add a program as an exception, tap or click Add. Use the Open dialog box
to find the executable file for the program you are configuring as an excep-
tion, and then tap or click Open.

4. To temporarily disable a program as an exception (this might be necessary
for troubleshooting), clear the check box next to the program name.

5. To remove a program as an exception, tap or click the program name and
then tap or click Remove.

6. Tap or click OK to save your settings.

Understanding DEP Compatibility

To be compatible with DEP, applications must be able to mark memory explicitly
with Execute permission. Applications that cannot do this will not be compatible
with the NX processor feature. If you experience memory-related problems running
applications, you should determine which applications are having problems and
configure them as exceptions rather than disable execution protection completely.
This way, you still get the benefits of memory protection and can selectively disable
memory protection for programs that aren’t running properly with the NX proces-
sor feature.

Execution protection is applied to both user-mode and kernel-mode programs.
A user-mode execution protection exception results in a STATUS_ACCESS_VIOLA-
TION exception. In most processes, this exception will be an unhandled exception,
resulting in termination of the process. This is the behavior you want because most
programs violating these rules, such as a virus or worm, will be malicious in nature.

You cannot selectively enable or disable execution protection for kernel-mode
device drivers the way you can with applications. Furthermore, on compliant 32-bit
systems, execution protection is applied by default to the memory stack. On compli-
ant 64-bit systems, execution protection is applied by default to the memory stack,
the paged pool, and the session pool. A kernel-mode execution protection access
violation for a device driver results in an ATTEMPTED_EXECUTE_OF_NOEXECUTE_
MEMORY exception.

Configuring System and User Environment Variables

Windows uses environment variables to track important strings, such as a path
where files are located or the logon domain controller host name. Environment vari-
ables defined for use by Windows—called system environment variables—are the
same no matter who is logged on to a particular computer. Environment variables
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defined for use by users or programs—called user environment variables—are dif-
ferent for each user of a particular computer.

You configure system and user environment variables by means of the Environ-
ment Variables dialog box, shown in Figure 2-7. To access this dialog box, open the
System Properties dialog box, tap or click the Advanced tab, and then tap or click
Environment Variables.

CREATING AN ENVIRONMENT VARIABLE

You can create an environment variable by following these steps:

1.

2.

3.

Tap or click New under User Variables or under System Variables, whichever
is appropriate. This opens the New User Variable dialog box or the New Sys-
tem Variable dialog box, respectively.

In the Variable Name text box, type the variable name. In the Variable Value
text box, type the variable value.

Tap or click OK.

EDITING AN ENVIRONMENT VARIABLE

You can edit an environment variable by following these steps:

1.
2.

Select the variable in the User Variables or System Variables list.

Tap or click Edit under User Variables or under System Variables, whichever
is appropriate. The Edit User Variable dialog box or the Edit System Variable
dialog box opens.

Type a new value in the Variable Value text box, and then tap or click OK.

User variables For Williams

Environment Variables -

Variable Yalue

RPROFILE%\AppDatalLacali Temp
RPROFILES:\AppDataiLocali Temp

Mew... | | Edit... | | Delete
System variables

Variable Yalue ~
ComSpec Ciiwindowsisystem32icmd. e
FP_MO_HOST_CHECK e}
MUMBER_OF _PROCESSORS 4 -
< m ' >

Mew... | | Edit... | | Delete |

| Ok | | Cancel |

FIGURE 2-7 Configure system and user environment variables in the Environment Variables
dialog box.
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DELETING AN ENVIRONMENT VARIABLE

To delete an environment variable, select it and tap or click Delete.

NOTE When you create or modify environment variables, most of the variables are
valid immediately after they are created or modified. With system variables, some
changes take effect after you restart the computer. With user variables, some changes
take effect the next time the user logs on to the system.

Configuring System Startup and Recovery

You configure system startup and recovery properties in the Startup And Recovery
dialog box, shown in Figure 2-8. To access this dialog box, open the System Proper-
ties dialog box, tap or click the Advanced tab, and then tap or click Settings in the
Startup And Recovery panel.

Startup and Recovery -

Syskem startup
Default operating system:

|Windows Server 2012 | T |

Time to display list of operating systems: 30 seconds

[ Time to display recovery options when needed: | 30

MBI E

seconds

Syskem Failure
‘Write an event to the system log
Automatically restart

‘Write debugging information

|Aut0matic memory durmp | - |

Durmnp file:
%, SystemRoot s \MEMORY  DMP |

Owerwrite any existing file

FIGURE 2-8 Configure system startup and recovery properties in the Startup And Recovery
dialog box.

SETTING STARTUP OPTIONS

The System Startup area of the Startup And Recovery dialog box controls system
startup. To specify the default operating system for a computer with multiple
bootable operating systems, select one of the operating systems listed in the De-
fault Operating System list. These options change the configuration settings used by
the Windows Boot Manager.
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Upon startup of a computer with multiple bootable operating systems, Windows
Server displays the startup configuration menu for 30 seconds by default. You can
change this by performing either of the following actions:

= Boot immediately to the default operating system by clearing the Time To
Display List Of Operating Systems check box.
= Display the available options for a specific amount of time by selecting the
Time To Display List Of Operating Systems check box and then setting a time
delay in seconds.
On most systems, you'll generally want to use a value of 3 to 5 seconds. This is
long enough for you to make a selection, yet short enough to expedite the system
startup process.

When the system is in a recovery mode and booting, a list of recovery options
might be displayed. As you can with the standard startup options, you can con-
figure recovery startup options in one of two ways. You can set the computer to
boot immediately using the default recovery option by clearing the Time To Display
Recovery Options When Needed check box, or you can display the available options
for a specific amount of time by selecting Time To Display Recovery Options When
Needed and then setting a time delay in seconds.

SETTING RECOVERY OPTIONS

You control system recovery with the System Failure and Write Debugging Informa-
tion areas of the Startup And Recovery dialog box. Administrators use recovery op-
tions to control precisely what happens when the system encounters a fatal system
error (also known as a Stop error). The available options for the System Failure area
are as follows:
= Write An Event To The System Log Logs the error in the system log, al-
lowing administrators to review the error later using Event Viewer.
= Automatically Restart Select this option to have the system attempt to
reboot when a fatal system error occurs.

NOTE Configuring automatic reboots isn’t always a good thing. Sometimes you
might want the system to halt rather than reboot to ensure that the system gets
proper attention. Otherwise, you would know that the system rebooted only when
you viewed the system logs or if you happened to be in front of the system’s monitor
when it rebooted.

You use the Write Debugging Information list to choose the type of debugging
information you want to write to a dump file. You can use the dump file to diagnose
system failures. The options are as follows:

= None Use this option if you don't want to write debugging information.

= Small Memory Dump Use this option to dump the physical memory seg-
ment in which the error occurred. This dump is 256 KB in size.

= Kernel Memory Dump Use this option to dump the physical memory area
being used by the Windows kernel. The dump file size depends on the size of
the Windows kernel.
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= Complete Memory Dump Use this option to dump all physical memory.
The dump file size depends on the amount of physical memory being used,
up to a maximum file size equal to the total physical RAM on the server.

= Automatic Memory Dump Use this option to let Windows determine
which type of memory dump is best and create the dump file accordingly.

If you elect to write to a dump file, you must also set a location for it. The
default dump locations are %SystemRoot%\Minidump for small memory dumps
and %SystemRoot%\Memory.dmp for all other memory dumps. You'll usually want
to select Overwrite Any Existing File as well. Selecting this option ensures that any
existing dump files are overwritten if a new Stop error occurs.

BEST PRACTICES You can create the dump file only if the system is properly
configured. The system drive must have a sufficiently large memory-paging file (as

set for virtual memory on the Advanced tab), and the drive the dump file is written to
must have sufficient free space. For example, my server has 8 GB of RAM and requires
a paging file on the system drive of the same size—8 GB. In establishing a baseline for
kernel memory usage, | found that the server uses between 892 and 1076 MB of kernel
memory. Because the same drive is used for the dump file, the drive must have at least
9 GB of free space to create a dump of debugging information. (That's 8 GB for the
paging file and about 1 GB for the dump file.)

The Remote Tab

The Remote tab of the System Properties dialog box controls Remote Assistance
invitations and Remote Desktop connections. These options are discussed in
Chapter 4.
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= Monitoring Server Performance and Activity 118

®  Tuning System Performance 130

As an administrator, you need to keep an eye on network systems. The status
and usage of system resources can change dramatically over time. Services
might stop running. File systems might run out of space. Applications might throw
exceptions that, in turn, can cause system problems. Unauthorized users might try
to break into the system. The techniques discussed in this chapter can help you
identify and resolve these and other system problems.

Managing Applications, Processes, and Performance

Any time you start an application or type a command at the command line,
Microsoft Windows Server starts one or more processes to handle the related
program. Generally, processes you start in this manner are called interactive pro-
cesses—that is, you start the processes interactively with the keyboard or mouse.
If the application or program is active and selected, the interactive process has
control over the keyboard and mouse until you switch control by terminating the
program or selecting a different one. When a process has control, it's said to be
running in the foreground.

Processes can also run in the background. For processes started by users, this
means that programs that aren’t currently active can continue to operate, only
they generally aren’t given the same priority as active processes. You can also con-
figure background processes to run independently of the user logon session; the
operating system usually starts such processes. An example of this type of back-
ground process is a scheduled task run by the operating system. The configuration
settings for the task tell the system to execute a command at a specified time.
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Task Manager

The key tool you use to manage system processes and applications is Task Manager.
You can use any of the following techniques to display Task Manager:

m  Press Ctrl+Shift+Esc.
m  Press Ctrl+Alt+Del, and then tap or click Task Manager.
= Press the Windows key, type taskmgr, and then press Enter.

= Press and hold or right-click the taskbar, and then tap or click Task Manager
on the shortcut menu.

NOTE When you press the Windows key and type taskmgr, you'll see two matches.
One match is the full name, Task Manager. The other match is the command name,
taskmgr.

The following sections cover techniques you use to work with Task Manager.

Viewing and Working with Processes
Task Manager has two general views:

= Summary Shows only applications running in the foreground, which lets
you quickly select and work with foreground applications

= Expanded Expands the view, providing additional tabs that you can use to
get information about all running processes, system performance, connected
users, and configured services

If you are in summary view, you can switch to expanded view by tapping or click-
ing More Details. If you are in the expanded view, you can switch to summary view
by tapping or clicking Fewer Details. When you close and reopen Task Manager, the
view that you last used is displayed.

Generally, as an administrator, you'll work with the expanded view. As shown
in Figure 3-1, the expanded view has multiple tabs you can select to work with
running processes, system performance, connected users, and configured services.
The Processes tab, also shown in Figure 3-1, shows the general status of processes.
Processes are grouped by type and listed alphabetically within each type by default.
There are three general types:

= Apps, which are programs running in the foreground
= Background processes, which are programs running in the background
= Windows processes, which are processes run by the operating system

NOTE The Group By Type option on the View menu controls whether grouping is
used. If you clear this option, all processes are listed alphabetically without group-
ing by type. Note also that you can start a new program from within Task Manager
by tapping or clicking Run New Task on the File menu and then entering a command
to run the application. Options are included for running the task with Administrator
privileges and for browsing to find the executable you want to work with.
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s Task Manager == -

File Options View

| Processes [Perfarmance | Users | Detoils | Services|

- 2% 17%

Name Status PID | Process name CcPU Memery
~

Apps (4)

> ServerManager 2856 ServerManager.exe 0%  504MB |

[ Snagit (32 bit) 3288 Snagit3l.exe 0.8% 123 Me

b i Snagit Editor (32 bit) 3920 SnagitEditor.exe 0% 18.0 MB

B % Task Manager 2812 TM.exe 0% 85MB

Background processes (14)

b 87 Distributed File System Replication 1444 dfsrs.exe 0% 7.8 MB
P[5 Domain Name System (DNS) Server 1504 dns.exe 0% 152.6 MB
b &7 Intemet Information Services 155 inetinfo.exe 0% 72MB

v
(=) Fewer detalls End tas

FIGURE 3-1 View the status of processes currently running on the server.

REAL WORLD Many Windows processes also are grouped by the service host they
are running under, which can include Local Service, Local System, and Network Ser-
vice. The number of grouped processes is shown in parentheses, and you can expand
the related node to view the actual processes. Select Expand All on the View menu to
expand all process groups for easy viewing.

The Status column tells you whether an application is running normally or has
stopped responding. A blank status is normal and indicates the process is running
normally. Any other status indicates a problem, such as when an application might
be frozen and you might want to end the task related to it. However, some applica-
tions might not respond to the operating system during certain process-intensive
tasks. Because of this, you should be certain the application is really frozen before
you end its related task.

You can stop a process by selecting the process and then tapping or clicking End
Task. You shouldn't try to stop Windows processes using this technique. If you try to
stop a Windows process or a group of Windows processes, Task Manager displays
a warning prompt similar to the one shown in Figure 3-2. This warning states that
ending this process will cause Windows to become unusable or to shut down. To
proceed, you must select Abandon Unsaved Data And Shut Down and then tap or
click Shut Down. Windows then displays a blue screen with an error code. After col-
lecting error information, Windows will restart.
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Do you want to end the system process ‘Desktop Window
Manager'?

Ending this process will cause Windows to become unusable or shut down,
causing you to lose any data hasn't been saved. Are you sure you want to
continue?

Abandon unsaved data and shut down. Shut down | | Cancel

Task Manager -

FIGURE 3-2 Stopping processes for essential Windows services causes Windows to become unusable
or to shut down.

Other columns on the Processes tab provide a lot of information about run-
ning processes. You can use this information to determine which processes are over
consuming system resources such as CPU time and memory. Although only CPU and
Memory columns are displayed by default, others columns can be added by press-
ing and holding or right-clicking any column header and then selecting options for
the additional columns to display. In addition to name and status, the other available
columns include the following:

CPU The percentage of CPU utilization for the process (across all cores). The
bold value in the column header represents the total CPU utilization for the
server (across all cores).

Memory The total physical memory reserved for the process. The bold
value in the column header represents the total physical memory utilization
for the server.

Command Line The full file path to the executable running the process,

as well as any command-line arguments passed in when the process was
started.

PID The numeric identifier for the process.

Process Name The name of the process or executable running the process.
Publisher Lists the publisher of the process, such as Microsoft Corporation.
Type Displays the general process type as app, background process, or
Windows process. This information is useful if you clear the Group By Type
option on the View menu.

Pressing and holding or right-clicking an application’s listing in Task Manager
displays a shortcut menu you can use to do the following:

920

End the application’s task

Create a dump file for debugging the process

Go to the related process on the Details tab

Open the file location for the related executable

Open the Properties dialog box for the related executable
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NOTE The Go To Details option is very helpful when you're trying to find the primary
process for a particular application. Selecting this option highlights the related process
on the Details tab.

Administering Processes

Task Manager'’s Details tab is shown in Figure 3-3. This tab provides detailed infor-
mation about the processes that are running. The columns displayed by default on
the Details tab are similar to those provided on the Processes tab:

= Name The name of the process or executable running the process
= User Name The name of the user or system service running the process
m CPU The percentage of CPU utilization for the process

= Memory (Private Working Set) The amount of physical memory reserved
by the process

= Status The run status of the process
= Description A description of the process

i Task Manager == -
Flle Options View

| Processes | Performance | Users | Details | services |

Mame Username  CPU Memeory (p... Status Description ~
5] csrss.cxe SYSTEM 00 936K Running Client Server Runtime Process

[T csrss.cxe SYSTEM 00 1,288K Running Client Server Runtime Process

[ dfsrs.exe SVSTEM 00 8,102K Running Distributed File System Replication

[T dfssve.exe SVSTEM 00 1,336 K Running Windows NT Distributed File System Service

[T dns.exe SVSTEM 00 156276K Running Domain Name Systen (DNS) Server

[ dwm.exe DWM-1 00 21,828K Running Desktop Window Manager =
L explorer.exe Williams w 12,144 K Running Windows Explorer

[ linetinfo.exe SVSTEM 0 7416K Running Intemet Information Services

[Elismserv.exe SVSTEM 0w 1,036 K Running Windows NT Intersite Messaging Service

[ bsass.exe SYSTEM 00 13,642K Running Local Security Autherity Process

= Microsoft. ActiveDirectory...  SYSTEM 00 9,972K Running Microsoft.ActiveDirectory WebServices

s msdtcere NETWORK.. 00 2,152K Running Microsoft Distributed Transaction Coordinater Service
= ServerManager.exe Williams w 49,952 Running ServerManager

[T services.exe SYSTEM 00 3,164K Running Services and Centroller app

[T smss.exe SVSTEM 00 280K Running Windows Sessicn Manager

(& snagitiz.exe Williams o 12,556 K Running Snagit

il snagittditor.exe Williams w 20260K  Running Snagit Editor

[E5nagPriv.exe Williams 00 800K Running Snagit RPC Helper

i =plwowbd.exe Williams w 996K Running Print driver host for spplications

i =poolsv.exe SVSTEM w 2480K Running Sposler SubSystem App

&1 svchost.exe SVSTEM 0w 1,984K Running Host Process for Windows Services

5] suchost.exe NETWORK.. 00 2503K  Running Host Process for Windows Services

5] suchost.exe LOCALSE.. 00 15,356 K Running Hst Process for Windows Services -
() Fewer detals End tasl

FIGURE 3-3 The Details tab provides detailed information about running processes.

Other columns can be added by pressing and holding or right-clicking any
column header and then tapping or clicking Select Columns. When you're trying to
troubleshoot system problems using process information, you might want to add
the following columns to the view:

= Base Priority Priority determines how much of the system’s resources are
allocated to a process. To set the priority for a process, press and hold or
right-click the process, choose Set Priority, and then select the new priority
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from these options: Low, Below Normal, Normal, Above Normal, High, and
RealTime. Most processes have a normal priority by default. The highest
priority is given to real-time processes.

CPU Time The total amount of CPU cycle time used by a process since it
was started. To quickly see the processes that are using the most CPU time,
display this column and then tap or click the column header to sort process
entries by CPU time.

Data Execution Protection Specifies whether DEP is enabled or disabled
for the process.

Elevated Specifies whether the process is running with elevated, adminis-
trator privileges.

Handles The total number of file handles maintained by the process. Use
the handle count to gauge how dependent the process is on the file system.
Some processes, such as those used by Microsoft Internet Information
Services (IIS), have thousands of open file handles. Each file handle requires
system memory to be maintained.

1/0 Reads, 1/0 Writes The total number of disk input/output (I/O) reads

or writes since the process was started. Together, the number of I/O reads
and writes tells you how much disk I/0 activity has occurred. If the number
of 1/0 reads and writes is growing disproportionately to actual activity on the
server, the process might not be caching files or file caching might not be
properly configured. Ideally, file caching reduces the need for I/O reads and
writes.

Page Faults A page fault occurs when a process requests a page in mem-
ory and the system can't find it at the requested location. If the requested
page is elsewhere in memory, the fault is called a soft page fault. If the
requested page must be retrieved from disk, the fault is called a hard page
fault. Most processors can handle large numbers of soft faults. Hard faults,
however, can cause significant delays.

Paged Pool, NP Pool Paged pool is an area of system memory for objects
that can be written to disk when they aren’t used. NP pool, or nonpaged
pool, is an area of system memory for objects that can’t be written to disk.
You should note processes that require a large amount of nonpaged pool
memory. If there isn't enough free memory on the server, these processes
might be the reason for a high level of page faults.

Peak Working Set The highest amount of memory used by the process.
The change, or delta, between current memory usage and peak memory us-
age is important to note as well. Applications that have a high delta between
base memory usage and peak memory usage, such as Microsoft SQL Server,
might need to be allocated more memory on startup so that they perform
better.

Platform Specifies whether the process is running on the 64-bit or 32-bit
platform. Windows 64-bit editions support both 64-bit and 32-bit applica-
tions using the Windows on Windows 64 (WoW64) x86 emulation layer. The
WoW64 subsystem isolates 32-bit applications from 64-bit applications. This

Monitoring Processes, Services, and Events



prevents file-system and registry problems. The operating system provides
interoperability across the 32-bit/64-bit boundary for the Component Object
Model (COM) and for basic operations. However, 32-bit processes cannot
load 64-bit dynamic-link libraries (DLLs), and 64-bit processes cannot load
32-bit DLLs.

= Process ID (PID) The numeric identifier for the process.

= Session ID The identifier for the session under which the process is
running.

m Threads The current number of threads the process is using. Most server
applications are multithreaded. Multithreading allows concurrent execution
of process requests. Some applications can dynamically control the number
of concurrently executing threads to improve application performance. Too
many threads, however, can actually reduce performance because the oper-
ating system has to switch thread contexts too frequently.

»  UAC Virtualization Indicates whether User Account Control (UAC) virtual-
ization is enabled, disabled, or not allowed in the process. UAC virtualization
is needed for legacy applications written for Windows XP, Windows Server
2003, and earlier releases of Windows. When UAC virtualization is enabled
for these applications, error notifications and error logging related to virtual-
ized files and registry values are written to the virtualized location rather
than the actual location to which the process was trying to write. If virtualiza-
tion is required but disabled or not allowed, the process will silently fail when
trying to write to protected folders or protected areas of the registry.

If you examine processes running in Task Manager, you'll notice a process called
System Idle Process. You can't set the priority of this process. Unlike processes that
track resource usage, System Idle Process tracks the amount of system resources
that aren’t used. Thus, a 99 in the CPU column of the System Idle Process means that
99 percent of system resources currently aren't being used.

Processes that are waiting to use a resource that is locked by another process
are in a wait state and can continue only when the locked resource is released. As
part of normal operations, resources are locked for one process or another and then
released to be used by another process. Sometimes, though, with poorly architected
programs, a process can get stuck waiting for a resource that never gets released.

You can view the wait chain for processes by pressing and holding or right-
clicking the process and then tapping or clicking Analyze Wait Chain. If the process
is waiting for a resource to be released, you then see the wait chain for that process
(as shown in Figure 3-4). The root node in the wait tree is the process using, or
waiting to use, the required resource. A process waiting on another process for a re-
source might explain why a process doesn’t seem as responsive as you might expect.

If you suspect there’s a locking problem, you can select one or more processes
in the wait chain and then tap or click End Process. Task Manager then stops the
processes, which should free the locked resource. However, keep in mind that it is
routine and normal for processes to lock resources while they are being used and
free them when done. A problem occurs when a process fails to release a resource,
as can happen with a poorly architected program.

Monitoring Processes, Services, and Events 93



Analyze wait chain -

One or more threads of ismzery. exe are waiting to finish network, /0.

izmzery.exe [PID: 1660) Thread: 1708

The analyze wait chain tree shows which processes [root nodes in the tree] are
uging, or waiting to use, a resource that is being used by another process [child
nodes in the tree] and is required for the selected process to continue.

Mare about wait chains - | | Eayiee]

FIGURE 3-4 Analyzing wait chains.

As you examine processes, keep in mind that a single application might start
multiple processes. Generally, these processes are dependent on a central process.
From this main process, a process tree containing dependent processes is formed.
You can find the main process for an application by pressing and holding or right-
clicking the application on the Processes tab and selecting Go To Details. When you
terminate processes, you'll usually want to target the main application process or
the application itself rather than dependent processes. This ensures that the applica-
tion is stopped cleanly.

To stop the main application process and dependent processes, you have several
choices:

= Press and hold or right-click the application on the Processes tab, and then
tap or click End Task.

= Press and hold or right-click the main application process on the Details tab,
and then tap or click End Task.

= Press and hold or right-click the main or a dependent process on the Pro-
cesses tab, and then tap or click End Process Tree.

Viewing System Services

Task Manager's Services tab provides an overview of system services. This tab dis-
plays services by name, process ID, description, status, and group. As shown in Fig-
ure 3-5, multiple services typically run under the same process ID. You can quickly
sort services by their process ID by tapping or clicking the related column heading.
You can tap or click the Status column heading to sort services according to their
status, Running or Stopped.

The Group column provides additional options about related identities or service
host contexts under which a service runs:

= Services running under an identity with a restriction have the restriction
listed in the Group column. For example, a service running under the Local
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Service identity might be listed as LocalServiceNoNetwork to indicate that
the service has no network access, or a service might be listed as Local-
SystemNetworkRestricted to indicate that the service has restricted access to
the network.

= Services that have Svchost.exe list their associated context for the —k param-
eter. For example, the RemoteRegistry service runs with the command line
svchost.exe —k regsvc. You'll see an entry of regsvc in the Group column for

this service.
= Task Manager == -
File Options View
Processes | Performance | Users | Detsils| Semvices |
Name PID Description Status Group ~
% Cryptsue 292 Cryptographic Services Running NetworkService
2 SamSs 532 Security Accounts Manager Running
25 NTDS 532 Active Directory Domain Services Running
% Netlogen 532 Netlogon Running
% Kde 532 Kerberos Key Distribution Center Running
3 532 Encrypting File System (EFS) Running
2 Power 736 Power Running DeomLaunch
2 PlugPlay 736 Plug and Play Running DeomLaunch
i sm 736 Local Session Manager Running DeomLaunch
% DeomLaunch 736 DCOM Server Process Launcher Running DeomLaunch
5 Bealarlnfractrictn TIA Bralar Infractrictirs Runnine Neaml aunch e
< mn >
(&) Fewer details | € Open Services

FIGURE 3-5 The Services tab provides a quick overview of the status of system services.

Pressing and holding or right-clicking a service's listing in Task Manager displays
a shortcut menu that allows you to do the following:

= Start a stopped service

= Stop a started service

= Go to the related process on the Details tab

Viewing and Managing System Performance

The Performance tab in Task Manager provides an overview of CPU and memory us-
age. As shown in Figure 3-6, the tab displays graphs and statistics. This information
gives you a quick check of system resource usage. For more detailed information,
use Performance Monitor, as explained later in this chapter.
The graphs on the Performance tab provide the following information:

= CPU A graph of CPU usage plotted over time

= Memory A graph of memory usage plotted over time

s Ethernet A graph of network throughput plotted over time

Tap or click a summary graph in the left pane to view detailed information for
that graph in the right pane. To view a close-up of any graph, double-tap or double-
click the graph. Double-tapping or double-clicking again returns you to normal
viewing mode.
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The Update Speed option on the View menu allows you to change the speed of
graph updating as well as to pause the graph. Updates occur once every 4 seconds
for Low, once every 2 seconds for Normal, and twice per second for High.

= Task Manager = | = -

File Options View

Processes | Performance | Users | Details | Services |

1Y e CPU Intel(R) Core(TM)2 Quad CPUQI000 @ 2.00GHz

% Utilization over 60 seconds 100%
Memory
1.3/6.0 GB (22%)
Ethernet \
5: 0 Kbps F: 0 Kbps 4
[\

Utilization ~ Speed Maximum speed:  2.00 GHz

27% 1.60 GHz Physical pr !
Logical processors: 4

Processes  Threads  Handles Virtualization: Disabled

52 685 28606 L1 cache: 256 KB
L2 cache: &.0MmB

Up time

0:02:19:13

() Fewer details | (@ Open Resource Menitor

FIGURE 3-6 The Performance tab provides a quick check of system resource usage.

CPU Usage: The Basics

When you select CPU, the % Utilization graph shows overall processor utilization for
the last 60 seconds. If a system has multiple CPUs, you'll see a graph for each CPU by
default. You also can view logical processors or NUMA nodes by pressing and hold-
ing or right-clicking a CPU graph, selecting Change Graph To, and then selecting
Logical Processors or NUMA Nodes as appropriate.

To view kernel times, press and hold or right-click a CPU graph and then select
Show Kernel Times. Because usage by the kernel is plotted separately, you can more
easily track the amount of CPU time used by the operating system kernel.

TIP Tracking the kernel usage can be handy for troubleshooting. For example, if you
are using IIS with output caching in kernel mode, you can get a better understand-

ing of how kernel caching might be affecting CPU usage and overall performance by
showing kernel times. Kernel usage tracking isn't enabled by default because it adds to
the overhead of monitoring a server in Task Manager.

You can use the CPU information provided to quickly determine the up time for
the server, the number of physical processors, the number of logical processors,
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whether hardware virtualization is enabled, and the amount of on-processor cache
for each available register (L1, L2, L3). Keep the following in mind:

Handles shows the number of I/O handles in use; I/O handles act as tokens
that let programs access resources. 1/0 throughput and disk performance
affect a system more than a consistently high number of I/O handles.
Threads shows the number of threads in use; threads are the basic units of
execution within processes.

Processes shows the number of processes in use; processes are running
instances of applications or executable files.

Up Time shows how long the system has been up since it was last started.

If CPU usage is consistently high, even under average usage conditions, you
might want to perform more detailed performance monitoring to determine the
cause of the problem. Memory is often a source of performance problems, and you
should rule it out before upgrading or adding CPUs. For more details, see “Tuning
System Performance” later in this chapter.

Memory Usage: The Basics

When you select Memory, the Memory Usage graph shows overall usage of the
private working set for the last 60 seconds. The Memory Composition histogram
shows the following:

In-Use Memory The amount of memory being used by processes
Modified Memory The amount of memory whose contents must be writ-
ten to disk before it can be used for another purpose

Standby Memory The amount of memory with cached data and code not
actively being used

Free Memory The amount of memory that is not currently allocated for
any purpose

NOTE You can use the memory information provided to quickly determine the

speed of the memory, the number of memory slots used and available, and the

memory form factor.

The total amount of physical RAM configured on the server is listed in the upper
right corner when you are working with the memory graphs. Other memory statis-
tics shown below the memory graphs provide the following information:

In Use Shows the amount of physical RAM that is in use on the server.
Available Shows the amount of physical RAM that is available for use (in-
cludes memory marked as standby and free). If a server has very little physical
memory free, you might need to add memory to the system. In general,

you want the free memory to be no less than 5 percent of the total physical
memory on the server.

Committed Lists the virtual memory currently in use followed by the total
amount of virtual memory available. If the current page file usage is consis-
tently within 10 percent of the maximum value (meaning consistent usage of
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90 percent or more), you might want to add physical memory, increase the
amount of virtual memory, or take both steps.

= Cached Shows the amount of memory used for system caching.

= Paged Pool Provides information on noncritical kernel memory used by
the operating system kernel.

= Nonpaged Pool Provides information on critical kernel memory used by
the operating system kernel.

Critical portions of kernel memory must operate in RAM and can’t be paged to
virtual memory. Because of this, this type of kernel memory is listed as being in the
nonpaged pool. The rest of kernel memory can be paged to virtual memory and is
listed as being in the paged pool.

Network Usage: The Basics

When you select Ethernet, Task Manager provides an overview of the network
adapters used by the system. You can use the information provided to quickly
determine the percent utilization, link speed, and operational status usage of each
network adapter configured on a system.

The name of the active network adapter in the Network Connections folder is
shown in the upper right corner. If a system has one network adapter, the summary
graph shows details of the network traffic on this adapter over time. If a system has
multiple network adapters, the graph displays a composite index of all network con-
nections, which represents all network traffic.

You can view detailed information on link speed, link state, bytes sent, bytes
received, and more by pressing and holding or right-clicking the Network Through-
put graph and selecting View Network Details. When working with network details,
keep the following in mind:

= Network Utilization Percentage of network usage based on the ini-
tial connection speed for the interface or the combined speed of teamed
interfaces. For example, an adapter with an initial link speed of 10 gigabits
per second (Gbps) and current traffic of 100 megabits per second (Mbps) is
utilized at 1 percent.

= Link Speed Connection speed of the interface as determined by the initial
connection speed, such as 1 Gbps or 10 Gbps.

m State Operational status of network adapters, such as Connected or
Disconnected.

= Bytes Sent Throughput Percentage of current connection bandwidth
used by traffic sent from the system.

= Bytes Received Throughput Percentage of current connection bandwidth
used by traffic received by the system.

= Bytes Throughput Percentage of current connection bandwidth used for
all traffic on the network adapter.

= Bytes Sent Cumulative total bytes sent on the connection to date.

= Bytes Received Cumulative total bytes received on the connection to date.

98 Monitoring Processes, Services, and Events



= Bytes Cumulative total bytes on the connection to date.

REAL WORLD Any time you see usage consistently approaching or exceeding 50
percent of total capacity, you should start monitoring the server more closely, and
you might want to consider adding network adapters. Plan any upgrade carefully; a
lot more planning is required than you might think. Consider the implications not only
for that server but also for the network as a whole. You might also have connectivity
problems if you exceed the allotted bandwidth of your service provider—it can often
take months to obtain additional bandwidth for external connections.

Viewing and Managing Remote User Sessions

Remote users can use Remote Desktop to connect to remote systems. Remote Desk-
top allows you to administer systems remotely, as if you were sitting at the console.
Windows Server 2012 allows up to two active console sessions at a time.

One way to view and manage remote desktop connections is to use Task Man-
ager. To do this, start Task Manager and then tap or click the Users tab, shown in
Figure 3-7. The Users tab shows interactive user sessions for both local and remote
users.

= Task Manager = I:'-
File  Options View
Processes | Performance | Users | Details | Services |
- 95% 29%
User ID | Session Client name Status CPU | Memory
b P dpark (18) 2 RDP-Tepsd CORPSERVERTT2 318% | 2493 MB
b P williams (20) 1 Console 517% | 2998MB
© roman

FIGURE 3-7 The Users tab allows you to view and manage user sessions.

Each user connection is listed with user name, status, CPU utilization, and
memory usage by default. Other columns can be added by pressing and holding or
right-clicking any column header and then tapping or clicking the columns to add.
Available columns include

= ID The session ID. The first logon has a session ID of 1. The second logon
has an ID of 2.

m Session The session type. A user logged on to the local system is listed
with Console as the session type. Other users have a session type that
indicates the connection type and protocol being used, such as RDP-TCP
for a connection using the Remote Desktop Protocol (RDP) with TCP as the
transport protocol.
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= Client name For remote connections, lists the name of the originating cli-

ent computer.

CPU and memory utilization details are new for Windows Server 2012 and really
come in handy for troubleshooting performance issues related to logged-on users.
The combined utilization value is listed above the column heading, and individual
utilization values for each logged-on user are listed below it.

In the example shown in Figure 3-7, the server's CPU is 95% utilized by the
logged-on users. This high usage level could affect the overall performance of the
server, and the server might not be as responsive when performing other tasks.

If you press and hold or right-click a user session, you have the following options:

= Connect Allows you to connect a remote user session if it's inactive.

= Disconnect Allows you to disconnect a local or remote user session, halt-

ing all user-started applications without saving application data.

= Sign Off Allows you to log off a user using the normal logoff process. Ap-

plication data and system state information are saved just as they are during
a normal logoff.

= Send Message Allows you to send a console message to a logged-on user.

Also new for Windows Server 2012, the user’s name is followed by the number
of processes she is running. If you double-tap or double-click the user’s name, you
see an entry for each running process. Processes are listed by name, CPU usage, and
memory usage.

Managing System Services

Services provide key functions to workstations and servers. To manage system
services on the local server or a remote server, you use the Services panel in Server
Manager or the Services node in Computer Management. To work with services on
remote servers, remote management and inbound exceptions for Remote Service
Management must be enabled. For more information, see "Managing Your Servers
Remotely” in Chapter 2, "Managing Servers Running Windows Server 2012."

Navigating Services in Server Manager

When you are working with Server Manager and select the Local Server node, the
All Servers node, or a server group node, the right pane will have a Services panel,
like the one shown in Figure 3-8. If you select the server you want to work with in
the Servers panel, its services are listed in the Services panel. You can use this panel
as follows:

= For a server you are logged on to locally, you can use the Services panel in
the Local Server node.

= For alocal or remote server, you can use the Services panel in the All Servers
node to work with services.
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= Automatically created server group nodes are organized by server roles,
such as Active Directory Domain Services (AD DS) or Domain Name System
(DNS), and you'll be able to manage the services running on servers that role
depends on.

= For custom server groups created by you or other administrators, you'll be
able to use the related Services panel to manage services on any remote
servers that have been added to the group.

SERVICES
Al services | 151 tota

o ® ~
ServerMName  Display Name Service Name Status Start Type
CORPSERVER172 Print Spocler Spooler Running Automatic
CORPSERVER172 SNMP Trap SNMPTRAP Stopped Manual
CORPSERVER172 SSDP Discovery SSDRSRY Stopped Disabled
CORPSERVER1T2 Software Protection sppsv Start Pending  Automatic [Delayed Start)
CORPSERVER172 Shell Hardware Detection ShellHWDetaction Running Automatic
CORPSERVER172 System Event Notification Service SEns Running Automatic

FIGURE 3-8 Use the Services panels in Server Manager to manage services on local and
remote servers.

The columns on the Services panel can be adjusted by pressing and holding or
right-clicking any column header and then tapping or clicking the columns to add
or remove. The columns you can use include

= Server Name The name of the server on which the service is running.

= FQDN The fully qualified domain name of the server on which the service
is running.

= Display Name The descriptive name of the service.

= Service Name The internal name of the service.

= Description A short description of the service and its purpose.

m Status Whether the status of the service is running, paused, or stopped.

= Start Type The startup setting for the service. Automatic services are
started at bootup. Users or other services start manual services. Disabled
services are turned off and can't be started while they remain disabled.

TIP When you are working with many servers, use the service grouping options
to help you more easily manage services. You can group services by server name,
FQDN, display name, service name, status, and start type by pressing and holding
or right-clicking any column header, selecting Group By, and then selecting your

grouping option.
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Navigating Services in Computer Management

For quick and easy management of any service on a remote server, you can use the
Services node in Computer Management. You can open Computer Management
and automatically connect to a remote server from Server Manager. To do this, fol-
low these steps:

1. Select All Servers or any server group node in the left pane.
2. On the Servers panel, press and hold or right-click the server to which you
want to connect.

3. Tap or click Computer Management.

TIP When you are working with remote servers in Computer Management, many
features rely on remote management and appropriate firewall exceptions being
enabled as discussed in Chapter 2. If the user account you are currently using doesn’t
have the appropriate credentials for working with the remote server, you won't be
able to connect to the server in Computer Management. To use alternate credentials,
press and hold or right-click the server to which you want to connect, select Man-
age As, enter your alternate credentials, and then click OK. Optionally, you can select
Remember My Credentials before clicking OK to save the credentials for each time
you log on and want to work with the server remotely. After you set your credentials,
press and hold or right-click the server to which you want to connect and then select
Computer Management. Now Computer Management will open and connect to the
server using the credentials you specified.

When you are working with Computer Management, you view and work with

services by expanding the Services And Applications node and then selecting the
Services node as shown in Figure 3-9. The columns in the Services pane are slightly
different from those shown when you are working with the Services node in Com-
puter Management:
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Name The name of the service. Only services installed on the system are
listed here. Double-tap or double-click an entry to configure its startup
options. If a service you need isn't listed, you can install it by installing the
related role or feature, as discussed in Chapter 2.

Description A short description of the service and its purpose.

Status Indicates whether the status of the service is running, paused, or
stopped. (Stopped is indicated by a blank entry.)

Startup Type The startup setting for the service. Automatic services are
started at bootup. Users or other services start manual services. Disabled
services are turned off and can't be started while they remain disabled.
Log On As The account the service logs on as. The default in most cases is
the local system account.
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= Sl < Application Identity Determines .. Manual Lacal Service
&j WMI Control £% Application Information Facilitates t..  Running  Manual Lacal System
o Application Layer Gateway ... Provides su... Manual Lacal Service
% Application Management  Processes in... Manual Lacal System
£k ASPMET State Service Provides su. Manual Metwark Servil
£ Backaround Intelligent Tran... Transfers fil... Manual Local System |
< n >
< [ > | Estended }, Standard

FIGURE 3-9 Use the Services pane to manage services on local and remote computers.

The Services pane has two views: Extended and Standard. To change the view,
use the tabs at the bottom of the Services pane. In Extended view, quick links are
provided for managing services. Tap or click Start to start a stopped service. Tap or
click Restart to stop and then start a service—essentially resetting that service. If
you select a service when the Services pane is in Extended view, you'll see a descrip-
tion that details the service's purpose.

NOTE Both the operating system and a user can disable services. Generally, Windows
Server 2012 disables a service if a possible conflict with another service exists.

Starting, Stopping, and Pausing Services

As an administrator, you often have to start, stop, or pause services. To start, stop,
or pause a service, press and hold or right-click the service you want to manage

and then select Start, Stop, or Pause as appropriate. You can also choose Restart to
have Windows stop and then start the service after a brief pause. Additionally, if you
pause a service, you can use the Resume option to resume normal operation.

NOTE When services that are set to start automatically fail, the status is listed as
blank, and you usually receive notification in a pop-up dialog box. Service failures can
also be logged to the system’s event logs. In Windows Server 2012, you can configure
actions to handle service failure automatically. For example, you can have Windows
Server 2012 attempt to restart the service for you. For details, see “Configuring Service
Recovery” later in this chapter.

Configuring Service Startup

You can set services to start manually or automatically. You can also turn them off
permanently by disabling them. You configure service startup in Computer Manage-
ment by following these steps:

1. Press and hold or right-click the service you want to configure, and then

choose Properties.
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2. On the General tab, use the Startup Type list to choose a startup option from
the following choices, as shown in Figure 3-10:

= Automatic Select Automatic to start services at bootup.

= Automatic (Delayed Start) Select Automatic (Delayed Start) to delay
the start of the service until all nondelayed automatic services have
started.

= Manual Select Manual to allow the services to be started manually.

= Disabled Select Disabled to turn off the service.

Remote Registry Properties (CorpServer1 ?2.cpandl.c0m)-

General | Log On I Recavery I Dependencies |

Service name:
Dizplay name: Femote Registy
Descriptior: Enables remote uzers to modify registry settingz on | A

this computer. I this service is stopped, the registry

Path to executable:
C:vwindows'spstem32hevchost exe -k regave

Startup type: Automatic | h |

Help me confiqure service startup options.

Service statuz:  Funning

Start Fause Resume

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

QK | | Cancel Apply

FIGURE 3-10 Configure service startup options by using the General tab’s Startup Type list.

3. Tap or click OK.

Configuring Service Logon

You can configure services to log on as a system account or as a specific user. To do
either, follow these steps:

1. In Computer Management, press and hold or right-click the service you want
to configure, and then choose Properties.

2. Select the Log On tab, shown in Figure 3-11.
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Remote Registry Properties (CorpServer1 ?2.cpandl.c0m)-

| General| Log On | Fecovery I Dependencies |

Log on az

() Local System account
Allow service to interact with desklop

(® Thiz account: |L0c:a| Service | | Elisreg,.
Paszzword: |ooooooooooooooo |
Confirm password: |ooooooooooooooo |

Help me configure user sccount loq on options.

QK | | Cancel Apply

FIGURE 3-11 Use the Log On tab to configure the service logon account.

3. Select Local System Account if you want the service to log on using the
system account (the default for most services). If the service provides a user
interface that can be manipulated, select Allow Service To Interact With
Desktop to allow users to control the service's interface.

4. Select This Account if you want the service to log on using a specific user
account. Be sure to type an account name and password in the text boxes
provided. Use the Browse button to search for a user account if necessary.

5. Tap or click OK.

SECURITY ALERT You should keep track of any accounts that are used with services.
These accounts can be the source of security problems if they're not configured prop-
erly. Service accounts should have the strictest security settings and as few permis-
sions as possible while allowing the service to perform necessary functions. Typically,
accounts used with services don’'t need many of the permissions you would assign to
a normal user account. For example, most service accounts don’t need the right to

log on locally. Every administrator should know what service accounts are used (so
that they can better track the use of these accounts) and should treat the accounts

as if they were administrator accounts. This means using secure passwords, carefully
monitoring account usage, carefully applying account permissions and privileges, and
so on.

Monitoring Processes, Services, and Events 105



Configuring Service Recovery

You can configure services to take specific actions when a service fails. For example,
you can attempt to restart the service or run an application. To configure recovery
options for a service, follow these steps:

1.

2.
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In Computer Management, press and hold or right-click the service you want
to configure, and then choose Properties.

Tap or click the Recovery tab, shown in Figure 3-12.

Remote Registry Properties (CorpServer1 ?2.cpandl.c0m)-

| General I Log Dn| Recoverny | Dependencies |

e computer's responze if this service fails.

First failure: | Restart the Service | hd |
Second failure: | Restart the Service | - |
Subsequent failures: | Take Ma Action | hd |

Fieset fail count after: days
Restart service after: mirutes

[C] Enable actions for stops with emors. Festart Computer Options. ..

Fiun program

Browse...

Append fail count to end of command line [Aail=%1%)

QK | | Cancel Apply

FIGURE 3-12 Use the Recovery tab to specify actions that should be taken in case
of service failure.

NOTE Windows Server 2012 automatically configures recovery for critical
system services during installation. In most cases, you'll find that critical services
are configured to restart automatically if the service fails. Some extremely critical
services, such as DCOM Server Process Launcher and Group Policy Client, are
configured to restart the computer if the service fails. You cannot change these
settings because they are not available.

You can now configure recovery options for the first, second, and subsequent
recovery attempts. The following options are available:

= Take No Action The operating system won't attempt recovery for this
failure but might still attempt recovery of previous or subsequent failures.

= Restart The Service Stops and then starts the service after a brief
pause.
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= Run A Program Allows you to run a program or a script in case of fail-
ure. The script can be a batch program or a Windows script. If you select
this option, set the full file path to the program you want to run, and then
set any necessary command-line parameters to pass in to the program
when it starts.

= Restart The Computer Shuts down and then restarts the computer.
Before you choose this option, double-check the computer’s Startup and
Recovery options. You want the system to select defaults quickly and
automatically.

BEST PRACTICES When you configure recovery options for critical services,
you might want to try to restart the service on the first and second attempts and
then reboot the server on the third attempt.

4. Configure other options based on your previously selected recovery options.
If you elected to run a program as a recovery option, you need to set options
in the Run Program panel. If you elected to restart the service, you need to
specify the restart delay. After stopping the service, Windows Server waits for
the specified delay before trying to start the service. In most cases, a delay of
1 to 2 minutes should be sufficient.

5. Tap or click OK.

Disabling Unnecessary Services

As an administrator, you need to ensure that servers and the network are secure,
and unnecessary services are a potential source of security problems. For example,
in many organizations that I've reviewed for security problems, I've found servers
running Worldwide Web Publishing Service, Simple Mail Transfer Protocol (SMTP),
and File Transfer Protocol (FTP) Publishing Service when these services weren't
needed. Unfortunately, these services can make it possible for anonymous users to
access servers and can also open the server to attack if not properly configured.

If you find unnecessary services, you have several options. With services installed
through roles, role services, or features, you can remove the related role, role
service, or feature to remove the unnecessary component and its related services.
Or you can simply disable the services that aren't being used. Typically, you'll want
to start by disabling services rather than uninstalling components. This way, if you
disable a service and another administrator or a user says she can't perform task X
anymore, you can enable the related service again if necessary.

To disable a service, follow these steps:

1. In Computer Management, press and hold or right-click the service you want
to configure, and then choose Properties. On the General tab, select Disabled
in the Startup Type list.

2. Disabling a service doesn't stop a running service. It only prevents it from be-
ing started the next time the computer is booted, meaning that the security
risk still exists. To address this, tap or click Stop on the General tab in the
Properties dialog box and then tap or click OK.
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Event Logging and Viewing

Event logs provide historical information that can help you track down system and
security problems. To work with services on remote servers, remote management
and inbound exceptions for Remote Service Management must be enabled. For
more information, see “Managing Your Servers Remotely” in Chapter 2.

The Windows Event Log service controls whether events are tracked. When you
start this service, you can track user actions and resource usage events through the
event logs. Two general types of log files are used:

Windows logs Logs that the operating system uses to record general sys-
tem events related to applications, security, setup, and system components.
Applications and services logs Logs that specific applications and ser-
vices use to record application-specific or service-specific events.

Windows logs you'll see include

Application This log records events logged by applications, such as
the failure of SQL Server to access a database. The default location is
%SystemRoot%\System32\Winevt\Logs\Application.evtx.

Forwarded Events When event forwarding is configured, this log records
forwarded events from other servers. The default location is %SystemRoot%\
System32\Config\ForwardedEvents.evtx.

Security This log records events you've set for auditing with local or global
group policies. The default location is %SystemRoot%\System32\Winevt\
Logs\Security.evtx.

NOTE Any user who needs access to the security log must be granted the
user right to Manage Auditing and the Security Log. By default, members of the
Administrators group have this user right. To learn how to assign user rights,
see "Configuring User Rights Policies” in Chapter 8, "Creating User and Group
Accounts.”

Setup This log records events logged by the operating system or

its components during setup and installation. The default location is
%SystemRoot%\System32\Winevt\Logs\Setup.evtx.

System This log records events logged by the operating system or its
components, such as the failure of a service to start at bootup. The default
location is %SystemRoot%\System32\Winevt\Logs\System.evtx.

SECURITY ALERT As administrators, we tend to monitor the application and system
logs the most—but don't forget about the security log. The security log is one of the

most important logs, and you should monitor it closely. If the security log on a server

doesn’t contain events, the likeliest reason is that local auditing hasn’t been config-

ured or that domainwide auditing is configured—in which case, you should monitor

the security logs on domain controllers rather than on member servers.
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Applications and services logs you'll see include the following:

DFS Replication This log records Distributed File System (DFS) replication
activities. The default location is %SystemRoot%\System32\Winevt\Logs\
DfsReplication.evtx.

Directory Service This log records events logged by Active Directory
Domain Services (AD DS) and its related services. The default location is
%SystemRoot%\System32\Winevt\Logs\Directory Service.evtx.

DNS Server This log records DNS queries, responses, and other DNS activi-
ties. The default location is %SystemRoot%\System32\Winevt\Logs\DNS
Server.evtx.

File Replication Service This log records file replication activities on the
system. The default location is %SystemRoot%\System32\Winevt\Logs\File
Replication Service.evtx.

Hardware Events When hardware subsystem event reporting is config-
ured, this log records hardware events reported to the operating system. The
default location is %SystemRoot%\System32\Config\Hardware.evtx.
Microsoft\Windows This provides logs that track events related to specific
Windows services and features. Logs are organized by component type and
event category. Operational logs track events generated by the standard
operations of the related component. In some cases, you'll see supplemental
logs for analysis, debugging, and recording administration-related tasks.
Windows PowerShell This log records activities related to the use of
Windows PowerShell. The default location is %SystemRoot%\System32\
Winevt\Logs\Windows PowerShell.evtx.

Accessing Events in Server Manager

When you are working with Server Manager and select the Local Server node, the
All Servers node, or a server group node, the right pane will have an Events panel,
like the one shown in Figure 3-13. When you select the server you want to work with
in the Servers panel, its events are listed in the Events panel. You can use this panel
as follows:

For a server you are logged on to locally, you can use the Events panel in the
Local Server node or the All Servers node to view recent warning and error
events in the application and system logs.

Automatically created server group nodes are organized by server roles, such
as AD DS or DNS, and you'll be able to view recent error and warning events
in logs related to the server role, if applicable. Not all roles have associated
logs, but some roles, like AD DS, have multiple associated logs.

For custom server groups created by you or other administrators, you'll be
able to use the related Events panel to view recent warning and error events
in the application and system logs.
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EVENTS

All events

17 total

Server Name D

CORPSERVER1T2
CORPSERVER1T2
CORPSERVER1T2
CORPSERVER1T2
CORPSERVER1T2
CORPSERVER1T2

» ® -

Severity Source Lo Date
5008 Error DFSR DFS Replication 5/17
5014 Warning DFSR DFS Replication 5/17
1308 Warning Microsaft-Windews-ActiveDirectory_DomainService  Directory Service 5/17
1308 Warning Microsaft-Windews-ActiveDirectory_DomainService  Directory Service 5/17
5002 Error DFSR DFS Replication 5/17
1308 Warning Microsaft-Windews-ActiveDirectory_DomainService  Directory Service 5/17

FIGURE 3-13 Use the Events panels in Server Manager to track errors and warnings.

The columns on the Events panel can be adjusted by pressing and holding or
right-clicking any column header and then tapping or clicking the columns to add
or remove. The columns you can use include

Server Name The name of the server on which the service is running
FQDN The fully qualified domain name of the server on which the service
is running

ID Generally, a numeric identifier for the specific event, which could be
helpful when searching knowledge bases

Severity The event level as an error or warning

Source The application, service, or component that logged the event
Log The log in which the event was recorded

Date And Time The date and time the event was recorded

TIP When you are working with many servers, use the grouping options to help
you more easily manage events. You can group events by server name, FDQN, ID,
severity, source, log, and date and time by pressing and holding or right-clicking
any column header, selecting Group By, and then selecting your grouping option.

Accessing Events in Event Viewer

To work with event logs on remote servers, remote management and inbound
exceptions for Remote Event Log Management must be enabled. For more informa-
tion, see "Managing Your Servers Remotely” in Chapter 2.

You access the event logs by following these steps:

1.

2.
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In Server Manager, select All Servers or any server group node in the left
pane.

On the Servers panel, press and hold or right-click the server to which you
want to connect.

Tap or click Computer Management to automatically connect to the selected
server.
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4. In Computer Management, you view and work with the event logs by ex-

panding the System Tools node and then selecting the Event Viewer node as

shown in Figure 3-14.

43

File Action View Help

Computer Management

_I:l-

& Computer Management (CORPSERVER172.CPANDL.COM)
4} System Toals
b (3 Task Scheduler
a [ Event Viewer
a [ Custom Views
4 1 Server Rales
T Active Directory Domain Services
T DNS Server
T FaxServer
T Web Server (IS)
T Windaws Deployment Services

~

¥ Mumber of events: 2,149

Level
(D) Information

Date a...

Saurce

5004 Mone

5008 Mone
A ] 5014 None
A\ Waming ActiveDirectory_Do. 1308 Knowledge Consistency
£ Waming 5/17/2.. ActiveDirectory Do.. 1308 Knowledge Consistency |
< >

EventID Task Category

Event 5014 DFSR

x

W Administrative Events “1 | General | Details
4 i Windows Lags ~
1] Application The DFS Replication service i stopping communicatian with partner CORPSERVERDEf
o] security replication graup Domain System Volume due to an errar, The service will etry the cof
£ setup eriodicaly,
(& system Log Mame: DFS Replication N
] Forwarded Evens E DFSR Logged SA17/201 1216STR
I [ Applications and Services Logs oures! ogged: ! e
b G Shared Folders Event ID: soie Task Category: Mone
» (8 Performance Level: Warming Keywards:  Classic
& Device Manager User: WA Computer.  CorpServer|72.cpan
4 £ Seorage OpCode: “
b Wy Windows Server Backup < W N
= Disk Managsment B

FIGURE 3-14 Event Viewer displays events for the selected log or custom view.
5.

Expand the Event Viewer node. You can work with the server's event logs in
the following ways:

= To view all errors and warnings for all logs, expand Custom Views and
then select Administrative Events. In the main pane, you should now see a
list of all warning and error events for the server.

To view all errors and warnings for a specific server role, expand Custom
Views, expand Server Roles, and then select the role to view. In the main
pane, you should now see a list of all events for the selected role.

To view events in a specific log, expand the Windows Logs node, the Ap-
plications And Services Logs node, or both nodes. Select the log you want
to view, such as Application or System.

6. Use the information in the Source column to determine which service or

process logged a particular event.

As shown in Figure 3-14, entries in the main pane of Event Viewer provide a quick
overview of when, where, and how an event occurred. To obtain detailed informa-
tion on an event, review the details provided on the General tab in the lower por-
tion of the main pane. The event level or keyword precedes the date and time of the
event. Event levels include the following:

= Information An informational event, which is generally related to a suc-

cessful action.
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Audit Success An event related to the successful execution of an action.
Audit Failure An event related to the failed execution of an action.
Warning A warning. Details for warnings are often useful in preventing
future system problems.

Error A noncritical error, such as the failure of a zone transfer request on a
DNS server.

Critical A critical error, such as the Cluster service shutting down because a
quorum was lost.

NOTE Warnings and errors are the two key types of events you'll want to examine

closely. Whenever these types of events occur and you're unsure of the cause, review
the detailed event description.

In addition to level, date, and time logged, the summary and detailed event
entries provide the following information:

Source The application, service, or component that logged the event

Event ID Generally, a numeric identifier for the specific event, which could
be helpful when searching knowledge bases

Task Category The category of the event, which is almost always set to
None, but is sometimes used to further describe the related action, such as a
process or a service

User The user account that was logged on when the event occurred, if
applicable

Computer The name of the computer on which the event occurred
Description In the detailed entries, a text description of the event
Data In the detailed entries, any data or error code output by the event

Filtering Event Logs

Event Viewer creates several filtered views of the event logs for you automatically.
Filtered views are listed under the Custom Views node. When you select the Admin-
istrative Events node, you'll see a list of all errors and warnings for all logs. When
you expand the Server Roles node and then select a role-specific view, you'll see a
list of all events for the selected role.

If you want to create a custom view of your own, you can do so in Computer
Management by following these steps:

1.

112

In the left pane, press and hold or right-click the Custom Views node and
then tap or click Create Custom View. This opens the dialog box shown in
Figure 3-15.
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Create Custom View -

Filter AML

Lagged: [Last 7 days [-]

Eventlevel: Critical [ Waming  [] Verbase

Erar [ | Informatian

@® Bylog Eventlogs:  [Application, Security,System =]

O Bysource  Event sources: ‘ =]

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by cammas. To
exclude criteria, type a minus sign first, For example 1,3,5-99.-76

[<anEventiDs - |
Task category: |
Keywards: [ =
User: | <Al Users>

|
Computer(s):  [<All Compurers - |

FIGURE 3-15 You can filter logs so that only specific events are displayed.

Use the Logged list to select a time frame for logging events. You can choose
to include events from the last hour, last 12 hours, last 24 hours, last 7 days,
or last 30 days. Alternatively, you can set a custom range.

Use the Event Level check boxes to specify the level of events to include.
Select Verbose to display additional details for events.

You can create a custom view for either a specific set of logs or a specific set
of event sources:

=  Use the Event Logs list to select event logs to include. You can select mul-
tiple event logs by selecting their check boxes. If you select specific event
logs, all other event logs are excluded.

= Use the Event Sources list to select event sources to include. You can
select multiple event sources by selecting their check boxes. If you select
specific event sources, all other event sources are excluded.

Optionally, use the User and Computer(s) boxes to specify users and comput-
ers that should be included. If you do not specify users and computers to
include, events generated by all users and computers are included.

When you tap or click OK, Windows displays the Save Filter To Custom View
dialog box, shown in Figure 3-16.
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Save Filter to Custom View -

Mame |Current Week |

Description |Errors and warnings from the last 7 days. |

Select where to save the Custom view:

= Event Viewer QK
.. Server Roles

Mew Folder

All Users

FIGURE 3-16 Save the filtered view.

Type a name and description for the custom view.

Select where to save the custom view. By default, custom views are saved
under the Custom Views node. You can create a new node by tapping or
clicking New Folder, entering a name for the folder, and then tapping or
clicking OK.

Tap or click OK to close the Save Filter To Custom View dialog box. You
should now see a filtered list of events. Review these events carefully, and
take steps to correct any problems that exist.

If you want to see a particular type of event, you can filter the log in Computer
Management by following these steps:

1.
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Expand Windows Logs or Applications And Services Logs as appropriate for
the type of log you want to configure. You should now see a list of event
logs.

Press and hold or right-click the log you want to work with, and then tap

or click Filter Current Log. This opens a dialog box similar to the one shown
earlier in Figure 3-15.

Use the Logged list to select the time frame for logging events. You can
choose to include events from the last hour, last 12 hours, last 24 hours, last
7 days, or last 30 days.

Use the Event Level check boxes to specify the level of events to include.
Select Verbose to get additional details.

Use the Event Source list to select event sources to include. If you select spe-
cific event sources, all other event sources are excluded.

Optionally, use the User and Computer(s) boxes to specify users and com-
puters that should be included. If you do not specify users and computers,
events generated by all users and computers are included.
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7. Tap or click OK. You should now see a filtered list of events. Review these
events carefully, and take steps to correct any problems that exist. To clear
the filter and see all events for the log, tap or click Clear Filter in the Actions
pane or on the Action menu.

Setting Event Log Options

Log options allow you to control the size of event logs as well as how logging is
handled. By default, event logs are set with a maximum file size. When a log reaches
this limit, events are overwritten to prevent the log from exceeding the maximum
file size.

To set log options in Computer Management, follow these steps:

1. Expand Windows Logs or Applications And Services Logs as appropriate for
the type of log you want to configure. You should now see a list of event
logs.

2. Press and hold or right-click the event log whose properties you want to set,
and then tap or click Properties on the shortcut menu. This opens the dialog
box shown in Figure 3-17.

Log Properties - Security (Type: Administrative) -

Full Mame: Security
Lag path: %Sy stemRoot?) System3 2\ Winevt\Lags\ Security. evtx
Log size: 128.00 MB({134,221,824 biytes)
Created: Manday, March 12, 2014 4:27:23 PM
NModified: Thursday, May 17, 2014 10:13:49 AM
Accessed: Manday, March 12, 2014 4:27:23 PM

Enable lagging
Maximum lag size [ KB): 13107208

When masimum event lag size is reached:
@® Overwrite events as needed {oldest events first)
© Archive the lag when full, do nat averwrite events

© Da not overwrite events { Clear logs manually }

Clear Lag

[ oK | [ cancer |

FIGURE 3-17 Configure log settings according to the level of auditing on the system.

3. Type or set a maximum size in kilobytes (KB) in the Maximum Log Size text
box. Make sure that the drive containing the operating system has enough
free space for the maximum log size you specify. Log files are stored in the
%SystemRoot%\System32\Winevt\Logs directory by default.
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4. Select an event log—wrapping mode. The following options are available:

= Overwrite Events As Needed (Oldest Events First) Events in the log
are overwritten when the maximum file size is reached. Generally, this is
the best option on a low-priority system.

= Archive The Log When Full, Do Not Overwrite Events When the
maximum file size is reached, Windows archives the events by saving a
copy of the current log in the default directory. Windows then creates a
new log for storing current events.

= Do Not Overwrite Events (Clear Logs Manually) When the maximum
file size is reached, the system generates error messages telling you the
event log is full.

5. Tap or click OK when you have finished.

NOTE On critical systems where security and event logging is very important, you
should use Archive The Log When Full, Do Not Overwrite Events. When you use this
method, you ensure that event history is preserved in archives automatically.

Clearing Event Logs
When an event log is full, you need to clear it. To do that in Computer Management,

follow these steps:

1. Expand Windows Logs or Applications And Services Logs as appropriate for
the type of log you want to configure. You should now see a list of event
logs.

2. Press and hold or right-click the event log whose properties you want to set,
and then tap or click Clear Log on the shortcut menu.

3. Choose Save And Clear to save a copy of the log before clearing it. Choose
Clear to continue without saving the log file.

Archiving Event Logs

On key systems such as domain controllers and application servers, you'll want to
keep several months’ worth of logs. However, it usually isn't practical to set the
maximum log size to accommodate this. Instead, you should allow Windows to peri-
odically archive the event logs, or you should manually archive the event logs.

Archive Log Formats
Logs can be archived in four formats:
= Event files (.evtx) format for access in Event Viewer

= Tab-delimited text (.txt) format for access in text editors or word processors
or to import into spreadsheets and databases

»  Comma-delimited text (.csv) format for importing into spreadsheets or
databases

= XML (xml) format for saving as an XML file
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When you export log files to a comma-delimited file, a comma separates each
column in the event entry. The event entries look like this:

Information,07/21/14 3:43:24 PM,DNS Server,2,None,The DNS server has
started.

Error,07/21/14 3:40:04 PM,DNS Server,4015,None,The DNS server has
encountered a critical error from the Directory Service (DS). The data is
the error code.

The format for the entries is as follows:

Level,Date and Time,Source,Event ID,Task Category,Description

Creating Log Archives

Windows creates log archives automatically when you select the event log—
wrapping mode Archive The Log When Full, Do Not Overwrite Events. You can cre-
ate a log archive manually in Computer Management by following these steps:

1. Expand Windows Logs or Applications And Services Logs as appropriate for
the type of log you want to configure. You should now see a list of event
logs.

2. Press and hold or right-click the event log you want to archive, and then tap
or click Save All Events As on the shortcut menu.

3. Inthe Save As dialog box, select a directory and type a log file name.

4. In the Save As Type list, Event Files (*.evtx) is the default file type. Select the
log format you want to use, and then choose Save. Note that you might not
be able to use the .evtx format to save events from a remote computer to a
local folder. In this case, you need to save the events to the local computer in
a different file format, such as .xml. Otherwise, save the events in .evtx format
on the remote computer.

5. If you plan to view the log on other computers, you might need to include
display information. To save display information, select Display Information
For These Languages, choose the language in the list provided, and then tap
or click OK. Otherwise, just tap or click OK to save the log without display
information.

NOTE If you plan to archive logs regularly, you might want to create an archive
directory in which you can easily locate the log archives. You should also name the log
file so that you can easily determine the log file type and the period of the archive. For
example, if you're archiving the system log file for January 2014, you might want to
use the file name System Log January 2014.

TIP The best format to use for archiving is the .evtx format. Use this format if you plan
to review old logs in Event Viewer. However, if you plan to review logs in other applica-
tions, you might need to save the logs in a tab-delimited or comma-delimited format.
With the tab-delimited or comma-delimited format, you sometimes need to edit the
log file in a text editor for the log to be properly interpreted. If you saved the log in the
.evtx format, you can always save another copy in tab-delimited or comma-delimited
format later by doing another Save As after opening the archive in Event Viewer.
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Viewing Log Archives

You can view log archives in text format in any text editor or word processor. You
should view log archives in the event log format in Event Viewer. You can view log
archives in Event Viewer by following these steps:

1. In Computer Management, select and then press and hold or right-click the
Event Viewer node. From the shortcut menu, select Open Saved Log.

2. Inthe Open Saved Log dialog box, select a directory and a log file name. By
default, the Event Logs Files format is selected. This ensures that logs saved
as .evtx, .evt, and .etl are listed. You can also filter the list by selecting a
specific file type.

3. Tap or click Open. If you are prompted about converting the log to the new
event log format, tap or click Yes.

4. Windows displays the Open Saved Log dialog box. Type a name and descrip-
tion for the saved log.

5. Specify where to save the log. By default, saved logs are listed under Saved
Logs. You can create a new node by tapping or clicking New Folder, entering
a name for the folder, and then tapping or clicking OK.

6. Tap or click OK to close the Open Saved Log dialog box. You should now see
the contents of the saved log.

TIP To remove the saved log from Event Viewer, tap or click Delete in the Actions
pane or on the Action menu. When prompted to confirm, tap or click Yes. The saved
log file still exists in its original location.

Monitoring Server Performance and Activity

Monitoring a server isn't something you should do haphazardly. You need to have a
clear plan—a set of goals you hope to achieve. Let's take a look at the reasons you
might want to monitor a server and the tools you can use to do this.

Why Monitor Your Server?

Troubleshooting server performance problems is a key reason for monitoring. For
example, users might be having problems connecting to the server, and you might
want to monitor the server to troubleshoot these problems. Your goal is to track
down the problem by using the available monitoring resources and resolve it.

Another common reason for wanting to monitor a server is to improve server
performance. You do this by improving disk I/O, reducing CPU usage, and cutting
down the network traffic load on the server. Unfortunately, you often need to make
trade-offs when it comes to resource usage. For example, as the number of users
accessing a server grows, you might not be able to reduce the network traffic load,
but you might be able to improve server performance through load balancing or by
distributing key data files on separate drives.
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Getting Ready to Monitor

Before you start monitoring a server, you might want to establish baseline perfor-
mance metrics for your server. To do this, you measure server performance at vari-
ous times and under different load conditions. You can then compare the baseline
performance with subsequent performance to determine how the server is perform-
ing. Performance metrics that are well above the baseline measurements might
indicate areas where the server needs to be optimized or reconfigured.

After you establish baseline metrics, you should formulate a monitoring plan. A
comprehensive monitoring plan includes the following steps:

1. Determine which server events should be monitored to help you accomplish
your goal.

2. Set filters to reduce the amount of information collected.

3. Configure performance counters to watch resource usage.

4. Log the event data so that it can be analyzed.

5. Analyze the event data to help find solutions to problems.

These procedures are examined later in this chapter. Although you should usually
develop a monitoring plan, sometimes you might not want to go through all these

steps to monitor your server. For example, you might want to monitor and analyze
activity as it happens rather than log and analyze the data later.

The primary tools you use to monitor your servers include the following:

= Performance Monitor Used to configure counters to watch resource us-
age over time. You can use this information to gauge the performance of the
server and determine areas that can be optimized.

= Reliability Monitor Tracks changes to the system and compares them to
changes in system stability. This gives you a graphical representation of the
relationship between changes in the system configuration and changes in
system stability.

= Resource Monitor Provides detailed information about resource usage
on the server. The information provided is similar to that provided by Task
Manager (though more extensive).

= Eventlogs Use information in the event logs to troubleshoot system-
wide problems, including those from the operating system and configured
applications. The primary logs you work with are the system, security, and
application event logs, as well as logs for configured server roles.

Using the Monitoring Consoles

Resource Monitor, Reliability Monitor, and Performance Monitor are the tools

of choice for performance tuning. You can access Resource Monitor by pressing
Ctrl+Shift+Esc and then tapping or clicking the Open Resource Monitor button on
Task Manager's Performance tab. As shown in Figure 3-18, resource usage statistics
are broken down into four categories:

= CPUusage The summary details show the current CPU utilization and the
maximum CPU frequency (as related to processor idling). If you expand the
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CPU entry (by tapping or clicking the options button), you'll see a list of cur-
rently running executables by name, process ID, description, status, number
of threads used, current CPU utilization, and average CPU utilization.

Disk usage The summary details show the number of kilobytes per second
being read from or written to disk and the highest percentage of usage.

If you expand the Disk entry below the graph (by tapping or clicking the
options button), you'll see a list of currently running executables that are
performing or have performed /O operations by name, process ID, file being
read or written, average number of bytes being read per second, average
number of bytes being written per second, total number of bytes being read
and written per second, I/O priority, and the associated disk response time.
Network usage The summary details show the current network bandwidth
utilization in kilobytes and the percentage of total bandwidth utilization. If
you expand the Network entry below the graph (by tapping or clicking the
options button), you'll see a list of currently running executables that are
transferring or have transferred data on the network by name, process ID,
server or IP address being contacted, average number of bytes being sent
per second, average number of bytes received per second, and total bytes
sent or received per second.

Memory usage The summary details show the current memory utiliza-
tion and the number of hard faults occurring per second. If you expand the
Memory entry below the graph (by tapping or clicking the options button),
you'll see a list of currently running executables by name, process ID, hard
faults per second, commit memory in KB, working set memory in KB, share-
able memory in KB, and private (nonshareable) memory in KB.
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FIGURE 3-18 Review resource usage on the server.
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Performance Monitor displays statistics graphically for the set of performance
parameters you've selected for display. These performance parameters are referred
to as counters. When you install certain applications on a system, Performance Mon-
itor might be updated with a set of counters for tracking the server’s performance.
You can update these counters when you install additional services and add-ons for
the application as well.

In Server Manager, you can access Performance Monitor in a standalone console
by tapping or clicking Tools and then tapping or clicking Performance Monitor.
In Computer Management, you can access the tool as a snap-in under the System
Tools node. Expand System Tools, Performance, Monitoring Tools and then select
Performance Monitor.

As Figure 3-19 shows, Performance Monitor creates a graph depicting the coun-
ters you're tracking. The update interval for this graph is set to 1 second by default,
but it can be configured with a different value. As you'll see when you work with
Performance Monitor, the tracking information is most valuable when you record
performance information in a log file so that it can be played back. Also, Perfor-
mance Monitor is helpful when you configure alerts to send messages when certain
events occur.
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FIGURE 3-19 Review performance measurements for the server.

Windows Server 2012 also includes Reliability Monitor. To access Reliability
Monitor, follow these steps:

1. In Control Panel, tap or click Review Your Computer’s Status under the Sys-
tem And Security heading.

2. In Action Center, expand the Maintenance panel, and then tap or click View
Reliability History.
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Alternatively, you can run Reliability Monitor by entering perfmon /rel at a com-
mand prompt or in the Apps Search box.

Reliability Monitor tracks changes to the server and compares them to changes
in system stability. In this way, you can see a graphical representation of the
relationship between changes in the system configuration and changes in system
stability. By recording software installation, software removal, application failures,
hardware failures, Windows failures, and key events regarding the configuration of
the server, you can see a timeline of changes in both the server and its reliability and
then use this information to pinpoint changes that are causing problems with stabil-
ity. For example, if you see a sudden drop in stability, you can tap or click a data
point and then expand the related data set to find the specific event that caused the
drop in stability.

Although reliability monitoring is enabled by default for Windows clients, it
might be disabled for Windows servers. When you open Reliability Monitor on a
server where reliability monitoring is disabled, you'll see an information panel telling
you to click here to see how to turn on or reconfigure RACTask. The RACTask is a
scheduled task that runs in the background to collect reliability data.

Choosing Counters to Monitor

Performance Monitor displays information only for counters you're tracking. Several
thousand counters are available, and you'll find counters related to just about every
server role you've installed. The easiest way to learn about these counters is to

read the explanations available in the Add Counters dialog box. Start Performance
Monitor, tap or click Add on the toolbar, and then expand an object in the Available
Counters list. Select the Show Description check box, and then scroll through the list
of counters for this object.

When Performance Monitor is monitoring a particular object, it can track all
instances of all counters for that object. Instances are multiple occurrences of a
particular counter. For example, when you track counters for the Processor object
on a multiprocessor system, you have a choice of tracking all processor instances or
specific processor instances. If you think a particular processor is going bad or expe-
riencing other problems, you could monitor just that processor instance.

To select which counters you want to monitor, follow these steps:

1. Performance Monitor has several views and view types. Be sure that cur-
rent activity is displayed by tapping or clicking View Current Activity on the
toolbar or pressing Ctrl+T. You can switch between the view types (Line,
Histogram Bar, and Report) by tapping or clicking Change Graph Type or
pressing Ctrl+G.

2. To add counters, tap or click Add on the toolbar or press Ctrl+N. This displays
the Add Counters dialog box, shown in Figure 3-20.
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FIGURE 3-20 Select the objects and counters you want to monitor.

In the Select Counters From Computer list, enter the Universal Naming
Convention (UNC) name of the server you want to work with, such as
\\CorpServer84, or choose <Local Computer> to work with the local
computer.

NOTE You need to be at least a member of the Performance Monitor Users
group in the domain or on the local computer to perform remote monitoring.
When you use performance logging, you need to be at least a member of the Per-
formance Log Users group in the domain or on the local computer to work with
performance logs on remote computers.

In the Available Counters panel, performance objects are listed alphabeti-
cally. If you select an object entry by tapping or clicking it, all related coun-
ters are selected. If you expand an object entry, you can see all the related
counters and then select individual counters by tapping or clicking them. For
example, you could expand the entry for the Active Server Pages object and
then select the Requests Failed Total, Requests Not Found, Requests Queued,
and Requests Total counters.

When you select an object or any of its counters, you see the related in-
stances. Choose All Instances to select all counter instances for monitoring,
or select one or more counter instances to monitor. For example, you could
select instances of Anonymous Users/Sec for individual websites or for all
websites.

When you've selected an object or a group of counters for an object as well
as the object instances, tap or click Add to add the counters to the graph.
Repeat steps 4-6 to add other performance parameters.

Tap or click OK when you have finished.
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TIP Don't try to chart too many counters or counter instances at once. You'll make
the display too difficult to read, and you'll use system resources—namely, CPU time
and memory—that might affect server responsiveness.

Performance Logging

Windows Server 2008 R2 introduced data collector sets and reports. Data collec-
tor sets allow you to specify sets of performance objects and counters you want to
track. Once you've created a data collector set, you can easily start or stop moni-
toring the performance objects and counters included in the set. In a way, this
makes data collector sets similar to the performance logs used in earlier releases of
Windows. However, data collector sets are much more sophisticated. You can use a
single data set to generate multiple performance counters and trace logs. You can
also do the following:

= Assign access controls to manage who can access collected data

= Create multiple run schedules and stop conditions for monitoring

= Use data managers to control the size of collected data and reporting
= Generate reports based on collected data

In the Performance tool, you can review currently configured data collector
sets and reports under the Data Collector Sets and Reports nodes, respectively. As
shown in Figure 3-21, you'll find data sets and reports that are user-defined and
system-defined. User-defined data sets are created by users for general monitor-
ing and performance tuning. System-defined data sets are created by the operating
system to aid in automated diagnostics.
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FIGURE 3-21 Access data collector sets and reports.
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Creating and Managing Data Collector Sets

To view the currently configured data collector sets, select the Performance Monitor
option in the Administrative Tools program group and then expand the Data Collec-
tor Sets node. You can work with data collectors in a variety of ways:

You can view currently defined user or system data collector sets by selecting
either User Defined or System as appropriate. When you select a data collec-
tor set in the left pane, you'll see the related data collectors in the main pane
listed by name and type. The Trace type is for data collectors that record
performance data whenever related events occur. The Performance Counter
type is for data collectors that record data on selected counters when a pre-
determined interval has elapsed. The Configuration type is for data collectors
that record changes to particular registry paths.

You can view running event traces by selecting Event Trace Sessions. You can
then stop a data collector that is running a trace by pressing and holding or
right-clicking it and selecting Stop.

You can view the enabled or disabled status of event traces configured to
run automatically when you start the computer by selecting Startup Event
Trace Sessions. You can start a trace by pressing and holding or right-clicking
a startup data collector and selecting Start As Event Trace Session. You can
delete a startup data collector by pressing and holding or right-clicking it
and then tapping or clicking Delete.

You can save a data collector as a template that can be used as the basis of
other data collectors by pressing and holding or right-clicking the data col-
lector and selecting Save Template. In the Save As dialog box, select a direc-
tory, type a name for the template, and then tap or click Save. The data col-
lector template is saved as an XML file that can be copied to other systems.
You can delete a user-defined data collector by pressing and holding or
right-clicking it and selecting Delete. If a data collector is running, you need
to stop collecting data first and then delete the collector. Deleting a collector
deletes the related reports as well.

Collecting Performance Counter Data

Data collectors can be used to record performance data on the selected counters
at a specific sampling interval. For example, you could sample performance data for
the CPU every 15 minutes.

To collect performance counter data, follow these steps:

1.

In Performance Monitor, under the Data Collector Sets node, press and hold
or right-click the User Defined node in the left pane, point to New, and then
choose Data Collector Set.

In the Create New Data Collector Set Wizard, type a name for the data
collector, such as System Performance Monitor or Processor Status
Monitor. Note that if you type an invalid name, such as one with a non-
alphanumeric character, you won't be able to continue.
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10.

11.

12.
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Select the Create Manually option, and then tap or click Next.

On the What Type Of Data Do You Want To Include page, the Create Data
Logs option is selected by default. Select the Performance Counter check
box, and then tap or click Next.

On the Which Performance Counters Would You Like To Log page, tap or
click Add. This displays the Add Counters dialog box, which you can use as
previously discussed to select the performance counters to track. When you
have finished selecting counters, tap or click OK.

On the Which Performance Counters Would You Like To Log page, enter a
sampling interval and select a time unit in seconds, minutes, hours, days,
or weeks. The sampling interval specifies when new data is collected. For
example, if you sample every 15 minutes, the data log is updated every 15
minutes. Tap or click Next when you are ready to continue.

On the Where Would You Like The Data To Be Saved page, type the root
path to use for logging collected data. Alternatively, tap or click Browse, and
then use the Browse For Folder dialog box to select the logging directory.
Tap or click Next when you are ready to continue.

BEST PRACTICES The default location for logging is %SystemDrive%\PerfLogs\
Admin. Log files can grow in size quickly. If you plan to log data for an extended
period, be sure to place the log file on a drive with lots of free space. Remember,
the more frequently you update the log file, the greater the drive space and CPU
resource usage on the system.

On the Create Data Collector Set page, the Run As box lists <Default> to
indicate that the log will run under the privileges and permissions of the
default system account. To run the log with the privileges and permissions
of another user, tap or click Change. Type the user name and password for
the account, and then tap or click OK. User names can be entered in domain\
username format, such as cpand\williams for the Williams account in the
Cpandl domain.

Select the Open Properties For This Data Collector Set option, and then tap
or click Finish. This saves the data collector set, closes the wizard, and then
opens the related Properties dialog box.

By default, logging is configured to start manually. To configure a logging
schedule, tap or click the Schedule tab and then tap or click Add. You can
now set the Active Range, Start Time, and run days for data collection.

By default, logging stops only if you set an expiration date as part of the
logging schedule. Using the options on the Stop Condition tab, you can con-
figure the log file to stop automatically after a specified period of time, such
as seven days, or when the log file is full (if you set a maximum size limit).
Tap or click OK when you've finished setting the logging schedule and stop
conditions. You can manage the data collector as explained previously.
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NOTE You can configure Windows to run a scheduled task when data collection

stops. You configure tasks to run on the Tasks tab in the Properties dialog box.

Collecting Performance Trace Data

You can use data collectors to record performance trace data whenever events re-
lated to their source providers occur. A source provider is an application or operat-
ing system service that has traceable events.

To collect performance trace data, follow these steps:

1.

In Performance Monitor, under the Data Collector Sets node, press and hold
or right-click the User Defined node in the left pane, point to New, and then
choose Data Collector Set.

In the Create New Data Collector Set Wizard, type a name for the data col-
lector, such as Logon Trace or Disk 10 Trace. Note that if you type an invalid
name, such as one with a nonalphanumeric character, you won't be able to
continue.

Select the Create Manually option, and then tap or click Next.

On the What Type Of Data Do You Want To Include page, the Create Data
Logs option is selected by default. Select the Event Trace Data check box,
and then tap or click Next.

On the Which Event Trace Providers Would You Like To Enable page, tap or
click Add. Select an event trace provider to track, and then tap or click OK. By
selecting individual properties in the Properties list and tapping or clicking
Edit, you can track particular property values rather than all values for the
provider. Repeat this process to select other event trace providers to track.
Tap or click Next when you are ready to continue.

Complete steps 7-12 from the procedure in the previous section, “Collecting
Performance Counter Data.”

Collecting Configuration Data

You can use data collectors to record changes in registry configuration. To collect
configuration data, follow these steps:

1.

In Performance Monitor, under the Data Collector Sets node, press and hold
or right-click the User Defined node in the left pane, point to New, and then
choose Data Collector Set.

In the Create New Data Collector Set Wizard, type a name for the data col-
lector, such as AD Registry or Registry Adapter Info.

Select the Create Manually option, and then tap or click Next.

On the What Type Of Data Do You Want To Include page, the Create Data
Logs option is selected by default. Select the System Configuration Informa-
tion check box, and then tap or click Next.
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5. On the Which Registry Keys Would You Like To Record page, tap or click
Add. Type the registry path to track. Repeat this process to add other registry
paths to track. Tap or click Next when you are ready to continue.

6. Complete steps 7-12 from the procedure in the section “Collecting Perfor-
mance Counter Data.”

Viewing Data Collector Reports

When you troubleshoot problems, you'll often want to log performance data over
an extended period of time and then review the data to analyze the results. For each
data collector that has been or is currently active, you'll find related data collector
reports. As with data collector sets themselves, data collector reports are organized
into two general categories: user-defined and system.

You can view data collector reports in Performance Monitor. Expand the Reports
node, and then expand the individual report node for the data collector you want
to analyze. Under the data collector’s report node, you'll find individual reports for
each logging session. A logging session begins when logging starts and ends when
logging is stopped.

The most recent log is the one with the highest log number. If a data collector
is actively logging, you won't be able to view the most recent log. You can stop
collecting data by pressing and holding or right-clicking a data collector set and
selecting Stop. For performance counters, collected data is shown by default in a
graph view from the start of data collection to the end of data collection, as shown
in Figure 3-22.
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FIGURE 3-22 View data collector reports.
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You can modify the report details using the following techniques:

1.

In the monitor pane, press Ctrl+Q or tap or click the Properties button on the
toolbar. This displays the Performance Monitor Properties dialog box.

Tap or click the Source tab.

Specify data sources to analyze. Under Data Source, tap or click Log Files and
then tap or click Add to open the Select Log File dialog box. You can now
select additional log files to analyze.

Specify the time window you want to analyze. Tap or click Time Range, and
then drag the Total Range bar to specify the appropriate starting and ending
times. Drag the left edge to the right to move up the start time. Drag the
right edge to the left to make the end time later.

Tap or click the Data tab. You can now select counters to view. Select a coun-
ter, and then tap or click Remove to remove it from the graph view. Tap or
click Add to display the Add Counter dialog box, which you can use to select
the counters you want to analyze.

NOTE Only counters you selected for logging are available. If you don't see a
counter you want to work with, you need to modify the data collector properties,
restart the logging process, and then check the logs at a later date.

Tap or click OK. In the monitor pane, tap or click the Change Graph Type but-
ton to select the type of graph.

Configuring Performance Counter Alerts

You can configure alerts to notify you when certain events occur or when certain
performance thresholds are reached. You can send these alerts as network messages
and as events that are logged in the application event log. You can also configure
alerts to start applications and performance logs.

To configure an alert, follow these steps:

1.

In Performance Monitor, under the Data Collector Sets node, press and hold
or right-click the User Defined node in the left pane, point to New, and then
choose Data Collector Set.

In the Create New Data Collector Set Wizard, type a name for the data col-
lector, such as Processor Alert or Disk 10 Alert.

Select the Create Manually option, and then tap or click Next.

On the What Type Of Data Do You Want To Include page, select the Perfor-
mance Counter Alert option and then tap or click Next.

On the Which Performance Counters Would You Like To Monitor page,

tap or click Add to display the Add Counters dialog box. This dialog box is
identical to the Add Counters dialog box discussed previously. Use the dialog
box to add counters that trigger the alert. Tap or click OK when you have
finished.
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6. In the Performance Counters panel, select the first counter, and then use the
Alert When Value Is text box to set the occasion when an alert for this coun-
ter is triggered. Alerts can be triggered when the counter is above or below a
specific value. Select Above or Below, and then set the trigger value. The unit
of measurement is whatever makes sense for the currently selected coun-
ter or counters. For example, to generate an alert if processor time is over
95 percent, select Over, and then type 95. Repeat this process to configure
other counters you've selected.

7. Complete steps 7-12 from the procedure in the section “Collecting Perfor-
mance Counter Data.”

Tuning System Performance

Now that you know how to monitor your system, let’s look at how you can tune the
operating system and hardware performance. I'll examine the following areas:

= Memory usage and caching

= Processor utilization

= Disk I/O

= Network bandwidth and connectivity

Monitoring and Tuning Memory Usage

Memory is often the source of performance problems, and you should always rule
out memory problems before examining other areas of the system. Systems use
both physical and virtual memory. To rule out memory problems with a system, you
should configure application performance, memory usage, and data throughput
settings and then monitor the server’'s memory usage to check for problems.

Application performance and memory usage settings determine how system
resources are allocated. In most cases, you want to give the operating system and
background applications the lion’s share of resources. This is especially true for Ac-
tive Directory, file, print, and network and communications servers. On the other
hand, for application, database, and streaming media servers, you should give the
programs a server is running the most resources, as discussed in “Setting Applica-
tion Performance” in Chapter 2.

Using the monitoring techniques discussed previously in this chapter, you can
determine how the system is using memory and check for problems. Table 3-1 pro-
vides an overview of counters you'll want to track to uncover memory, caching, and
virtual memory (paging) bottlenecks. The table is organized by issue category.
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TABLE 3-1 Uncovering Memory-Related Bottlenecks

ISSUE

Physical
and virtual
memory
usage

Memory
page faults

COUNTERS TO TRACK

Memory\Available Kbytes

Memory\Committed
Bytes

Memory\Page Faults/sec
Memory\Pages Input/sec
Memory\Page Reads/sec

DETAILS

Memory\Available Kbytes is the

amount of physical memory available

to processes running on the server.
Memory\Committed Bytes is the amount
of committed virtual memory. If the
server has very little available memory,
you might need to add memory to

the system. In general, you want the
available memory to be no less than 5
percent of the total physical memory on
the server. If the server has a high ratio
of committed bytes to total physical
memory on the system, you might need
to add memory as well. In general, you
want the committed bytes value to be no
more than 75 percent of the total physical
memory.

A page fault occurs when a process
requests a page in memory and the
system can't find it at the requested
location. If the requested page is
elsewhere in memory, the fault is called
a soft page fault. If the requested page
must be retrieved from disk, the fault is
called a hard page fault. Most processors
can handle large numbers of soft faults.
Hard faults, however, can cause significant
delays. Page Faults/sec is the overall rate
at which the processor handles all types
of page faults. Pages Input/sec is the
total number of pages read from disk to
resolve hard page faults. Page Reads/sec
is the total disk reads needed to resolve
hard page faults. Pages Input/sec will

be greater than or equal to Page Reads/
sec and can give you a good idea of your
hard page fault rate. A high number of
hard page faults could indicate that you
need to increase the amount of memory
or reduce the cache size on the server.
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ISSUE COUNTERS TO TRACK DETAILS

Memory Memory\Pool Paged These counters track the number of bytes
paging Bytes in the paged and nonpaged pool. The
paged pool is an area of system memory
for objects that can be written to disk
when they aren't used. The nonpaged
pool is an area of system memory for
objects that can't be written to disk. If the
size of the paged pool is large relative

to the total amount of physical memory
on the system, you might need to add
memory to the system. If the size of the
nonpaged pool is large relative to the
total amount of virtual memory allocated
to the server, you might want to increase
the virtual memory size.

Memory\Pool Nonpaged
Bytes

Monitoring and Tuning Processor Usage

The CPU does the actual processing of information on your server. As you examine a
server's performance, you should focus on the CPU after you eliminate memory bot-
tlenecks. If the server’s processors are the performance bottleneck, adding memory,
drives, or network connections won't overcome the problem. Instead, you might
need to upgrade the processors to faster clock speeds or add processors to increase
the server's upper capacity. You could also move processor-intensive applications,
such as SQL Server, to another server.

Before you make a decision to upgrade CPUs or add CPUs, you should rule out
problems with memory and caching. If signs still point to a processor problem, you
should monitor the performance counters listed in Table 3-2. Be sure to monitor
these counters for each CPU installed on the server.

TABLE 3-2 Uncovering Processor-Related Bottlenecks

ISSUE COUNTERS TO TRACK DETAILS
Thread System\Processor  This counter displays the number of threads
queuing Queue Length waiting to be executed. These threads are

queued in an area shared by all processors on
the system. If this counter has a sustained value
of more than 10 threads per processor, you need
to upgrade or add processors.
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ISSUE COUNTERS TO TRACK DETAILS

CPU usage  Processor\% This counter displays the percentage of time
Processor Time the selected CPU is executing a nonidle thread.
You should track this counter separately for
all processor instances on the server. If the
% Processor Time values are high while the
network interface and disk 1/0 throughput rates
are relatively low, you need to upgrade or add

processors.

Monitoring and Tuning Disk I/0

With today's high-speed disks, the disk throughput rate is rarely the cause of a
bottleneck. That said, accessing memory is much faster than accessing disks. So, if
the server has to do a lot of disk reads and writes, a server’s overall performance
can be degraded. To reduce the amount of disk I/O, you want the server to manage
memory efficiently and page to disk only when necessary. You monitor and tune
memory usage as discussed in “Monitoring and Tuning Memory Usage.”

In addition to memory tuning, you can monitor some counters to gauge disk I/O
activity. Specifically, you should monitor the counters listed in Table 3-3.

TABLE 3-3 Uncovering Drive-Related Bottlenecks
ISSUE COUNTERS TO TRACK

Overall drive  PhysicalDisk\% Disk

performance  Time in conjunction with
Processor\% Processor
Time and Network Interface
Connection\Bytes Total/sec

Disk I/0 PhysicalDisk\Disk Writes/sec,
PhysicalDisk\Disk Reads/sec

PhysicalDisk\Avg. DiskWrite
Queue Length
PhysicalDisk\Avg. DiskRead
Queue Length
PhysicalDisk\CurrentDisk
Queue Length

DETAILS

If the % Disk Time value is high
and the processor and network
connection values aren't high, the
system’s hard disk drives might be
creating a bottleneck. Be sure to
monitor % Disk Time for all hard
disk drives on the server.

The number of writes and reads per
second tell you how much disk I/0
activity there is. The write and read
queue lengths tell you how many
write or read requests are waiting to
be processed. In general, you want
very few waiting requests. Keep

in mind that the request delays

are proportional to the length

of the queues minus the number

of drives in a redundant array of
independent disks (RAID) set.
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Monitoring and Tuning Network Bandwidth and Connectivity

No other factor matters more to the way a user perceives your server’s performance
than the network that connects your server to the user’s computer. The delay, or
latency, between when a request is made and the time it's received can make all the
difference. With a high degree of latency, it doesn't matter if you have the fastest
server on the planet: the user experiences a delay and perceives that your servers
are slow.

Generally speaking, the latency the user experiences is beyond your control. It's
a function of the type of connection the user has and the route the request takes to
your server. The total capacity of your server to handle requests and the amount of
bandwidth available to your servers are factors under your control, however. Net-
work bandwidth availability is a function of your organization’s network infrastruc-
ture. Network capacity is a function of the network cards and interfaces configured
on the servers.

The capacity of your network card can be a limiting factor in some instances. Al-
though 10-Gbps networking is increasingly being used, most servers use 100-Mbps
or 1-Gbps network cards, which can be configured in many ways. Someone might
have configured a 1-Gbps card for 100 Mbps, or the card might be configured for
half duplex instead of full duplex. If you suspect a capacity problem with a network
card, you should always check the configuration.

To determine the throughput and current activity on a server’s network cards,
you can check the following counters:

= Network\Bytes Received/sec
= Network\Bytes Sent/sec
= Network\Bytes Total/sec
= Network Current Bandwidth

If the total bytes per second value is more than 50 percent of the total capacity
under average load conditions, your server might have problems under peak load
conditions. You might want to ensure that operations that take a lot of network
bandwidth, such as network backups, are performed on a separate interface card.
Keep in mind that you should compare these values in conjunction with Physical-
Disk\% Disk Time and Processor\% Processor Time. If the disk time and processor
time values are low but the network values are very high, you might have a capacity
problem. Solve the problem by optimizing the network card settings or by adding a
network card. Remember, planning is everything—it isn't always as simple as insert-
ing a card and plugging it into the network.
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Automating Administrative
Tasks, Policies, and
Procedures

= Understanding Group Policies 138

= Navigating Group Policy Changes 141

= Managing Local Group Policies 143

®  Managing Site, Domain, and Organizational Unit Policies 147
= Maintaining and Troubleshooting Group Policy 158

®  Managing Users and Computers with Group Policy 173

Performing routine tasks day after day, running around policing systems, and
walking users through the basics aren't efficient uses of your time. You'd be
much more effective if you could automate these chores and focus on issues that
are more important. Support services are all about increasing productivity and al-
lowing you to focus less on mundane matters and more on what's important.

Microsoft Windows Server 2012 includes many roles, role services, and features
that help you support server installations. You can easily install and use some of
these components. If you need an administrative tool to manage a role or feature
on a remote computer, you can select the tool to install as part of the Remote
Server Administration Tools feature. If a server has a wireless adapter, you can
install the Wireless LAN Service feature to enable wireless connections. Beyond
these and other basic support components, you can use many other support fea-
tures, including the following:

= Automatic Updates Ensures that the operating system is up to date
and has the most recent security updates. If you update a server by using
Microsoft Update instead of the standard Windows Updates, you can get
updates for additional products. By default, Automatic Updates is installed
but not enabled on servers running Windows Server 2012. You can con-
figure Automatic Updates by using the Windows Update utility in Control
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Panel. In Control Panel, System And Security, tap or click Turn Automatic
Updating On Or Off. To learn how to configure Automatic Updates through
Group Policy, see “Configuring Automatic Updates” later in this chapter.

BitLocker Drive Encryption Provides an extra layer of security for a
server's hard disks. This protects the disks from attackers who have physi-
cal access to the server. BitLocker encryption can be used on servers with or
without a Trusted Platform Module (TPM). When you add this feature to a
server using the Add Roles And Features Wizard, you can manage it us-

ing the BitLocker Drive Encryption utility in Control Panel. In Control Panel,
System And Security, tap or click BitLocker Drive Encryption. Windows Server
2008 R2 and later (like Windows 7 and later) include BitLockerToGo, which
allows you to encrypt USB flash drives. If your server doesn't have BitLocker,
run the BitLocker To Go Reader, which is stored in an unencrypted area of the
encrypted USB flash drive.

Remote Assistance Provides an assistance feature that allows an adminis-
trator to send a remote assistance invitation to a more senior administrator.
The senior administrator can then accept the invitation to view the user’s
desktop and temporarily take control of the computer to resolve a problem.
When you add this feature to a server using the Add Roles And Features
Wizard, you can manage it by using options on the Remote tab of the System
Properties dialog box. In Control Panel, System And Security, tap or click Al-
low Remote Access under the System heading to view the related options.

Remote Desktop Provides a remote connectivity feature that allows you to
connect to and manage a server from another computer. By default, Remote
Desktop is installed but not enabled on servers running Windows Server
2012. You can manage the Remote Desktop configuration with the options
on the Remote tab of the System Properties dialog box. In Control Panel,
System And Security, tap or click Allow Remote Access under the System
heading to view the related options. You can establish remote connections
using the Remote Desktop Connection utility.

Task Scheduler Allows you to schedule execution of one-time and recur-
ring tasks, such as tasks for performing routine maintenance. Windows
Server 2012 makes extensive use of the scheduled task facilities. You can
view and work with scheduled tasks in Computer Management. Expand

the System Tools, Task Scheduler, and Task Scheduler Library nodes to view
configured scheduled tasks.

Desktop Experience This subfeature of User Interfaces And Infrastructure
installs Windows desktop functionality on the server. You can use this feature
when you use Windows Server 2012 as your desktop operating system. When
you add this feature using the Add Roles And Features Wizard, the server’s
desktop functionality is enhanced, and the following programs are installed
as well: Windows Media Player, Desktop Themes, Video for Windows (AVI
support), Disk Cleanup, Sound Recorder, Character Map, and Snipping Tool.
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= Windows Firewall Helps protect a computer from attack by unauthorized
users. Windows Server includes a basic firewall called Windows Firewall and
an advanced firewall called Windows Firewall With Advanced Security. By
default, the firewalls are not enabled on server installations. To access the
basic firewall, tap or click Windows Firewall in Control Panel. To access the
advanced firewall, select Windows Firewall With Advanced Security on the
Tools menu in Server Manager.

= Windows Time Synchronizes the system time with world time to ensure
that the system time is accurate. You can configure computers to synchro-
nize with a specific time server. The way Windows Time works depends on
whether a computer is a member of a domain or a workgroup. In a domain,
domain controllers are used for time synchronization, and you can manage
this feature through Group Policy. In a workgroup, Internet time servers are
used for time synchronization, and you can manage this feature through the
Date And Time utility.

You can configure and manage these support components in the same way on
Windows 8 and Windows Server 2012. You'll find extensive coverage of these sup-
port components in Windows 8 Administration Pocket Consultant (Microsoft Press,
2012).

Many other components provide support services. However, you need these ad-
ditional support services only in specific scenarios. You can use IP Address Manage-
ment (IPAM) servers when you want to manage your IP address space and track
IP address usage trends. You can use Remote Desktop Services when you want to
allow users to run applications on a remote server. You can use Windows Deploy-
ment Services when you want to enable automated deployment of Windows-based
operating systems. The one always-on support service you must master to succeed
with Windows Server 2012 is Group Policy.

REAL WORLD The Start screen’s options panel has a Search option, which can have
Apps, Settings, or Files as a focus. When you press the Windows key and type, the text
is entered into the Search box. Because the default focus is for an Apps Search, this
allows you to quickly search for a program installed on a server.

Throughout this text, when | refer to entering something in the Apps Search box,

I'm referring to entering search text with Apps as a focus. As you enter text, match-
ing results are displayed. When you press Enter, Windows runs the currently selected
result. You can use the Apps Search to pass in commands with parameters and options
as well. Simply type the command along with its parameters and options as you would
at a command prompt.

Want to run Windows PowerShell commands from the Apps Search box? Simply type
powershell and then enter your command.
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Understanding Group Policies

Group policies simplify administration by giving administrators centralized control
over privileges, permissions, and capabilities of both users and computers. Through
group policies, you can do the following:

= Control access to Windows components, system resources, network re-
sources, Control Panel utilities, the desktop, and the Start screen. See "Using
Administrative Templates to Set Policies” later in this chapter for more details.

= Create centrally managed directories for special folders, such as a user’s
Documents folder. See “Centrally Managing Special Folders” later in the
chapter for more details.

= Define user and computer scripts to run at specified times. This is covered in
“User and Computer Script Management” later in the chapter.

= Configure policies for account lockout and passwords, auditing, user rights
assignment, and security. Many of these topics are covered in “User Account
Setup and Organization” in Chapter 8, “Creating User and Group Accounts.”

The sections that follow explain how you can work with and apply group policies.

Group Policy Essentials

You can think of a policy as a set of rules that helps you manage users and com-
puters. You can apply group policies to multiple domains, individual domains,
subgroups within a domain, or individual systems. Policies that apply to individual
systems are referred to as local group policies and are stored on the local system
only. Other group policies are linked as objects in the Active Directory data store.

To understand group policies, you need to know a bit about the structure of
Active Directory. In Active Directory, sites represent the physical structure of your
network. A site is a group of TCP/IP subnets, with each subnet representing a physi-
cal network segment. A domain is a logical grouping of objects for centralized
management, and subgroups within a domain are called organizational units (OUs).
Your network might have sites called NewYorkMain, CaliforniaMain, and Washing-
tonMain. Within the WashingtonMain site, you could have domains called Seattle-
East, SeattleWest, SeattleNorth, and SeattleSouth. Within the SeattleEast domain,
you could have organizational units called Information Services (IS), Engineering,
and Sales.

Group policies apply only to systems running Windows 2000 and later versions of
Windows. Group Policy settings are stored in a Group Policy Object (GPO). You can
think of a GPO as a container for the policies you apply and their settings. You can
apply multiple GPOs to a single site, domain, or organizational unit. Because Group
Policy is described using objects, many object-oriented concepts apply. If you know
a bit about object-oriented programming, you might expect the concepts of parent-
child relationships and inheritance to apply to GPOs—and you'd be right.

A container is a top-level object that contains other objects. Through inheritance,
a policy applied to a parent container is inherited by a child container. Essentially,
this means that a policy setting applied to a parent object is passed down to a child
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object. For example, if you apply a policy setting in a domain, the setting is inherited
by organizational units within the domain. In this case, the GPO for the domain is
the parent object, and the GPOs for the organizational units are the child objects.

The order of inheritance is site, domain, organizational unit. This means that the
Group Policy settings for a site are passed down to the domains within that site, and
the settings for a domain are passed down to the organizational units within that
domain.

As you might expect, you can override inheritance. To do this, you specifically
assign a policy setting for a child container that is different from the policy setting
for the parent. As long as overriding the policy is allowed (that is, overriding isn't
blocked), the child container’s policy setting will be applied appropriately. To learn
more about overriding and blocking GPOs, see “Blocking, Overriding, and Disabling
Policies” later in this chapter.

In What Order Are Multiple Policies Applied?
When multiple policies are in place, policies are applied in the following order:
1. Local group policies
2. Site group policies
3. Domain group policies
4. Organizational unit group policies
5. Child organizational unit group policies

If policy settings conflict, the policy settings applied later have precedence and
overwrite previously set policy settings. For example, organizational unit policies
have precedence over domain group policies. As you might expect, there are excep-
tions to the precedence rule. These exceptions are discussed in “Blocking, Overrid-
ing, and Disabling Policies” later in this chapter.

When Are Group Policies Applied?

As you'll discover when you start working with group policies, policy settings are
divided into two broad categories:

= Those that apply to computers
= Those that apply to users

Computer policies are normally applied during system startup, and user policies
are normally applied during logon. The exact sequence of events is often important
in troubleshooting system behavior. The events that take place during startup and
logon are as follows:

1. The network starts, and then Windows Server applies computer policies. By
default, computer policies are applied one at a time in the previously speci-
fied order. No user interface is displayed while computer policies are being
processed.

2. Windows Server runs startup scripts. By default, startup scripts are executed
one at a time, with each completing or timing out before the next one starts.
Script execution isn't displayed to the user unless specified.
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3. A user logs on. After the user is validated, Windows Server loads the user
profile.

4. Windows Server applies user policies. By default, user policies are applied
one at a time in the previously specified order. The user interface is displayed
while user policies are being processed.

5. Windows Server runs logon scripts. Logon scripts for Group Policy are ex-
ecuted simultaneously by default. Script execution isn't displayed to the user
unless specified. Scripts in the Netlogon share run last in a normal command
shell window.

6. Windows Server displays the start shell interface configured in Group Policy.

7. By default, Group Policy is refreshed when a user logs off or a computer
is restarted and automatically within a 90 to 120 minute period. You can
change this behavior by setting a Group Policy refresh interval, as discussed
in “Refreshing Group Policy” later in this chapter. To do this, open a prompt
and type gpupdate.

REAL WORLD Some user settings, such as Folder Redirection, can’t be updated
when a user is logged on. The user must log off and then log back on for these set-
tings to be applied. You can type gpupdate /logoff at a prompt or in the Apps Search
box to log off the user automatically after the refresh. Similarly, some computer
settings can be updated only at startup. The computer must be restarted for these set-
tings to be applied. You can enter gpupdate /boot at a prompt or in the Apps Search
box to restart the computer after the refresh.

Group Policy Requirements and Version Compatibility

Group policies apply only to systems running professional and server versions of
Windows. As you might expect, each new version of the Windows operating system
has brought with it changes to Group Policy. Sometimes these changes have made
older policies obsolete on newer versions of Windows. In this case, the policy works
only on specific versions of Windows, such as only on Windows XP Professional and
Windows Server 2003.

Generally speaking, most policies are forward compatible. This means that in
most cases, policies introduced in Windows Server 2003 can be used on Windows 7
and later, as well as Windows Server 2008 and later. It also means that policies for
Windows 8 and Windows Server 2012 usually aren't applicable to earlier releases of
Windows. If a policy isn't applicable to a particular version of the Windows operat-
ing system, you can't enforce the policy on computers running those versions of
Windows.

How will you know if a policy is supported on a particular version of Windows?
Easy. The Properties dialog box for each policy setting has a Supported On text box.
This text-only field lists the policy’s compatibility with various versions of Windows.
You don’t have to open it if you select a policy in any of the Group Policy editors
and also have selected the Extended tab (rather than the Standard tab). You'll see a
Requirements entry that lists compatibility.
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You can also install new policies when you add a service pack, install Windows
applications, or add Windows components. This means that you'll see a wide range
of compatibility entries.

Navigating Group Policy Changes

In an effort to streamline management of Group Policy, Microsoft removed man-
agement features from Active Directory-related tools and moved to a primary con-
sole called the Group Policy Management Console (GPMC) starting with Windows
Vista and Windows Server 2008. The GPMC is a feature you can add to any installa-
tion of Windows Server 2008 or later by using the Add Roles And Features Wizard.
The GPMC is available on Windows Vista and later when you install the Remote
Server Administration Tools (RSAT). Once you add the GPMC to a computer, it is
available on the Tools menu in Server Manager.

When you want to edit a GPO in the GPMC, the GPMC opens the Group Policy
Management Editor, which you use to manage the policy settings. If Microsoft
had stopped with these two tools, we'd have a wonderful and easy-to-use policy-
management environment. Unfortunately, several other, nearly identical editors also
exist:

= Group Policy Starter GPO Editor An editor you can use to create and
manage starter policy objects. As the name implies, starter GPOs are meant
to provide a starting point for policy objects you'll use throughout your
organization. When you create a policy object, you can specify a starter GPO
as the source or basis of the object.

= Local Group Policy Object Editor An editor you can use to create and

manage policy objects for the local computer. As the name implies, local
GPOs are meant to provide policy settings for a specific computer as op-
posed to settings for a site, domain, or organizational unit.

If you've worked with earlier versions of Windows, you might also be familiar
with the Group Policy Object Editor (GPOE). With Windows Server 2003 and earlier
versions of Windows, the GPOE is the primary editing tool for policy objects. The
Group Policy Object Editor, Group Policy Management Editor, Group Policy Starter
GPO Editor, and Local Group Policy Object Editor are essentially identical except for
the set of policy objects you have access to. For this reason, and because you use
these tools to manage individual policy objects in the same way, | won't differenti-
ate between them unless necessary. As a matter of preference, | refer to these tools
collectively as policy editors. Sometimes, | might use the acronym GPOE to refer to
policy editors in general because it is more easily distinguished from the manage-
ment console, the GPMC.

You can manage policy settings for Windows Vista and later only from comput-
ers running Windows Vista or later. The reason for this is that the GPOE and the
GPMC for Windows Vista and later releases were updated to work with the XML-
based administrative templates format called ADMX.

NOTE You cannot use older versions of the policy editors with ADMX. You can edit
GPOs using ADMX files only on a computer running Windows Vista or later.
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Microsoft had many reasons for going to the ADMX format. The key reasons
were to allow greater flexibility and extensibility. Because ADMX files are created
using XML, the files are strictly structured and can be more easily and rapidly parsed
during initialization. This can help to improve performance when the operating sys-
tem processes Group Policy during the startup, logon, logoff, and shutdown phases,
as well as during policy refreshes. Further, the strict structure of ADMX files makes it
possible for Microsoft to continue in its internationalization efforts.

ADMKX files are divided into language-neutral files ending with the .admx
file extension and language-specific files ending with the .adml extension. The
language-neutral files ensure that a GPO has identical core policies. The language-
specific files allow policies to be viewed and edited in multiple languages. Because
the language-neutral files store a policy’s core settings, policies can be edited in any
language for which a computer is configured, thus allowing one user to view and
edit policies in English and another to view and edit policies in Spanish, for example.
The mechanism that determines the language used is the language pack installed
on the computer.

Language-neutral ADMX files are installed on computers running Windows
Vista or later in the %SystemRoot%\PolicyDefinitions folder. Language-specific
ADMX files are installed on computers running Windows 7 and Windows 8, as
well as Windows Server 2008 R2 and Windows Server 2012 in the %SystemRoot%\
PolicyDefinitions\LanguageCulture folder. Each subfolder is named using the cor-
responding International Organization for Standardization (ISO) language/culture
name, such as EN-US for U.S. English.

When you start a policy editor, it automatically reads ADMX files from the policy
definitions folders. Because of this, you can copy ADMX files you want to use to an
appropriate policy definitions folder to make them available when you are editing
GPOs. If the policy editor is running when you copy the file or files, you must restart
the policy editor to force it to read the file or files.

In domains, ADMX files can be stored in a central store—the domainwide direc-
tory created in the SYSVOL directory (%SystemRoot%\Sysvol\Domain\Policies).
When you use a central store, administrative templates are no longer stored with
each GPO. Instead, only the current state of the setting is stored in the GPO, and the
ADMX files are stored centrally. This reduces the amount of storage space used as
the number of GPOs increases and also reduces the amount of data being replicated
throughout the enterprise. As long as you edit GPOs using Windows Vista or later,
new GPOs will not contain ADM or ADMX files inside the GPO. For more informa-
tion, see Chapter 2, “Deploying Group Policy,” in Windows Group Policy Administra-
tor's Pocket Consultant (Microsoft Press, 2009).

When running in Windows Server 2008 or higher domain functional level, servers
running Windows Server 2008 or later use Distributed File System (DFS) Replica-
tion Service for replicating Group Policy. With DFS replication, only the changes in
GPOs are replicated, thereby eliminating the need to replicate an entire GPO after a
change.

Unlike Windows XP and Windows Server 2003, Windows Vista and later re-
leases use the Group Policy client service to isolate Group Policy notification and
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processing from the Windows logon process. Separating Group Policy from the
Windows logon process reduces the resources used for background processing of
policy while increasing overall performance and allowing delivery and application of
new Group Policy files as part of the update process without requiring a restart.

Computers running Windows Vista or later don’t use the trace logging function-
ality in Userenv.dll and instead write Group Policy event messages to the System log.
Further, the Group Policy operational log replaces previous Userenv logging. When
you are troubleshooting Group Policy issues, you use the detailed event messages
in the operational log rather than the Userenv log. In Event Viewer, you can access
the operational log under Applications And Services Logs\Microsoft\Windows\
GroupPolicy.

Computers running Windows Vista or later use Network Location Awareness in-
stead of Internet Control Message Protocol (ICMP, or ping). With Network Location
Awareness, a computer is aware of the type of network it is connected to and can
be responsive to changes in the system status or network configuration. By using
Network Location Awareness, the Group Policy client can determine the computer
state, network state, and available network bandwidth for slow-link detection.

Managing Local Group Policies

Computers running Windows Vista or later allow the use of multiple local Group
Policy Objects on a single computer (as long as the computer is not a domain
controller). Previously, computers had only one local GPO. Windows allows you to
assign a different local GPO to each local user or general user type. This allows the
application of policy to be more flexible and supports a wider array of implementa-
tion scenarios.

Local Group Policy Objects

When computers are being used in a standalone configuration rather than a domain
configuration, you might find that multiple local GPOs are useful because you no
longer have to explicitly disable or remove settings that interfere with your ability to
manage a computer before performing administrator tasks. Instead, you can imple-
ment one local GPO for administrators and another local GPO for nonadministra-
tors. In a domain configuration, however, you might not want to use multiple local
GPOs. In domains, most computers and users already have multiple GPOs applied
to them—adding multiple local GPOs to this already varied mix can make managing
Group Policy confusing.
Computers running Windows Vista or later have three layers of local Group
Policy Objects:
= Local Group Policy Local Group Policy is the only local Group Policy Ob-
ject that allows both computer configuration and user configuration settings
to be applied to all users of the computer.
= Administrators and Non-Administrators local Group Policy Admin-
istrators and Non-Administrators local Group Policy contains only user
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configuration settings. This policy is applied based on whether the user ac-
count being used is a member of the local Administrators group.

= User-specific local Group Policy User-specific local Group Policy contains
only user configuration settings. This policy is applied to individual users and
groups.
These layers of local Group Policy Objects are processed in the following order:
Local Group Policy, Administrators and Non-Administrators local Group Policy, user-
specific local Group Policy.

Because the available user-configuration settings are the same for all local GPOs,
a setting in one GPO might conflict with a setting in another GPO. Windows resolves
conflicts in settings by overwriting any previous setting with the last-read and most-
current settings. The final setting is the one that Windows uses. When Windows
resolves conflicts, only the enabled or disabled state of settings matters. A setting
set as Not Configured has no effect on the state of the setting from a previous
policy application. To simplify domain administration, you can disable processing of
local Group Policy Objects on computers running Windows Vista or later releases
by enabling the Turn Off Local Group Policy Objects Processing policy setting in a
domain GPO. In Group Policy, this setting is located under Administrative Templates
for Computer Configuration under System\Group Policy.

Accessing the Top-Level Local Policy Settings

All computers running current releases of Windows have an editable local Group
Policy Object. Although a domain controller has a local Group Policy Object, you
shouldn't edit its settings.

The quickest way to access the local GPO on a computer is to type the following
command at a command prompt or in the Apps Search box:

gpedit.msc /gpcomputer: "%ComputerName%"

NOTE Because of the additional arguments passed in with the command, the com-
mand does not pass through to the command prompt properly from a PowerShell
prompt. Enclose the arguments in single quotes to get them to pass through, as shown
in the following example: gpedit.msc ‘/gpcomputer: "%ComputerName%"'.

This command starts the GPOE in a Microsoft Management Console (MMC) with
its target set to the local computer. Here, %ComputerName% is an environment
variable that sets the name of the local computer; it must be enclosed in double
quotation marks as shown. To access the top-level local GPO on a remote computer,
type the following command at a prompt or in the Apps Search box:

gpedit.msc /gpcomputer: "RemoteComputer"

Here RemoteComputer is the host name or fully qualified domain name (FQDN) of
the remote computer. Again, the double quotation marks are required, as shown in
the following example:

gpedit.msc /gpcomputer: "corpsvr82"
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You can also manage the top-level local GPO on a computer by following these

steps:

1.
2.

3.

4.

At a prompt or in the Apps Search box, type mmc and then press Enter.

In the Microsoft Management Console, tap or click File, and then tap or click
Add/Remove Snap-In.

In the Add Or Remove Snap-Ins dialog box, tap or click Group Policy Object
Editor and then tap or click Add.

In the Select Group Policy Object dialog box, tap or click Finish because the

local computer is the default object. Tap or click OK.

As shown in Figure 4-1, you can now manage local policy settings using the op-
tions provided.

TIP You can use the same MMC snap-in to manage more than one local Group Policy
Object. In the Add Or Remove Snap-Ins dialog box, you simply add one instance of the
Local Group Policy Object Editor for each object you want to work with.
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FIGURE 4-1 Use the policy editor to manage local policy settings.

Local Group Policy

Object Settings

Local group policies are stored in the %SystemRoot%\System32\GroupPolicy
folder on each Windows Server computer. In this folder, you'll find the following
subfolders:

Machine Stores computer scripts in the Script folder and registry-based
policy information for HKEY_LOCAL_MACHINE (HKLM) in the Registry.pol file

User Stores user scripts in the Script folder and registry-based policy infor-
mation for HKEY_CURRENT_USER (HKCU) in the Registry.pol file
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CAUTION You shouldn't edit these folders and files directly. Instead, you should use
the appropriate features of one of the Group Policy management tools. By default,
these files and folders are hidden. If you want to view hidden files and folders in File
Explorer, tap or click the View tab and then select Hidden Items. You also might want
to select File Name Extensions.

Accessing Administrator, Non-Administrator, and
User-Specific Local Group Policy

By default, the only local policy object that exists on a computer is the Local Group
Policy Object. You can create and manage other local objects as necessary (except
on domain controllers). You can create or access the Administrator local Group
Policy Object, the Non-Administrator local Group Policy Object, or a user-specific
local Group Policy Object by following these steps:

1. Atapromptorin the Apps Search box, type mmc and then press Enter. In
the Microsoft Management Console, tap or click File, and then tap or click
Add/Remove Snap-In.
2. Inthe Add Or Remove Snap-Ins dialog box, tap or click Group Policy Object
Editor, and then tap or click Add.
3. Inthe Select Group Policy Object dialog box, tap or click Browse. In the
Browse For A Group Policy Object dialog box, tap or click the Users tab.
4. On the Users tab, the entries in the Group Policy Object Exists column specify
whether a particular local policy object has been created. Do one of the
following:
= Select Administrators to create or access the Administrator local Group
Policy Object.

= Select Non-Administrators to create or access the Non-Administrator lo-
cal Group Policy Object.

= Select the local user whose user-specific local Group Policy Object you
want to create or access.

5. Tap or click OK. If the selected object doesn't exist, it will be created. Other-
wise, the existing object opens for review and editing.

Policy settings for administrators, nonadministrators, and users are stored in
the %SystemRoot%\System32\GroupPolicyUsers folder on each Windows Server
computer. Because these local GPOs apply only to user configuration settings,
user-specific policy settings under %SystemRoot%\System32\GroupPolicyUsers have
only a User subfolder, and this subfolder stores user scripts in the Script folder and
registry-based policy information for HKEY_CURRENT_USER in the Registry.pol file.
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Managing Site, Domain, and Organizational
Unit Policies

When you deploy Active Directory Domain Services (AD DS), you can use Active
Directory—based Group Policy. Each site, domain, and organizational unit can have
one or more group policies. Group policies listed higher in the Group Policy list have
higher precedence than policies listed lower in the list. This ensures that policies are
applied appropriately throughout the related sites, domains, and organizational
units.

Understanding Domain and Default Policies

When you work with Active Directory—based Group Policy, you'll find that each
domain in your organization has two default GPOs:

m  Default Domain Controllers Policy GPO A default GPO created for and
linked to the Domain Controllers organizational unit. This GPO is applicable
to all domain controllers in a domain (as long as they aren't moved from this
organizational unit). Use it to manage security settings for domain control-
lers in a domain.

= Default Domain Policy GPO A default GPO created for and linked to the
domain itself within Active Directory. Use this GPO to establish baselines for
a wide variety of policy settings that apply to all users and computers in a
domain.

Typically, the Default Domain Policy GPO is the highest-precedence GPO linked
to the domain level, and the Default Domain Controllers Policy GPO is the highest-
precedence GPO linked to the Domain Controllers container. You can link additional
GPOs to the domain level and to the Domain Controllers container. When you
do this, the settings in the highest-precedence GPO override settings in lower-
precedence GPOs. These GPOs aren’t meant for general management of Group
Policy.

The Default Domain Policy GPO is used only to manage the default Account
Policies settings and, in particular, three specific areas of Account Policies: password
policy, account lockout policy, and Kerberos policy. Several security options are
managed through this GPO as well. These include Accounts: Rename Administrator
Account, Accounts: Administrator Account Status, Accounts: Guest Account Status,
Accounts: Rename Guest Account, Network Security: Force Logoff When Logon
Hours Expire, Network Security: Do Not Store LAN Manager Hash Value On Next
Password Change, and Network Access: Allow Anonymous SID/Name Translation.
One way to override these settings is to create a GPO with the overriding settings
and link it with a higher precedence to the domain container.

The Default Domain Controllers Policy GPO includes specific User Rights Assign-
ment and Security Options settings that limit the ways domain controllers can be
used. One way to override these settings is to create a GPO with the overriding set-
tings and link it with a higher precedence to the Domain Controllers container.
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To manage other areas of policy, you should create a GPO and link it to the do-
main or to an appropriate organizational unit within the domain.

Site, domain, and organizational unit group policies are stored in the %System-
Root%\Sysvol\Domain\Policies folder on domain controllers. In this folder, you'll
find one subfolder for each policy you defined on the domain controller. The policy
folder name is the policy’s globally unique identifier (GUID). You can find the policy’s
GUID on the policy’s Properties page on the General tab in the Summary frame.
Within these individual policy folders, you'll find the following subfolders:

= Machine Stores computer scripts in the Script folder and registry-based
policy information for HKEY_LOCAL_MACHINE (HKLM) in the Registry.pol file

m User Stores user scripts in the Script folder and registry-based policy infor-
mation for HKEY_CURRENT_USER (HKCU) in the Registry.pol file

CAUTION Do not edit these folders and files directly. Instead, use the appropriate
features of one of the Group Policy management tools.

Using the Group Policy Management Console

You can run the GPMC from the Tools menu in Server Manager. At a prompt or in
the Apps Search box, type gpmc.msc and then press Enter.

As shown in Figure 4-2, the console root node is labeled Group Policy Manage-
ment and below this node is the Forest node. The Forest node represents the forest
to which you are currently connected and is named after the forest root domain for
that forest. If you have appropriate credentials, you can add connections to other
forests. To do this, press and hold or right-click the Group Policy Management node,
and then tap or click Add Forest. In the Add Forest dialog box, type the name of the
forest root domain in the Domain text box, and then tap or click OK.
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FIGURE 4-2 Use the GPMC to work with GPOs in sites, forests, and domains.
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When you expand the Forest node, you see the following nodes:

= Domains Provides access to the policy settings for domains in the related
forest. You are connected to your logon domain by default. If you have
appropriate credentials, you can add connections to other domains in the
related forest. To do this, press and hold or right-click the Domains node and
then tap or click Show Domains. In the Show Domains dialog box, select the
check boxes for the domains you want to add and then tap or click OK.

= Sites Provides access to the policy settings for sites in the related forest.
Sites are hidden by default. If you have appropriate credentials, you can add
connections for sites. To do this, press and hold or right-click the Sites node
and then tap or click Show Sites. In the Show Sites dialog box, select the
check boxes for the sites you want to add and then tap or click OK.

= Group Policy Modeling Provides access to the Group Policy Modeling
Wizard, which helps you plan policy deployment and simulate settings for
testing purposes. Any saved policy models are also available.

= Group Policy Results Provides access to the Group Policy Results Wizard.
For each domain you are connected to, all related GPOs and OUs are avail-
able to work with in one location.

GPOs listed under the domain, site, and OU containers in the GPMC are GPO
links and not the GPOs themselves. You can access the actual GPOs through the
Group Policy Objects container of the selected domain. Note that the icons for GPO
links have small arrows at the bottom left, similar to shortcut icons, while GPOs
themselves do not.

When you start the GPMC, the console connects to Active Directory running on
the domain controller that is acting as the PDC emulator for your logon domain and
obtains a list of all GPOs and OUs in that domain. It does this by using Lightweight
Directory Access Protocol (LDAP) to access the directory store and the Server Mes-
sage Block (SMB) protocol to access the SYSVOL directory. If the PDC emulator isn't
available for some reason, such as when the server is offline, the GPMC displays a
prompt so that you can choose to work with policy settings on the domain con-
troller you are currently connected to or on any available domain controller. To
change the domain controller you are connected to, press and hold or right-click
the domain node for which you want to set the domain controller focus, and then
tap or click Change Domain Controller. In the Change Domain Controller dialog box,
the domain controller you are currently connected to is listed under Current Domain
Controller. Using the Change To options, specify the domain controller to use, and
then tap or click OK.

Getting to Know the Policy Editor

With the GPMC, you can edit a GPO by pressing and holding or right-clicking it and
then selecting Edit on the shortcut menu. As Figure 4-3 shows, the policy editor has
two main nodes:

=  Computer Configuration Allows you to set policies that should be applied
to computers, regardless of who logs on
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= User Configuration Allows you to set policies that should be applied to
users, regardless of which computer they log on to
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FIGURE 4-3 The configuration of the policy editor depends on the type of policy you're creating and
the add-ons installed.

Under the Computer Configuration and User Configuration nodes, you'll find

the Policies and Preferences nodes. Settings for general policies are listed under
the Policies node. Settings for general preferences are listed under the Preferences
node.

NOTE When | reference settings under the Policies node, I'll sometimes use a
shortcut such as User Configuration\Administrative Templates\Windows Components
rather than User Configuration\Policies\Administrative Templates: Policy Definitions\
Windows Components. This shortcut tells you that the policy setting being discussed
is under User Configuration rather than Computer Configuration and can be found
under Administrative Templates\Windows Components.

The exact configuration of Computer Configuration and User Configuration

depends on the add-ons installed and which type of policy you're creating. Still,
you'll usually find that both Computer Configuration and User Configuration have
subnodes for the following:

= Software Settings Sets policies for software settings and software instal-
lation. When you install software, subnodes might be added to Software
Settings.

= Windows Settings Sets policies for folder redirection, scripts, and security.

= Administrative Templates Sets policies for the operating system,
Windows components, and programs. Administrative templates are config-
ured through template files. You can add or remove template files whenever
you need to.
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NOTE A complete discussion of all the available options is beyond the scope of this
book. The sections that follow focus on using folder redirection and administrative
templates. Scripts are discussed in “User and Computer Script Management” later in
this chapter. Security is covered in chapters later in this book.

Using Administrative Templates to Set Policies

Administrative templates provide easy access to registry-based policy settings that
you might want to configure. A default set of administrative templates is configured
for users and computers in the policy editor. You can add or remove administrative
templates as well. Any changes you make to policies available through adminis-
trative templates are saved in the registry. Computer configurations are saved in
HKEY_LOCAL_MACHINE, and user configurations are saved in HKEY_CURRENT_USER.

You can view the currently configured templates in the Administrative Templates
node of the policy editor. This node contains policies you can configure for local sys-
tems, organizational units, domains, and sites. Different sets of templates are found
under Computer Configuration and User Configuration. You can add templates con-
taining new policies in the policy editor when you install new Windows components.

You can use administrative templates to manage the following:
= Control Panel Determine the available options and configuration of
Control Panel and Control Panel utilities

= Desktop Configure the Windows desktop and the available options from
the desktop

= Network Configure networking and network client options for offline files,
DNS clients, and network connections

= Printers Configure printer settings, browsing, spooling, and directory
options

s Shared folders Allow publishing of shared folders and Distributed File
System (DFS) roots

= Start screen and taskbar Control the available options and configuration
of the Start screen and the taskbar

= System Configure system settings for disk quotas, user profiles, user logon,
system restore, error reporting, and so on

= Windows components Determine the available options and configuration
of various Windows components, including Event Viewer, Internet Explorer,
Task Scheduler, Windows Installer, and Windows Updates

The best way to get to know which administrative template policies are avail-

able is to browse the Administrative Templates nodes. As you browse the templates,
you'll find that policies are in one of three states:

= Not Configured The policy isn't used, and no settings for it are saved in
the registry.

= Enabled The policy is actively being enforced, and its settings are saved in
the registry.
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= Disabled The policy is turned off and isn't enforced unless overridden. This
setting is saved in the registry.

You can enable, disable, and configure policies by following these steps:

1. In the policy editor, open the Administrative Templates folder in the Com-
puter Configuration or User Configuration node, whichever is appropriate for
the type of policy you want to set.

2. Inthe left pane, select the subfolder containing the policies you want to work
with. The related policies are then displayed in the right pane.

3. Double-tap or double-click a policy to display its related Properties dia-
log box.

You can read a description of the policy in the Help pane. The description is
available only if one is defined in the related template file.

4. To set the policy's state, select one of the following options:
= Not Configured The policy isn't configured.
= Enabled The policy is enabled.
= Disabled The policy is disabled.

5. If you enable the policy, set any additional parameters, and then tap or
click OK.

NOTE Normally, computer policies have precedence in Windows Server. If there's
a conflict between a computer policy setting and a user policy setting, the computer
policy is enforced.

Creating and Linking GPOs

When you work with a policy object, creating an object and linking an object to a
specific container within Active Directory are two different actions. You can create

a GPO without linking it to any domain, site, or OU. Then, as appropriate, you can
link the GPO to a specific domain, site, or OU. You can also create a GPO and link it
automatically to a domain, site, or OU. The technique you choose primarily depends
on your personal preference and how you plan to work with the GPO. Keep in mind
that when you create and link a GPO to a site, domain, or OU, the GPO is applied to
the user and computer objects in that site, domain, or OU according to the Active
Directory options governing inheritance, the precedence order of GPOs, and other
settings.

You can create and then link a GPO to a site, domain, or OU by following these

steps:

1. Inthe GPMC, expand the entry for the forest you want to work with, and
then expand the related Domains node by double-tapping or double-
clicking each node in turn.

2. Press and hold or right-click Group Policy Objects, and then tap or click New.
In the New GPO dialog box, type a descriptive name for the GPO, such as
Secure Workstation GPO. If you want to use a starter GPO as the source for
the initial settings, select the starter GPO to use in the Source Starter GPO
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list. When you tap or click OK, the new GPO is added to the Group Policy
Objects container.

3. Press and hold or right-click the new GPO, and then tap or click Edit. In the
policy editor, configure the necessary policy settings, and then close the
policy editor.

4. Inthe GPMC, select the site, domain, or OU. Expand the Sites node you want
to work with. In the right pane, the Linked Group Policy Objects tab shows
the GPOs that are currently linked to the selected container (if any).

5. Press and hold or right-click the site, domain, or OU to which you want to
link the GPO, and then tap or click Link An Existing GPO. In the Select GPO
dialog box, select the GPO you want to link with and then tap or click OK.
When Group Policy is refreshed for computers and users in the applicable
site, domain, or OU, the policy settings in the GPO are applied.

You can create and link a GPO as a single operation by following these steps:

1. Inthe GPMC, press and hold or right-click the site, domain, or OU for which
you want to create and link the GPO, and then tap or click Create A GPO In
This Domain, And Link It Here.

2. Inthe New GPO dialog box, type a descriptive name for the GPO, such as
Secure Workstation GPO. If you want to use a starter GPO as the source for
the initial settings, select the starter GPO to use in the Source Starter GPO
list. When you tap or click OK, the new GPO is added to the Group Policy
Objects container and linked to the previously selected site, domain, or OU.

3. Press and hold or right-click the new GPO, and then tap or click Edit. In the
policy editor, configure the necessary policy settings, and then close the
policy editor. When Group Policy is refreshed for computers and users in the
applicable site, domain, or OU, the policy settings in the GPO are applied.

Creating and Using Starter GPOs

When you create a GPO in the GPMC, you can base the GPO on a starter GPO. The
settings for the starter GPO are then imported into the new GPO, which allows you
to use a starter GPO to define the base configuration settings for a new GPO. In a
large organization, you should create different categories of starter GPOs based
on the users and computers they will be used with or on the required security
configuration.

You can create a starter GPO by following these steps:

1. Inthe GPMC, expand the entry for the forest you want to work with, and
then double-tap or double-click the related Domains node to expand it.

2. Press and hold or right-click Starter GPOs, and then tap or click New. In the
New Starter GPO dialog box, type a descriptive name for the GPO, such as
General Management User GPO. You can also enter comments describing
the GPO's purpose. Tap or click OK.

3. Press and hold or right-click the new GPO, and then tap or click Edit. In the
policy editor, configure the necessary policy settings, and then close the
policy editor.
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Delegating Privileges for Group Policy Management

In Active Directory, all administrators have some level of privileges for perform-
ing Group Policy management tasks. Through delegation, other individuals can be
granted permissions to perform any or all of the following tasks:

= Create GPOs and manage the GPOs they create
= View settings, modify settings, delete a GPO, and modify security
= Manage links to existing GPOs or generate Resultant Set of Policy (RSoP)

In Active Directory, administrators can create GPOs, and anyone who has created
a GPO has the right to manage that GPO. In the GPMC, you can determine who can
create GPOs in a domain by selecting the Group Policy Objects node for that do-
main and then tapping or clicking the Delegation tab. On the Delegation tab, you'll
see a list of groups and users that can create GPOs in the domain. To grant GPO cre-
ation permission to a user or group, tap or click Add. In the Select User, Computer,
Or Group dialog box, select the user or group and then tap or click OK.

In the GPMC, you have several ways to determine who has access permissions
for Group Policy management. For domain, site, and OU permissions, select the
domain, site, or OU you want to work with, and then tap or click the Delegation tab
in the right pane, as shown in Figure 4-4. In the Permission list, select the permission
you want to check. The options are as follows:

= Link GPOs Lists users and groups that can create and manage links to
GPOs in the selected site, domain, or OU

= Perform Group Policy Modeling Analyses Lists users and groups that
can determine RSoP for the purposes of planning

= Read Group Policy Results Data Lists users and groups that can deter-
mine RSoP that is currently being applied, for the purposes of verification or
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FIGURE 4-4 Review permissions for Group Policy management.
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To grant domain, site, or OU permissions, complete the following steps:

1.

In the GPMC, select the domain, site, or OU you want to work with and then
tap or click the Delegation tab in the right pane.

In the Permission list, select the permission you want to grant. The options
are Link GPOs, Perform Group Policy Modeling Analyses, and Read Group
Policy Results Data.

Tap or click Add. In the Select User, Computer, Or Group dialog box, select
the user or group and then tap or click OK.

In the Add Group Or User dialog box, specify how the permission should be
applied. To apply the permission to the current container and all child con-
tainers, select This Container And All Child Containers. To apply the permis-
sion only to the current container, select This Container Only. Tap or click OK.

For individual GPO permissions, select the GPO you want to work with in the
GPMC, and then tap or click the Delegation tab in the right pane. You then see one
or more of the following permissions for individual users and groups:

Read Indicates that the user or group can view the GPO and its settings.
Edit Settings Indicates that the user or group can view the GPO and
change its settings. The user or group cannot delete the GPO or modify
security.

Edit Settings, Delete, Modify Security Indicates that the user or group
can view the GPO and change its settings. The user or group can also delete
the GPO and modify security.

To grant permissions for working with the GPO, complete the following steps:

1.

In the GPMC, select the GPO you want to work with and then tap or click the
Delegation tab in the right pane. Tap or click Add.

To grant GPO creation permission to a user or group, tap or click Add. In the
Select User, Computer, Or Group dialog box, select the user or group and
then tap or click OK.

In the Add Group Or User dialog box, select the permission level and then
tap or click OK.

Blocking, Overriding, and Disabling Policies

Inheritance ensures that every computer and user object in a domain, site, or OU

is affected by Group Policy. Most policies have three configuration options: Not
Configured, Enabled, or Disabled. Not Configured is the default state for most
policy settings. If a policy is enabled, the policy is enforced and is applied directly
or through inheritance to all users and computers that are subject to the policy. If a
policy is disabled, the policy is not enforced or applied.

You can change the way inheritance works in four key ways:

Change the link order and precedence

Override inheritance (as long as there is no enforcement)

Block inheritance (to prevent inheritance completely)

Enforce inheritance (to supersede and prevent overriding or blocking)
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For Group Policy, the order of inheritance goes from the site level to the domain
level and then to each nested OU level. Keep the following in mind:

= When multiple policy objects are linked to a particular level, the link order

determines the order in which policy settings are applied. Linked policy ob-
jects are always applied in link-ranking order. Lower-ranking policy objects
are processed first, and then higher-ranking policy objects are processed.
The policy object processed last has priority, so any policy settings config-
ured in this policy object are final and override those of other policy objects
(unless you use inheritance blocking or enforcing).

When multiple policy objects can be inherited from a higher level, the prece-
dence order shows exactly how policy objects are being processed. As with
link order, lower-ranking policy objects are processed before higher-ranking
policy objects. The policy object processed last has precedence, so any policy
settings configured in this policy object are final and override those of other
policy objects (unless you use inheritance blocking or enforcing).

When multiple policy objects are linked at a specific level, you can change the
link order (and thus the precedence order) of policy objects by following these

steps:

1.

2.

In the GPMC, select the container for the site, domain, or OU with which you
want to work.

In the right pane, select the Linked Group Policy Objects tab (as shown in
Figure 4-5). Tap or click the policy object you want to work with.
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FIGURE 4-5 Change the link order to modify processing order and precedence.

Tap or click the Move Link Up or Move Link Down buttons as appropriate to
change the link order of the selected policy object.

When you are done changing the link order, confirm that policy objects are

being processed in the expected order by checking the precedence order on
the Group Policy Inheritance tab.

Overriding inheritance is a basic technique for changing the way inheritance
works. When a policy is enabled in a higher-level policy object, you can override
inheritance by disabling the policy in a lower-level policy object. When a policy is
disabled in a higher-level policy object, you can override inheritance by enabling
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the policy in a lower-level policy object. As long as a policy is not blocked or en-
forced, this technique achieves the effects you want.

Sometimes you will want to block inheritance so that no policy settings from
higher-level containers are applied to users and computers in a particular container.
When inheritance is blocked, only configured policy settings from policy objects
linked at that level are applied, and settings from all high-level containers are
blocked (as long as there is no policy enforcement).

Domain administrators can use inheritance blocking to block inherited policy
settings from the site level. OU administrators can use inheritance blocking to block
inherited policy settings from both the domain and the site level. By using block-
ing to ensure the autonomy of a domain or OU, you can ensure that domain or OU
administrators have full control over the policies that apply to users and computers
under their administration.

Using the GPMC, you can block inheritance by pressing and holding or right-
clicking the domain or OU that should not inherit settings from higher-level
containers and selecting Block Inheritance. If Block Inheritance is already selected,
selecting it again removes the setting. When you block inheritance in the GPMC, a
blue circle with an exclamation point is added to the container’s node in the console
tree. This notification icon provides a quick way to tell whether any domain or OU
has the Block Inheritance setting enabled.

To prevent administrators who have authority over a container from overriding
or blocking inherited Group Policy settings, you can enforce inheritance. When in-
heritance is enforced, all configured policy settings from higher-level policy objects
are inherited and applied regardless of the policy settings configured in lower-level
policy objects. Thus, enforcement of inheritance is used to supersede the overriding
and blocking of policy settings.

Forest administrators can use inheritance enforcement to ensure that config-
ured policy settings from the site level are applied and to prevent the overriding or
blocking of policy settings by domain and OU administrators. Domain administra-
tors can use inheritance enforcement to ensure that configured policy settings from
the domain level are applied and to prevent the overriding or blocking of policy
settings by OU administrators.

Using the GPMC, you can enforce policy inheritance by expanding the top-level
container from which to begin enforcement, pressing and holding or right-clicking
the link to the GPO, and then tapping or clicking Enforced. For example, if you want
to ensure that a domain-level GPO is inherited by all OUs in the domain, expand the
domain container, press and hold or right-click the domain-level GPO, and then tap
or click Enforced. If Enforced is already selected, selecting it again removes the en-
forcement. In the GPMC, you can easily determine which policies are inherited and
which policies are enforced. Simply select a policy object anywhere in the GPMC,
and then view the related Scope tab in the right pane. If the policy is enforced, the
Enforced column under Links will display Yes, as shown in Figure 4-6.

After you select a policy object, you can press and hold or right-click a location
entry on the Scope tab to display a shortcut menu that allows you to manage link-
ing and policy enforcement. Enable or disable links by selecting or clearing the Link
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Enabled option. Enable or disable enforcement by selecting or clearing the Enforced

option.
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FIGURE 4-6 Enforce policy inheritance to ensure that settings are applied.

Maintaining and Troubleshooting Group Policy

Group Policy is a broad area of administration that requires careful management.
Like any area of administration, Group Policy must also be carefully maintained to
ensure proper operation, and you must diagnose and resolve any problems that oc-
cur. To troubleshoot Group Policy, you need a strong understanding of how policy is
refreshed and processed. You also need a strong understanding of general mainte-
nance and troubleshooting tasks.

Refreshing Group Policy

When you make changes to a policy, those changes are immediate. However, they
aren't propagated automatically. Client computers request policies at the following
times:

m  When the computer starts

= When a user logs on

= When an application or user requests a refresh

= When a refresh interval is set for Group Policy and the interval has elapsed

Computer configuration settings are applied during startup of the operating
system. User configuration settings are applied when a user logs on to a computer.
Normally, if there is a conflict between computer and user settings, computer set-
tings have priority and take precedence.
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Once policy settings are applied, the settings are refreshed automatically to
ensure that they are current. The default refresh interval for domain controllers is 5
minutes. For all other computers, the default refresh interval is 90 minutes, with up
to a 30-minute variation to avoid overloading the domain controller with numerous
concurrent client requests. This means that an effective refresh window for non-
domain-controller computers is 90 to 120 minutes.

During a Group Policy refresh, the client computer contacts an available domain
controller in its local site. If one or more of the policy objects defined in the domain
have changed, the domain controller provides a list of the policy objects that apply
to the computer and to the user who is currently logged on, as appropriate. The do-
main controller does this regardless of whether the version numbers on all the listed
policy objects have changed. By default, the computer processes the policy objects
only if the version number of at least one of the policy objects has changed. If any
one of the related policies has changed, all the policies have to be processed again
because of inheritance and the interdependencies between policies.

Security settings are a notable exception to the processing rule. By default, these
settings are refreshed every 16 hours (960 minutes) regardless of whether policy
objects contain changes. A random offset of up to 30 minutes is added to reduce
the impact on domain controllers and the network during updates (making the ef-
fective refresh window 960 to 990 minutes). Also, if the client computer detects that
it is connecting over a slow network connection, it informs the domain controller,
and only the security settings and administrative templates are transferred over
the network. This means that by default, only the security settings and administra-
tive templates are applied when a computer is connected over a slow link. You can
configure the way slow-link detection works in Group Policy.

You must carefully balance the update frequency with the actual rate of policy
change. If policy is changed infrequently, you might want to increase the refresh
window to reduce resource usage. For example, you might want to use a refresh
interval of 20 minutes on domain controllers and 180 minutes on other computers.

Configuring the Refresh Interval

You can change the Group Policy refresh interval on a per—policy object basis. To set
the refresh interval for domain controllers, follow these steps:

1. Inthe GPMC, press and hold or right-click the Group Policy object you want
to modify and then tap or click Edit. This GPO should be linked to a container
that contains domain controller computer objects.

2. Inthe Administrative Templates for Computer Configuration under System\
Group Policy, double-tap or double-click the Set Group Policy Refresh Inter-
val For Domain Controllers policy. This displays a Properties dialog box for
the policy, shown in Figure 4-7.

3. Define the policy by selecting Enabled. Set the base refresh interval in
the first Minutes box. You usually want this value to be between 5 and 59
minutes.

4. In the other Minutes box, set the minimum or maximum time variation for
the refresh interval. The variation effectively creates a refresh window with
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the goal of avoiding overload resulting from numerous clients simultane-
ously requesting a Group Policy refresh. Tap or click OK.

NOTE A faster refresh rate increases the likelihood that a computer has the most
current policy configuration. A slower refresh rate reduces the frequency of policy
refreshes, which can reduce overhead with regard to resource usage but also increase
the likelihood that a computer won’t have the most current policy configuration.

A Set Group Policy refresh interval for domain controllers l;‘i-

[5] Set Group Policy refresh interval for domain controllers ety H Next Setting |

O Not Configured ~ Comment: ~

@® Enabled

O Disabled v
Supported oni [t jeast Windows 2000 ~

-

Optians: Help:

This setting allows you ta custamize how aften This policy setting speciies how often Group ';ﬂh;‘v s updated |~

Groun Paliey is anated an domain cantrollers while they are running {in the

P Felicy 1= 5pp! background). The updates specified by this setting occur in
to domain controllers, The range is 0 to 44640 addition ta updates performed when the system starts.

minutes (31 days).
. By default, Graup Policy an the domain contrallers is updated

Minutes: [5 : every five minutes.

If you enable this setting, you can specify an update rate fram 0
ta B4,500 minutes {45 days). If you select 0 minutes, the domain
controller tries to update Group Policy every 7 seconds. However,
because updates might interfere with users' work and increase
network traffic, very shart update intervals are not appropriate
far mast installations.

This is a random time added to the refresh interval
to prevent

all clients from requesting Group Policy at the same

time,

The range is 0 to 1440 minutes (24 hours) If you disable ar da not configure this setting, the damain
cantroller updates Group Policy every 5 minutes {the default]. To

Minutes: |0 2 specify that Group Policies for users should never be updated

while the computer is in use, select the “Tum off background
refresh of Graup Palicy” setting.

o | [cma |[ #owr |

FIGURE 4-7 Configure the refresh interval for Group Policy.

To set the refresh interval for member servers and workstations, follow these
steps:

1. Inthe GPMC, press and hold or right-click the Group Policy Object you want
to modify and then tap or click Edit. This GPO should be linked to a container
that contains computer objects.

2. Inthe Administrative Templates for Computer Configuration under System\
Group Policy, double-tap or double-click the Set Group Policy Refresh
Interval For Computers policy. This displays a dialog box similar to the one in
Figure 4-7.

3. Define the policy by selecting Enabled. In the first Minutes box, set the
base refresh interval. You usually want this value to be between 60 and 240
minutes.

4. In the other Minutes box, set the minimum or maximum time variation for
the refresh interval. The variation effectively creates a refresh window with
the goal of avoiding overload resulting from numerous clients simultane-
ously requesting a Group Policy refresh. Tap or click OK.
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REAL WORLD You want to be sure that updates don’t occur too frequently yet

are timely enough to meet expectations or requirements. The more often a policy is
refreshed, the more traffic is generated over the network. In a large installation, you
typically want to set a refresh rate that is longer than the default to reduce network
traffic, particularly if the policy affects hundreds of users or computers. In any instal-
lation where users complain about their computers periodically being sluggish, you
might want to increase the policy refresh interval as well. Consider that a once-a-day
or once-a-week update might be all that it takes to keep policies current enough to
meet your organization’s needs.

As an administrator, you might often need or want to refresh Group Policy
manually. For example, you might not want to wait for Group Policy to be refreshed
at the automatic interval, or you might be trying to resolve a problem with refreshes
and want to force a Group Policy refresh. You can refresh Group Policy manually by
using the Gpupdate command-line utility.

You can initiate a refresh in several ways. Typing gpupdate at a prompt or in
the Apps Search box refreshes settings in both Computer Configuration and User
Configuration on the local computer. Only policy settings that have changed are
processed and applied when you run Gpupdate. You can change this behavior using
the /Force parameter to force a refresh of all policy settings.

You can refresh user and computer configuration settings separately. To refresh
only computer configuration settings, type gpupdate /target:computer at the
command prompt. To refresh only user configuration settings, type gpupdate
/target:user at the command prompt.

You can also use Gpupdate to log off a user or restart a computer after Group
Policy is refreshed. This is useful because some group policies are applied only when
a user logs on or when a computer starts. To log off a user after a refresh, add the
/Logoff parameter. To restart a computer after a refresh, add the /Boot parameter.

Modeling Group Policy for Planning Purposes

Modeling Group Policy for planning is useful when you want to test various imple-

mentation and configuration scenarios. For example, you might want to model the

effect of loopback processing or slow-link detection. You can also model the effect
of moving users or computers to another container in Active Directory or the effect
of changing security group membership for users and computers.

All domain and enterprise administrators have permission to model Group Policy
for planning, as do those who have been delegated the Perform Group Policy Mod-
eling Analyses permission. To model Group Policy and test various implementation
and update scenarios, follow these steps:

1. Inthe GPMC, press and hold or right-click the Group Policy Modeling node,

select Group Policy Modeling Wizard, and then tap or click Next.

2. On the Domain Controller Selection page, select the domain you want

to model in the Show Domain Controllers In This Domain list. By default,
you will simulate policy on any available domain controller in the selected
domain. If you want to use a specific domain controller, select This Domain
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Controller and then tap or click the domain controller to use. Tap or click
Next.

On the User And Computer Selection page, shown in Figure 4-8, you have
the option of simulating policy based on containers or individual accounts.
Use one of the following techniques to choose accounts, and then tap or
click Next:

= Use containers to simulate changes for entire organizational units or other
containers. Under User Information, select Container and then tap or click
Browse to display the Choose User Container dialog box. Use the dialog
box to choose any of the available user containers in the selected domain.
Under Computer Information, select Container, tap or click Browse to
display the Choose Computer Container dialog box, and then choose any
of the available computer containers in the selected domain.

= Select specific accounts to simulate changes for a specific user and
computer. Under User Information, select User, tap or click Browse to
display the Select User dialog box, and then specify a user account. Under
Computer Information, select Computer, tap or click Browse to display the
Select Computer dialog box, and then specify a computer account.

Group Policy Modeling Wizard -

User and Computer Selection
“Y'ou can view simulated policy settings for a selected user [or a container with user
information] and computer [or a container with computer infarmation).

Example container name: CN=Users,DC=cpand|.DC=com
Example user or computer:  CRANDLYWilliamS
Simulate policy settings for the following:

Uszer information

(® Container: OU=CustServices, D C=cpand|,D C=com | Erowsze...

O User: Browse...

Computer information

(® Container: OU=Corporate PCs D C=cpand| DC=com | Browse...

() Computer: Browsze...

[] Skip ta the final page of this wizard without collecting additional data

< Back Mest > | | Cancel

FIGURE 4-8 Select containers or accounts to use in the simulation.

On the Advanced Simulation Options page, select any advanced options for
Slow Network Connections, Loopback Processing, and Site as necessary, and
then tap or click Next.

On the User Security Groups page, you can simulate changes to the security
group membership of the applicable user or users. Any changes you make
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to group membership affect the previously selected user or user container.
For example, if you want to see what happens if a user in the designated user
container is a member of the CorpManagers group, add this group to the
Security Groups list. Tap or click Next.

On the Computer Security Groups page, you can simulate changes to the
applicable security group membership for a computer or computers. Any
changes you make to group membership affect the previously selected
computer or computer container. For example, if you want to see what hap-
pens if a computer in the designated computer container is a member of the
RemoteComputers group, add this group to the Security Groups list. Tap or
click Next.

You can link Windows Management Instrumentation (WMI) filters to Group
Policy Objects. By default, the selected users and computers are assumed to
meet all the WMI filter requirements, which is what you want in most cases
for planning purposes. Tap or click Next twice to accept the default options.
Review the selections you made, and then tap or click Next. After the wizard
gathers policy information, tap or click Finish. When the wizard finishes gen-
erating the report, the report is selected in the left pane and the results are
displayed in the right pane.

When you select the Details tab in the right pane as shown in Figure 4-9, you
can determine the settings that would be applied by browsing the report.
Computer policy information is listed under Computer Details. User policy
information is listed under User Details.

=Y Group Palicy Management = | E -
& File Action View Window Help -8 =
LGN
(2 Group Palicy Management CustServices on Corporate PCs
4 £ Forest: cpandl.com Detalls | Query
a [3 Damains
4 25 cpandl.eom Group Policy Modeling -
E;I ;n;’m:éepis_ Poli cpandl.com/CustServices on cpandl.com/Corporate PCs —
i Default Domain Palicy Data collected on: 5/18/2014 2:22:45 P
i Primary Domain Palicy Computer Details
b (2] Corporate PCs
b 5] CustServices General
b 2] Development Computer container cpand| com/Corporate PCs
b [E] Damain Controllers Domain cpand|com
b & Enginesring Ste (None)
b & Finance Slowlink pracessing Mo
b =] HR Component Status
b (5] Sales
b (@ Tech Component Hame Status
b 5] Test Group Policy Infrastructure Success
» 3 Group Policy Objects Group Policy Regitry Success
b 5 WM Filkers Microsoft Disk Quota Success (o data)
i St 'n i Registry Success
b ] Searter GPOs Securty Success
b Sites
 [§ Group Palicy Madeling Seftings
%) Group Palicy Results Windows Settings
Security Settings 5

FIGURE 4-9 Review the report to determine the effects of modeling.
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Copying, Pasting, and Importing Policy Objects

The GPMC features built-in copy, paste, and import operations. Using the copy

and paste features is fairly straightforward. The Copy and Paste options are avail-
able when you press and hold or right-click a GPO in the GPMC. You can copy a
policy object and all its settings in one domain and then navigate to the domain
into which you want to paste the copy of the policy object. The source and target
domains can be any domains you can connect to in the GPMC and for which you
have permission to manage related policy objects. In the source domain, you need
Read permission to create a copy of a policy object. In the target domain, you need
Write permission to write (paste) the copied policy object. Administrators have this
privilege, as do those who have been delegated permission to create policy objects.

Copying policy objects between domains works well when you have connectivity
between domains and the appropriate permissions. If you are an administrator at
a remote office or have been delegated permissions, however, you might not have
access to the source domain to create a copy of a policy object. In this case, another
administrator can make a backup copy of a policy object for you and then send you
the related data. When you receive the related data, you can import the backup
copy of the policy object into your domain to create a policy object with the same
settings.

Anyone with the Edit Settings Group Policy management privilege can perform
an import operation. The import operation overwrites all the settings of the policy
object you select. To import a backup copy of a policy object into a domain, follow
these steps:

1. Inthe GPMC, press and hold or right-click Group Policy Objects and then
select New. In the New GPO dialog box, type a descriptive name for the new
GPO and then tap or click OK.

2. The new GPO is now listed in the Group Policy Objects container. Press and
hold or right-click the new policy object, and then tap or click Import Set-
tings. This starts the Import Settings Wizard.

3. Tap or click Next twice to bypass the Backup GPO page. You don't need to
create a backup of the GPO at this time because it's new.

4. On the Backup Location page, tap or click Browse. In the Browse For Folder
dialog box, select the folder containing the backup copy of the policy object
you want to import and then tap or click OK. Tap or click Next to continue.

5. If multiple backups are stored in the designated backup folder, you'll see a
list of them on the Source GPO page. Tap or click the one you want to use,
and then tap or click Next.

6. The Import Settings Wizard scans the policy object for references to security
principals and UNC paths that might need to be migrated. If any are found,
you are given the opportunity to create migration tables or use existing
migration tables.
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7. Continue through the wizard by tapping or clicking Next, and then tap or
click Finish to begin the import process. When importing is complete, tap or
click OK.

Backing Up and Restoring Policy Objects

As part of your periodic administration tasks, you should back up GPOs to protect
them. You can use the GPMC to back up individual policy objects in a domain or all
policy objects in a domain by following these steps:

1. Inthe GPMC, expand and then select the Group Policy Objects node. If you
want to back up all policy objects in the domain, press and hold or right-click
the Group Policy Objects node, and then tap or click Back Up All. If you want
to back up a specific policy object in the domain, press and hold or right-
click the policy object and select Back Up.

2. Inthe Back Up Group Policy Object dialog box, tap or click Browse. In the
Browse For Folder dialog box, set the location where the GPO backup should
be stored.

3. Inthe Description text box, type a description of the contents of the backup.
Tap or click Back Up to start the backup process.

4. The Backup dialog box shows the progress and status of the backup. Tap or
click OK when the backup is complete. If a backup fails, check the permis-
sions on the policy and the folder to which you are writing the backup. You
need Read permission on a policy and Write permission on the backup folder
to create a backup. By default, members of the Domain Admins and Enter-
prise Admins groups should have these permissions.

Using the GPMC, you can restore a policy object to the state it was in when it
was backed up. The GPMC tracks the backup of each policy object separately, even
if you back up all policy objects at once. Because version information is also tracked
according to the backup time stamp and description, you can restore the last ver-
sion of each policy object or a particular version of any policy object.

You can restore a policy object by following these steps:

1. Inthe GPMC, press and hold or right-click the Group Policy Objects node
and then tap or click Manage Backups. This displays the Manage Backups
dialog box.

2. In the Backup Location text box, tap or click Browse. In the Browse For Folder
dialog box, find the backup folder and then tap or click OK.

3. All policy object backups in the designated folder are listed under Backed Up
GPOs. To show only the latest version of the policy objects according to the
time stamp, select Show Only The Latest Version Of Each GPO.

4. Select the GPO you want to restore. If you want to confirm its settings, tap
or click View Settings, and then use Internet Explorer to verify that the set-
tings are as expected. When you are ready to continue, tap or click Restore.
Confirm that you want to restore the selected policy object by tapping or
clicking OK.
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5. The Restore dialog box shows the progress and status of the restore opera-
tion. If a restore operation fails, check the permissions on the policy object
and the folder from which you are reading the backup. To restore a GPO, you
need Edit Settings, Delete, and Modify Security permissions on the policy
object and Read permission on the folder containing the backup. By default,
members of the Domain Admins and Enterprise Admins groups should have
these permissions.

Determining Current Group Policy Settings and
Refresh Status

You can use Group Policy modeling for logging Resultant Set of Policy (RSoP). When
you use Group Policy modeling in this way, you can review all the policy objects that
apply to a computer and the last time the applicable policy objects were processed
(refreshed). All domain and enterprise administrators have permission to model
Group Policy for logging, as do those who have been delegated the permission
Read Group Policy Results Data. In the GPMC, you can model Group Policy for the
purpose of logging RSoP by pressing and holding or right-clicking the Group Policy
Results node and selecting Group Policy Results Wizard. When the Group Policy
Results Wizard starts, follow the prompts.

Disabling an Unused Part of Group Policy

Another way to disable a policy is to disable an unused part of the GPO. When you
do this, you block computer configuration or user configuration settings, or both,
and don't allow them to be applied. When you disable part of a policy that isn't
used, the application of GPOs will be faster.

You can enable and disable policies partially or entirely by following these steps:
1. Inthe GPMC, select the container for the site, domain, or OU with which you
want to work.
2. Select the policy object you want to work with, and then tap or click the
Details tab in the right pane.
3. Choose one of the following status settings from the GPO Status list, and
then tap or click OK when prompted to confirm that you want to change the
status of this GPO:
= All Settings Disabled Disallows processing of the policy object and all
its settings.

= Computer Configuration Settings Disabled Disables processing of
computer configuration settings. This means that only user configuration
settings are processed.

= Enabled Allows processing of the policy object and all its settings.

= User Configuration Settings Disabled Disables processing of user
configuration settings. This means that only computer configuration set-
tings are processed.
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Changing Policy Processing Preferences

In Group Policy, computer configuration settings are processed when a computer
starts and accesses the network. User configuration settings are processed when a
user logs on to the network. In the event of a conflict between settings in Computer
Configuration and User Configuration, the computer configuration settings win. It is
also important to remember that computer settings are applied from the comput-
er's GPOs and user settings are applied from the user’s GPOs.

In some special situations, you might not want this behavior. On a shared com-
puter, you might want the user settings to be applied from the computer’s GPOs,
but you might also want to allow user settings from the user’s GPOs to be applied.
In a secure lab or kiosk environment, you might want the user settings to be ap-
plied from the computer’s GPOs to ensure compliance with strict security rules or
guidelines for the lab. By using loopback processing, you can allow for these types
of exceptions and obtain user settings from a computer’s GPOs.

To change the way loopback processing works, follow these steps:

1. Inthe GPMC, press and hold or right-click the Group Policy object you want
to modify and then tap or click Edit.

2. Inthe Administrative Templates for Computer Configuration under System\
Group Policy, double-tap or double-click the Configure User Group Policy
Loopback Processing Mode policy. This displays a Properties dialog box for
the policy.

3. Define the policy by selecting Enabled, selecting one of the following pro-
cessing modes from the Mode list, and then tapping or clicking OK:

= Replace Select the Replace option to ensure that user settings from the
computer’'s GPOs are processed and that user settings in the user's GPOs
are not processed. This means that the user settings from the computer’s
GPOs replace the user settings normally applied to the user.

= Merge Selectthe Merge option to ensure that the user settings in
the computer’s GPOs are processed first, then user settings in the user’s
GPOs, and then user settings in the computer’'s GPOs again. This process-
ing technique serves to combine the user settings in both the computer’s
and the user's GPOs. In the event of a conflict, the user settings in the
computer's GPOs take precedence and overwrite the user settings in the
user’s GPOs.

Configuring Slow-Link Detection

Slow-link detection is used by Group Policy clients to detect increased latency and
reduced responsiveness on the network and to take corrective action to reduce the
likelihood that processing of Group Policy will further saturate the network. Once a
slow link is detected, Group Policy clients reduce their network communications and
requests, thereby reducing the overall network traffic load by limiting the amount of
policy processing they do.

By default, if the connection speed is determined to be less than 500 kilobits per
second (which could also be interpreted as high latency/reduced responsiveness on
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a fast network), the client computer interprets this as a slow network connection
and notifies the domain controller. As a result, only security settings and adminis-
trative templates in the applicable policy objects are sent by the domain controller
during a policy refresh.

You can configure slow-link detection by using the Configure Group Policy Slow
Link Detection policy, which is stored in the Administrative Templates for Com-
puter Configuration under System\Group Policy. If you disable this policy or do not
configure it, clients use the default value of 500 kilobits per second to determine
whether they are on a slow link. If you enable this policy, you can set a specific slow-
link value, such as 384 kilobits per second. You also can specify that 3G connections
should always be treated as slow links. On the other hand, if you want to disable
slow-link detection completely, set the Connection Speed option to 0. This setting
effectively tells clients not to detect slow links and to consider all links to be fast.

REAL WORLD Microsoft refers to connections on cellular and broadband as costed
networks. Several policies are designed to help specify how networking should be
used with mobile devices on costed networks. You can
= Control offline file synchronization on costed networks using the Enable File Synchro-
nization On Costed Networks policy found under Computer Configuration\Adminis-
trative Templates\Network\Offline Files.

m Control background transfers on costed networks using the Set Default Download
Behavior For BITS Jobs On Costed Networks policy found under Computer Configu-
ration\Administrative Templates\Network\Background Intelligent Transfer Services
(BITS).

m Specify that costed broadband networks have fixed, variable, or unrestricted usage
charges using the Set Cost policy found under Computer Configuration\Administra-
tive Templates\Network\WLAN Service\WLAN Media Cost.

m Specify that costed cellular networks have fixed, variable, or unrestricted usage
charges using the Set 3G Cost and Set 4G Cost policies found under Computer Con-
figuration\Administrative Templates\Network\WWAN Service\WWAN Media Cost.

You can optimize slow-link detection for various areas of Group Policy process-
ing as necessary. By default, policy areas that are not processed when a slow link is
detected include

= Disk Quota Policy Processing

=  EFS Recovery Policy Processing

= Folder Redirection Policy Processing

= Scripts Policy Processing

= Software Installation Policy Processing

Security Policy Processing is always enabled automatically for slow links. By
default, security policy is refreshed every 16 hours even if security policy has not
changed. The only way to stop the forced refresh is to configure security policy
processing so that it is not applied during periodic background refreshes. To do
this, select the policy setting Do Not Apply During Periodic Background Processing.
However, because security policy is so important, the Do Not Apply setting means
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only that security policy processing is stopped when a user is logged on and using
the computer. One of the only reasons you'll want to stop security policy refreshes is
if applications are failing during refresh operations.

You can configure slow-link detection and related policy processing by following
these steps:

1. Inthe GPMC, press and hold or right-click the policy object you want to
modify and then tap or click Edit.

2. Inthe Administrative Templates for Computer Configuration under System\
Group Policy, double-tap or double-click the Configure Group Policy Slow
Link Detection policy.

3. Select Enabled to define the policy, as shown in Figure 4-10. In the Connec-
tion Speed box, specify the speed that should be used to determine whether
a computer is on a slow link. You also can specify that 3G connections should
always be treated as slow links. Tap or click OK.

= Configure Group Policy slow link detection \;li-
[} Configure Group Policy slow link dtection ‘ F—— H — ‘
O Not Configured ~ Comment: :
@® Enabled
O Disabled :
Supported ot [ ¢ |east Windaws 2000 =
o
Options: Help:
Connection speed (Kbps): 384 z This policy setting defines a slow connection for purpases of | ~

applying and updating Graup Palicy.

If the rate at which data is transferred from the domain controller
Enter Dto disable slow link detection. providing a palicy update to the camputers in this graup is

. slower than the rate specified by this setting, the system
Always treat 3G connections as a slow link considers the connection to be slow.
The system’s respanse ta a slow palicy connection varies ameng
policies. The program implementing the palicy can specify the
respanse ta a slaw link. Alsa, the policy processing settings in
this falder lets vau override the programs’ specified responses ta
slow links,

If yau enable this setting, you can, in the "Cannection speed”
bax type a decimal number hetween 0 and 4,294, 967,200
indicating a transfer rate in kilabits per second. Any connection
slower than this rate is considered to be slaw. If you type 0, all
connections are considered to be fast,

If you disable this setting or do nat canfigure it, the system uses
the default value of 500 kilobits per second.

This setting appears in the Computer Configuration and User
Canfiguration falders. The setting in Computer Configuration

[ o ][ et |[ 2o |

FIGURE 4-10 Configure slow-link detection.

To configure slow-link and background policy processing of key areas of Group
Policy, follow these steps:

1. Inthe GPMC, press and hold or right-click the policy object you want to
modify and then tap or click Edit.

2. Expand Computer Configuration\Administrative Templates\System\Group
Policy.
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4.

3. Double-tap or double-click the processing policy you want to configure.
Select Enabled to define the policy, as shown in Figure 4-11, and then make
your configuration selections. The options differ slightly depending on the

policy selected and might include the following:

= Allow Processing Across A Slow Network Connection Ensures that
the related policy settings are processed even on a slow network.

= Do Not Apply During Periodic Background Processing Overrides
refresh settings when related policies change after startup or logon.

= Process Even If The Group Policy Objects Have Not Changed Forces
the client computer to process the related policy settings during a refresh

even if the settings haven't changed.

Process even if the Group Policy objects have
i not changed
g

A Configure disk quota policy processing == -
[E] Cenfigure disk quota pelicy processing ‘ Previous Setting ‘ | Next Sefting ‘
O Not Configured ~ Comment: ~
@ Enabled
O Disabled v
Supported on: [t least Windows 2000 ~
v
Options: Help:
Allow pracessing across a slow network This policy setting determines when disk quata policies are ~
connection updated.
Do not apply during periodic background This policy setting affects all policies that use the disk quota
processing component of Group Policy, such as thase in Computer

Configuratian' Administrative Templates\System'Disk Quotas.

This palicy setting overrides custamized settings that the =
program implementing the disk quota policy set when it was
installed.

If you enable this policy setting, you can use the check boxes
provided to change the options. If you disable ar do not
configure this palicy seting, it has no effect on the system.

The “Allow pracessing acrass a slaw netwark cannection’ optian
updates the palicies even when the update is heing transmitted
acrass a slow network connection, such as a telephone lin.
Updates acrass slow cannections can cause significant delays.

The "Da not apply during periodic backgraund pracessing’ v

[ oc ][ et |[ ey |

FIGURE 4-11 Configure policy processing for slow links.

Tap or click OK to save your settings.

Removing Links and Deleting GPOs

In the GPMC, you can stop using a linked GPO in two ways:
= Remove a link to a GPO but not the GPO itself.

= Permanently delete the GPO and all links to it.
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Removing a link to a GPO stops a site, domain, or OU from using the related
policy settings but does not delete the GPO. Because of this, the GPO remains linked
to other sites, domains, or OUs as appropriate. In the GPMC, you can remove a link
to a GPO by pressing and holding or right-clicking the GPO link in the container that
it is linked to and then selecting Delete. When prompted to confirm that you want
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to remove the link, tap or click OK. If you remove all links to the GPO from sites,
domains, and OUs, the GPO continues to exist in the Group Policy Objects container
but its policy settings have no effect in your organization.

Permanently deleting a GPO removes the GPO and all links to it. The GPO will
not exist in the Group Policy Objects container and will not be linked to any sites,
domains, or OUs. The only way to recover a deleted GPO is to restore it from a
backup (if one is available). In the GPMC, you can remove a GPO and all links to the
object from the Group Policy Objects node. Press and hold or right-click the GPO,
and then select Delete. When prompted to confirm that you want to remove the
GPO and all links to it, tap or click Yes.

Troubleshooting Group Policy

When you are trying to determine why policy is not being applied as expected, one
of first things you should do is examine the Resultant Set of Policy for the user and
computer experiencing problems with policy settings. You can determine the GPO
that a setting is applied from by following these steps:

1. Inthe GPMC, press and hold or right-click the Group Policy Results node and
then tap or click Group Policy Results Wizard. When the wizard starts, tap or
click Next.

2. On the Computer Selection page, select This Computer to view information
for the local computer. To view information for a remote computer, select
Another Computer and then tap or click Browse. In the Select Computer dia-
log box, type the name of the computer and then tap or click Check Names.
After you select the correct computer account, tap or click OK and then tap
or click Next.

3. On the User Selection page, select the user whose policy information you
want to view. You can view policy information for any user who has logged
on to the previously selected computer. Tap or click Next.

4. Review the selections you made, and then tap or click Next. After the wizard
gathers policy information, tap or click Finish. When the wizard finishes gen-
erating the report, the report is selected in the left pane and the results are
displayed in the right pane.

5. To determine the settings that are being applied, browse the report.
Computer and user policy information is listed separately. Computer policy
information is listed under Computer Configuration Summary. User policy
information is listed under User Configuration Summary.

Using the Gpresult command-line utility, you can view RSoP as well. Gpresult

provides details on the following:

= Special settings applied for folder redirection, software installation, disk
quota, IPsec, and scripts
= The last time Group Policy was applied

= The domain controller from which policy was applied and the security group
memberships for the computer and user
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= The complete list of GPOs that were applied, as well as the complete list of
GPOs that were not applied because of filters

Gpresult has the following basic syntax:

gpresult /s ComputerName /user Domain\UserName

Here ComputerName is the name of the computer you want to log policy results
for, and Domain\UserName indicates the user you want to log policy results for. For
example, to view the RSoP for CorpPC85 and the user Tedg in the Cpandl domain,
you would type the following command:

gpresult /s corppc85 /user cpandl\tedg

You can view more detailed output by using one of the two verbose options.
The /v parameter turns on verbose output, and results are displayed only for policy
settings in effect. The /z parameter turns on verbose output with settings for policy
settings in effect and all other GPOs that have the policy set. Because Gpresult
output can be fairly long, you should create an HTML report using the /h param-
eter or an XML report using the /x parameter. The following examples use these
parameters:

gpresult /s corppc85 /user cpandl\tedg /h gpreport.html
gpresult /s corppc85 /user cpandl\tedg /x gpreport.xml

Fixing Default Group Policy Objects

The Default Domain Policy and Default Domain Controller Policy GPOs are vital to
the health of Active Directory Domain Services. If for some reason these policies
become corrupted, Group Policy will not function properly. To resolve this, you must
use the GPMC to restore a backup of these GPOs. If you are in a disaster-recovery
scenario and do not have any backups of the Default Domain Policy or the Default
Domain Controller Policy, you can use Dcgpofix to restore the security settings in
these policies. The state that Dcgpofix restores these objects to depends on how
you modified security and on the security state of the domain controller before you
ran Dcgpofix. You must be a member of Domain Admins or Enterprise Admins to
run Dcgpofix.

When you run Dcgpofix, both the Default Domain Policy and Default Domain
Controller Policy GPOs are restored by default and you lose any base changes made
to these GPOs. Some policy settings are maintained separately and are not lost,
including Windows Deployment Services (WDS), Security Settings, and Encrypting
File System (EFS). Nondefault Security Settings are not maintained, however, which
means that other policy changes could be lost as well. All other policy settings are
restored to their previous values, and any changes you've made are lost.

To run Dcgpofix, log on to a domain controller in the domain in which you
want to fix default Group Policy, and then type dcgpofix at an elevated prompt.
Dcgpofix checks the Active Directory schema version number to ensure compatibil-
ity between the version of Dcgpofix you are using and the Active Directory schema
configuration. If the versions are not compatible, Dcgpofix exits without fixing the
default Group Policy Objects. By specifying the /Ignoreschema parameter, you
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can enable Dcgpofix to work with different versions of Active Directory. However,
default policy objects might not be restored to their original state. Because of this,
you should always be sure to use the version of Dcgpofix that is installed with the
current operating system.

You also have the option of fixing only the Default Domain Policy or only the
Default Domain Controller Policy GPO. If you want to fix only the Default Domain
Policy, type dcgpofix /target:domain. If you want to fix only the Default Domain
Controller Policy, type dcgpofix /target:dc.

Managing Users and Computers with Group Policy

You can use Group Policy to manage users and computers in many different ways. In
the sections that follow, I'll describe some specific management areas, including the
following:

= Folder redirection

= Computer and user scripts

= Software deployment

m  Computer and user certificate enroliment
= Automatic update settings

Centrally Managing Special Folders

You can centrally manage special folders used by Windows Server through folder
redirection. You do this by redirecting special folders to a central network location
instead of using multiple default locations on each computer. For Windows XP Pro-
fessional and earlier releases of Windows, the special folders you can centrally man-
age are Application Data, Start Menu, Desktop, My Documents, and My Pictures. For
Windows Vista and later releases of Windows, the special folders you can manage
are AppData(Roaming), Desktop, Start Menu, Documents, Pictures, Music, Videos,
Favorites, Contacts, Downloads, Links, Searches, and Saved Games.

Note that even though Windows Vista and later store personal folders in slightly
different ways, you manage the folders in the same way within Group Policy.

You have two general options for redirection. You can redirect a special folder
to the same network location for all users, or you can designate locations based on
user membership in security groups. In either case, you should make sure that the
network location you plan to use is available as a network share. See Chapter 12,
“Data Sharing, Security, and Auditing,” for details on sharing data on a network.

By default, users can redirect folders no matter which computer they're using
within the domain. Windows 8 and Windows Server 2012 allow you to modify this
behavior by specifying from which computers a user can access roaming profiles
and redirected folders. You do this by designating certain computers as primary
computers and then configuring domain policy to restrict the downloading of
profiles, redirected folders, or both to primary computers. For more information, see
“Local, Roaming, and Mandatory Profiles” in Chapter 9, “Managing User and Group
Accounts.”
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Redirecting a Special Folder to a Single Location
You can redirect a special folder to a single location by following these steps:

1. Inthe GPMC, press and hold or right-click the GPO for the site, domain, or
organizational unit you want to work with, and then tap or click Edit. This
opens the policy editor for the GPO.

2. In the policy editor, expand the following nodes: User Configuration,
Windows Settings, and Folder Redirection.

3. Under Folder Redirection, press and hold or right-click the special folder
you want to work with, such as AppData(Roaming), and then tap or click
Properties. This opens a Properties dialog box similar to the one shown in
Figure 4-12.

AppData(Roaming) Properties |L-
Target | Settings

ﬁ, “Y'ou can specify the location of the AppD atalR oaming) folder.

Getting: |Basic - Redirect everyone's folder to the same location j

Thiz folder will be redirected to the specified location.

Target folder location

|Ereate a folder for each uzer under the root path j

Foot Path:
|\\FiIeS erver] By serD ata

Browse...

Far uzer Clair, this folder will be redirected to:

WWFileServer! 84U serD ata\Clair\AppD atatR oaming

1] | | Cancel | | Apply

FIGURE 4-12 Set options for redirection using a special folder's Properties dialog box.

4. In the Setting list on the Target tab, choose Basic—Redirect Everyone's
Folder To The Same Location.
5. Under Target Folder Location, you have several options. The options avail-
able depend on the folder you're working with and include the following:
= Redirect To The User’s Home Directory If you select this option, the
folder is redirected to a subdirectory within the user’s home directory.
You set the location of the user’s home directory with the %HomeDrive%
and %HomePath% environment variables.
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= Create A Folder For Each User Under The Root Path If you select this

option, a folder is created for each user at the location you enter in the

Root Path text box. The folder name is the user account name as specified

by %UserName%. Thus, if you enter the root path value \\Zeta\UserDoc
ments, the folder for Williams will be located at \\Zeta\UserDocuments\
Williams.

= Redirect To The Following Location If you select this option, the
folder is redirected to the location you enter in the Root Path text box.

u-

Here, you typically want to use an environment variable to customize the

folder location for each user. For example, you could use the root path
value \\Zeta\UserData\%UserName%\docs.

= Redirect To The Local Userprofile Location If you select this option

1

the folder is redirected to a subdirectory within the user profile directory.

You set the location of the user profile with the %UserProfile% variable.

6. Tap or click the Settings tab, configure the following additional options, and

then tap or click OK to complete the process:

= Grant The User Exclusive Rights To Gives users full rights to access
their data in the special folder

= Move The Contents Of FolderName To The New Location Moves t

he

data in the special folders from the individual systems on the network to

the central folder or folders

= Also Apply Redirection Policy To Applies the redirection policy to
previous releases of Windows as well

Redirecting a Special Folder Based on Group Membership

You can redirect a special folder based on group membership by following these

steps:
1.

In the GPMC, press and hold or right-click the GPO for the site, domain, or
organizational unit you want to work with, and then tap or click Edit. This
opens the policy editor for the GPO.

In the policy editor, expand the following nodes: User Configuration,
Windows Settings, and Folder Redirection.

Under Folder Redirection, press and hold or right-click the special folder
you want to work with, such as AppData(Roaming), and then tap or click
Properties.

On the Target tab, choose Advanced—Specify Locations For Various User
Groups in the Setting list. As shown in Figure 4-13, a Security Group Mem-
bership panel is added to the Properties dialog box.
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Documents Properties |L-
Target | Settings

ﬁ, *Y'ou can specify the location of the Documents folder.

Getting: |Advanced - Specify locations for various user aroups j

Thiz folder will be redirected to different locations based on the security
group membership of the users.

Security Group Membership

Group F'ath
CPANDLWAIManage: A

CPANDLMAIE secutives \\EorpServerSS\ExecData\USEHNAM

< m >

add. | Edt. | Remove |

| QK | | Cancel | | Apply

FIGURE 4-13 Configure advanced redirection using the Security Group Membership panel.

Tap or click Add to open the Specify Group And Location dialog box. Or
select a group entry, and then tap or click Edit to modify its settings.

In the Security Group Membership text box, type the name of the security
group for which you want to configure redirection, or tap or click Browse to
find a security group to add.

As with basic redirection, the options available depend on the folder you're
working with and include the following:

Redirect To The User’'s Home Directory If you select this option, the
folder is redirected to a subdirectory within the user’s home directory.
You set the location of the user’s home directory with the %HomeDrive%
and %HomePath% environment variables.

Create A Folder For Each User Under The Root Path If you select this
option, a folder is created for each user at the location you enter in the
Root Path text box. The folder name is the user account name as specified
by %UserName%. Thus, if you enter the root path value \\Zeta\UserDocu-
ments, the folder for Williams will be located at \\Zeta\UserDocuments\
Williams.

Redirect To The Following Location If you select this option, the
folder is redirected to the location you enter in the Root Path text box.
Here, you typically want to use an environment variable to customize the
folder location for each user. For example, you could use the root path
value \\Zeta\UserData\%UserName%\docs.
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= Redirect To The Local Userprofile Location [f you select this option,
the folder is redirected to a subdirectory within the user profile directory.
You set the location of the user profile with the %UserProfile% variable.

Tap or click OK. Repeat steps 5-7 for other groups you want to configure.

When you're done creating group entries, tap or click the Settings tab, con-

figure the following additional options, and then tap or click OK to complete

the process:

= Grant The User Exclusive Rights To Gives users full rights to access
their data in the special folder

= Move The Contents Of FolderName To The New Location Moves the
data in the special folders from the individual systems on the network to
the central folder or folders

= Also Apply Redirection Policy To Applies the redirection policy to
early releases of Windows as well

Removing Redirection

Sometimes you might want to remove redirection from a particular special folder.
You remove redirection by following these steps:

1.

In the GPMC, press and hold or right-click the GPO for the site, domain, or
organizational unit you want to work with. Then tap or click Edit to open the
policy editor for the GPO.

In the policy editor, expand the following nodes: User Configuration,

Windows Settings, and Folder Redirection.

Under Folder Redirection, press and hold or right-click the special folder you

want to work with and then tap or click Properties.

Tap or click the Settings tab, and then make sure that an appropriate Policy

Removal option is selected. Two options are available:

m Leave The Folder In The New Location When Policy Is Removed
When you select this option, the folder and its contents remain at the re-
directed location and current users are still permitted to access the folder
and its contents at this location.

= Redirect The Folder Back To The Local Userprofile Location When
Policy Is Removed When you select this option, the folder and its con-
tents are copied back to the original location. The contents aren't deleted
from the previous location, however.

If you changed the Policy Removal option, tap or click Apply and then tap or

click the Target tab. Otherwise, just tap or click the Target tab.

To remove all redirection definitions for the special folder, choose Not Con-

figured in the Setting list.

To remove redirection for a particular security group, select the security

group in the Security Group Membership panel and then tap or click Re-

move. Tap or click OK.
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User and Computer Script Management
With Windows Server you can configure four types of scripts:

= Computer Startup Executed during startup

= Computer Shutdown Executed prior to shutdown

= User Logon Executed when a user logs on

s User Logoff Executed when a user logs off

Windows 2000 and later releases support scripts written as command-shell batch
scripts ending with the .bat or .cmd extension or scripts that use the Windows Script
Host (WSH). WSH is a feature of Windows Server that lets you use scripts written in
a scripting language, such as VBScript, without needing to insert the script into a
webpage. To provide a multipurpose scripting environment, WSH relies on scripting
engines. A scripting engine is the component that defines the core syntax and struc-
ture of a particular scripting language. Windows Server ships with scripting engines
for VBScript and JScript. Other scripting engines are also available.

Windows 7 and Windows 8, as well as Windows Server 2008 R2 and Windows
Server 2012 also support Windows PowerShell scripts. If you installed Windows
PowerShell on computers that process a particular GPO, you can use Windows
PowerShell scripts in much the same way as you use other scripts. You have the op-
tion of running Windows PowerShell scripts before or after other types of scripts.

Assigning Computer Startup and Shutdown Scripts

Computer startup and shutdown scripts are assigned as part of a GPO. In this way,
all computers that are members of the site, domain, or organizational unit—or all
three—execute scripts automatically when they're booted or shut down.

To assign a computer startup or shutdown script, follow these steps:

1. Open the folder containing the script or scripts you want to use in File
Explorer.

2. Inthe GPMC, press and hold or right-click the GPO for the site, domain, or
organizational unit you want to work with, and then tap or click Edit. This
opens the policy editor for the GPO.

3. In the Computer Configuration node, double-tap or double-click the
Windows Settings folder and then tap or click Scripts.

4. To work with startup scripts, press and hold or right-click Startup and then
tap or click Properties. To work with shutdown scripts, press and hold or
right-click Shutdown and select Properties. This opens a dialog box similar to
the one shown in Figure 4-14.
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10.

Startup Properties [ I
PowerShell Scripts

E Windows PowerShell Startup Scripts for Corporate PCs

M ame Parameters Up
ugerparams.psl
printers. s
Add...
Edi...
Remove

For this GPO, run scripts in the following order:

|F|un Windows PowerShell scripts first |V|

-
1 ) PowerShell scripts require at least Windows 7 or Windows Server

) 2008 R2
Show Files...

QK | | Cancel | | Apply |

FIGURE 4-14 Add, edit, and remove computer startup scripts using the Startup Properties
dialog box.

On the Scripts tab, you can manage command-shell batch scripts ending
with the .bat or .cmd extension and scripts that use the Windows Script Host.
On the PowerShell Scripts tab, you can manage Windows PowerShell scripts.
When working with either tab, tap or click Show Files.

Copy the files in the open File Explorer window, and then paste them into the
window that opened when you clicked Show Files.

Tap or click Add to assign a script. This opens the Add A Script dialog box.

In the Script Name text box, type the name of the script you copied to the
Machine\Scripts\Startup or the Machine\Scripts\Shutdown folder for the re-
lated policy. In the Script Parameters text box, enter any parameters to pass
to the script. Repeat this step to add other scripts.

During startup or shutdown, scripts are executed in the order in which
they're listed in the Properties dialog box. On the Scripts tab, use the Up and
Down buttons to reorder scripts as necessary. Do the same on the PowerShell
Scripts tab. On the PowerShell Scripts tab, you can also use the selection list
to specify whether Windows PowerShell scripts should run before or after
other types of scripts.

If you want to edit the script name or parameters later, select the script in the
Script For list and then tap or click Edit. To delete a script, select the script in
the Script For list and tap or click Remove.

To save your changes, tap or click OK.
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Assigning User Logon and Logoff Scripts
You can assign user scripts in one of three ways:
= You can assign logon and logoff scripts as part of a GPO. In this way, all users
who are members of the site, domain, or organizational unit—or all three—
execute scripts automatically when they log on or log off.
= You can also assign logon scripts individually through the Active Directory
Users And Computers console. In this way, you can assign each user or group
a separate logon script. For details, see “Configuring the User’s Environment
Settings” in Chapter 9.
= You can also assign individual logon scripts as scheduled tasks. You schedule
tasks using the Scheduled Task Wizard.

To assign a logon or logoff script in a GPO, follow these steps:

1. Open the folder containing the script or scripts you want to use in File
Explorer.

2. Inthe GPMC, press and hold or right-click the GPO for the site, domain, or
organizational unit you want to work with, and then tap or click Edit. This
opens the policy editor for the GPO.

3. Double-tap or double-click the Windows Settings folder in the User Configu-
ration node, and then tap or click Scripts.

4. To work with logon scripts, press and hold or right-click Logon and then tap
or click Properties. To work with logoff scripts, press and hold or right-click
Logoff and then tap or click Properties. This opens a dialog box similar to the
one shown in Figure 4-15.

Logon Properties [ I
PowerShell Scripts

E Wwindows PowerShell Logon Scripts for Corporate PCs

M ame Parameters Up

Down
remotedesktopget. ps1

startlogsec. ps1

Add...

Edit...

Remove

For this GPO, run scripts in the following order:

|F|un Windows PowerShell scripts first |V|

-
1 ) PowerShell scripts require at least Windows 7 or Windows Server

) 2008 R2
Show Files...

QK | | Cancel | | Apply |

FIGURE 4-15 Add, edit, and remove user logon scripts using the Logon Properties
dialog box.
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5. On the Scripts tab, you can manage command-shell batch scripts ending
with the .bat or .cmd extension and scripts that use the Windows Script Host.
On the PowerShell Scripts tab, you can manage Windows PowerShell scripts.
When working with either tab, tap or click Show Files.

6. Copy the files in the open File Explorer window, and then paste them into the
window that opened when you clicked Show Files.

7. Tap or click Add to assign a script. This opens the Add A Script dialog box.
In the Script Name text box, type the name of the script you copied to the
User\Scripts\Logon or the User\Scripts\Logoff folder for the related policy.
In the Script Parameter text box, enter any parameters to pass to the script.
Repeat this step to add other scripts.

8. During logon or logoff, scripts are executed in the order in which they're
listed in the Properties dialog box. On the Scripts tab, use the Up and Down
buttons to reorder scripts as necessary. Do the same on the PowerShell
Scripts tab. On the PowerShell Scripts tab, you can also use the selection list
to specify whether Windows PowerShell scripts should run before or after
other types of scripts.

9. If you want to edit the script name or parameters later, select the script in the
Script For list and then tap or click Edit. To delete a script, select the script in
the Script For list and then tap or click Remove.

10. To save your changes, tap or click OK.

Deploying Software Through Group Policy

Group Policy includes basic functionality, called Software Installation policy, for
deploying software. Although Software Installation policy is not designed to replace
enterprise solutions such as Systems Management Server (SMS), you can use it to
automate the deployment and maintenance of software in just about any size orga-
nization, provided that your computers are running business editions of Windows
2000 or later.

Getting to Know Software Installation Policy

In Group Policy, you can deploy software on a per-computer or per-user basis. Per-
computer applications are available to all users of a computer and configured under
Computer Configuration\Software Settings\Software Installation. Per-user applica-
tions are available to individual users and configured under User Configuration\
Software Settings\Software Installation.

You deploy software in three key ways:

= Computer assignment Assigns the software to client computers so that it
is installed when the computer starts. This technique requires no user inter-
vention, but it does require a restart to install the software. Installed software
is then available to all users on the computer.

= User assignment Assigns the software to users so that it is installed when
a user logs on. This technique requires no user intervention, but it does
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require the user to log on to install or advertise the software. The software is
associated with the user only and not the computer.

= User publishing Publishes the software so that users can install it manually
through Programs And Features. This technique requires the user to explicitly
install software or activate installation. The software is associated with the
user only.

When you use user assignment or user publishing, you can advertise the soft-
ware so that a computer can install the software when it is first used. With advertise-
ments, the software can be installed automatically in the following situations:

= When a user accesses a document that requires the software
= When a user opens a shortcut to the application
= When another application requires a component of the software

When you configure Software Installation policy, you should generally not use
existing GPOs. Instead, you should create GPOs that configure software installation
and then link those GPOs to the appropriate containers in Group Policy. When you
use this approach, it is much easier to redeploy software and apply updates.

After you create a GPO for your software deployment, you should set up a
distribution point. A distribution point is a shared folder that is available to the
computers and users to which you are deploying software. With basic applica-
tions, you prepare the distribution point by copying the installer package file and
all required application files to the share and configuring permissions so that these
files can be accessed. With other applications, such as Microsoft Office, you prepare
the distribution point by performing an administrative installation to the share. With
Microsoft Office, you can do this by running the application’s Setup program with
the /a parameter and designating the share as the install location. The advantage of
an administrative installation is that the software can be updated and redeployed
through Software Installation policy.

You can update applications deployed through Software Installation policy by
using an update or service pack or by deploying a new version of the application.
Each task is performed in a slightly different way.

Deploying Software Throughout Your Organization

Software Installation policy uses either Windows Installer Packages (.msi) or ZAW
Down-Level Application Packages (.zap) files. When you use computer assign-
ment, user assignment, or user publishing, you can deploy software using Windows
Installer Packages. When you use user publishing, you can deploy software using
either Windows Installer Packages or ZAW Down-Level Application Packages. With
either technique, you must set file permissions on the installer package so that the
appropriate computer and user accounts have read access.

Because Software Installation policy is applied only during foreground process-
ing of policy settings, per-computer application deployments are processed at
startup and per-user application deployments are processed at logon. You can cus-
tomize installation using transform (.mst) files. Transform files modify the installation
process according to the settings you defined for specific computers and users.
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You can deploy software by following these steps:

1.

2.

In the GPMC, press and hold or right-click the GPO you want to use for the
deployment and then tap or click Edit.

In the policy editor, open Computer Configuration\Software Settings\Soft-
ware Installation or User Configuration\Software Settings\Software Installa-
tion as appropriate for the type of software deployment.

Press and hold or right-click Software Installation. On the shortcut menu, tap
or click New, and then tap or click Package.

In the Open dialog box, navigate to the network share where your package is
located, tap or click the package to select it, and then tap or click Open.

NOTE Windows Installer Packages (.msi) is selected by default in the Files Of
Type list. If you are performing a user publishing deployment, you can also choose
ZAW Down-Level Application Packages (.zap) as the file type.

In the Deploy Software dialog box, shown in Figure 4-16, select one of the
following deployment methods and then tap or click OK:

s Published To publish the application without modifications

= Assigned To assign the application without modifications

= Advanced To deploy the application using advanced configuration
options

Deploy Software -
Select deployment method:

(@ Publizhed
() Assigned
() Advanced

Select this option to Publish the application without modifications.

()3 | | Cancel

FIGURE 4-16 Select the deployment method.

Configuring Software Deployment Options

You can view and set general options for a software package by following these

steps:

1.

2.

In the GPMC, press and hold or right-click the GPO you want to use for the
deployment and then tap or click Edit.

In the policy editor, access Computer Configuration\Software Settings\Soft-
ware Installation or User Configuration\Software Settings\Software Installa-
tion as appropriate for the type of software deployment.

Double-tap or double-click the Software Installation package. In the Proper-
ties dialog box, review or modify software deployment options.
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On the Deployment tab, shown in Figure 4-17, you can change the deploy-

ment type and configure the following deployment and installation options:

= Auto-Install This Application By File Extension Activation Adver-
tises any file extensions associated with this package for install-on-first-
use deployment. This option is selected by default.

= Uninstall This Application When It Falls Out Of The Scope Of Man-
agement Removes the application if it no longer applies to the user.

= Do Not Display This Package In The Add/Remove Programs Control
Panel Prevents the application from appearing in Add/Remove Pro-
grams, which prevents a user from uninstalling an application.

= Install This Application At Logon Configures full installation—rather
than advertisement—of an application when the user logs on. This option
cannot be set when you publish a package for users.

= Installation User Interface Options Controls how the installation is
performed. With the default setting, Maximum, the user sees all setup
screens and messages during installation. With the Basic option, the user
sees only error and completion messages during installation.

Hyper-V Integration |L-

| General| Deployment | Upgrades | Categories | Modifications I Security |

Deployment type
(@ Publizhed
() Assigned

Deployment options
Auto-install thiz application by file extension activation

[ Uninstall this application when it falls out of the scope of
managernent

[ Da nat display this package in the Add/Remave Pragrams contral
panel

Install thiz application at lagon

Installation user interface options
() Basic
(@) Maximum

| QK | | Cancel Apply

FIGURE 4-17 Review and modify the deployment options as necessary.

Tap or click OK.
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Updating Deployed Software

When an application uses a Windows Installer package, you can apply an update or
service pack to a deployed application by following these steps:

1.

After you obtain an .msi file or .msp (patch) file containing the update or
service pack to be applied, copy the .msi or .msp file and any new installation
files to the folder containing the original .msi file. Overwrite any duplicate
files as necessary.

In the GPMC, press and hold or right-click the GPO you want to use for the
deployment and then tap or click Edit.

In the policy editor, access Computer Configuration\Software Settings\Soft-
ware Installation or User Configuration\Software Settings\Software Installa-
tion as appropriate for the type of software deployment.

Press and hold or right-click the package you want to work with. On

the shortcut menu, tap or click All Tasks, and then tap or click Redeploy
Application.

When prompted to confirm the action, tap or click Yes. The application is
then redeployed to all users and computers as appropriate for the GPO you
are working with.

When an application uses a non-Windows Installer package, you can update a
deployed application or apply a service pack by following these steps:

1.

In the GPMC, press and hold or right-click the GPO you want to use for the
deployment and then tap or click Edit.

In the policy editor, access Computer Configuration\Software Settings\Soft-
ware Installation or User Configuration\Software Settings\Software Installa-
tion as appropriate for the type of software deployment.

Press and hold or right-click the package. On the shortcut menu, tap or click
All Tasks, and then tap or click Remove. Tap or click OK to accept the default
option of immediate removal.

Copy the new .zap file and all related files to a network share, and redeploy
the application.

Upgrading Deployed Software

You can upgrade a previously deployed application to a new version by following
these steps:

1.

Obtain a Windows Installer file for the new software version, and copy it
along with all required files to a network share. Alternatively, you can per-
form an administrative installation to the network share.

In the GPMC, press and hold or right-click the GPO you want to use for the
deployment and then tap or click Edit.

In the policy editor, access Computer Configuration\Software Settings\Soft-
ware Installation or User Configuration\Software Settings\Software Installa-
tion as appropriate for the type of software deployment.
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4. Press and hold or right-click Software Installation. On the shortcut menu, tap
or click New, and then tap or click Package. Create an assigned or published
application by using the Windows Installer file for the new software version.

5. Press and hold or right-click the upgrade package, and then tap or click
Properties. On the Upgrades tab, tap or click Add. In the Add Upgrade Pack-
age dialog box, do one of the following:

= [f the original application and the upgrade are in the current GPO, select
Current Group Policy Object, and then select the previously deployed ap-
plication in the Package To Upgrade list.

= [f the original application and the upgrade are in different GPOs, select
A Specific GPO, tap or click Browse, and then select the GPO from the
Browse For A Group Policy Object dialog box. Select the previously de-
ployed application in the Package To Upgrade list.

6. Choose an upgrade option. If you want to replace the application with the
new version, select Uninstall The Existing Package, Then Install The Upgrade
Package. If you want to perform an in-place upgrade over the existing instal-
lation, select Package Can Upgrade Over The Existing Package.

7. Tap or click OK to close the Add Upgrade Package dialog box. If you want
to make this a required upgrade, select the Required Upgrade For Existing
Packages check box, and then tap or click OK to close the upgrade package’s
Properties dialog box.

Automatically Enrolling Computer and User Certificates

A server designated as a certificate authority (CA) is responsible for issuing digi-

tal certificates and managing certificate revocation lists (CRLs). Servers running
Windows Server can be configured as certificate authorities by installing Active
Directory Certificate Services. Computers and users can use certificates for authenti-
cation and encryption.

In an enterprise configuration, enterprise CAs are used for autoenrollment. This
means authorized users and computers can request a certificate, and the certificate
authority can automatically process the certificate request so that the users and
computers can immediately install the certificate.

Group Policy controls the way autoenroliment works. When you install enterprise
CAs, autoenrollment policies for users and computers are enabled automatically.
The policy for computer certificate enroliment is Certificate Services Client—Auto-
Enrollment Settings under Computer Configuration\Windows Settings\Security
Settings\Public Key Policies. The policy for user certificate enrollment is Certificate
Services Client—Auto-Enrollment under User Configuration\Windows Settings\Secu-
rity Settings\Public Key Policies.

You can configure autoenrollment by following these steps:

1. Inthe GPMC, press and hold or right-click the GPO you want to work with
and then tap or click Edit.

2. In the policy editor, access User Configuration\Windows Settings\Security
Settings\Public Key Policies or Computer Configuration\Windows Settings\
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Security Settings\Public Key Policies as appropriate for the type of policy you
want to review.

3. Double-tap or double-click Certificate Services Client—Auto-Enroliment. To
disable automatic enrollment, select Disabled from the Configuration Model
list, tap or click OK, and then skip the remaining steps in this procedure. To
enable automatic enrollment, select Enabled from the Configuration Model
list.

4. To automatically renew expired certificates, update pending certificates, and
remove revoked certificates, select the related check box.

5. To ensure that the latest version of certificate templates are requested and
used, select the Update Certificates That Use Certificate Templates check box.

6. To notify users when a certificate is about to expire, specify when notifica-
tions are sent using the box provided. By default, notifications are sent when
10 percent of the certificate lifetime remains.

7. Tap or click OK to save your settings.

Managing Automatic Updates in Group Policy

Automatic Updates help you keep the operating system up to date. Although you
can configure Automatic Updates on a per-computer basis, you'll typically want
to configure this feature for all users and computers that process a GPO—this is a
much more efficient management technique.

Note that by default, Windows 8 and Windows Server 2012 use Windows Update
to download Windows Components as well as binaries for roles, role services, and
features. If the Windows diagnostics framework detects that a Windows component
needs to be repaired, Windows uses Windows Update to download the component.
If an administrator is trying to install a role, role service, or feature and the payload
is missing, Windows uses Windows Update to download the related binaries. For
more information, see “Server Manager Essentials and Binaries” in Chapter 2.

Configuring Automatic Updates

When you manage Automatic Updates through Group Policy, you can set the up-
date configuration to any of the following options:

= Auto Download And Schedule The Install Updates are automatically
downloaded and installed according to a schedule you specify. When up-
dates have been downloaded, the operating system notifies the user so that
she can review the updates that are scheduled to be installed. The user can
install the updates then or wait for the scheduled installation time.

= Auto Download And Notify For Install The operating system retrieves all
updates as they become available and then prompts the user when they're
ready to be installed. The user can then accept or reject the updates. Ac-
cepted updates are installed. Rejected updates aren’t installed but remain on
the system, where they can be installed later.

= Notify For Download And Notify For Install The operating system noti-
fies the user before retrieving any updates. If a user elects to download the
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updates, the user still has the opportunity to accept or reject them. Accepted
updates are installed. Rejected updates aren't installed but remain on the
system, where they can be installed later.

Allow Local Admin To Choose Setting Allows the local administrator to
configure Automatic Updates on a per-computer basis. Note that if you use
any other setting, local users and administrators are unable to change set-
tings for Automatic Updates.

You can configure Automatic Updates in Group Policy by following these steps:

1.

In the GPMC, press and hold or right-click the GPO you want to work with
and then tap or click Edit.

In the policy editor, access Computer Configuration\Administrative Tem-
plates\Windows Components\Windows Update.

Double-tap or double-click Configure Automatic Updates. In the Proper-
ties dialog box, you can now enable or disable Group Policy management
of Automatic Updates. To enable management of Automatic Updates, select
Enabled. To disable management of Automatic Updates, select Disabled, tap
or click OK, and then skip the remaining steps.

Choose an update configuration from the options in the Configure Auto-
matic Updating list.

If you select Auto Download And Schedule The Install, you can schedule the
installation day and time by using the lists provided. Tap or click OK to save
your settings.

Optimizing Automatic Updates

Generally, most automatic updates are installed only when a computer is shut down
and restarted. Some automatic updates can be installed immediately without inter-
rupting system services or requiring system restart. To ensure that some updates
can be installed immediately, follow these steps:

1.
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In the GPMC, press and hold or right-click the GPO you want to work with
and then tap or click Edit.

In the policy editor, access Computer Configuration\Administrative Tem-
plates\Windows Components\Windows Update.

Double-tap or double-click Allow Automatic Updates Immediate Installation.
In the Properties dialog box, select Enabled and then tap or click OK.
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By default, only users with local administrator privileges receive notifications
about updates. You can allow any user logged on to a computer to receive update
notifications by following these steps:

1. Inthe GPMC, press and hold or right-click the GPO you want to work with
and then tap or click Edit.

2. In the policy editor, access Computer Configuration\Administrative Tem-
plates\Windows Components\Windows Update.

3. Double-tap or double-click Allow Non-Administrators To Receive Update
Notifications. In the Properties dialog box, select Enabled and then tap or
click OK.

Another useful policy is Remove Access To Use All Windows Update Features.
This policy prohibits access to all Windows Update features. If enabled, all Automatic
Updates features are removed and can't be configured. This includes the Automatic
Updates tab in the System utility and driver updates from the Windows Update
website in Device Manager. This policy is located in User Configuration\Administra-
tive Templates\Windows Components\Windows Update.

Using Intranet Update Service Locations

On networks with hundreds or thousands of computers, the Automatic Updates
process can use a considerable amount of network bandwidth, and having all the
computers check for updates and install them over the Internet doesn’t make sense.
Instead, consider using the Specify Intranet Microsoft Update Service Location
policy, which tells individual computers to check a designated internal server for
updates.

The designated update server must run Windows Server Update Services (WSUS),
be configured as a web server running Microsoft Internet Information Services (lIS),
and be able to handle the additional workload, which might be considerable on a
large network during peak usage times. Additionally, the update server must have
access to the external network on port 80. The use of a firewall or proxy server on
this port shouldn’t present any problems.

The update process also tracks configuration information and statistics for each
computer. This information is necessary for the update process to work properly,
and it can be stored on a separate statistics server (an internal server running IIS) or
on the update server itself.

To specify an internal update server, follow these steps:
1. After you install and configure an update server, open the GPO you want to

work with for editing. In the policy editor, access Computer Configuration\
Administrative Templates\Windows Components\Windows Update.

2. Double-tap or double-click Specify Intranet Microsoft Update Service Loca-
tion. In the Properties dialog box, select Enabled.

3. Inthe Set The Intranet Update Service For Detecting Updates text box, type
the URL of the update server. In most cases, this is http://servername, such as
http://CorpUpdateServerO1.
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4. Type the URL of the statistics server in the Set The Intranet Statistics Server
text box. This doesn't have to be a separate server; you can specify the up-
date server in this text box.

NOTE |If you want a single server to handle both updates and statistics, enter the
same URL in both boxes. Otherwise, if you want a different server for updates and
statistics, enter the URL for each server in the appropriate box.

5. Tap or click OK. After the applicable Group Policy object is refreshed, systems
running appropriate versions of Windows will look to the update server for
updates. You'll want to monitor the update and statistics servers closely for
several days or weeks to ensure that everything is working properly. Directo-
ries and files will be created on the update and statistics servers.
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Enhancing Computer Security

= Using Security Templates 191

= Using the Security Configuration Wizard 206

S ound security practices and settings are essential to successful system adminis-
tration. Two key ways to configure security settings are to use security tem-
plates and security policies. Both of these features manage system settings that
you would typically manage through Group Policy otherwise.

Using Security Templates

Security templates provide a centralized way to manage security-related settings
for workstations and servers. You use security templates to apply customized sets
of Group Policy definitions to specific computers.

These policy definitions generally affect the following policies:

Account policies Control security for passwords, account lockout, and
Kerberos security

Local policies Control security for auditing, user rights assignment, and
other security options

Event log policies Control security for event logging

Restricted groups policies Control security for local group membership
administration

System services policies Control security and startup mode for local
services

File system policies Control security for file and folder paths in the local
file system

Registry policies Control the permissions on security-related registry
keys

NOTE Security templates are available in all Microsoft Windows Server installa-

tions and can be imported into any Group Policy object. Security templates apply
only to the Computer Configuration area of Group Policy. They do not apply to
the User Configuration area. In Group Policy, you'll find applicable settings under

Computer Configuration\Windows Settings\Security Settings. Some security settings
are not included, such as those that apply to wireless networks, public keys, software

restrictions, and IP security.

191



Working with security templates is a multipart process that involves the following
steps:

1. Use the Security Templates snap-in to create a new template or select an

existing template that you want to modify.

2. Use the Security Templates snap-in to make necessary changes to the tem-
plate settings and then save the changes.

3. Use the Security Configuration And Analysis snap-in to analyze the differ-
ences between the template you are working with and the current computer
security settings.

4. Revise the template as necessary after you review the differences between
the template settings and the current computer settings.

5. Use the Security Configuration And Analysis snap-in to apply the template
and overwrite existing security settings.

When you first start working with security templates, you should determine
whether you can use an existing template as a starting point. Other administrators
might have created templates, or your organization might have baseline templates
that should be used. You can also create a new template to use as your starting
point, as shown in Figure 5-1.

Caonsolel - [Console Root\Security Templates\C:\Users\williams\Documents\Security\Templates\File l;li-

File Action View Favorites Window Help -
E3

7| Cansole Root Service Mame Startup Permission ~
4 T Security Templates [k Application Experience Mot Defined  Not Defined
4 [3 C\Users\williams\Documents\ Security\ Templates % Application Identity Mot Defined ot Defined
4 [d File Servers [ Application Information Mot Defined Mot Defined
b g Account Policies [k Application Layer Gateway Service Mot Defined Mot Defined
b ] Local Policies {{F Application Management Mot Defined  Not Defined

I | Eventlog

R " {{f Background Intelligent Transfer Service Mot Defined Mot Defined
b [4 Restricted Groups

fotiled & [ Base Filtering Engine bot Defined Mot Defined
'I: ER” _EZ" EIVICES [ Braker Infrastructure Mot Defined Mot Defined
egis :
. EF”:S:{?;W {F Certificate Propagation Mot Defined Mot Defined
. a 5 CNG Key Isolation Mot Defined Nt Defined
5, Security Configuration and Analysis ;
£ COM+ Event System Mot Defined  Nat Defined |+

FIGURE 5-1 View and create security templates with the Security Templates snap-in.

TIP If you select a template that you want to use as a starting point, you should go
through each setting that the template applies and evaluate how the setting affects
your environment. If a setting doesn’t make sense, you should modify it appropriately
or delete it.

You don't use the Security Templates snap-in to apply templates. You use the
Security Configuration And Analysis snap-in to apply templates. You can also
use the Security Configuration And Analysis snap-in to compare the settings in a
template to the current settings on a computer. The results of the analysis highlight
areas where the current settings don't match those in the template. This is useful to
determine whether security settings have changed over time.
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Using the Security Templates and Security Configuration And
Analysis Snap-ins
You can open the security snap-ins by following these steps:
1. Start the Microsoft Management Console (MMC). One way to do this is by
pressing the Windows key, typing mmc.exe, and then pressing Enter.
2. In the Microsoft Management Console, tap or click File and then tap or click
Add/Remove Snap-In.
3. Inthe Add Or Remove Snap-Ins dialog box, tap or click Security Templates
and then tap or click Add.

4. Tap or click Security Configuration And Analysis, and then tap or click Add.
Tap or click OK.

By default, the Security Templates snap-in looks for security templates in the
%SystemDrive%\Users\%UserName%\Documents\Security\Templates folder. You
can add other search paths for templates by following these steps:

1. With the Security Templates snap-in selected in the MMC, choose New Tem-

plate Search Path from the Action menu.

2. Inthe Browse For Folder dialog box, select the template location to add, such
as %SystemRoot%\Security\Templates\Policies. Tap or click OK.

Now that you've located the template search path you want to work with,
you can select a template and expand the related notes to review its settings.

You can create a template by following these steps:

1. In the Security Templates snap-in, either press and hold or right-click the
search path where the template should be created and then tap or click New
Template.

Type a name and description for the template in the text boxes provided.

3. Tap or click OK to create the template. The template will have no settings
configured, so you need to modify the settings carefully before the template
is ready for use.

4. After you modify the template, save the changes by pressing and holding or
right-clicking the template in the Security Templates snap-in and selecting
Save. Alternatively, you can select Save As to assign a different name to the
modified template.

Reviewing and Changing Template Settings

The sections that follow discuss how to work with template settings. As you'll learn,
you manage each type of template setting in a slightly different way.

Changing Settings for Account, Local, and Event Log Policies

Account policy settings control security for passwords, account lockout, and Ker-
beros security. Local policy settings control security for auditing, user rights assign-
ment, and other security options. Event log policy settings control security for event
logging. For detailed information on account policy and local policy settings, see
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Chapter 8, “Creating User and Group Accounts.” For detailed information on config-
uring event logging, see Chapter 3, “Monitoring Processes, Services, and Events.”

With account, local, and event log policies, you can change template settings by
following these steps:

1.
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In the Security Templates snap-in, expand the Account Policies or Local Poli-
cies node as necessary and then select a related subnode, such as Password
Policy or Account Lockout Policy.

In the right pane, policy settings are listed alphabetically. The value in the
Computer Setting column shows the current setting. If the template changes
the setting so that it is no longer defined, the value is listed as Not Defined.
Double-tap or double-click a setting to display its Properties dialog box,
shown in Figure 5-2. To determine the purpose of the setting, tap or click
the Explain tab. To define and apply the policy setting, select the Define This
Policy Setting In The Template check box. To clear this policy and not apply
it, clear this check box.

Account lockout duration Properties \L-

Template Security Policy Sefting | Explain

Account lockout duration

Disfine this policy setting in the template
Account is locked out for:

0 1 minutes

[ ok [ ceeel [ ey |

FIGURE 5-2 Change template settings for account and local policies.

If you enable the policy setting, specify how the policy setting is to be used
by configuring any additional options.

Tap or click OK to save your changes. You might see the Suggested Value
Changes dialog box, shown in Figure 5-3. This dialog box informs you of
other values that are changed to suggested values based on your setting
change. For example, when you change the Account Lockout Threshold set-
ting, Windows might also change the Account Lockout Duration and Reset
Account Lockout Counter After settings, as shown in the figure.
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Suggested Value Changes 2

Becauze the value of Account lockout duration is now 30 minutes, the settings for the following
items will be changed to the suggested values.

Palicy Template Setting Suggested Setting

g Account lockout threshold Mot Defined B irwvealid logon attempts

Lz Reset account lockout counter after Mot Defined 30 minutes

< m >
()3 | | Cancel

FIGURE 5-3 Review the suggested value changes.

Configuring Restricted Groups

Restricted groups policy settings control the list of members of groups as well as the
groups to which the configured group belongs. You can restrict a group by follow-
ing these steps:

1.

In the Security Templates snap-in, select the Restricted Groups node. In the
right pane, any currently restricted groups are listed by name. Members of

the group are listed as well, and so are groups of which the restricted group
is a member.

You can add a restricted group by pressing and holding or right-clicking the
Restricted Groups node in the left pane and then tapping or clicking Add
Group. In the Add Group dialog box, tap or click Browse.

In the Select Groups dialog box, type the name of a group you want to
restrict and then tap or click Check Names. If multiple matches are found,
select the account you want to use and then tap or click OK. If no matches
are found, update the name you entered and try searching again. Repeat this
step as necessary, and then tap or click OK.

In the Properties dialog box, shown in Figure 5-4, you can use the Add
Members option to add members to the group. Tap or click Add Members,
and then specify the members of the group. If the group should not have any
members, remove all members by tapping or clicking Remove. Any mem-
bers who are not specified in the policy setting for the restricted group are
removed when the security template is applied.

In the Properties dialog box, tap or click Add Groups to specify the groups
to which this group belongs. If you specify membership in groups, the
groups to which this group belongs are listed exactly as you've applied them
(provided that the groups are valid in the applicable workgroup or domain).
If you do not specify membership in groups, the groups to which this group
belongs are not modified when the template is applied.

Tap or click OK to save your settings.
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CPANDL\DevUsers Properties [» [

Configure Membership for CRANDLAD evilsers

Members of this group:
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| QK | | Cancel Apply

FIGURE 5-4 Review the suggested value changes.

You can remove a restriction on a group by following these steps:

1. In the Security Templates snap-in, select the Restricted Groups node. In the
right pane, any currently restricted groups are listed by name. Members of
the group are listed along with the groups of which the restricted group is a
member.

2. Press and hold or right-click the group that should not be restricted, and
then tap or click Delete. When prompted to confirm the action, tap or click
Yes.

Enabling, Disabling, and Configuring System Services

Policy settings for system services control the general security and startup mode for
local services. You can enable, disable, and configure system services by following
these steps:

1. In the Security Templates snap-in, select the System Services node. In the
right pane, all currently installed services on the computer you are working
with are listed by name, startup setting, and permission configuration. Keep
the following in mind when working with system services:
= [f the template does not change the startup configuration of the service,

the value for the Startup column is listed as Not Defined. Otherwise, the
startup configuration is listed as one of the following values: Automatic,
Manual, or Disabled.

196 Enhancing Computer Security



2.

If the template does not change the security configuration of the service,
the value for the Permission column is listed as Not Defined. Otherwise,
the security configuration is listed as Configured.

Double-tap or double-click the entry for a system service to display its Prop-
erties dialog box, shown in Figure 5-5. To define and apply the policy setting,
select the Define This Policy Setting In The Template check box. To clear this
policy and not apply it, clear this check box.

Remote Registry Properties |L-

Template Security Policy Setting |

Femote Registy

Drefine this policy setting in the template
Select service startup mode:
() Automatic
() Manual
(@ Disabled

| QK | | Cancel | | Apply

FIGURE 5-5 Change template settings for system services.

If you enable the policy setting, specify the service startup mode by selecting
Automatic, Manual, or Disabled. Keep the following in mind:

Automatic ensures that the service starts automatically when the operat-
ing system starts. Choose this setting for essential services that you know
are secure and that you want to be sure are run if they are installed on the
computer that the template is being applied to.

Manual prevents the service from starting automatically and allows the
service only to be started manually, either by a user, application, or other
service. Choose this setting when you want to restrict unnecessary or
unused services or when you want to restrict services that you know are
not entirely secure.

Disabled prevents the service from starting automatically or manually.
Choose this setting only with unnecessary or unused services that you
want to prevent from running.

If you know the security configuration that the service should use, tap or click
Edit Security, and then set the service permissions in the Security For dialog
box. You can set permissions to allow specific users and groups to start, stop,
and pause the service on the computer.

Tap or click OK.
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Configuring Security Settings for Registry and File System Paths

Policy settings for the file system control security for file and folder paths in the lo-
cal file system. Policy settings for the registry control the values of security-related
registry keys. You can view or change security settings for currently defined registry
and file system paths by following these steps:

1. Inthe Security Templates snap-in, select the Registry node or the File System
node, depending on which type of file path you want work with. In the right
pane, all currently secured paths are listed.

2. Double-tap or double-click a registry or file path to view its current settings,
as shown in Figure 5-6.

MACHINE\SAM\SAM Properties |L-

Template Security Policy Setting |

E MACHINESSAMNSAM

(@ Configure thiz key then

(@ Propagate inheritable permissions to all subkeys

() Replace existing permissions on all subkeys with inheritable
permissions

() Do not allow permizsions on this key to be replaced

| QK | | Cancel Apply

FIGURE 5-6 Change template settings for paths and keys.

3. To ensure that permissions on the path or key are not replaced, select Do
Not Allow Permissions On This Key To Be Replaced and then tap or click OK.
Skip the remaining steps in this procedure.

4. To configure the path or key and replace permissions, select Configure This
Key Then and then choose one of the following options:

= Propagate Inheritable Permissions To All Subkeys Choose this op-
tion to apply all inheritable permissions to this registry or file path and
to all registry and file paths below this path. Existing permissions are
replaced only if they conflict with a security permission set for this path.

= Replace Existing Permissions On All Subkeys With Inheritable
Permissions Choose this option to replace all existing permissions on
this registry or file path and on all registry and file paths below this path.
Any existing permissions are removed, and only the current permissions
remain.
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6.

Tap or click Edit Security. In the Security For dialog box, configure security
permissions for users and groups. You have the same options for permis-
sions, auditing, and ownership as you do for files and folders used with NTFS.
See Chapter 12, “Data Sharing, Security, and Auditing,” for details on permis-
sions, auditing, and ownership.

Tap or click OK twice to save the settings.

You can define security settings for registry paths by following these steps:

1.

In the Security Templates snap-in, select and then press and hold or right-
click the Registry node and then tap or click Add Key. This displays the Select
Registry Key dialog box, shown in Figure 5-7.

Select Registry Key <]

Fiegistry:
=317 SYSTEM ~
+-337 ContralSet001
+-357 ControlSetDD2
—?p-r'p CurrentContralSet
| -307 Contral

+-f1 Enum
+3;;'_|1 Hardware Profiles
3;;'_;: Policies
- Services
SR NET CLF Data
+-337 NET CLR Networking
+3;;';| MET CLR Metworking 4.0.0.0 e

Selected key:
MACHIMENSYSTEMACumrentControlS et Services\. MET CLR D ata |

()3 | | Cancel |

FIGURE 5-7 Select the registry path or value to secure.

In the Select Registry Key dialog box, select the registry path or value you

want to work with and then tap or click OK. Entries under CLASSES_ROOT

are for HKEY_CLASSES_ROOT. Entries under MACHINE are for HKEY_LOCAL_

MACHINE. Entries under USERS are for HKEY_USERS.

In the Database Security For dialog box, configure security permissions for

users and groups. You have the same options for permissions, auditing, and

ownership as you do for files and folders used with NTFS. See Chapter 12 for

details on permissions, auditing, and ownership.

Tap or click OK. The Add Object dialog box is displayed. To ensure that

permissions on the path or key are not replaced, select Do Not Allow Permis-

sions On This Key To Be Replaced and then tap or click OK. Skip the remain-

ing steps in this procedure.

To configure the path or key and replace permissions, select Configure This

Key Then and then do one of the following:

= Choose Propagate Inheritable Permissions To All Subkeys to apply all in-
heritable permissions to this registry path and all registry paths below this
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6.

path. Existing permissions are replaced only if they conflict with a security
permission set for this path.

= Choose Replace Existing Permissions On All Subkeys With Inheritable Per-
missions to replace all existing permissions on this registry path and on all
registry paths below this path. Any existing permissions are removed, and
only the current permissions remain.

Tap or click OK.

You can define security settings for file paths by following these steps:

1.
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In the Security Templates snap-in, select and then press and hold or right-
click the File System node, and then tap or click Add File. This displays the
Add A File Or Folder dialog box, shown in Figure 5-8.

Add a file or folder -
Add this file or Folder to the template:
42, Local Disk {C:) ~
4 1 Data -
4 . Backup
4 . Current
. Database
. History
I inetpub v
Folder: | Database |
| Make Mew Faolder | | Ok || Cancel |

FIGURE 5-8 Select the file or folder path to secure.

In the Add A File Or Folder dialog box, select the file or folder path or value
you want to work with and then tap or click OK.

In the Database Security For dialog box, configure security permissions for

users and groups. You have the same options for permissions, auditing, and

ownership as you do for files and folders used with NTFS. See Chapter 12 for

details on permissions, auditing, and ownership.

Tap or click OK. The Add Object dialog box is displayed. To ensure that per-

missions on the path are not replaced, select Do Not Allow Permissions On

This File Or Folder To Be Replaced and then tap or click OK. Skip the remain-

ing steps in this procedure.

To configure the path and replace permissions, select Configure This Path

Then and then do one of the following:

= Choose Propagate Inheritable Permissions To All Subfolders to apply all
inheritable permissions to this file path and all file paths below this path.
Existing permissions are replaced only if they conflict with a security per-
mission set for this path.
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=  Choose Replace Existing Permissions On All Subfolders With Inheritable
Permissions to replace all existing permissions on this file path and on all
file paths below this path. Any existing permissions are removed, and only
the current permissions remain.

6. Tap or click OK.

Analyzing, Reviewing, and Applying Security Templates

As stated previously, you use the Security Configuration And Analysis snap-in to
apply templates and to compare the settings in a template to the current settings
on a computer. Applying a template ensures that a computer conforms to a specific
security configuration. Comparing settings can help you identify any discrepancies
between what is implemented currently and what is defined in a security template.
This can also be useful to determine whether security settings have changed over
time.

REAL WORLD The key drawback to using the Security Configuration And Analysis
snap-in is that you cannot configure multiple computers at once. You can configure
security only on the computer on which you are running the snap-in. If you want to
use this tool to deploy security configurations, you must log on to and run the tool on
each computer. Although this technique works for standalone computers, it is not the
optimal approach in a domain. In a domain setting, you'll want to import the security
template settings into a Group Policy object (GPO) and then deploy the security
configuration to multiple computers. For more information, see “Deploying Security
Templates to Multiple Computers” later in this chapter.

The Security Configuration And Analysis snap-in uses a working database to
store template security settings and then applies the settings from this database. For
analysis and comparisons, the template settings are listed as the effective database
settings and the current computer settings are listed as the effective computer set-
tings. Keep in mind that if you are actively editing a template in the Security Tem-
plates snap-in, you need to save the template so that the changes can be analyzed
and used.

After you create a template or determine that you want to use an existing tem-
plate, you can analyze and then configure the template by following these steps:

1. Open the Security Configuration And Analysis snap-in.

2. Press and hold or right-click the Security Configuration And Analysis node,
and then tap or click Open Database. This displays the Open Database dialog
box.

3. By default, the Open Database dialog box’s search path is set to %System-
Drive%\Users\%UserName%\Documents\Security\Database. As necessary,
select options in the Open Database dialog box to navigate to a new save
location. In the File Name text box, type a descriptive name for the data-
base, such as Current Config Comparison, and then tap or click Open. The
security database is created in the Security Database Files format with the
.sdb file extension.
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4. The Import Template dialog box is displayed with the default search path set
to %SystemDrive%\Users\%UserName%\Documents\Security\Templates. As
necessary, select options in the Import Template dialog box to navigate to
a new template location. Select the security template you want to use, and
then tap or click Open. Security template files end with the .inf file extension.

5. Press and hold or right-click the Security Configuration And Analysis node,
and then tap or click Analyze Computer Now. When prompted to set the er-
ror log path, type a new path or tap or click OK to use the default path.

6. Wait for the snap-in to complete the analysis of the template. If an error oc-
curs during the analysis, you can view the error log by pressing and holding
or right-clicking the Security Configuration And Analysis node and choosing
View Log File.

When you are working with the Security Configuration And Analysis snap-in, you
can review the differences between the template settings and the current computer
settings. As Figure 5-9 shows, the template settings stored in the analysis database
are listed in the Database Setting column and the current computer settings are
listed in the Computer Setting column. If a setting has not been analyzed, it is listed
as Not Defined.

= Console1 - [Console Root\Security Configuration and Analysis\Account Policies\Password Policy] \;‘i-
File Action View Favorites Window Help -8 x
L= E
“ Cansole Roat Palicy Database Setting  Computer Setting
4 Fh Security Templates ligEnforce password histary 3 passwords rem...  24p s remembered
b g CUserstwilliams\Dacuments\Secy | [ Maximum password age 45 days 42 days
4 By Security Configuration and Analysis || (i3 Minimum password age 30 days | days
4 (A Account Palicies (' Minimum passward length 8 characters 7 characters
5 Password Policy 5 Password must meet complexity requirements Disabled Enabled
b (g Account Lockout Policy ['g Stare passwards using reversible encryption  Disabled Disabled
b 3 Local Palicies
b & Eventlag
b [ Restricted Graups
b [ System Services
b [ Registry
b [ File System
< m > < m >

FIGURE 5-9 Review the differences between the template settings and the current computer settings.

You can make changes to a setting stored in the database by following these
steps:

1. In the Security Configuration And Analysis snap-in, double-tap or double-
click the setting you want to work with.

2. In the Properties dialog box, shown in Figure 5-10, note the current com-
puter setting. If information about the purpose of the setting is available, you
can view this by tapping or clicking the Explain tab.
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4.

Enforce password history Properties \;-

Analyzed Security Policy Setting | Explain

s Enforce password history
F o

Computer setting

Keep passward history for

‘24 passwords remembered

Define this policy in the database,

Kesp password history for.

5 ° | passwords remembered

This setting affects the database only. It does not change curent
computer settings

FIGURE 5-10 Change a policy setting in the database before applying the template.

To define and apply the policy setting, select the Define This Policy In The
Database check box. To clear this policy and not apply it, clear this check box.
If you enable the policy setting, specify how the policy setting is to be used
by configuring any additional options.

Repeat this process as necessary. To save your database changes to the tem-
plate, press and hold or right-click the Security Configuration And Analysis
node and then tap or click Save.

You can also use the Secedit command-line utility to analyze, review, and apply
security templates. The basic technique is as follows:

1.
2.
3.

4.

Open an elevated administrator prompt.
Use Secedit /Import to import a security template into a working database.

Use Secedit /Analyze to compare the template settings to a computer’s cur-
rent settings.

Use Secedit /Configure to apply the template settings.

Whether you are working with the graphical wizard or the command-line util-
ity, you might want to create a rollback template before applying any settings. A
rollback template is a reverse template that allows you to remove most settings ap-
plied with a template. The only settings that cannot be removed are those for access
control lists on file system and registry paths.

At an elevated administrator prompt, you can create a rollback template by using
the Secedit command-line utility. Type the following:

secedit /generaterollback /db DatabaseName /cfg TemplateName
/rbk Rol1BackName /1og LogName

where DatabaseName is the name of a new database that will be used to perform
the rollback, TemplateName is the name of an existing security template for which
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you are creating a rollback template, Rol/BackName sets the name of a new security
template in which the reverse settings should be stored, and LogName sets the
name of an optional file for tracking the status of the rollback process.

In the following example, you create a rollback template for the “File Servers”
template:

secedit /generaterollback /db rollback.db /cfg "file servers.inf"
/rbk fs-orig.inf /log rollback.log

When you're ready to apply the template, press and hold or right-click the
Security Configuration And Analysis node, and then tap or click Configure Computer
Now. When prompted to set the error log path, tap or click OK because the default
path should be sufficient. To view the configuration error log, press and hold or
right-click the Security Configuration And Analysis node and then tap or click View
Log File. Note any problems, and take action as necessary.

If you created a rollback template prior to applying a security template, you can
restore the computer's security settings to their previous state. To apply a rollback
template, follow these steps:

1. In the Security Configuration And Analysis snap-in, press and hold or right-
click the Security Configuration And Analysis node and then tap or click
Import Template.

2. Inthe Import Template dialog box, select the rollback template.

Select the Clear This Database Before Importing check box, and then tap or
click Open.

4. Press and hold or right-click the Security Configuration And Analysis node,
and then tap or click Configure Computer Now. Tap or click OK.

The only settings that cannot be restored are for access control lists on file
system and registry paths. Once the permissions on file system and registry paths
have been applied, you cannot reverse the process automatically and must instead
manually reverse the changes one at a time.

Deploying Security Templates to Multiple Computers

Rather than applying security templates to one computer at a time, you can deploy
your security configurations to multiple computers through Group Policy. To do this,
you need to import the security template into a GPO processed by the computers
that the template settings should apply to. Then, when policy is refreshed, all com-
puters within the scope of the GPO receive the security configuration.

Security templates apply only to the Computer Configuration portion of Group
Policy. Before you deploy security configurations in this way, you should take a close
look at the domain and organizational unit (OU) structure of your organization and
make changes as necessary to ensure that the security configuration is applied only
to relevant types of computers. Essentially, this means that you need to create OUs
for the different types of computers in your organization and then move the com-
puter accounts for these computers into the appropriate OUs. Afterward, you need
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to create and link a GPO for each of the computer OUs. For example, you could cre-
ate the following computer OUs:

Domain Controllers An OU for your organization’s domain controllers.
This OU is created automatically in a domain.

High-Security Member Servers An OU for servers that require higher
than normal security configurations.

Member Servers An OU for servers that require standard server security
configurations.

High-Security User Workstations An OU for workstations that require
higher than normal security configurations.

User Workstations An OU for workstations that require standard worksta-
tion security configurations.

Remote Access Computers An OU for computers that remotely access the
organization’s network.

Restricted Computers An OU for computers that require restrictive secu-
rity configurations, such as computers that are used in labs or kiosks.

REAL WORLD You need to be extra careful when you deploy security templates
through GPOs. If you haven't done this before, practice in a test environment first,

and be sure to also practice recovering computers to their original security settings.

If you create a GPO and link the GPO to the appropriate level in the Active Directory
structure, you can recover the computers to their original state by removing the link to

the GPO. This is why it is extremely important to create and link a new GPO rather than
use an existing GPO.

To deploy a security template to a computer GPO, follow these steps:

1.

After you configure a security template and have tested it to ensure that
it is appropriate, open the GPO you previously created and linked to the
appropriate level of your Active Directory structure. In the Group Policy
Management editor, open Computer Configuration\Windows Settings\
Security Settings.

Press and hold or right-click Security Settings, and then tap or click Import
Policy.

In the Import Policy From dialog box, select the security template to import
and then tap or click Open. Security templates end with the .inf file exten-
sion.

Check the configuration state of the security settings to verify that the set-
tings were imported as expected, and then close the policy editor. Repeat
this process for each security template and computer GPO you've configured.
In the default configuration of Group Policy, it will take 90 to 120 minutes for
the settings to be pushed out to computers in the organization.
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Using the Security Configuration Wizard

The Security Configuration Wizard can help you create and apply a comprehensive
security policy. A security policy is an XML file you can use to configure services,
network security, registry values, and audit policies. Because security policies are
role-based and feature-based, you generally need to create a separate policy for
each of your standard server configurations. For example, if your organization

uses domain controllers, file servers, and print servers, you might want to create a
separate policy for each of these server types. If your organization has mail servers,
database servers, and combined file/print servers as well as domain controllers, you
should create separate policies tailored to these server types.

You can use the Security Configuration Wizard to do the following:

= Create a security policy.

= Edit a security policy.

= Apply a security policy.

= Roll back the last-applied security policy.

Security policies can incorporate one or more security templates. Much like you
can with security templates, you can apply a security policy to the currently logged-
on computer using the Security Configuration Wizard. Through Group Policy,
you can apply a security policy to multiple computers as well. By default, security

policies created with the Security Configuration Wizard are saved in the %System-
Root%\security\msscw\Policies folder.

The command-line counterpart to the graphical wizard is the Scwemd
(Scwemd.exe) utility. At an elevated administrator prompt, you can use Scwemd
Analyze to determine where a computer is in compliance with a security policy and
Scwemd Configure to apply a security policy.

Creating Security Policies

The Security Configuration Wizard allows you to configure policy only for roles

and features that are installed on a computer when you run the wizard. The precise
step-by-step process for creating security policies depends on the server roles and
features available on the currently logged-on computer. That said, the general con-
figuration sections presented in the wizard are the same regardless of the computer
configuration.

The Security Configuration Wizard has the following configuration sections:
= Role-Based Service Configuration Configures the startup mode of sys-

tem services based on a server's installed roles, installed features, installed
options, and required services.

= Network Security Configures inbound and outbound security rules for
Windows Firewall With Advanced Security based on installed roles and
installed options.

= Registry Settings Configures protocols used to communicate with other
computers based on installed roles and installed options.
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Audit Policy Configures auditing on the selected server based on your
preferences.

Save Security Policy Allows you to save and view the security policy. You
can also include one or more security templates.

With this in mind, you can create a security policy by following these steps:

1.

2.

Start the Security Configuration Wizard. In Server Manager, you can do this
by tapping or clicking Tools, Security Configuration Wizard. On the Welcome
page of the wizard, tap or click Next.

On the Configuration Action page, review the actions you can perform. (See
Figure 5-11.) Create A New Security Policy is selected by default. Tap or click
Next.

Security Configuration Wizard -

Configuration Action
‘fou can create a new security policy; edit or apply an existing security policy; or rollback the
last applied security policy, 4%

Select the action you want to perform:

(® Create a new security policy

() Edit an existing security policy

() Apply an existing security policy

() Rollback the last applied security policy

Browse. ..

Learn mare abouk confiquration ackions,

< Back Mexk = | | Cancel

FIGURE 5-11 Review the actions you can perform.

On the Select Server page, select the server you want to use as a baseline
for this security policy. The baseline server is the server on which the roles,
features, and options you want to work with are installed. The currently
logged-on computer is selected by default. To choose a different computer,
tap or click Browse. In the Select Computer dialog box, type the name of the
computer and then tap or click Check Names. Select the computer account
you want to use, and then tap or click OK.

When you tap or click Next, the wizard collects the security configuration
and stores it in a security configuration database. On the Processing Security
Configuration Database page, tap or click View Configuration Database to
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view the settings in the database. After you review the settings in the SCW
Viewer, return to the wizard and tap or click Next to continue.

Each configuration section has an introductory page. The first introductory
page is the one for Role-Based Service Configuration. Tap or click Next.

The Select Server Roles page, shown in Figure 5-12, lists the installed server
roles. Select each role that should be enabled. Clear the check box for each
role that should be disabled. Selecting a role enables services, inbound ports,
and settings required for that role. Clearing a role disables services, inbound
ports, and settings required for that role, provided that they aren’t required
by an enabled role. Tap or click Next.

Security Configuration Wizard -

Select Server Roles
These server roles are used ko enable services and open ports, & server can perform multiple ‘%
roles, i

View: | Installed roles | v |

Select the server roles that the selected server performs:

[ [+ Distributed Transactions ~
[ File Server

[ [+ Microsaft iSCSI Initiatar Service

[ [+ Middle-tier Application Server (COM+/DTC)
[ [+ Print Server

[+ remate CoOM+

[ Remaoke SCW Configuration and Analysis
[ [+ shadaw Capies of Shared Falders

[ [+ SMMP Trap Server

[ wolume Shadow Copy

[ windaws Event Collectar Service e

Learn mare about server roles,
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FIGURE 5-12 Select the server roles to enable.

On the Select Client Features page, you'll see the installed client features
used to enable services. Select each feature that should be enabled. Clear
each feature that should be disabled. Selecting a feature enables services
required for that feature. Clearing a feature disables services required for
that feature, provided that they aren't required by an enabled feature. Tap or
click Next.

On the Select Administration And Other Options page, you'll see the installed
options used to enable services and open ports. Select each option that
should be enabled. Clear each option that should be disabled. Selecting an
option enables services required for that option. Clearing an option disables
services required for that option, provided that they aren’t required by an
enabled option. Tap or click Next.

Enhancing Computer Security



10.

11.

12.

13.

14.

15.

16.

On the Select Additional Services page, you'll see a list of additional services
found on the selected server while processing the security configuration
database. Select each service that should be enabled. Clear each service that
should be disabled. Selecting a service enables services required for that ser-
vice. Clearing a service disables services required for that service, provided
that they aren’t required by an enabled service. Tap or click Next.

On the Handling Unspecified Services page, indicate how unspecified
services should be handled. Unspecified services are services that are not
installed on the selected server and are not listed in the security configura-
tion database. By default, the startup mode of unspecified services is not
changed. To disable unspecified services instead, select Disable The Service.
Tap or click Next.

On the Confirm Service Changes page, review the services that will be
changed on the selected server if the security policy is applied. Note the cur-
rent startup mode and the startup mode that will be applied by the policy.
Tap or click Next.

On the introductory page for Network Security, tap or click Next. On the
Network Security Rules page, you'll see a list of firewall rules needed for the
roles, features, and options you previously selected. You can add, edit, or
remove inbound and outbound rules using the options provided. Tap or click
Next when you are ready to continue.

On the introductory page for Registry Settings, tap or click Next. On the Re-
quire SMB Security Signatures page, review the server message block (SMB)
security signature options. By default, minimum operating system require-
ments and digital signing are used, and you won't want to change these
settings. Tap or click Next.

For domain controllers and servers with LDAP, on the Require LDAP Signing
page, you can set minimum operating system requirements for all directory-
enabled computers that access Active Directory.
On the Outbound Authentication Methods page, choose the methods that
the selected server uses to authenticate with remote computers. Your choices
set the outbound LAN Manager authentication level that will be used. If the
computer communicates only with domain computers, select Domain Ac-
counts but do not select the other options. This will ensure that the com-
puter uses the highest level of outbound LAN Manager authentication. If
the computer communicates with both domain and workgroup computers,
select Domain Accounts and Local Accounts On The Remote Computers. In
most cases, you won't want to select the file-sharing option because this will
result in a substantially lowered authentication level. Tap or click Next.
The outbound authentication methods you choose determine what addi-
tional Registry Settings—related pages are displayed. Keep the following in
mind:
= [f you don't select any outbound authentication methods, the outbound
LAN Manager authentication level is set as Send NTLMv2 Response Only
and an additional page is displayed to allow you to set the inbound
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17.

18.

19.

20.

21.

22.
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authentication method. On the Inbound Authentication Using Domain
Accounts page, choose the types of computers from which the selected
server will accept connections. Your choices set the inbound LAN Man-
ager authentication level that will be used. If the computer communicates
only with Windows XP Professional or later computers, clear both options.
This ensures that the computer uses the highest level of inbound LAN
Manager authentication. If the computer communicates with older PCs,
accept the default selections. Tap or click Next.

= If you select domain accounts, local accounts, or both, you'll have ad-
ditional related pages that allow you to set the LAN Manager authentica-
tion level used when making outbound connections. You'll also be able
to specify that you want to synchronize clocks with this server’s clock.
Inbound authentication is set as Accept All.

= If you allow file sharing passwords for early releases of Windows, the
outbound LAN Manager authentication level is set as Send LM & NTLM
Only and the inbound authentication level is set as Accept All. Because of
this, when you tap or click Next, the Registry Settings Summary page is
displayed.
On the Registry Settings Summary page, review the values that will be
changed on the selected server if the security policy is applied. Note the cur-
rent value and the value that will be applied by the policy. Tap or click Next.
On the introductory page for Audit Policy, tap or click Next. On the Sys-
tem Audit Policy page, configure the level of auditing you want. To disable
auditing, select Do Not Audit. To enable auditing for successful events, select
Audit Successful Activities. To enable auditing for all events, select Audit Suc-
cessful And Unsuccessful Activities. Tap or click Next.
On the Audit Policy Summary page, review the settings that will be changed
on the selected server if the security policy is applied. Note the current set-
ting and the setting that will be applied by the policy. Tap or click Next.
On the introductory page for Save Security Policy, tap or click Next. On the
Security Policy File Name page, you can configure options for saving the
security policy and adding one or more security templates to the policy. To
view the security policy in the SCW Viewer, tap or click View Security Policy.
When you have finished viewing the policy, return to the wizard.

To add security templates to the policy, tap or click Include Security Tem-
plates. In the Include Security Templates dialog box, tap or click Add. In the
Open dialog box, select a security template to include in the security policy.
If you add more than one security template, you can prioritize them in case
any security configuration conflicts occur between them. Settings from tem-
plates higher in the list have priority. Select a template, and then tap or click
the Up and Down buttons to prioritize the templates. Tap or click OK.

By default, the security policy is saved in the %SystemRoot%\Security\
Msscw\Policies folder. Tap or click Browse. In the Save As dialog box, select a
different save location for the policy if necessary. After you type a name for
the security policy, tap or click Save. The default or selected folder path and
file name are then listed in the Security Policy File Name text box.
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23. Tap or click Next. On the Apply Security Policy page, you can choose to apply
the policy now or later. Tap or click Next, and then tap or click Finish.

Editing Security Policies
You can use the Security Configuration Wizard to edit a security policy by following
these steps:

1. Start the Security Configuration Wizard. In Server Manager, you can do this
by tapping or clicking Tools, Security Configuration Wizard. When the wizard
starts, tap or click Next.

2. On the Configuration Action page, select Edit An Existing Security Policy and
then tap or click Browse. In the Open dialog box, select the security policy
you want to work with and then tap or click Open. Security policies end with
the .xml extension. Tap or click Next.

3. Follow steps 3-23 of the procedure in the section “Creating Security Policies”
to edit the configuration of the security policy.

Applying Security Policies
You can use the Security Configuration Wizard to apply a security policy by follow-
ing these steps:

1. Start the Security Configuration Wizard. In Server Manager, you can do this
by tapping or clicking Tools, Security Configuration Wizard. When the wizard
starts, tap or click Next.

2. On the Configuration Action page, select Apply An Existing Security Policy
and then tap or click Browse. In the Open dialog box, select the security
policy you want to work with and then tap or click Open. Security policies
end with the .xml extension. Tap or click Next.

3. On the Select Server page, select the server you want to apply the secu-
rity policy to. The currently logged-on computer is selected by default. To
choose a different computer, tap or click Browse. In the Select Computer dia-
log box, type the name of the computer and then tap or click Check Names.
Select the computer account you want to use, and then tap or click OK.

4. Tap or click Next. On the Apply Security Policy page, tap or click View Se-
curity Policy to view the security policy in the SCW Viewer. When you have
finished viewing the policy, return to the wizard.

5. Tap or click Next to apply the policy to the selected server. When the wizard
finishes applying the policy, tap or click Next, and then tap or click Finish.

Rolling Back the Last-Applied Security Policy
You can use the Security Configuration Wizard to roll back the last security policy
you applied by following these steps:

1. Start the Security Configuration Wizard. In Server Manager, you can do this
by tapping or clicking Tools, Security Configuration Wizard. When the wizard
starts, tap or click Next.
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2. On the Configuration Action page, select Rollback The Last Applied Security
Policy and then tap or click Next.

3. On the Select Server page, select the server on which you want to roll back
the last security policy you applied. The currently logged-on computer is
selected by default. To choose a different computer, tap or click Browse. In
the Select Computer dialog box, type the name of the computer and then
tap or click Check Names. Select the computer account you want to use, and
then tap or click OK.

4. Tap or click Next. On the Rollback Security Configuration page, tap or click
View Rollback File to view the details of the last-applied security policy in the
SCW Viewer. When you finish viewing the policy, return to the wizard.

5. Tap or click Next to roll back the policy to the selected server. When the
wizard finishes the rollback process, tap or click Next, and then tap or click
Finish.

Deploying a Security Policy to Multiple Computers

In an organization with many computers, you probably won’t want to apply a
security policy to each computer separately. As discussed in "Deploying Security
Templates to Multiple Computers” earlier in this chapter, you might want to apply a
security policy through Group Policy, and you might want to create computer OUs
for this purpose.

Once you've created the necessary OUs, you can use the Scwemd utility's trans-
form command to create a GPO that includes the settings in the security policy (and
any security templates attached to the policy). You then deploy the settings to com-
puters by linking the new GPO to the appropriate OU or OUs. By default, security
policies created with the Security Configuration Wizard are saved in the %System-
Root%\security\msscw\Policies folder.

Use the following syntax to transform a security policy:

scwemd transform /p:FullFilePathToSecurityPolicy /g:GPOName

where FullFilePathToSecurityPolicy is the full file path to the security policy’s .xml
file, and GPOName is the display name for the new GPO. Consider the following
example:

scwemd transform /p:"c:\users\wrs\documents\fspolicy.xm1"
/9: "FileServer GPO"

When you create the GPO, you can link the GPO by following these steps:

1. Inthe Group Policy Management Console (GPMC), select the OU you want to
work with. In the right pane, the Linked Group Policy Objects tab shows the
GPOs that are currently linked to the selected OU (if any).

2. Press and hold or right-click the OU to which you want to link the previously
created GPO, and then select Link An Existing GPO. In the Select GPO dialog
box, select the GPO you want to link to and then tap or click OK.

When Group Policy is refreshed for computers in the applicable OU, the
policy settings in the GPO are applied.
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Because you created a new GPO and linked the GPO to the appropriate level in
the Active Directory structure, you can restore the computers to their original state
by removing the link to the GPO. To remove a link to a GPO, follow these steps:

1. Inthe GPMC, select and then expand the OU you want to work with. In the
right pane, the Linked Group Policy Objects tab shows the GPOs that are cur-
rently linked to the selected OU.

2. Press and hold or right-click the GPO. On the shortcut menu, the Link
Enabled option should have a check mark to show it is enabled. Clear this op-
tion to remove the link.
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Active Directory Domain Services (AD DS) is an extensible and scalable direc-
tory service you can use to efficiently manage network resources. As an
administrator, you need to be deeply familiar with how Active Directory technol-
ogy works, and that’s exactly what this chapter is about. If you haven't worked with
Active Directory technology before, you'll notice immediately that the technology
is fairly advanced and has many features.

Introducing Active Directory

Since Windows 2000, Active Directory has been the heart of Microsoft Windows—
based domains. Just about every administrative task you perform affects Active
Directory in some way. Active Directory technology is based on standard Internet
protocols and is designed to help you clearly define your network’s structure.

Active Directory and DNS

Active Directory uses Domain Name System (DNS). DNS is a standard Internet
service that organizes groups of computers into domains. DNS domains are or-
ganized into a hierarchical structure. The DNS domain hierarchy is defined on an
Internet-wide basis, and the different levels within the hierarchy identify comput-
ers, organizational domains, and top-level domains. DNS is also used to map host
names to numeric TCP/IP addresses. Through DNS, an Active Directory domain
hierarchy can also be defined on an Internet-wide basis, or the domain hierarchy
can be separate from the Internet and private.

When you refer to computer resources in a DNS domain, you use a fully quali-
fied domain name (FQDN), such as zeta.microsoft.com. Here, zeta represents the
name of an individual computer, microsoft represents the organizational domain,
and com is the top-level domain. Top-level domains (TLDs) are at the base of the
DNS hierarchy. TLDs are organized geographically by using two-letter country
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codes, such as CA for Canada; by organization type, such as com for commercial
organizations; and by function, such as mil for U.S. military installations.

Normal domains, such as microsoft.com, are also referred to as parent domains
because they're the parents of an organizational structure. You can divide parent
domains into subdomains, which you can then use for different offices, divisions,
or geographic locations. For example, the FQDN for a computer at Microsoft's
Seattle office could be designated as jacob.seattle.microsoft.com. Here, jacob is the
computer name, seattle is the subdomain, and microsoft.com is the parent domain.
Another term for a subdomain is a child domain.

DNS is an integral part of Active Directory technology—so much so that you
must configure DNS on the network before you can install Active Directory. Work-
ing with DNS is covered in Chapter 16, “Optimizing DNS.”

With Windows Server 2012, you install Active Directory in a two-part process.
First you start the process in Server Manager by tapping or clicking Manage and
then Add Roles And Features. This runs the Add Roles And Features Wizard, which
you use to specify that you want to add the AD DS role to the server. This installs
binaries needed for the role, and the progress of this process is shown on the Instal-
lation Progress page.

REAL WORLD Binaries needed to install roles and features are referred to as pay-
loads. With Windows Server 2012, not only can you uninstall a role or feature, but you
also can uninstall and remove the payload for that feature or role using the —~Remove
parameter of the Uninstall-WindowsFeature cmdlet.

You can restore a removed payload using the Install-WindowsFeature cmdlet. By de-
fault, payloads are restored via Windows Update. Use the —Source parameter to restore
a payload from a WIM mount point. In the following example, you restore the AD DS
binaries and all related subfeatures via Windows Update:

install-windowsfeature -name ad-domain-services
-includeallsubfeature

When the installation completes, you start the Active Directory Domain Services
Configuration Wizard by tapping or clicking the Promote This Server To A Domain
Controller link on the Installation Progress page and then use this wizard to config-
ure the role. This wizard replaces Dcpromo.exe, which was used previously for pro-
moting domain controllers. The wizard also will run Adprep.exe to prepare schema
as appropriate. If you do not run Adprep.exe separately beforehand and you are
installing the first domain controller that runs Windows Server 2012 in an existing
domain or forest, the wizard will prompt you to supply credentials to run Adprep
commands. To prepare a forest, you need to provide credentials for a member of
the Enterprise Admins group, the Schema Admins group, and the Domain Admins
group in the domain that hosts the schema master. To prepare a domain, you need
to provide credentials for a member of the Domain Admins group. If you are install-
ing the first RODC in a forest, you need to provide credentials for a member of the
Enterprise Admins group.

If DNS isn't already installed, you are prompted to install it. If no domain exists,
the wizard helps you create a domain and configure Active Directory in the new
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domain. The wizard can also help you add child domains to existing domain struc-
tures. To verify that a domain controller is installed correctly, do the following:

m  Check the Directory Service event log for errors.

= Ensure that the SYSVOL folder is accessible to clients.
= Verify that name resolution is working through DNS.
= Verify the replication of changes to Active Directory.

NOTE In the rest of this chapter, I'll use the terms directory and domains to refer to
Active Directory and Active Directory domains, respectively, except when | need to
distinguish Active Directory structures from DNS or other types of directories.

Keep in mind that when you use Server Manager for Windows Server 2012 and
the forest functional level is Windows Server 2003 or higher, any necessary prepara-
tions are done automatically when you deploy a domain controller. This means the
Configuration Wizard automatically updates the Active Directory schema for the
forest and domain so that it is compatible with Windows Server 2012 as necessary.

Read-Only Domain Controller Deployment

When the domain and forest are operating at the Windows Server 2003 functional
level or higher and your primary domain controller (PDC) emulator for a domain is
running Windows Server 2008 or later, you can deploy read-only domain controllers
(RODCs). Any domain controller running Windows Server 2008 R2 or later can be
configured as an RODC. When you install the DNS Server service on an RODC, the
RODC can act as a read-only DNS (RODNS) server. In this configuration, the follow-
ing conditions are true:

= The RODC replicates the application directory partitions that DNS uses,
including the ForestDNSZones and DomainDNSZones partitions. Clients can
query an RODNS server for name resolution. However, the RODNS server
does not support client updates directly because the RODNS server does not
register resource records for any Active Directory—integrated zone that it
hosts.

= When a client attempts to update its DNS records, the server returns a refer-
ral. The client can then attempt to update against the DNS server that is
provided in the referral. Through replication in the background, the RODNS
server then attempts to retrieve the updated record from the DNS server
that made the update. This replication request is only for the changed DNS
record. The entire list of data changed in the zone or domain is not repli-
cated during this special request.

The first Windows Server 2008 R2 or later domain controller installed in a forest
or domain cannot be an RODC. However, you can configure subsequent domain
controllers as read-only.

MORE INFO The domain and forest must have the correct schema level to support
RODCs and must also be prepared to work with RODCs. Previously, in some cases, this
required that you prepare the forest and domain schemas for Windows Server 2008 R2
and then update the forest schema again for RODCs. When you use Server Manager,
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Windows Server 2012, and the Windows Server 2003 or higher forest functional level,
any necessary preparations are done automatically as part of DC and RODC deployment.

Active Directory Features for Windows Server 2008 R2

If you are upgrading to Windows Server 2012 but haven't yet deployed Windows
Server 2008 R2, you'll want to know about related features for Active Directory.
When you are using Windows Server 2008 R2 and Windows Server 2012 and

have deployed these operating systems on all domain controllers throughout the
domains in your Active Directory forest, your domains can operate at the Windows
Server 2008 R2 domain functional level, and the forest can operate at the Windows
Server 2008 R2 forest functional level. These operating levels allow you to take
advantage of the many Active Directory enhancements that improve manageability,
performance, and supportability, including the following:

= Active Directory Recycle Bin Allows administrators to undo the acciden-

tal deletion of Active Directory objects in much the same way as they can
recover deleted files from the Windows Recycle Bin. For more information,
see "Using the Active Directory Recycle Bin" later in this chapter.

Managed service accounts Introduces a special type of domain user ac-
count for managed services that reduces service outages and other issues by
having Windows manage the account password and related Service Principal
Names (SPNs) automatically. For more information, see “Implementing Man-
aged Accounts” in Chapter 8, “Creating User and Group Accounts.”

Managed virtual accounts Introduces a special type of local computer
account for managed services that provides the ability to access the network
with a computer identity in a domain environment. For more information,
see "Using Virtual Accounts” in Chapter 8.

REAL WORLD Technically, you can use managed service accounts and managed
virtual accounts in a mixed-mode domain environment. However, you have to
manually manage SPNs for managed service accounts and the Active Directory
schema must be compatible with Windows Server 2008 R2 and higher.

Authentication Mechanism Assurance Improves the authentication pro-
cess by allowing administrators to control resource access based on whether
a user logs on using a certificate-based logon method. Thus, an administra-
tor can specify that a user has one set of access permissions when logged on
using a smart card and a different set of access permissions when not logged
on using a smart card.

Other improvements don't require that you raise domain or forest functional

levels, but they do require that you use Windows Server 2012. These improvements
include the following:
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= Offline domain join Allows administrators to preprovision computer

accounts in the domain to prepare operating systems for deployment. This
allows computers to join a domain without having to contact a domain
controller.
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= Active Directory module for Windows PowerShell Provides cmdlets for
managing Active Directory when you are working with Windows PowerShell.
Import the Active Directory module by typing import-module activedirec-
tory at the PowerShell prompt.

= Active Directory Administrative Center Provides a task-orientated inter-
face for managing Active Directory. In Server Manager, tap or click Tools and
then tap or click Active Directory Administrative Center.

= Active Directory Web Services Introduces a web service interface for Ac-
tive Directory domains.

These features are discussed in more detail in Chapter 7, “Core Active Directory

Administration.”

Active Directory Features for Windows Server 2012

Active Directory Domain Service in Windows Server 2012 has many additional
features that give administrators additional options for implementing and managing
Active Directory. Table 6-1 lists key features. At the least, these features require that
you update the Active Directory schema in your forests and domains for Windows
Server 2012. You also might need to update the domain, forest, or both functional
levels to the new Windows Server 2012 operating level.

TABLE 6-1 Key Active Directory Features for Windows Server 2012

FEATURE BENEFITS REQUIREMENTS
Active Directory—based  Allows you to use AD to Volume Licensing; Active
activation automatically activate Directory schema must

clients running Windows 8  be updated for Windows
and Windows Server 2012.  Server 2012; key is set

Any client connected to using Volume Activation
the service is activated. server role or command
line.
Claims-based policy Allows access and audit Claims policy must be
controls policies to be defined enabled for Default
flexibly. Domain Controllers Policy;

file servers must run
Windows Server 2012;
domain must have at least
one Windows Server 2012
domain controller.

Deferred index creation  Allows deferring of The domain controller
index creation within must run Windows Server
the directory until 2012.

UpdateSchemaNow is
received or the domain
controller is rebooted.
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FEATURE

Enhanced Fine-Grained
Password Policy

Enhanced Recycle Bin

Group Managed Service
Accounts

Kerberos constrained
delegation across
domains

Kerberos with Armoring

Off-premises domain
join
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BENEFITS

Allows administrators

to use Active Directory
Administrative Center

for Windows Server 2012
to create and manage
password-settings objects
(PSOs).

Allows administrators to
recover deleted objects
using Active Directory
Administrative Center for
Windows Server 2012.

Allows multiple services
to share a single managed
service account.

Allows managed service
accounts to act on behalf
of users across domains
and forests.

Improves domain security;
allows a domain-joined
client and domain
controller to communicate
over a protected channel.

Allows a computer to be
domain-joined over the
Internet.
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REQUIREMENTS

Windows Server 2008 or
higher domain functional
level.

Domain must have Recycle
Bin enabled and Windows
Server 2008 R2 or higher
forest functional level.

Active Directory schema
must be updated for
Windows Server 2012;
must have at least one
Windows Server 2012
domain controller; services
must run on Windows
Server 2012.

Each affected domain must
have at least one Windows
Server 2012 domain
controller; front-end server
must run Windows Server
2012; back-end server
must run Windows Server
2003 or later; and other
requirements as well.

Windows Server 2012
domain controllers;
Windows Server 2012
domain functional

level; on clients, enable
"Require FAST" policy;

on domain controllers,
enable “Support CBAC and
Kerberos Armoring” policy.

Domain must be Direct
Access—enabled, and
domain controllers must
run Windows Server 2012.



FEATURE

Relative ID (RID) soft
ceiling and warnings

Server Manager
integration

Virtual domain

controller cloning

BENEFITS

Adds warnings as global
RID space is used up.
Adds a soft ceiling of 900
million RIDs used that
prevents RIDs from being
issued until administrator
overrides.

Allows you to perform
all the steps required to
deploy local and remote
domain controllers.

Allows you to safely deploy
virtualized replicas of
domain controllers. Also
helps maintain domain
controller state.

REQUIREMENTS

A domain controller with
RID role must run Windows
Server 2012, and domain
controllers must run
Windows Server 2012.

Windows Server 2012;
forest functional level of
Windows Server 2003 or
higher.

A domain controller with
PDC Emulator role must
run Windows Server
2012, and virtual domain
controllers must run
Windows Server 2012 as
well.

Working with Domain Structures

Active Directory provides both logical and physical structures for network compo-
nents. Logical structures help you organize directory objects and manage network
accounts and shared resources. Logical structures include the following:

Organizational units A subgroup of domains that often mirrors the orga-
nization's business or functional structure.

Domains A group of computers that share a common directory database.

Domain trees One or more domains that share a contiguous namespace.

Domain forests One or more domain trees that share common directory

information.

Physical structures serve to facilitate network communication and to set physical
boundaries around network resources. Physical structures that help you map the
physical network structure include the following:

Subnets A network group with a specific IP address range and network

mask.

Sites One or more subnets. Sites are used to configure directory access and

replication.
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Understanding Domains

An Active Directory domain is simply a group of computers that share a common
directory database. Active Directory domain names must be unique. For example,
you can't have two microsoft.com domains, but you can have a parent domain
microsoft.com, with the child domains seattle.microsoft.com and ny.microsoft.com.
If the domain is part of a private network, the name assigned to a new domain must
not conflict with any existing domain name on the private network. If the domain

is part of the Internet, the name assigned to a new domain must not conflict with
any existing domain name throughout the Internet. To ensure uniqueness on the
Internet, you must register the parent domain name before using it. You can register
a domain through any designated registrar. You can find a current list of designated
registrars at InterNIC (www.internic.net).

Each domain has its own security policies and trust relationships with other
domains. Domains can also span more than one physical location, which means that
a domain can consist of multiple sites and those sites can have multiple subnets, as
shown in Figure 6-1. Within a domain’s directory database, you'll find objects defin-
ing accounts for users, groups, and computers as well as shared resources such as
printers and folders.

10.1.11.0/24 10.1.31.0/24
10.1.12.0/24 10.1.32.0/24

.Seattle Site ),
Seat 10.1.1.0/24

Network . 10.1.2.0/24
Chicago Site )™~
Chicago
N,

‘

(o
New York
Network

Network

10.1.21.0/24 10.1.41.0/24
10.1.22.0/24 10.1.42.0/24

FIGURE 6-1 This network diagram depicts a wide area network (WAN) with multiple sites and
subnets.

NOTE User and group accounts are discussed in Chapter 8. Computer accounts and
the various types of computers used in Windows Server domains are discussed in
“Working with Active Directory Domains” later in this chapter.
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Domain functions are limited and controlled by the domain functional level.
Several domain functional levels are available, including the following:

= Windows Server 2003 Supports domain controllers running Windows
Server 2003 and later.

= Windows Server 2008 Supports domain controllers running Windows
Server 2008 and later.

= Windows Server 2008 R2 Supports domain controllers running Windows
Server 2008 R2 and Windows Server 2012.

= Windows Server 2012 Supports domain controllers running Windows
Server 2012.

For further discussion of domain functional levels, see “Working with Domain
Functional Levels” later in this chapter.

Understanding Domain Forests and Domain Trees

Each Active Directory domain has a DNS domain name, such as microsoft.com. One
or more domains sharing the same directory data are referred to as a forest. The
domain names within this forest can be noncontiguous or contiguous in the DNS
naming hierarchy.

When domains have a contiguous naming structure, they're said to be in the
same domain tree. Figure 6-2 shows an example of a domain tree. In this ex-
ample, the root domain msnbc.com has two child domains: seattle.msnbc.com and
ny.msnbc.com. These domains, in turn, have subdomains. All the domains are part of
the same tree because they have the same root domain.

Active Directory forest
\ msnbc.com \
| seattle.msnbc.com | | ny.msnbc.com |
|hr.seatt|e.msnbc.com| |it.seattle.msnbc.com| | hr.ny.msnbc.com | | it.ny.msnbc.com |

FIGURE 6-2 Domains in the same tree share a contiguous naming structure.

If the domains in a forest have noncontiguous DNS names, they form separate
domain trees within the forest. As shown in Figure 6-3, a domain forest can have
one or more domain trees. In this example, the msnbc.com and microsoft.com do-
mains form the roots of separate domain trees in the same forest.

Using Active Directory 225



Active Directory forest

I msnbc.com |

| seattle.msnbc.com | | ny.msnbc.com

|hr.seatt|e.msnbc,com| | it.seattle.msnbc.com |

| microsoft.com |

| sf.microsoft.com | |miami.microsoft.com|

|eng.sf.microsoft.com| | bus.sf.microsoft.com | |bus,miami.microsoft.coml

FIGURE 6-3 Multiple trees in a forest with noncontiguous naming structures.

You can access domain structures by using Active Directory Domains And Trusts,
shown in Figure 6-4. Active Directory Domains And Trusts is a snap-in for the Micro-
soft Management Console (MMC). You can also start it from the Tools menu in
Server Manager. You'll find separate entries for each root domain. In Figure 6-4, the
active domain is cpandl.com.

= Active Directory Domains and Trusts I;Ii-

File Action View Help

e E g =
5 Active Directory Domains and Trust|| Mame Type

}5! cpandl.com }E!cpan(ll.com damainDMNS
< m >

FIGURE 6-4 Use Active Directory Domains And Trusts to work with domains, domain trees, and
domain forests.

Forest functions are limited and controlled by the forest functional level. Several
forest functional levels are available, including the ones listed here:

= Windows Server 2003 Supports domain controllers running Windows
Server 2003 and later.
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= Windows Server 2008 Supports domain controllers running Windows
Server 2008 and later.

= Windows Server 2008 R2 Supports domain controllers running Windows
Server 2008 R2 and Windows Server 2012.

= Windows Server 2012 Supports domain controllers running Windows
Server 2012.

When all domains within a forest are operating in Windows Server 2003 forest
functional level, you'll see improvements over earlier implementations in global
catalog replication and replication efficiency. Because link values are replicated, you
might see improved intersite replication as well. You can deactivate schema class
objects and attributes; use dynamic auxiliary classes; rename domains; and create
one-way, two-way, and transitive forest trusts.

The Windows Server 2008 forest functional level offers incremental improve-
ments over the Windows Server 2003 forest functional level in Active Directory per-
formance and features. When all domains within a forest are operating in this mode,
you'll see improvements in both intersite and intrasite replication throughout the
organization. Domain controllers can use Distributed File System (DFS) replication
rather than File Replication Service (FRS) replication as well. In addition, Windows
Server 2008 security principals are not created until the primary domain controller
(PDC) emulator operations master in the forest root domain is running Windows
Server 2008.

The Windows Server 2008 R2 forest functional level has several additional
features. These features include the Active Directory Recycle Bin, managed service
accounts, and Authentication Mechanism Assurance.

Although Active Directory for Windows Server 2012 has many enhancements,
most of these enhancements require using only Windows Server 2012 domain
controllers and schema. The main exception is for Kerberos with Armoring, which
requires the Windows Server 2012 domain functional level.

Generally, you cannot lower the forest functional level once you raise it. How-
ever, when you raise the forest functional level to Windows Server 2012, you can
lower it to Windows Server 2008 R2. If Active Directory Recycle Bin has not been
enabled, you can also lower the forest functional level from Windows Server 2012 to
Windows Server 2008 R2 or Windows Server 2008 or from Windows Server 2008 R2
back to Windows Server 2008. You cannot roll the domain functional level back to
Windows Server 2003 or lower.

Understanding Organizational Units

Organizational units (OUs) are subgroups within domains that often mirror an
organization’s functional or business structure. You can also think of OUs as logical
containers into which you place accounts, shared resources, and other OUs. For
example, you could create OUs named HumanResources, IT, Engineering, and Mar-
keting for the microsoft.com domain. You could later expand this scheme to include
child units. Child OUs for Marketing could include OnlineSales, ChannelSales, and
PrintSales.
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Objects placed in an OU can come only from the parent domain. For example,
OUs associated with seattle.microsoft.com can contain objects for this domain only.
You can’t add objects from ny.microsoft.com to these containers, but you could cre-
ate separate OUs to mirror the business structure of seattle.microsoft.com.

OUs are helpful in organizing objects to reflect a business or functional structure.
Still, this isn't the only reason to use OUs. Other reasons include the following:

= OUs allow you to assign group policies to a small set of resources in a do-
main without applying the policies to the entire domain. This helps you set
and manage group policies at the appropriate level in the enterprise.
= OUs create smaller, more manageable views of directory objects in a domain.
This helps you manage resources more efficiently.
= OUs allow you to delegate authority and to easily control administrative ac-
cess to domain resources. This helps you control the scope of administrator
privileges in the domain. You could grant user A administrative authority for
one OU and not for others. Meanwhile, you could grant user B administrative
authority for all OUs in the domain.
OUs are represented as folders in Active Directory Users And Computers, as
shown in Figure 6-5. This utility is a snap-in for the MMC, and you can also start it
from the Tools menu in Server Manager.

] Active Directory Users and Computers == -
File Action View Help
5> - = — e =
|2 d0||XE G HRAaETER
] Active Directary Users and Camputers [C|| Mame Type Description -~
b [ Saved Queries 52, Access Control Assistance Operatars  Security Group... Members of this group can .|
4 3 epandl.com 82, Account Operatars Security Group... Members can administer do...
il Buitm 82, Administratars Security Graup... Administrators have cample...
» 5] Computers #2, Backup Operatars Security Group... Backup Operators can averri..
b &l Corporate PCs 2, Certificate Service DCOM Access Security Graup... Members of this group are al.,
= S“‘t?”"““ B, Cryptographic Operators Security Graup...  Members are authorized ta p.
= DEVEOFTH‘: . 82, Distributed COM Users Security Graup... Members are allowed to lau...
51 Domain Cantrallers =
t 1 Engineering 2, Event Log Readers Security Group... Members of this group canr.| =
. . FmJame 9 52, Guests Security Group...  Guests have the same access..
. - ForeignSecurityPrincipals 2, Hyper-V Administrators Security Group... Members of this group have .
b & HR HL,1IS_IUSRS Security Graup... Built-in group used by Intem..
b 1 Managed Service Accaunts 2, Incoming Forest Trust Builders Security Group... Members of this group can c..
» @] Sales 52, Netwark Configuration Operators Security Graup... Members in this group can h.,
b ] Tech 82, Performance Log Users Security Group... Members of this group may ...
b Users 52 Performance Manitor Users Security Graup... Members of this group can a.,
2, Pre-Windows 2000 Compatible Acce... Security Group... A backward compatibility gr...
52, Print Operatars Security Group... Members can administer da...
2, RDS Endpoint Servers Security Group...  Servers in this group run virt...
H2,RDS Management Servers Security Graup...  Servers in this group can per...
2, RDS Remote Access Servers Security Group... Servers in this group enable ...
2 Remate Desktan lsers Securit Graun... Memhers in this araun are ...~
< m > < >

FIGURE 6-5 Use Active Directory Users And Computers to manage users, groups, computers, and
organizational units.
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Understanding Sites and Subnets

A site is a group of computers in one or more IP subnets. You use sites to map your
network'’s physical structure. Site mappings are independent of logical domain
structures, so there’s no necessary relationship between a network’s physical struc-
ture and its logical domain structure. With Active Directory, you can create multiple
sites within a single domain or create a single site that serves multiple domains. The
IP address ranges used by a site and the domain namespace also have no connec-
tion.

You can think of a subnet as a group of network addresses. Unlike sites, which
can have multiple IP address ranges, subnets have a specific IP address range and
network mask. Subnet names are shown in the form network/bits-masked, such
as 192.168.19.0/24. Here, the network address 192.168.19.9 and network mask
255.255.255.0 are combined to create the subnet name 192.168.19.0/24.

NOTE Don't worry, you don't need to know how to create a subnet name. In most
cases, you enter the network address and the network mask, and then Windows Server
generates the subnet name for you.

Computers are assigned to sites based on their location in a subnet or a set of
subnets. If computers in subnets can communicate efficiently with one another
over the network, they're said to be well connected. Ideally, sites consist of subnets
and computers that are all well connected. If the subnets and computers aren't well
connected, you might need to set up multiple sites. Being well connected gives sites
several advantages:

= When clients log on to a domain, the authentication process first searches
for domain controllers that are in the same site as the client. This means that
local domain controllers are used first, if possible, which localizes network
traffic and can speed up the authentication process.

= Directory information is replicated more frequently within sites than between
sites. This reduces the network traffic load caused by replication while ensur-
ing that local domain controllers get up-to-date information quickly. You can
also use site links to customize how directory information is replicated be-
tween sites. A domain controller designated to perform intersite replication
is called a bridgehead server. By designating a bridgehead server to handle
replication between sites, you place the bulk of the intersite replication bur-
den on a specific server rather than on any available server in a site.

You access sites and subnets through Active Directory Sites And Services, shown
in Figure 6-6. Because this is a snap-in for the MMC, you can add it to any update-
able console. You can also open Active Directory Sites And Services from the Tools
menu in Server Manager.
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A Active Directory Sites and Services == -

File Action View Help

= |2[E(XE G = E =

@i Active Directary Sites and Servic|| Name Type Description
a [ Sites FF NTDS Site Settings Site Settings

b [ Subnets 71 Servers Servers Container

b [ Inter-Site Transports

b [fl Chicago-First-Site

b [& Chicago-Second-Site

b [E Default-First-Site-Name

b [E LA-First-Site

b FE Miami-First-Site

b FE MewYork-First-Site

b [E MewYork-Secand-Site

b [E Partland-First-Site

b [E Seattle-First-Site

b [E Seattle-Second-Site
< m > < m >

FIGURE 6-6 Use Active Directory Sites And Services to manage sites and subnets.

Working with Active Directory Domains

Although you must configure both Active Directory and DNS on a Windows Server
network, Active Directory domains and DNS domains have different purposes.
Active Directory domains help you manage accounts, resources, and security.

DNS domains establish a domain hierarchy that is primarily used for name resolu-
tion. Windows Server uses DNS to map host names, such as zeta.microsoft.com, to
numeric TCP/IP addresses, such as 172.16.18.8. To learn more about DNS and DNS
domains, see Chapter 16.

Using Computers with Active Directory

User computers running professional or business editions of Windows can make full
use of Active Directory. These computers access the network as Active Directory cli-
ents and have full use of Active Directory features. As clients, these systems can use
transitive trust relationships that exist within the domain tree or forest. A transitive
trust is one that isn't established explicitly. Rather, the trust is established automati-
cally based on the forest structure and permissions set in the forest. These relation-
ships allow authorized users to access resources in any domain in the forest.

Server computers provide services to other systems and can act as domain
controllers or member servers. A domain controller is distinguished from a mem-
ber server because it runs Active Directory Domain Services. You promote member
servers to domain controllers by installing Active Directory Domain Services. You
demote domain controllers to member servers by uninstalling Active Directory
Domain Services. You use the Add Role And Features and Remove Role And Fea-
tures wizards to add or remove Active Directory Domain Services. You promote or
demote a server through the Active Directory Installation Wizard (Dcpromo.exe).

Domains can have one or more domain controllers. When a domain has mul-
tiple domain controllers, the controllers automatically replicate directory data with
one another using a multimaster replication model. This model allows any domain
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controller to process directory changes and then replicate those changes to other
domain controllers.

Because of the multimaster domain structure, all domain controllers have equal
responsibility by default. You can, however, give some domain controllers prece-
dence over others for certain tasks, such as specifying a bridgehead server that has
priority in replicating directory information to other sites. In addition, some tasks
are best performed by a single server. A server that handles this type of task is called
an operations master. There are five flexible single master operations (FSMO) roles,
and you can assign each to a different domain controller. For more information, see
“Understanding Operations Master Roles” later in this chapter.

Every Windows 2000 or later computer that joins a domain has a computer ac-
count. Like other resources, computer accounts are stored in Active Directory as ob-
jects. You use computer accounts to control access to the network and its resources.
A computer accesses a domain by using its account, which is authenticated before
the computer can access the network.

REAL WORLD Domain controllers use Active Directory’s global catalog to authen-
ticate both computer and user logons. If the global catalog is unavailable, only mem-
bers of the Domain Admins group can log on to the domain because the universal
group membership information is stored in the global catalog, and this information is
required for authentication. In Windows Server 2003 and later servers, you have the
option of caching universal group membership locally, which solves this problem. For
more information, see "Understanding the Directory Structure” later in this chapter.

Working with Domain Functional Levels

To support domain structures, Active Directory includes support for the following
domain functional levels:

= Windows Server 2003 mode When the domain is operating in Windows
Server 2003 mode, the directory supports domain controllers running Win-
dows Server 2008 R2, Windows Server 2008, and Windows Server 2003. A
domain operating in Windows Server 2003 mode can use universal groups,
group nesting, group type conversion, easy domain controller renaming,
update logon time stamps, and Kerberos KDC key version numbers.

= Windows Server 2008 mode When the domain is operating in Win-
dows Server 2008 mode, the directory supports Windows Server 2008 and
Windows Server 2008 R2 domain controllers. Windows Server 2003 domain
controllers are no longer supported. A domain operating in Windows Server
2008 mode can use additional Active Directory features, including the DFS
replication service for enhanced intersite and intrasite replication.

= Windows Server 2008 R2 mode When the domain is operating in
Windows Server 2008 R2 mode, the directory supports only Windows
Server 2008 R2 domain controllers. Windows Server 2003 and Windows
Server 2008 domain controllers are no longer supported. A domain operat-
ing in Windows Server 2008 R2 mode can use Active Directory Recycle Bin,
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managed service accounts, Authentication Mechanism Assurance, and other
important Active Directory enhancements.

= Windows Server 2012 mode When the domain is operating in Windows
Server 2012 mode, the directory supports only Windows Server 2012 domain
controllers. Windows Server 2003, Windows Server 2008, and Windows
Server 2008 R2 domain controllers are no longer supported. Active Directory
schema for Windows Server 2012 includes many enhancements, but only the
Kerberos with Armoring feature requires this mode.

Generally, you cannot lower the domain functional level once you raise it.
However, when you raise the domain functional level to Windows Server 2008 R2
or Windows Server 2012 and the forest functional level is Windows Server 2008 or
lower, you have the option of rolling the domain functional level back to Windows
Server 2008 or Windows Server 2008 R2. You cannot roll the domain functional level
back to Windows Server 2003 or lower.

Using Windows Server 2003 Functional Level

Every domain in your enterprise should be operating at the Windows Server 2003
functional level or higher, if possible, which will ensure computers in your domains
can take advantage of many of the most recent enhancements to Active Directory.
After you decommission Windows NT structures and upgrade the Windows 2000
structures in your organization, you can change the functional level to Windows
Server 2003 mode operations.

Before updating Windows 2000 domain controllers, you should prepare the do-
main for upgrade. To do this, you need to update the forest and the domain schema
so that they are compatible with Windows Server 2003 domains. A tool called
Adprep.exe is provided to automatically perform the update for you. All you need to
do is run the tool on the schema operations master in the forest and then on the in-
frastructure operations master for each domain in the forest. As always, you should
test any procedure in a lab before performing it in a production environment.

On the Windows Server 2003 installation media, you'll find Adprep and related
files in the i386 subfolder. Follow these steps to perform the upgrade:

1. On the schema operations master in the forest, run <cdrom>:\i386\
adprep.exe /forestprep. You need to use an administrator account that is
a member of Enterprise Admins, Schema Admins, or Domain Admins in the
forest root domain.

2. On the infrastructure operations master for each domain in the forest, run
<cdrom>:\i386\adprep.exe /domainprep. You need to use an account that
is a member of the Domain Admins group in an applicable domain.

NOTE To determine which server is the current schema operations master for the
domain, open a command prompt and type dsquery server —hasfsmo schema. A
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directory service path string is returned containing the name of the server, such as
“CN=CORPSERVERO01,CN=Servers,CN=Default-First-Site-Name,CN=Sites,
CN=Configuration,DC=microsoft,DC=com.” This string tells you that the schema op-
erations master is CORPSERVEROL in the microsoft.com domain.

NOTE To determine which server is the current infrastructure operations master for
the domain, start a command prompt and type dsquery server ~hasfsmo infr.

REAL WORLD Generally speaking, anything you can type at a command prompt can
be typed at the PowerShell prompt as well. This is possible because PowerShell looks
for external commands and utilities as part of its normal processing. As long as the
external command or utility is found in a directory specified by the PATH environment
variable, the command or utility is run as appropriate. However, keep in mind that

the PowerShell execution order could affect whether a command runs as expected.
For PowerShell, the execution order is 1) alternate built-in or profile-defined aliases,
2) built-in or profile-defined functions, 3) cmdlets or language keywords, 4) scripts
with the .ps1 extension, and 5) external commands, utilities, and files. Thus, if any ele-
ment in steps 1 through 4 of the execution order has the same name as a command,
that element will run instead of the expected command.

After upgrading your servers, you can raise the domain and forest functional-
ity to take advantage of the additional Active Directory features of the Windows
Server 2003 functional level. Keep in mind that once you upgrade, you can use only
Windows Server 2003 and later resources in the domain and you can't go back to
any other mode. You should use Windows Server 2003 mode only when you're cer-
tain that you don't need old Windows NT domain structures, Windows NT backup
domain controllers (BDCs), or Windows 2000 domain structures.

Using Windows Server 2008 Functional Level

After you upgrade the Windows 2000 and Windows Server 2003 structures in your
organization, you can change the functional level to Windows Server 2008 mode
operations.

Before updating Windows Server 2003 domain controllers, you should prepare
the domain for Windows Server 2008. To do this, you need to use Adprep.exe to up-
date the forest and the domain schema so that they are compatible with Windows
Server 2008 domains. Follow these steps:

1. On the schema operations master in the forest, copy the contents of the
Sources\Adprep folder from the Windows Server 2008 installation media to
a local folder, and then run adprep /forestprep. If you plan to install any
read-only domain controllers, you should also run adprep /rodcprep. You
need to use an administrator account that is a member of Enterprise Admins,
Schema Admins, or Domain Admins in the forest root domain.
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2. On the infrastructure operations master for each domain in the forest, copy
the contents of the Sources\Adprep folder from the Windows Server 2008
installation media to a local folder, and then run adprep /domainprep. You
need to use an account that is a member of the Domain Admins group in an
applicable domain.

3. If you haven't previously run adprep /domainprep /gpprep in each do-
main, you need to manually perform this task. Server Manager for Windows
Server 2012 will not prepare Group Policy for you. Note that Group Policy
needs to be prepared only the first time you deploy domain controllers run-
ning Windows Server 2003 SP1 or later. Adprep /gpprep modifies the access
control entries (ACEs) for all Group Policy Object (GPO) folders in the SYSVOL
directory to grant read access to all enterprise domain controllers. This level
of access is required to support Resultant Set of Policy (RSoP) for site-based
policy and causes the NT File Replication Service (NTFRS) to resend all GPOs
to all domain controllers.

As always, you should test any procedure in a lab before performing it in a pro-

duction environment.

NOTE To determine which server is the current schema operations master for the
domain, start a command prompt and type dsquery server —hasfsmo schema. To
determine which server is the current infrastructure operations master for the domain,
start a command prompt and type dsquery server —hasfsmo infr.

After upgrading all domain controllers to Windows Server 2008, you can raise
the domain and forest level functionality to take advantage of additional Active
Directory features. If you do this, you can use only Windows Server 2008 or later
resources in the domain and you can't go back to any other mode. You should
use Windows Server 2008 mode only when you're certain that you don’t need old
Windows NT domain structures, Windows NT BDCs, or Windows 2000 or Windows
Server 2003 domain structures.

Using Windows Server 2008 R2 Functional Level

Windows Server 2008 R2 and Windows Server 2012 run only on 64-bit hardware.
You'll likely need to install Windows Server 2008 R2 and Windows Server 2012 on
new hardware rather than hardware designed for earlier releases of Windows Server.

Before updating Windows Server 2008 domain controllers, you should pre-
pare the domain for Windows Server 2008 R2. To do this, you need to use Adprep.
exe to update the forest and the domain schema so that they are compatible with
Windows Server 2008 R2 domains. Follow these steps:

1. On the schema operations master in the forest, copy the contents of the
Support\Adprep folder from the Windows Server 2008 R2 installation media
to a local folder, and then run adprep /forestprep. If you plan to install any
read-only domain controllers, you should also run adprep /rodcprep. You
need to use an administrator account that is a member of Enterprise Admins,
Schema Admins, or Domain Admins in the forest root domain.
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2. On the infrastructure operations master for each domain in the forest, copy
the contents of the Support\Adprep folder from the Windows Server 2008
R2 installation media to a local folder, and then run adprep /domainprep.
You need to use an account that is a member of the Domain Admins group
in an applicable domain.
As always, you should test any procedure in a lab before performing it in a pro-
duction environment.

NOTE To determine which server is the current schema operations master for the
domain, start a command prompt and type dsquery server —hasfsmo schema. To
determine which server is the current infrastructure operations master for the domain,
start a command prompt and type dsquery server —hasfsmo infr.

After upgrading all domain controllers to Windows Server 2008 R2, you can raise
the domain and forest level functionality to take advantage of the latest Active Di-
rectory features. If you do this, you can use only Windows Server 2008 R2 resources
in the domain. You should use Windows Server 2008 R2 mode only when you're cer-
tain that you don't need old Windows NT domain structures; Windows NT BDCs; or
Windows 2000, Windows Server 2003, or Windows Server 2008 domain structures.

Using Windows Server 2012 Functional Level

Like Windows Server 2008 R2, Windows Server 2012 runs only on 64-bit hardware
and you'll likely need to install Windows Server 2012 on new hardware rather than
on hardware designed for earlier releases of Windows Server. Unlike earlier releases
of Windows Server, the domain and forest preparations required for updating Ac-
tive Directory schema don’t need to be performed manually. Instead, when you use
Server Manager for Windows Server 2012 and the forest functional level is Windows
Server 2003 or higher, any necessary preparations are done automatically when you
deploy a domain controller running Windows Server 2012. This means the Configu-
ration Wizard automatically updates forest and domain schema.

You also have the option of manually preparing for Windows Server 2012. To do
this, you can use Adprep.exe to update the forest and the domain schema so that
they are compatible with Windows Server 2012 domains. The steps are similar to
those discussed in the previous section.

After upgrading all domain controllers to Windows Server 2012, you can raise
the domain and forest level functionality to take advantage of the latest Active
Directory features. If you do this, you can use only Windows Server 2012 resources
in the domain.

Raising or Lowering Domain and Forest Functionality

Domains operating in a Windows Server 2003 or higher functional level can use
universal groups, group nesting, group type conversion, update logon time stamps,
and Kerberos KDC key version numbers. In this mode or higher, administrators can
do the following:

= Rename domain controllers without having to demote them first.
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Rename domains running on Windows Server 2003 or higher domain con-
trollers.

Create extended two-way trusts between two forests.

Restructure domains in the domain hierarchy by renaming them and putting
them at different levels.

Take advantage of replication enhancements for individual group members
and global catalogs.

As compared to earlier implementations, forests operating in a Windows Server
2003 or higher functional level have better global catalog replication and intrasite
and intersite replication efficiency, as well as the ability to establish one-way, two-
way, and transitive forest trusts.

REAL WORLD The domain and forest upgrade process can generate a lot of net-
work traffic as information is being replicated around the network. Sometimes the

entire upgrade process can take 15 minutes or longer. During this time, you might ex-

perience delayed responsiveness when communicating with servers and higher latency

on the network, so you might want to schedule the upgrade outside normal business
hours. It's also a good idea to thoroughly test compatibility with existing applications

(especially legacy applications) before performing this operation.

You can raise the domain level functionality by following these steps:

1.

Open Active Directory Domains And Trusts. In the console tree, press and
hold or right-click the domain you want to work with, and then tap or click
Raise Domain Functional Level.

The current domain name and functional level are displayed in the Raise
Domain Functional Level dialog box.

To change the domain functionality, select the new domain functional level
from the list provided and then tap or click Raise.

Tap or click OK. The new domain functional level is replicated to each do-
main controller in the domain. This operation can take some time in a large
organization.

You can raise the forest level functionality by following these steps:

1.
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Open Active Directory Domains And Trusts. In the console tree, press and
hold or right-click the Active Directory Domains And Trusts node, and then
tap or click Raise Forest Functional Level.

The current forest name and functional level are displayed in the Raise Forest
Functional Level dialog box.

To change the forest functionality, select the new forest functional level by
using the list provided and then tap or click Raise.

Tap or click OK. The new forest functional level is replicated to each domain
controller in each domain in the forest. This operation can take some time in
a large organization.
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Another way to raise domain or forest functional level is to use Active Directory
Administrative Center. This tool is available as an option on the Tools menu in Server
Manager. Follow these steps to raise the domain functional level:

1. In Active Directory Administrative Center, the local domain is opened for
management by default. If you want to work with a different domain, tap
or click Manage and then tap or click Add Navigation Nodes. In the Add
Navigation Nodes dialog box, select the domain you want to work with and
then tap or click OK.

2. Select the domain you want to work with by tapping or clicking it in the left
pane. In the Tasks pane, tap or click Raise Domain Functional Level.

The current domain name and functional level are displayed in the Raise
Domain Functional Level dialog box.

3. To change the domain functionality, select the new domain functional level
by using the list provided and then tap or click Raise.

4. Tap or click OK. The new domain functional level is replicated to each do-
main controller in the domain. This operation can take some time in a large
organization.

Follow these steps to raise the forest functional level:

1. In Active Directory Administrative Center, select the domain you want to
work with by tapping or clicking it in the left pane. In the Tasks pane, tap or
click Raise Forest Functional Level.

The current forest name and functional level are displayed in the Raise Forest
Functional Level dialog box.

2. To change the forest functionality, select the new forest functional level by
using the list provided and then tap or click Raise.

3. Tap or click OK. The new forest functional level is replicated to each domain
controller in each domain in the forest. This operation can take some time in
a large organization.

Generally, you cannot lower the forest or domain functional level once you raise
it. However, there are specific exceptions as discussed previously in this chapter.
Keep in mind that if you enabled Active Directory Recycle Bin, you won't be able to
lower the forest functional level.

Understanding the Directory Structure

Active Directory has many components and is built on many technologies. Directory
data is made available to users and computers through data stores and global cata-
logs. Although most Active Directory tasks affect the data store, global catalogs are
equally important because they're used during logon and for information searches.
In fact, if the global catalog is unavailable, standard users can’t log on to the do-
main. The only way to change this behavior is to cache universal group membership
locally. As you might expect, caching universal group membership has advantages
and disadvantages, which I'll discuss in a moment.
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You access and distribute Active Directory data by using directory access proto-
cols and replication. Directory access protocols allow clients to communicate with
computers running Active Directory. Replication is necessary to ensure that updates
to data are distributed to domain controllers. Although multimaster replication is
the primary technique you use to distribute updates, some changes to data can be
handled only by individual domain controllers called operations masters. A feature
of Windows Server 2008 or later called application directory partitions also changes
the way multimaster replication works.

With application directory partitions, enterprise administrators (those belong-
ing to the Enterprise Admins group) can create replication partitions in the domain
forest. These partitions are logical structures used to control the replication of data
within a domain forest. For example, you could create a partition to strictly control
the replication of DNS information within a domain, thereby preventing other sys-
tems in the domain from replicating DNS information.

An application directory partition can appear as a child of a domain, a child of
another application partition, or a new tree in the domain forest. Replicas of the ap-
plication directory partition can be made available on any Active Directory domain
controller running Windows Server 2008 or later, including global catalog servers.
Although application directory partitions are useful in large domains and forests,
they add overhead in terms of planning, administration, and maintenance.

Exploring the Data Store

The data store contains information about objects, such as accounts, shared re-
sources, OUs, and group policies. Another name for the data store is the directory,
which refers to Active Directory itself.

Domain controllers store the directory in a file called Ntds.dit. This file's location
is set when Active Directory is installed, and it should be on an NTFS file system
drive formatted for use with Windows Server 2008 or later. You can also save
directory data separately from the main data store. This is true for group policies,
scripts, and other types of public information stored on the shared system volume
(SYSVOL).

Sharing directory information is called publishing. For example, you publish
information about a printer by sharing the printer over the network. Similarly, you
publish information about a folder by sharing the folder over the network.

Domain controllers replicate most changes to the data store in multimaster
fashion. Administrators for small or medium-size organizations rarely need to man-
age replication of the data store. Replication is handled automatically, but you can
customize it to meet the needs of large organizations or organizations with special
requirements.

Not all directory data is replicated. Instead, only public information that falls into
one of the following three categories is replicated:

= Domaindata Contains information about objects within a domain. This
includes objects for accounts, shared resources, organizational units, and
group policies.
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= Configuration data Describes the directory’s topology. This includes a
list of all domains, domain trees, and forests, as well as the locations of the
domain controllers and global catalog servers.

= Schema data Describes all objects and data types that can be stored in the
directory. The default schema provided with Windows Server describes ac-
count objects, shared resource objects, and more. You can extend the default
schema by defining new objects and attributes or by adding attributes to
existing objects.

Exploring Global Catalogs

When universal group membership isn't cached locally, global catalogs enable
network logon by providing universal group membership information when a logon
process is initiated. Global catalogs also enable directory searches throughout the
domains in a forest. A domain controller designated as a global catalog stores a full
replica of all objects in the directory for its host domain and a partial replica for all
other domains in the domain forest.

NOTE Partial replicas are used because only certain object properties are needed for
logon and search operations. Partial replication also means that less information needs
to be circulated on the network, reducing the amount of network traffic.

By default, the first domain controller installed on a domain is designated as the
global catalog. If only one domain controller is in the domain, the domain controller
and the global catalog are the same server. Otherwise, the global catalog is on the
domain controller you've configured as such. You can also add global catalogs to a
domain to help improve response time for logon and search requests. The recom-
mended technique is to have one global catalog per site within a domain.

Domain controllers hosting the global catalog should be well connected to
domain controllers acting as infrastructure masters. The role of infrastructure master
is one of the five operations master roles you can assign to a domain controller. In a
domain, the infrastructure master is responsible for updating object references. The
infrastructure master does this by comparing its data with that of a global catalog.

If the infrastructure master finds outdated data, it requests updated data from a
global catalog. The infrastructure master then replicates the changes to the other
domain controllers in the domain. For more information on operations master roles,
see "Understanding Operations Master Roles” later in this chapter.

When only one domain controller is in a domain, you can assign the infrastruc-
ture master role and the global catalog to the same domain controller. When two
or more domain controllers are in the domain, however, the global catalog and the
infrastructure master must be on separate domain controllers. If they aren't, the in-
frastructure master won't find out-of-date data and will never replicate changes. The
only exception is when all domain controllers in the domain host the global catalog.
In this case, it doesn't matter which domain controller serves as the infrastructure
master.
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One of the key reasons to configure additional global catalogs in a domain is
to ensure that a catalog is available to service logon and directory search requests.
Again, if the domain has only one global catalog and the catalog isn't available,
and there’s no local caching of universal group membership, standard users can't
log on and those who are logged on can't search the directory. In this scenario, the
only users who can log on to the domain when the global catalog is unavailable are
members of the Domain Admins group.

Searches in the global catalog are very efficient. The catalog contains informa-
tion about objects in all domains in the forest. This allows directory search requests
to be resolved in a local domain rather than in a domain in another part of the
network. Resolving queries locally reduces the network load and allows for quicker
responses in most cases.

TIP If you notice slow logon or query response times, you might want to configure
additional global catalogs. But more global catalogs usually means more replication
data being transferred over the network.

Universal Group Membership Caching

In a large organization, having global catalogs at every office location might not be
practical. Not having global catalogs at every office location presents a problem,
however, if a remote office loses connectivity with the main office or a designated
branch office where global catalog servers reside. If this occurs, standard users won't
be able to log on; only members of Domain Admins will be able to log on. This hap-
pens because logon requests must be routed over the network to a global catalog
server at a different office, and this isn't possible with no connectivity.

As you might expect, you can resolve this problem in many ways. You can make
one of the domain controllers at the remote office a global catalog server by fol-
lowing the procedure discussed in “Configuring Global Catalogs” in Chapter 7. The
disadvantage of this approach is that the designated server or servers will have an
additional burden placed on them and might require additional resources. You also
have to manage more carefully the up time of the global catalog server.

Another way to resolve this problem is to cache universal group membership
locally. Here, any domain controller can resolve logon requests locally without hav-
ing to go through a global catalog server. This allows for faster logons and makes
managing server outages much easier because your domain isn't relying on a single
server or a group of servers for logons. This solution also reduces replication traffic.
Instead of replicating the entire global catalog periodically over the network, only
the universal group membership information in the cache is refreshed. By default, a
refresh occurs every eight hours on each domain controller that's caching member-
ship locally.

Universal group membership caching is site-specific. Remember, a site is a physi-
cal directory structure consisting of one or more subnets with a specific IP address
range and network mask. The domain controllers running Windows Server and the
global catalog they're contacting must be in the same site. If you have multiple sites,
you need to configure local caching in each site. Additionally, users in the site must
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be part of a Windows domain running in a Windows Server 2003 or higher func-
tional mode. To learn how to configure caching, see “Configuring Universal Group
Membership Caching” in Chapter 7.

Replication and Active Directory

Regardless of whether you use FRS or DFS replication, the three types of information
stored in the directory are domain data, schema data, and configuration data.

Domain data is replicated to all domain controllers within a particular domain.
Schema and configuration data are replicated to all domains in the domain tree or
forest. In addition, all objects in an individual domain and a subset of object proper-
ties in the domain forest are replicated to global catalogs.

This means that domain controllers store and replicate the following:

= Schema information for the domain tree or forest

= Configuration information for all domains in the domain tree or forest
= All directory objects and properties for their respective domains

However, domain controllers hosting a global catalog store and replicate schema
information for the forest and configuration information for all domains in the for-
est. They also store and replicate a subset of the properties for all directory objects
in the forest that's replicated only between servers hosting global catalogs and all
directory objects and properties for their respective domain:

= Schema information for the forest

= Configuration information for all domains in the forest
= A subset of the properties between GC hosts

= All directory objects and properties for their domain

To get a better understanding of replication, consider the following scenario, in
which you're installing a new network:

1. Start by installing the first domain controller in domain A. The server is the
only domain controller and also hosts the global catalog. No replication oc-
curs because no other domain controllers are on the network.

2. |Install a second domain controller in domain A. Because there are now two
domain controllers, replication begins. To make sure that data is replicated
properly, assign one domain controller as the infrastructure master and the
other as the global catalog. The infrastructure master watches for updates
to the global catalog and requests updates to changed objects. The two
domain controllers also replicate schema and configuration data.

3. Install a third domain controller in domain A. This server isn't a global cata-
log. The infrastructure master watches for updates to the global catalog, re-
quests updates to changed objects, and then replicates those changes to the
third domain controller. The three domain controllers also replicate schema
and configuration data.

4. Install a new domain, domain B, and add domain controllers to it. The global
catalog hosts in domain A and domain B begin replicating all schema and
configuration data as well as a subset of the domain data in each domain.

Using Active Directory 241



Replication within domain A continues as previously described. Replication
within domain B begins.

Active Directory and LDAP

The Lightweight Directory Access Protocol (LDAP) is a standard Internet commu-
nications protocol for TCP/IP networks. LDAP is designed specifically for accessing
directory services with the least amount of overhead. LDAP also defines operations
that can be used to query and modify directory information.

Active Directory clients use LDAP to communicate with computers running Ac-
tive Directory whenever they log on to the network or search for shared resources.
You can also use LDAP to manage Active Directory.

LDAP is an open standard that many other directory services use. This makes
interdirectory communications easier and provides a clearer migration path from
other directory services to Active Directory. You can also use Active Directory
Service Interface (ADSI) to enhance interoperability. ADSI supports the standard
application programming interfaces (APIs) for LDAP that are specified in Internet
standard Request for Comments (RFC) 1823. You can use ADSI with Windows Script
Host to create and manage objects in Active Directory.

Understanding Operations Master Roles

Operations master roles accomplish tasks that are impractical to perform in multi-
master fashion. Five operations master roles are defined, and you can assign these
roles to one or more domain controllers. Although certain roles can be assigned
only once in a domain forest, other roles must be defined once in each domain.

Every Active Directory forest must have the following roles:

= Schema master Controls updates and modifications to directory schema.
To update directory schema, you must have access to the schema master. To
determine which server is the current schema master for the domain, start a
command prompt and type dsquery server ~hasfsmo schema.

= Domain naming master Controls the addition or removal of domains in
the forest. To add or remove domains, you must have access to the domain
naming master. To determine which server is the current domain naming
master for the domain, start a command prompt and type dsquery server
-hasfsmo name.

These forestwide roles must be unique in the forest. This means that you can as-

sign only one schema master and one domain naming master in a forest.

Every Active Directory domain must have the following roles:

= Relative ID master Allocates relative IDs to domain controllers. Whenever
you create a user, group, or computer object, domain controllers assign
a unique security ID to the related object. The security ID consists of the
domain'’s security ID prefix and a unique relative ID allocated by the rela-
tive ID (RID) master. To determine which server is the current relative ID
master for the domain, start a command prompt and type dsquery server
-hasfsmo rid.
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= PDC emulator When you use mixed-mode or interim-mode operations,
the PDC emulator acts as a Windows NT PDC. Its job is to authenticate
Windows NT logons, process password changes, and replicate updates to
BDCs. The PDC emulator is the default time server and, as such, also per-
forms time synchronization in a domain. To determine which server is the
current PDC emulator for the domain, start a command prompt and type
dsquery server —hasfsmo pdc.

= Infrastructure master Updates object references by comparing its direc-
tory data with that of a global catalog. If the data is outdated, the infrastruc-
ture master requests updated data from a global catalog and then replicates
the changes to the other domain controllers in the domain. To determine
which server is the current infrastructure operations master for the domain,
start a command prompt and type dsquery server —hasfsmo infr.

These domainwide roles must be unique in each domain. This means that you
can assign only one relative ID master, one PDC emulator, and one infrastructure
master in each domain.

Operations master roles are usually assigned automatically, but you can reas-
sign them. When you install a new network, the first domain controller in the first
domain is assigned all the operations master roles. If you later create a child domain
or a root domain in a new tree, the first domain controller in the new domain is
automatically assigned operations master roles as well. In a new domain forest, the
domain controller is assigned all operations master roles. If the new domain is in the
same forest, the assigned roles are relative ID master, PDC emulator, and infrastruc-
ture master. The schema master and domain naming master roles remain in the first
domain in the forest.

When a domain has only one domain controller, that computer handles all the
operations master roles. If you're working with a single site, the default operations
master locations should be sufficient. As you add domain controllers and domains,
however, you'll probably want to move the operations master roles to other domain
controllers.

When a domain has two or more domain controllers, you should configure two
domain controllers to handle operations master roles. Here, you make one domain
controller the operations master and designate the second as your standby opera-
tions master. The standby operations master can then be used if the primary one
fails. Be sure that the domain controllers are direct replication partners and are well
connected.

As the domain structure grows, you might want to split up the operations master
roles and place them on separate domain controllers. This can improve the respon-
siveness of the operations masters. Pay particular attention to the current responsi-
bilities of the domain controller you plan to use.
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BEST PRACTICES Two roles you should not separate are schema master and domain
naming master. Always assign these roles to the same server. For the most efficient op-
erations, you usually want the RID master and PDC emulator to be on the same server
as well. But you can separate these roles if necessary. For example, on a large network
where peak loads are causing performance problems, you probably want to place the
RID master and PDC emulator on separate domain controllers. Additionally, you usu-
ally shouldn't place the infrastructure master on a domain controller hosting a global
catalog. See “Exploring Global Catalogs” earlier in this chapter for details.

Using the Active Directory Recycle Bin

When your Active Directory forest is operating in the Windows Server 2008 R2 or
higher mode, you can use the Active Directory Recycle Bin. The Active Directory
Recycle Bin adds an easy-to-use recovery feature for Active Directory objects. When
you enable this feature, all link-valued and non-link-valued attributes of a deleted
object are preserved, allowing you to restore the object to the same state it was in
before it was deleted. You can also recover objects from the recycle bin without hav-
ing to initiate an authoritative restore. This differs substantially from the previously
available technique, which used an authoritative restore to recover deleted objects
from the Deleted Objects container. Previously, when you deleted an object, most of
its non-link-valued attributes were cleared and all of its link-valued attributes were
removed, which meant that although you could recover a deleted object, it was not
restored to its previous state.

Preparing Schema for the Recycle Bin

Before you can make the recycle bin available, you must update Active Directory
schema with the required recycle bin attributes. You do this by by preparing the
forest and domain for the Windows Server 2008 R2 functional level or higher. When
you do this, the schema is updated, and then every object in the forest is updated
with the recycle bin attributes as well. This process is irreversible once it is started.

After you prepare Active Directory, you need to upgrade all domain control-
lers in your Active Directory forest to Windows Server 2008 R2 or higher and then
raise the domain and forest functional levels to the Windows Server 2008 R2 level
or higher. Optionally, you can update Active Directory schema in your forests and
domains for Windows Server 2012 to enable the enhanced recycle bin.

After these operations, you can enable and access the recycle bin. Once Recycle
Bin has been enabled, it cannot be disabled. Now when an Active Directory object
is deleted, the object is put in a state referred to as logically deleted and moved to
the Deleted Objects container, shown in Figure 6-7. Also, its distinguished name is
altered. A deleted object remains in the Deleted Objects container for the period of
time set in the deleted object lifetime value, which is 180 days by default.
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REAL WORLD The msDS-deletedObjectLifetime attribute replaces the tombstone-
Lifetime attribute. However, when msDS-deletedObjectLifetime is set to $null, the
lifetime value comes from the tombstonelLifetime. If the tombstoneLifetime is also set
to $null, the default value is 180 days.

=l Active Directory Administrative Center \;‘i-
r £ 1 M. Hel
(& =1 « cpand| (local) * Deleted Objects - @ anage  Help
f[© Active Dir.. < Deleted Objects (3) Tasks
= . m
Filter » @) - >
TH ovERvIEW Tech A~
(7 cparei local Name  Whe.. Last known parent Type Deser
Deleted Objects = .. DC=cpandlDC=com  Organizational Unit Restore To..
B CYNAMIC ACCES.. » BB KR EY DC=cpandl,DC=com  Organizational Unit Locste Parent
i A3 e o ; )
© oLonaL sEArcH B8 Finance 4/2/2. DC=cpandDC=com  Organizations! Unit .
< O >| Deleted Objects ~
Tech hd New
Managed oy: Address: Delete
Modified:  4/2/2014 3:41 PM Search under this node
Description:
Properties
WINDOWS POWERSHELL HISTORY ~

FIGURE 6-7 Deleted objects remain in the Deleted Objects container for the deleted object
lifetime value.

Recovering Deleted Objects

If you elect not to use the recycle bin, you can still recover deleted objects from the
Deleted Objects container by using an authoritative restore and other techniques
I'll discuss in this section. The procedure has not changed from previous releases

of Windows Server. What has changed, however, is that the objects are restored to
their previous state with all link-valued and non-link-valued attributes preserved.
To perform an authoritative restore, the domain controller must be in Directory
Services Restore Mode.

Rather than using an authoritative restore and taking a domain controller offline,
you can recover deleted objects by using the Ldp.exe administration tool or the Ac-
tive Directory cmdlets for Windows PowerShell. If you updated the Active Directory
schema in your forests and domains for Windows Server 2012, you also can enable
the enhanced recycle bin, which allows you to recover deleted objects using Active
Directory Administrative Center.

Keep in mind that Active Directory blocks access to an object for a short while
after it is deleted. During this time, Active Directory processes the object’s link-value
table to maintain referential integrity on the linked attribute’s values. Active Direc-
tory then permits access to the deleted object.
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Using Ldp.exe for Basic Recovery

You can use Ldp.exe to display the Deleted Objects container and recover a deleted
object by following these steps:

1. Type Ldp.exe in the Apps Search box, and then press Enter.

2. On the Options menu, tap or click Controls. In the Controls dialog box, select
Return Deleted Objects in the Load Predefined list, and then tap or click OK.

3. Bind to the server that hosts the forest root domain by choosing Bind from
the Connection menu. Select the Bind type, and then tap or click OK.

4. On the View menu, tap or click Tree. In the Tree View dialog box, use the
BaseDN list to select the appropriate forest root domain name, such as
DC=Cpand|,DC=Com, and then tap or click OK.

5. Inthe console tree, double-tap or double-click the root distinguished name
and locate the CN=Deleted Objects container.

6. Locate and press and hold or right-click the Active Directory object you want
to restore, and then tap or click Modify. This displays the Modify dialog box.

7. In the Edit Entry Attribute text box, type isDeleted. Do not enter anything in
the Values text box.

Under Operation, tap or click Delete, and then tap or click Enter.
9. In the Edit Entry Attribute text box, type distinguishedName. In Values,
type the original distinguished name of this Active Directory object.
10. Under Operation, tap or click Replace. Select the Extended check box, tap or
click Enter, and then tap or click Run.

Using Windows PowerShell for Basic and Advanced Recovery

The Active Directory cmdlets for Windows PowerShell allow you to recover deleted
objects using scripts or by typing commands at a PowerShell prompt. You use Get-
ADObject to retrieve the object or objects you want to restore, pass that object or
objects to Restore-ADObject, and then Restore-ADObject restores the object or
objects to the directory database.

NOTE The Active Directory module is not imported into Windows PowerShell by de-
fault. Import the Active Directory module by typing import-module activedirectory
at the PowerShell prompt. For more information, see “Active Directory Administrative
Center and Windows PowerShell” in Chapter 7.

To use the Active Directory cmdlets for recovery, you need to open an elevated,
administrator PowerShell prompt by pressing and holding or right-clicking the
Windows PowerShell entry on the menu and tapping or clicking Run As Administra-
tor. The basic syntax for recovering an object is as follows:

Get-ADObject -Filter {ObjectId} -IncludeDeletedObjects | Restore-ADObject

Objectld is a filter value that identifies the object you want to restore. For ex-
ample, you could restore a deleted user account by display name or SAM account
name as shown in these examples:
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Get-ADObject -Filter {DisplayName -eq "Rich Tuppy"}
-IncludeDeletedObjects | Restore-ADObject

Get-ADObject -Filter {SamAccountName -eq "richt"} -IncludeDeletedObjects
| Restore-ADObject

Note that nested objects must be recovered from the highest level of the deleted
hierarchy to a live parent container. For example, if you accidentally deleted an OU
and all its related accounts, you need to restore the OU before you can restore the
related accounts.

The basic syntax for restoring container objects such as an OU is as follows:

Get-ADObject -ldapFilter:"(msDS-LastKnownRDN=ContainerID)"
-IncludeDeletedObjects | Restore-ADObject

ContainerlD is a filter value that identifies the container object you want to
restore. For example, you could restore the Corporate Services OU as shown in this
example:

Get-ADObject -ldapFilter:"(msDS-LastKnownRDN=Corporate_Services)"
-IncludeDeletedObjects | Restore-ADObject

If the OU contains accounts you also want to restore, you can now restore the ac-
counts by using the technique discussed previously, or you can restore all accounts
at the same time. The basic syntax requires that you establish a search base and
associate the accounts with their last known parent, as shown here:

Get-ADObject -SearchBase "CN=Deleted Objects, ForestRootDN" -Filter
{lastKnownParent -eq "ContainerCN, ForestRootDN"} -IncludeDeletedObjects
Restore-ADObject

ForestRootDN is the distinguished name of the forest root domain, such as
DC=Cpandl,DC=Com, and ContainerCN is the common name of the container, such
as OU=Corporate_Services or CN=Users. The following example restores all the ac-
counts that were in the Corporate Services OU when it was deleted:

Get-ADObject -SearchBase "CN=Deleted Objects,DC=Cpandl,DC=com" -Filter
{TastKnownParent -eq "OU=Corporate_Services,DC=Cpandl,DC=com"}
-IncludeDeletedObjects | Restore-ADObject

Using the Enhanced Recycle Bin for Recovery

The enhanced recycle bin makes recovering deleted objects as easy as pointing and
clicking or tapping and holding. Once you updated the Active Directory schema

in your forests and domains for Windows Server 2012, you enable the enhanced
recycle bin for use by following these steps:

1. InActive Directory Administrative Center, the local domain is opened for
management by default. If you want to work with a different domain, tap
or click Manage and then tap or click Add Navigation Nodes. In the Add
Navigation Nodes dialog box, select the domain you want to work with and
then tap or click OK.
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2. Select the domain you want to work with by tapping or clicking it in the left

pane. In the Tasks pane, tap or click Enable Recycle Bin and then tap or click
OK in the confirmation dialog box.

3. Active Directory will begin replicating the change to all domain controllers
in the forest. Once the change is replicated, the enhanced recycle bin will be
available for use. If you then tap or click Refresh in Active Directory Adminis-
trative Center, you'll see that a Deleted Object container is now available for
domains using the enhanced recycle bin.

Keep in mind that the enhanced recycle bin is a forestwide option. When you

enable this option in one domain of a forest, Active Directory replicates the change
to all domain controllers in all domains of the forest.

With the enhanced recycle bin enabled, you can recover deleted objects with
ease. In Active Directory Administrative Center, domains using the enhanced recycle
bin will have a Deleted Object container. In this container, you'll see a list of deleted
objects. As discussed previously, deleted objects remain in this container for the
deleted object lifetime value, which is 180 days by default.

Each deleted object is listed by name, when it was deleted, the last known par-
ent, and the type. When you select a deleted object by tapping or clicking it, you
can use the options in the Tasks pane to work with it. The Restore option restores
the object to its original container. For example, if the object was deleted from the
Users container, it is restored to this container.

The Restore To option restores the object to an alternate container within its
original domain or a different domain within the current forest. Specify the alternate
container in the Restore To dialog box. For example, if the object was deleted from
the Users container in the tech.cpandl.com domain, you could restore it to the Devs
OU in the eng.cpandl.com domain.
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C ore Active Directory administration focuses on key tasks you perform routinely
with Active Directory Domain Services (AD DS), such as creating computer
accounts or joining computers to a domain. In this chapter, you'll learn about the
tools you can use to manage Active Directory as well as about specific techniques
for managing computers, domain controllers, and organizational units.

Tools for Managing Active Directory

Several sets of tools are available for managing Active Directory, including graphi-
cal administration tools, command-line tools, support tools, and Microsoft Win-
dows PowerShell cmdlets.

Active Directory Administration Tools

Active Directory administration tools are provided as snap-ins for the Microsoft
Management Console (MMC). You use the following key tools to manage Active
Directory:
= Active Directory Administrative Center For performing management
tasks.
= Active Directory Domains And Trusts For working with domains, do-
main trees, and domain forests.
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= Active Directory Module For Windows PowerShell For managing Active
Directory when you are working with Windows PowerShell.

= Active Directory Sites And Services For managing sites and subnets.

= Active Directory Users And Computers For managing users, groups,
computers, and organizational units.

= Group Policy Management For managing the way Group Policy is used
in the organization. It provides access to Resultant Set of Policy (RSoP) for
modeling and logging.

SECURITY ALERT Windows Firewall can affect remote administration with some
MMC snap-ins. If Windows Firewall is enabled on a remote computer and you receive
an error message stating that you don't have appropriate rights, the network path isn't
found, or access is denied, you might need to configure an exception on the remote
computer for incoming TCP port 445. To resolve this problem, you can enable the Win-
dows Firewall: Allow Remote Administration Exception policy setting within Computer
Configuration\Administrative Templates\Network\Network Connections\Windows
Firewall\Domain Profile. Alternatively, type the following at a command prompt

on the remote computer: netsh firewall set portopening tcp 445 smb enable. See
Microsoft Knowledge Base Article 840634 for more details (support.microsoft.com/
default.aspx?scid=kb;en-us;840634).

You can access the Active Directory administration tools from the Tools menu
in Server Manager or add them to any updateable MMC. If you're using another
computer with access to a Windows Server domain, the tools won't be available until
you install them. One technique for installing these tools is to use the Add Roles And
Features Wizard to add the Remote Server Administration Tools for AD DS.

Active Directory Command-Line Tools

Several tools are provided to let you manage Active Directory from the command
line:
= Adprep Allows you to manually prepare a Windows forest or domain for
installation of Windows domain controllers (DCs). To prepare a forest or a
domain, use adprep /forestprep and adprep /domainprep, respectively.
If you plan to install any read-only domain controllers, you should also run
adprep /rodcprep for the forest.

REAL WORLD As discussed in Chapter 6, “Using Active Directory,” Server
Manager for Windows Server 2012 automatically prepares forests and domains for
you. However, you must use an account with appropriate permissions. For forest
and RODC prep to succeed, you need to use an administrator account that is a
member of Enterprise Admins, Schema Admins, or Domain Admins in the forest
root domain. For domain prep to succeed, you need to use an account that is a
member of the Domain Admins group in an applicable domain.

You can run Adprep on any server running a 64-bit version of Windows Server
2008 or later. The server needs network connectivity to the schema master for the
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forest and the infrastructure master of the domain where you want to add the do-
main controller. If either of these operations masters is running Windows Server
2003, the server from which you are running Adprep should be domain joined and
you won't be able to use smart card credentials.

= Dsadd Adds computers, contacts, groups, organizational units, and users
to Active Directory. Type dsadd objectname /? at a command prompt
to display help information about using the command, such as dsadd
computer /?.

= Dsget Displays properties of computers, contacts, groups, organizational
units, users, sites, subnets, and servers registered in Active Directory. Type
dsget objectname /? at a command prompt to display help information
about using the command, such as dsget subnet /2.

= Dsmod Modifies properties of computers, contacts, groups, organizational
units, users, and servers that exist in Active Directory. Type dsmod object-
name /? at a command prompt to display help information about using the
command, such as dsmod server /2.

= Dsmove Moves a single object to a new location within a single domain
or renames the object without moving it. Type dsmove /? at a command
prompt to display help information about using the command.

= Dsquery Uses search criteria to find computers, contacts, groups, orga-
nizational units, users, sites, subnets, and servers in Active Directory. Type
dsquery /? at a command prompt to display help information about using
the command.

= Dsrm Removes objects from Active Directory. Type dsrm /? at a command
prompt to display help information about using the command.

= Ntdsutil Allows the user to view site, domain, and server information;
manage operations masters; and perform database maintenance of Active
Directory. Type ntdsutil /? at a command prompt to display help informa-
tion about using the command.

While Adprep is located in the \support\adprep folder on the Windows Server
2012 installation media, the other tools become available when you install the
Remote Server Management Tools for AD DS.

Active Directory Support Tools

Many support tools for Active Directory are included in the management tools for
AD DS. Table 7-1 lists some of the most useful support tools for configuring, manag-
ing, and troubleshooting Active Directory.
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TABLE 7-1 Quick Reference for Active Directory Support Tools
SUPPORT TOOL EXECUTABLE NAME DESCRIPTION

ADSI Edit Adsiedit.msc Opens and edits the Active Directory
Services Interface for domain,
schema, and configuration containers

Active Directory Ldp.exe Performs Lightweight Directory
Administration Tool Access Protocol (LDAP) operations on
Active Directory

Directory Services Dsacls.exe Manages access control lists (ACLs)
Access Control Lists for objects in Active Directory

Utility

Distributed File System  Dfsutil.exe Manages the Distributed File System
Utility (DFS) and displays DFS information
DNS Server Dnscmd.exe Manages properties of Domain Name
Troubleshooting Tool System (DNS) servers, zones, and

resource records

Replication Diagnostics Repadmin.exe Manages and monitors replication

Tool using the command line
Windows Domain Netdom.exe Allows domain and trust relationships
Manager management from the command line

Using Active Directory Users And Computers

Active Directory Users And Computers is one of the primary administration tools
you use to manage Active Directory. With this utility, you can handle all user, group,
and computer-related tasks and manage organizational units.

You can start Active Directory Users And Computers by selecting its related op-
tion on the Tools menu in Server Manager. You can also add Active Directory Users
And Computers as a snap-in to any console that can be updated. By default, Active
Directory Users And Computers works with the domain to which your computer
is currently connected. You can access computer and user objects in this domain
through the console tree, as shown in Figure 7-1. If you can't find a domain control-
ler or if the domain you want to work with isnt shown, you might need to connect
to a domain controller in the current domain or a domain controller in a different
domain. Other high-level tasks you might want to perform with Active Directory
Users And Computers are viewing advanced options or searching for objects.

When you access a domain in Active Directory Users And Computers, you'll see
the following standard set of folders:

m  Builtin The list of built-in user accounts and groups.
= Computers The default container for computer accounts.
= Domain Controllers The default container for domain controllers.
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ForeignSecurityPrincipals Contains information on objects from a trusted
external domain. Normally, these objects are created when an object from an
external domain is added to a group in the current domain.

Managed Service Accounts The default container for managed service
accounts.

Microsoft Exchange Security Groups The default container for groups
used by Microsoft Exchange Server. This folder is listed only if Exchange
Server is running in the environment.

Saved Queries Contains saved search criteria so that you can quickly per-
form previously run Active Directory searches.

Users The default container for users.

Active Directory Users And Computers has advanced options that aren’t
displayed by default. To access these options, tap or click View and then select Ad-
vanced Features. You now see the following additional folders:

LostAndFound Contains objects that have been orphaned. You can delete
or recover them.

NTDS Quotas Contains directory service quota data.

Program Data Contains stored Active Directory data for Microsoft applica-
tions.

System Contains built-in system settings.

TPM Devices Lists devices with Trusted Platform Module (TPM) owner
information stored in Active Directory.

You can also add folders for organizational units. In Figure 7-1, there are multiple
administrator-created organizational units in the cpandl.com domain. These include
Corporate PCs, CustServices, Development, Engineering, and Finance.
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Bevel & p
bl D‘""”’é“”: . 2 AllSupport Distribution Graup - Universal
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FIGURE 7-1 When you're working with Active Directory Users And Computers, you can access com-
puter and user objects through the console tree.
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By default, you are connected to the local domain and to the first domain con-
troller that responds to your request. You can work with any domain in the forest
provided that you have the proper access permissions. To do this, you simply con-
nect to the domain by following these steps:

1. Inthe console tree, press and hold or right-click Active Directory Users And
Computers and then tap or click Change Domain.

2. The Change Domain dialog box displays the current (or default) domain.
Type a new domain name, or tap or click Browse, select a domain in the
Browse For Domain dialog box, and then tap or click OK.

3. If you always want to use this domain when working with Active Directory
Users And Computers, select the Save This Domain Setting For The Current
Console check box and then tap or click OK. Otherwise, just tap or click OK.

If you start Active Directory Users And Computers and no objects are available,
it may be because you are not connected to a domain or a domain controller could
not be located. You need to connect to a domain controller to access user, group,
and computer objects. To connect to a domain controller, follow these steps:

1. Inthe console tree, press and hold or right-click Active Directory Users And
Computers and then tap or click Change Domain Controller.

You'll see the current domain and domain controller you're working with in
the Change Directory Server dialog box.

2. The Change To list displays the available controllers in the domain. The
default selection is Any Writable Domain Controller. If you select this option,
you'll be connected to the domain controller that responds to your request
first. Otherwise, choose a specific domain controller to which you want to
connect.

3. If you always want to use this domain controller when working with Active
Directory Users And Computers, select the Save This Setting For The Current
Console check box and then tap or click OK. Otherwise, just tap or click OK.

NOTE The Change Directory Server dialog box also shows you the site associated
with domain controllers as well as the domain controller type, version, and status.
If the domain controller type is listed as GC, the domain controller is also hosting a
global catalog.

You might also want to connect to a specific domain controller for troubleshoot-
ing. For example, if you suspect that replication isn't working properly, you might
want to inspect the objects on a specific controller. After you're connected, you can
look for discrepancies in recently updated objects.

Active Directory Users And Computers has a built-in search feature you can
use to find accounts, shared resources, and other directory objects. You can easily
search the current domain, a specific domain, or the entire directory.

You search for directory objects by following these steps:

1. Inthe console tree, press and hold or right-click the current domain or a spe-
cific container that you want to search, and then tap or click Find. This opens
a Find dialog box similar to the one shown in Figure 7-2.
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FIGURE 7-2 In the Find dialog box, you can search for resources in Active Directory.

In the Find list, choose the type of search you want. The options include the

following:

= Users, Contacts, And Groups Search for user and group accounts, as
well as contacts listed in the directory service.

= Computers Search for computer accounts by type, name, and owner.

= Printers Search for printers by name, model, and features.

= Shared Folders Search for shared folders by name or keyword.

= Organizational Units Search for organizational units by name.

= Custom Search Perform an advanced search or LDAP query.

= Common Queries Allows you to search quickly for account names, ac-
count descriptions, disabled accounts, nonexpiring passwords, and days
since the last logon.

Using the In list, select the location you want to search. If you chose a con-

tainer to search in step 2, such as Computers, this container is selected by

default. To search all objects in the directory, tap or click Entire Directory.

Enter your search parameters, and then tap or click Find Now. As shown in

Figure 7-3, any matching entries are displayed in the search results. Double-

tap or double-click an object to view or modify its property settings. Press

and hold or right-click the object to display a shortcut menu of options for

managing the object.

NOTE The search type determines which text boxes and tabs are available in the Find

dialog box. In most cases, you'll simply want to type the name of the object you're

looking for in the Name text box, but other search options are available. For example,

with printers, you can search for a color printer, a printer that can print on both sides

of the paper, a printer that can staple, and more.
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FIGURE 7-3 Objects that match search criteria are displayed in the search results; you can manage
them by pressing and holding or right-clicking their entries.

Active Directory Administrative Center and
Windows PowerShell
Active Directory Administrative Center, shown in Figure 7-4, provides a task-
orientated interface for managing Active Directory. To start this tool, select the
related option from the Tools menu in Server Manager. You can use this tool to
perform many common tasks, including the following ones:

= Connect to one or more domains

= Create and manage user accounts, groups, and organizational units

= Create and manage password-settings objects

= Perform global searches of Active Directory

= Raise forest and domain functional levels

= Recover deleted objects from the Active Directory Recycle Bin

Active Directory Administrative Center is installed by default on Windows Server
2012 and is available on client computers when you install the Remote Server Ad-
ministration Tools (RSAT). This tool uses Windows PowerShell to perform administra-
tion tasks and relies on the Microsoft .NET Framework. Both of these features must
be installed and properly configured for you to use Active Directory Administrative
Center.
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FIGURE 7-4 Perform task-oriented management of Active Directory.

In Active Directory Administrative Center, the local domain is opened for
management by default. If you want to work with a different domain, tap or click
Manage and then tap or click Add Navigation Nodes. In the Add Navigation Nodes
dialog box, select the domain you want to work with and then tap or click OK. After-
ward, you can select the domain by tapping or clicking it in the left pane.

By default, you are connected to the first domain controller that responds to
your request. For troubleshooting replication, you might want to connect to a
specific domain controller. After you're connected, you can inspect the objects on
that controller and look for discrepancies in recently updated objects. To connect to
a specific domain controller, tap or click the domain node in the left pane and then
tap or click Change Domain Controller.

In the Change Domain Controller dialog box, you'll see the current domain and
domain controller you're working with, as shown in Figure 7-5. Select a domain
controller to use and then tap or click Change.

Core Active Directory Administration 257



Change Domain Controller .

Current demain contreller: CorpServer172.cpandl.com
Change to:

(O Any writable domain controller

@ A domain controller from the following list:

Filter domain controllers ol

Name Site Type Version Status

CORPSERVER172 Default-First-5ite-... Global Catalog ~ Windows Server...  Online

Change || Cancel || Help

FIGURE 7-5 Change the domain controller.

Like Active Directory Users And Computers, Active Directory Administrative Cen-
ter has built-in search features you can use to find directory objects. The most basic
of these is the search filter, which is available when you select a directory container
in the left pane.

Using the search filter, you can quickly find container-level objects within a do-
main or child OUs within a selected OU. When you select a domain node in the left
pane, you can use the filter to quickly find top-level organizational units or built-in
containers that start with the letters or words you type as the filter. For example, you
could select the domain node in the left pane and then enter sa in the Filter box to
find top-level organizational units that begin with the letters “sa,” such as Sales. As
such, a search doesn't include child OUs or subcontainers; it wouldn’t include the
SalesVT or SalesCA organizational units that were child OUs of Sales.

When you select a specific container, you can search within that container using
the same filtering technique. When you select the Global Search node, you can
search the names of all container-level objects as well as users, groups, computers,
and so on for the currently selected container node.

With global searches, you can change the associated container node by tapping
or clicking Scope and then selecting a node to use. Select Global Catalog Search as
the node to search nonstandard objects, such as attribute schemas, display speci-
fiers, intersite transports, or class schemas.

REAL WORLD Technically, the filter is based on the start string of any name part of
an object. For groups, this means the group name and group Security Accounts Man-
ager (SAM) account name are included. For users, this means the first name, last name,
full name, universal principal name (UPN), and group SAM account name are included.
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Additionally, Active Directory Administrative Center makes use of the web
services provided by Active Directory Web Services (ADWS). At least one domain
controller in each Active Directory domain you want to manage must have ADWS
installed and have the related services running. Connections are made over TCP
port 9389 by default, and firewall policies must enable an exception on this port for
ADWS.

You can also work with Active Directory by using the Active Directory module
for Windows PowerShell. The module is automatically imported when you select the
related option on the Tools menu in Server Manager. Otherwise, this module is not
imported into Windows PowerShell by default, and you need to import it before
you can work with any Active Directory cmdlets.

At the Windows PowerShell prompt, you can import the Active Directory module
by entering Import-Module ActiveDirectory. Once the module is imported, you
can use it with the currently running instance of Windows PowerShell. The next time
you start Windows PowerShell, you need to import the module again if you want to
use its features. Alternatively, you can select the Active Directory Module For Win-
dows PowerShell option on the Tools menu in Server Manager to import the module
when Windows PowerShell starts.

At the Windows PowerShell prompt, you can list all available cmdlets by typing
get-command. Use Get-Help to get more information about how cmdlets are used.
If you enter get-help *-* you get a list of all cmdlets that includes a synopsis of
the purpose of each cmdlet. To get help documentation on a specific cmdlet, type
get-help followed by the cmdlet name. Several dozen Active Directory cmdlets are
available, and you can get a list of the ones you'll use the most by entering get-help
*-ad* at the Windows PowerShell prompt.

NOTE The Active Directory module for Windows PowerShell is installed by default
on Windows Server 2012, and it’s available on client computers when you install the
Remote Server Administration Tools and select the related options. Windows Power-
Shell relies on the .NET Framework and Windows Remote Management (WinRM) to
perform administrative tasks.

Managing Computer Accounts

Computer accounts are stored in Active Directory as objects. You use them to
control access to the network and its resources. You can add computer accounts

to any standard container displayed in Active Directory Users And Computers. The
best folders to use are Computers, Domain Controllers, and any organizational units
you've created.

Creating Computer Accounts on a Workstation or Server

The easiest way to create a computer account is to log on to the computer you
want to configure and then join a domain, as described in “Joining a Computer to a
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Domain or Workgroup” later in this chapter. When you do this, the necessary com-
puter account is created automatically and placed in the Computers folder or the
Domain Controllers folder, as appropriate. You can also create a computer account
in either Active Directory Users And Computers or Active Directory Administrative
Center before you try to install the computer.

Creating Computer Accounts in Active Directory
Administrative Center

Using Active Directory Administrative Center, you can create a standard computer
account, add the account as a member of specific groups, and set properties about
the manager of the computer. To do this, follow these steps:

1. In the Active Directory Administrative Center console tree, press and hold or
right-click the container in which you want to place the computer account,
tap or click New, and then tap or click Computer. This opens the Create Com-
puter dialog box shown in Figure 7-6.

- | O -
B create Computer: SalesPC25 TASKS ¥ | SECTIONS ¥
Computer | Computer Win
Mznaged 8
2 b Computer name: SalesPC25
Member OF | Copoyter (WetBIOS) name: ¢ |SALESPC25
Create in: QU=Sales,DC=cpand|DC=com Change...
User or Group: Default: Domain Admins

The above user or group can join this computer to a dom..
[] Assign this computer account as a Pre-Windows 2000 computer
[ Protect from accidental deletion

Managed By O

Managed by:  William R

Stanek

Phone numbers

Cffice:

Address:

Street

Main:
Mabile: City State/Provi...| Zip/Postal..
Fax: Country/Region: S
Member Of B
Filter il
Name B Active Director... Priman
» *
Restricted PCs cpandl-Users-R... v

A More Information

FIGURE 7-6 Create new computer accounts, and set their managed by and member of
properties.

Type the computer name.

3. By default, only members of Domain Admins can join this computer to
the domain. To allow a different user or group to join the computer to the
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domain, tap or click Change and then select a user or group account in the
Select User Or Group dialog box.

NOTE You can select any existing user or group account. This allows you to
delegate the authority to join this computer account to the domain.

If this account will be used with applications written for legacy operating
systems, select Assign This Computer Account As A Pre-Windows 2000
Computer.

Optionally, select Protect From Accidental Deletion to mark the account as
protected in Active Directory. Protected accounts can be deleted only if you
remove the Protect flag prior to attempting to delete the account.
Optionally, assign a security principal as the manager of the computer by
tapping or clicking Edit under Managed By and then selecting a user or
group to designate as the manager in the Select User Or Group dialog box.
Who you assign as a computer’'s manager depends on corporate policy and
can include the primary user of the computer, a branch manager at a par-
ticular office, or a support contact.

The computer account is added to the appropriate default computer group
automatically. Typically, this is Domain Computers. You can add the com-
puter account to other groups by tapping or clicking Add under Member
Of and then using the Select Groups dialog box to specify groups that have
accounts to which the computer account should belong.

Tap or click OK to create the computer account.

Creating Computer Accounts in Active Directory Users
And Computers

You can create two types of computer accounts: standard computer accounts and
managed computer accounts. Managed computer accounts are available when
you've installed Windows Deployment Services in your domain.

Using Active Directory Users And Computers, you can create a standard computer
account by following these steps:

1.

In the Active Directory Users And Computers console tree, press and hold
or right-click the container in which you want to place the computer ac-
count, tap or click New, and then tap or click Computer. This starts the New
Object—Computer Wizard shown in Figure 7-7.

Core Active Directory Administration 261



Mew Object - Computer -
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Uszer or group:
|Default: Dromain Admins | | Change...

[] Assign this computer account a3 a pre“windows 2000 computer

<Back || Mest» || Cancel || Help

FIGURE 7-7 Create new computer accounts using the New Object—Computer Wizard.

2. Type the computer name.

3. By default, only members of Domain Admins can join this computer to
the domain. To allow a different user or group to join the computer to the
domain, tap or click Change, and then select a user or group account in the
Select User Or Group dialog box.

NOTE You can select any existing user or group account. This allows you to
delegate the authority to join this computer account to the domain.

4. |If this account will be used with applications written for legacy operating
systems, select Assign This Computer Account As A Pre-Windows 2000
Computer.

5. If Windows Deployment Services are not installed, tap or click OK to create
the computer account. Otherwise, tap or click Next twice, and then tap or
click Finish.

When you are working with Windows Deployment Services, managed computer
accounts are used to prestage computer accounts so that a computer can be auto-
matically installed. Using Active Directory Users And Computers, you can create a
managed computer account by following these steps:

1. Complete steps 1 to 4 in the previous procedure. Tap or click Next to display
the Managed page.

2. Select the This Is A Managed Computer check box, and then type the com-
puter’s globally unique identifier/universally unique identifier (GUID/UUID).
Tap or click Next.

3. On the Host Server page, you have the option to specify which host server to
use or to allow any available host server to be used for remote installation.
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To select a host server, select The Following Remote Installation Server. In the
Find dialog box, tap or click Find Now to display a list of all remote installa-
tion servers in the organization. Tap or click the host server you want to use,
and then tap or click OK to close the Find dialog box.

4. Tap or click Next, and then tap or click Finish.

REAL WORLD You can find the GUID/UUID in the system BIOS or displayed on the
computer case. If Windows PowerShell is installed, you can collect the GUID/UUID us-
ing the Win32_ComputerSystemProduct class of the Windows Management Instru-
mentation (WMI) interface. The following example returns the UUID of the computer
you are logged on to:

get-wmiobject -class win32_computersystemproduct | f1 uuid

Here, you return the UUID of a remote computer:

get-wmiobject -class win32_computersystemproduct -computername
engpc24 | format-1ist pscomputername, uuid

After you create a standard or manager computer account in Active Directory
Users And Computers, you might want to mark the account as protected. Protected
accounts can be deleted only if you remove the Protect flag prior to attempting to
delete the account.

To mark a computer account as protected, follow these steps:

1. InActive Directory Users And Computers, ensure Advanced Features is se-
lected on the View menu.

2. Double-tap or double-click the computer account to open its Properties
dialog box.

3. On the Object tab, select Protect Object From Accidental Deletion and then
tap or click OK.

Viewing and Editing Computer Account Properties

Using Active Directory Users And Computers or Active Directory Administrative
Center, you can view and edit computer account properties by following these steps:

1. Inthe console tree, expand the domain node.

2. Select the container or organizational unit in which the computer account is

located.

3. Double-tap or double-click the account. This displays a Properties dialog box

that allows you to view and edit settings.

In Active Directory Users And Computers, advanced tabs and settings are avail-
able only when the Advanced Features option is selected on the View menu. In
Active Directory Administrative Center, most advanced options are available via tabs
on the Extensions panel.
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Deleting, Disabling, and Enabling Computer Accounts

If you no longer need a computer account, you can delete it permanently from Ac-
tive Directory. You can also temporarily disable the account and later enable it to be
used again.

To delete, disable, or enable computer accounts, follow these steps:

1. Open Active Directory Users And Computers or Active Directory Administra-
tive Center. In the console tree, select the container in which the computer
account is located.

2. Press and hold or right-click the computer account, and then do one of the
following:
= Tap or click Delete to delete the account permanently. Tap or click Yes to
confirm the deletion.

= Tap or click Disable Account to temporarily disable the account, and tap
or click Yes to confirm the action. A red circle with an X indicates that the
account is disabled.

= Tap or click Enable Account to enable the account so that it can be used
again.

If the account is protected, you need to clear the Protect flag before you can
delete it. Double-tap or double-click the account to open its Properties dialog box.
Clear the Protect Object From Accidental Deletion check box and then tap or click
OK. With Properties dialog boxes for Active Directory Users And Computers, this
check box is on the Object tab. With Active Directory Administrative Center, this
check box is on the Computer panel.

TIP If an account is currently in use, you might not be able to disable it. Try shutting
down the computer or disconnecting the computer session in the Sessions folder of
Computer Management.

Resetting Locked Computer Accounts

Computer accounts have passwords, just like user accounts. Unlike user accounts,
however, computer account passwords are managed and maintained automatically.
To perform this automated management, computers in the domain store a com-
puter account password, which is changed every 30 days by default, and a secure
channel password for establishing secure communications with domain controllers.
The secure channel password is also updated by default every 30 days, and both
passwords must be synchronized. If the secure channel password and the computer
account password get out of sync, the computer won't be allowed to log on to the
domain, and a domain authentication error message will be logged for the Net-
logon service with an event ID of 3210 or 5722.

If this happens, you need to reset the computer account password. One way
to do this is to press and hold or right-click the computer account in Active Direc-
tory Users And Computers and select Reset Account. You then need to remove the
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computer from the domain (by making the computer a member of a workgroup or
another domain) and then rejoin the computer to the domain.

REAL WORLD Several other ways to reset the computer account password in the
same way are available. In Active Directory Administrative Center, you press and hold
or right-click the computer account and then select Reset Account. At the command
prompt, you can use Dsmod Computer -Reset to reset a computer account password.
In Windows PowerShell, you can use Reset-ComputerMachinePassword as well as
Set-ADAccountPassword with the —Reset option to reset a computer account pass-
word. The following command runs Reset-ComputerMachinePassword on a remote
computer:

Invoke-Command -ComputerName EngPC84 -ScriptBlock
{Reset-ComputerMachinePassword}

All of these options might require the additional steps of removing the computer
from the domain (by making the computer a member of a workgroup or another
domain) and then rejoining the computer to the domain. The additional steps might
be required because the password must be synchronized between the local computer
and the domain.

Several tools allow you to reset a computer's password and sync the changes
in the domain. On computers where Windows PowerShell is installed, you can use
Test-ComputerSecureChannel to test the secure connection between a local com-
puter and a domain. You'll want to log on locally to the computer, open a Power-
Shell prompt, and then enter the command:

test-computersecurechannel

You can use the —Server option to test the communications channel with a
specific domain controller. If the command returns False, there is a communications
problem and you can use the —Repair option to reset the account password on the
local computer and write this change to the related Computer object on a domain
controller in the domain. The password change is then replicated to other domain
controllers.

Another tool for resetting a computer’s password and syncing changes is the
Netdom command-line utility. See Microsoft Knowledge Base Article 325850 for
more details (support.microsoft.com/default.aspx?scid=kb;en-us;325850).

You can use Netdom Verify to test the secure connection between a local com-
puter and a domain. You can use Netdom Resetpwd to reset the account password
on the local computer and write this change to the related Computer object on
a domain controller in the domain, which in turn ensures the password change is
replicated to other domain controllers.

For a member server, you can reset the computer account password by following
these steps:

1. Log on locally to the computer. At a command prompt, type netdom
resetpwd /s:ServerName /ud:domain\UserName /pd:* where Server-
Name is the name of the domain controller to use to set the password,
domain\UserName specifies an administrator account with the authority to
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change the password, and * indicates that Netdom should prompt you for
the account password before continuing.

2. Type your password when prompted. Netdom changes the computer ac-
count password locally and on the domain controller. The domain controller
distributes the password change to other domain controllers in the domain.

3. Restart the computer.

For domain controllers, you must perform additional steps. After you log on lo-
cally, you must stop the Kerberos Key Distribution Center service and set its startup
type to Manual. After you restart the computer and verify that the password has
been successfully reset, you can restart the Kerberos Key Distribution Center service
and set its startup type back to Automatic.

Moving Computer Accounts

Computer accounts are normally placed in the Computers or Domain Controllers
containers or in customized organizational unit containers. You can move an ac-
count to a different container by selecting the computer account in Active Directory
Users And Computers and then dragging the account to the new location. You can't
click and drag accounts in Active Directory Administrative Center.

Using either tool, you can also use the following technique to move computer
accounts:

1. Inthe console tree, select the container in which the computer account is
located.

2. Press and hold or right-click the computer account you want to move,
and then tap or click Move. This displays the Move dialog box, shown in

Figure 7-8.
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FIGURE 7-8 In the Move dialog box, you can move computer accounts to different
containers.

3. Inthe Move dialog box, use the options provided to select the container to

which you want to move the computer. Navigate to subcontainers or child
OUs as necessary. Tap or click OK.
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Managing Computers

As its name indicates, you use Computer Management to manage computers.
Whether you're working with Active Directory Users And Computers or Active Direc-
tory Administrative Center, you can open Computer Management and connect to a
specific computer by pressing and holding or right-clicking the computer entry and
selecting Manage from the shortcut menu. This launches Computer Management
and automatically connects to the selected computer.

Joining a Computer to a Domain or Workgroup

A computer joined to a domain or workgroup can log on and access the network.
Before you get started, make sure that networking components are properly in-
stalled on the computer. These should have been installed during the setup of the
operating system. You might also want to refer to Chapter 14, “Managing TCP/IP
Networking,” for details on configuring TCP/IP connections. TCP/IP settings must be
correct and permit communications between the computer you're configuring and a
controller in the domain. If Dynamic Host Configuration Protocol (DHCP), Windows
Internet Name Service (WINS), and DNS are properly installed on the network,
workstations don't need to be assigned a static IP address or have a special configu-
ration. The only requirements are a computer name and a domain name, which you
can specify when joining the computer to the domain.

REAL WORLD Windows Server 2012 automatically grants the Add Workstations To
The Domain user right to the implicit group Authenticated Users. This means that any
user who logs on to the domain as a User and is authenticated can add workstations to
the domain without needing administration privileges. However, as a security precau-
tion, the number of workstations any such user can add to the domain is limited to 10.
If an authenticated user exceeds this limit, an error message is displayed.

Although you can use the Ldp.exe tool from the Windows Server 2012 Support Tools
to override the default limit on the number of computers an authenticated user can
join to a domain (as set by the ms-DS-MachineAccountQuota attribute), this isn't a
good security practice. A better technique, and a more appropriate technique where
security is a concern, is to create the necessary computer account in a specific OU be-
forehand or to grant the user the advanced security privilege Create Account Objects
for the Computers container. You also might want to grant certain users the Delete
Account Objects privilege for the Computers container so that designated users can
remove computer accounts from the domain.

During installation of the operating system, a network connection was probably
configured for the computer, or you might have previously joined the computer
to a domain or a workgroup. If so, you can join the computer to a new domain or
workgroup. For joining a Windows Vista or later, as well as Windows Server 2008 or
later, computer to a domain, see “The Computer Name Tab” in Chapter 2, “"Manag-
ing Servers Running Microsoft Windows Server 2012.” The process is nearly identical
for configuring Windows 2000 Professional, Windows 2000 Server, Windows XP
Professional, and Windows Server 2003 computers as well. A key difference is that
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tapping or clicking System And Security, System in Control Panel opens the System
Properties dialog box directly.

If the name change is unsuccessful, you'll see a message informing you that
the change was unsuccessful or a message telling you that the account credentials
already exist. This problem can occur when you're changing the name of a computer
that's already connected to a domain and when the computer has active sessions
in that domain. Close applications that might be connected to the domain, such as
File Explorer accessing a shared folder over the network. Then repeat the process for
changing the computer’s name.

If you have other problems joining a domain, be sure that the computer you're
configuring has the proper networking configuration. The computer must have Net-
working Services installed, and TCP/IP properties must have the correct DNS server
settings, as discussed in Chapter 14.

All authenticated users have the Add Workstations To The Domain user right by
default and can create up to 10 computer accounts when joining computers to a do-
main. Users who have the Create Account Objects privilege for the Computers con-
tainer aren't restricted in this way; they can create an unlimited number of computer
accounts in the domain. However, computer accounts created by authenticated
users have Domain Admins as the account owner while computer accounts created
by users with the Create Account Objects privilege have the creator as the owner.

If you grant the Create Account Objects privilege, you also might want to grant the
Delete Account Objects privilege so that certain users can remove computer ac-
counts from the domain.

You grant the Create Account Objects, the Delete Account Objects privilege, or
both privileges for the Computers container by following these steps:

1. Open Active Directory Users And Computers or Active Directory Adminis-
trative Center. In Active Directory Users And Computers, ensure Advanced
Features is enabled on the View menu.

2. Press and hold or right-click the Computers container, and then tap or click
Properties.

3. On the Security tab, tap or click Advanced. In the Advanced Security Settings
For Computers dialog box, tap or click Add to open the Permission Entry For
Computers dialog box.

4. Tap or click Select A Principal. In the Select User, Computer, Service Account,
Or Group dialog box, enter the name of the user or group to whom you want
to grant privileges and then tap or click OK. Click OK again.

Using Offline Domain Join

Computers running editions of Windows 7 and Windows 8 designed for workplaces
support offline domain join, as do servers running Windows Server 2008 R2 or
later. The related utility, Djoin.exe, is included with these editions of Windows. Any
member of Domain Admins can perform offline domain joins (as can anyone who is
granted the appropriate user rights).
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The basic steps for performing an offline domain join operation follow:

1.

2.

Create the computer account in Active Directory, and then force replication
of the shared secrets of the computer that is to join the domain.

Write the relevant state information that the computer needs to join the
domain to a text file, and then make the state information available to the
computer.

When the computer starts, Windows reads the provisioning data, and the
computer is joined to the domain.

NOTE Client computers must be connected to the corporate network to join a
domain or receive domain settings. With the new remote domain join feature, Win-
dows Server 2012 provides the capability for computers running Windows 8 to join a

domain and receive domain settings remotely from the Internet.

You run Djoin.exe at an elevated, administrator command prompt to provision
the computer account metadata. The computer account metadata is written to a
.txt file. After provisioning the computer, you can run Djoin.exe again to request
the computer account metadata and insert it into the Windows directory of the
destination computer. Alternatively, you can save the computer account metadata
in an Unattend.xml file and then specify the Unattend.xml file during an unattended
operating system installation.

You can use a .txt file for provisioning by following these steps:

1.

2.

Using an account that is allowed to join computers to the domain, log on to
a computer that is a member of the domain.

Use Djoin.exe to create a text file that contains the computer account meta-
data. To do this, at an elevated, administrator command prompt, enter djoin
/provision /domain DomainName /machine MachineName /savefile
FileName, where DomainName is the name of the domain to join, Machine-
Name is the computer name, and FileName is name of the .txt file where the
metadata should be saved, such as:

djoin /provision /domain cpandl /machine HrComputerl5 /savefile

Hrcomputerl5.txt

TIP By default, computer accounts are created in the Computers container. If
you want to use a different container, you can add the /Machineou parameter and
then specify the container to use. If the computer account object is already creat-
ed, you can still generate the required metadata by adding the /reuse parameter.
If your domain controller is not yet running Windows Server 2008 R2 or Windows
Server 2012, add the /downlevel command.

On the new computer, use Djoin.exe to import the .txt file. At an elevated,
administrator command prompt, type djoin /requestODJ /loadfile
FileName /windowspath %SystemRoot% /localosCaution, where
FileName is the name of the metadata file, such as:

djoin /requestOD] /loadfile HrComputerl5.txt /windowspath
%SystemRoot% /localos
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4. Ensure that the new computer is connected to the network, and then reboot
it. During startup, the computer will be joined to the domain.

You can use an Unattend.xml file for provisioning by creating a section in the
Unattend.xml file and then adding the contents of the metadata .txt file to the
AccountData element, as shown in this example:

<Component>
<Component name=Microsoft-Windows-UnattendedJoin>
<Identification>
<Provisioning>
<AccountData> Insert metadata here! </AccountData>
</Provisioning>
</Identification>
</Component>

After you create the Unattend.xml file, start the new computer in safe mode
or start the computer in the Windows Preinstallation Environment (Windows PE),
and then run the Setup command with an answer file, as shown in the following
example:

setup /unattend: FullPathToAnswerFile

Here, FullPathToAnswerfFile is the full file path to the Unattend.xml file.

Managing Domain Controllers, Roles, and Catalogs

Domain controllers perform many important tasks in Active Directory domains.
Many of these tasks are discussed in Chapter 6.

Installing and Demoting Domain Controllers

You install a domain controller by configuring Active Directory Domain Services on a
server. Later, if you don't want the server to handle controller tasks, you can demote
the server. It will then act as a member server again. You follow a similar procedure
to install or demote servers, but before you do, you should consider the impact on
the network and read "Understanding the Directory Structure” in Chapter 6.

As that section explains, when you install a domain controller, you might need to
transfer operations master roles and reconfigure the global catalog structure. Also,
before you can install Active Directory Domain Services, DNS must be working on
the network. When you install AD DS, you can include DNS server installation, if it is
needed. When you create a new domain, a DNS delegation is created automatically
during the installation process and to do this requires credentials that have permis-
sions to update the parent DNS zones.

To add the first domain controller that runs Windows Server 2012 to an existing
Active Directory infrastructure, the Active Directory Installation Wizard automati-
cally runs Adprep.exe as needed for the forest and domain. Preparing the forest and
domain includes updating the Active Directory schema as needed, creating new
objects and containers as needed, and modifying security descriptors and access
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control lists as needed. For forest prep, the account you use must be a member of
the Schema Admins group, the Enterprise Admins group, and the Domain Admins
group of the domain that hosts the schema master, which is, by default, the forest
root domain. For domain prep, you use an account that can log on to the infrastruc-
ture master and is a member of the Domain Admins group. For RODC prep, you
must use an account that is a member of the Enterprise Admins group.

Before you demote a domain controller, you should shift any key responsibilities
to other domain controllers. This means moving the global catalog off the server
and transferring any operations master roles, if necessary. You must also remove any
application directory partitions that are on the server.

REAL WORLD Note that with Windows Server 2012 and later, all AD DS installation
and configuration tasks are performed via Server Manager. You no longer have to run
an installation wizard and a separate command-line promotion task. You also might
not need to manually prepare Active Directory for Windows Server 2012.

Also note that in Windows Server 2003 and later, you no longer have to demote a
domain controller to rename it. You can rename a domain controller at any time. The
only problem is that the server is unavailable to users during the renaming process
and you might need to force a directory refresh to reestablish proper communications
with the server. You can’t, however, move a domain controller to a different domain.
You must demote the domain controller, update the domain settings for the server
and its computer account, and then promote the server to be a domain controller once
more.

To install a domain controller, follow these steps:

1. In Server Manager, the local server is added automatically for management.
If you want to install AD DS on another server, you need to add the server
for management using the Add Servers option. Using Server Manager for
remote management requires the configuration discussed in Chapter 2 and
a minimum set of permissions. Typically, you must have Domain Admin or
other explicit permissions to add a server and remotely manage it. To install a
new Active Directory forest, you must be logged on as the local Administra-
tor for the computer. To install a new child domain or new domain tree, you
must be logged on as a member of the Enterprise Admins group. To install
an additional domain controller in an existing domain, you must be logged
on as a member of the Domain Admins group.

2. In Server Manager, tap or click Manage and then tap or click Add Roles And
Features. This starts the Add Roles And Features Wizard. If the wizard dis-
plays the Before You Begin page, read the Welcome message and then tap
or click Next.

3. On the Select Installation Type page, select Role-Based Or Feature-Based
Installation and then tap or click Next.

4. On the Select Destination Server page, the server pool shows servers you've
added for management. Tap or click the server you are configuring and then
tap or click Next.
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On the Select Server Roles page, select Active Directory Domain Services and
then tap or click Next twice. Tap or click Install. This runs the Active Directory
Domain Services Installation Wizard.

When the initial installation task completes, you need to tap or click Promote
This Server To A Domain Controller to start the Active Directory Domain Ser-
vices Configuration Wizard. If you closed the Add Roles And Features Wizard
window, you need to tap or click the Notifications icon and then tap or click
Promote This Server To A Domain Controller.

MORE INFO If the installation fails, note the error and take appropriate correc-
tive action before restarting this procedure. Typical installation errors will relate
to permissions, such as those required for preparing the forest or domain for first
use of Windows Server. Here, log off and then log back on with an account that
has the appropriate permissions.

If the computer is currently a member server, the wizard takes you through
the steps needed to install Active Directory, which might include auto-
matically preparing the directory schema in the forest and domain for
Windows Server 2012. You need to specify whether this is a domain con-
troller for a new domain or an additional domain controller for an existing
domain. To verify that a domain controller is installed correctly, you should
do the following: check the Directory Service event log for errors, ensure that
the SYSVOL folder is accessible to clients, verify that name resolution is work-
ing through DNS, and verify replication of changes to Active Directory.

To demote a domain controller, follow these steps:

1.
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In Server Manager, tap or click Manage and then tap or click Remove Roles
And Features. This starts the Remove Roles And Features Wizard. If the
wizard displays the Before You Begin page, read the Welcome message and
then tap or click Next.

On the Select Destination Server page, the server pool shows servers you've
added for management. Tap or click the server you are configuring and then
tap or click Next.

On the Select Server Roles page, clear the check box for Active Directory
Domain Services to specify that this is the role you want to remove.

A new dialog box opens. Here, you might want to clear the Remove Man-
agement Tools check box to ensure the AD DS management tools aren't
uninstalled and then click Continue. Otherwise, click Remove Features. Click
Next twice.

On the Credentials page, note your current logon account. If necessary, pro-
vide alternate credentials with permissions to remove the domain controller.
Click Next.

If the Warnings page is displayed, note the warnings, select Proceed With
Removal, and then click Next.
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7. Enter and then confirm a new password for the server’s local Administrator
account. The passwords must match. Click Next.

8. On the Confirm Removal Selections page, you have the option of selecting
the Restart The Destination Server Automatically If Required check box. Be-
cause a restart of the server is required to complete the removal, you might
want to choose this option and then confirm it by tapping or clicking Yes.
When you are ready to proceed, click Remove.

CAUTION Demoting a server gracefully transfers any roles held by the server. How-
ever, if previous attempts to demote the domain controller have failed, you can repeat
this procedure and select the Force The Removal Of This Domain Controller check box
as part of the removal process. Here, the flexible single master operation (FSMO) roles
of the domain controller might be left in an invalid state until they are reassigned by
an administrator. The domain data also might be left in an inconsistent state.

REAL WORLD An alternative technique for installing domain controllers is to

use backup media. This option was introduced in Windows Server 2003. To install a
domain controller from backup media, create a backup of the system state data of a
domain controller and restore it on a different server running Windows Server 2003
or later. When you create a domain controller from backup media, you eliminate the
need to replicate the entire directory database over the network to the new domain
controller. This can really save the day when you have bandwidth limitations or the
directory database has thousands of entries.

Viewing and Transferring Domainwide Roles

You can use Active Directory Users And Computers to view or change the location
of domainwide operations master roles. At the domain level, you can work with roles
for relative ID (RID) masters, primary domain controller (PDC) emulator masters, and
infrastructure masters.

NOTE Operations master roles are discussed in “Understanding Operations Master
Roles” in Chapter 6. You use Active Directory Domains And Trusts to set the domain

naming master role and Active Directory Schema to change the schema master role.
The fastest way to determine the current FSMO for all roles is to type netdom query
fsmo at a command prompt.

You can view the current operations master roles by following these steps:

1. In Active Directory Users And Computers, press and hold or right-click Active
Directory Users And Computers in the console tree. On the shortcut menu,
point to All Tasks and then tap or click Operations Masters. This opens the
Operations Masters dialog box, shown in Figure 7-9.
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Operations Masters |L-

RID | POC | Infrastucture

The operations master manages the allocation of RID pools to other Domain
Controllers. Only one server in the domain performe this role.

Operations master:

| CorpServer! 72.cpandl.com |

To transfer the operations master rale ta the following
computer, click Change. ANgE. ..

| CorpServerd8.cpand|.com |

Cloze Cancel

FIGURE 7-9 In the Operations Masters dialog box, transfer operations masters to new loca-
tions or simply view their current locations.

The Operations Masters dialog box has three tabs. The RID tab shows the

location of the current RID master. The PDC tab shows the location of the

current PDC emulator master. The Infrastructure tab shows the location of
the current infrastructure master.

You can transfer the current operations master roles by following these steps:

1.
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Start Active Directory Users And Computers. In the console tree, press and
hold or right-click Active Directory Users And Computers and then tap or
click Change Domain Controller.

In the Change Directory Server dialog box, tap or click This Domain Control-
ler Or AD LDS Instance, select the domain controller to which you want to
transfer an operations master role, and then tap or click OK.

In the console tree, press and hold or right-click Active Directory Users And
Computers. On the shortcut menu, point to All Tasks and then tap or click
Operations Masters.

In the Operations Masters dialog box, tap or click the RID, PDC, or Infrastruc-
ture tab as appropriate for the type of role you want to transfer.

Tap or click Change to transfer the role to the previously selected domain
controller. Tap or click OK.
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Viewing and Transferring the Domain Naming Master Role

You can use Active Directory Domains And Trusts to view or change the location of
the domain naming master in the domain forest. In Active Directory Domains And
Trusts, the root level of the control tree shows the currently selected domain.

TIP If you need to connect to a different domain, connect to a domain controller fol-
lowing steps similar to those described in “Using Active Directory Users And Comput-
ers” earlier in this chapter. The only difference is that you press and hold or right-click
Active Directory Domains And Trusts in the console tree.

To transfer the domain naming master role, follow these steps:

1. Start Active Directory Domains And Trusts. In the console tree, press and
hold or right-click Active Directory Domains And Trusts and then tap or click
Change Active Directory Domain Controller.

2. Inthe Change Directory Server dialog box, select the This Domain Controller
Or AD LDS Instance option, and then select the domain controller to which
you want to transfer the domain naming master role. Tap or click OK.

3. Inthe console tree, press and hold or right-click Active Directory Domains
And Trusts and then tap or click Operations Master. This opens the Opera-
tions Master dialog box.

4. The Domain Naming Operations Master box displays the current domain
naming master. Tap or click Change to transfer this role to the previously
selected domain controller.

5. Tap or click Close.

Viewing and Transferring Schema Master Roles

You use Active Directory Schema to view or change the schema master’s location.

Type regsvr32 schmmgmt.dll at an elevated, administrator command prompt to
register Active Directory Schema. You can then transfer the schema master role by
following these steps:

1. Add the Active Directory Schema snap-in to an MMC.

2. Inthe co