Basic Guide to LiteOn DG-16D2S hacking.

This guide will cover Windows based flashing, if | have time Ill support 16bit (DOS) in a further guide. |
won’t cover tray status too much — needs to be ‘closed’ but half open, nor will | cover Hardware, CK3 /
Xtractor are there for the people that need it, want to make your own? Tray status or Schematics?
Excellent guide to it here: http://beta.ivancover.com/wiki/index.php/Xbox_360_Lite-
On_DG16D2S_Extract_Key

YOU MUST INSTALL PORTIO32.EXE BEFORE RUNNING THESE PROGRAMS

Programs required / used:

DVDKey32 v0.7
Firmtool v1.3
Lite-On-Erase
Dosflash32 v1.6

One of the most vital parts of LiteOn modding is the use of your ‘Command Base Register’ Or, sata
port.

Identifying your Sata Port Info

There are a few ways to do this, Ill cover the simple ones feel free to use your own methods.

Method One: iPrep

Run iPrep 101 v006 and select your Sata Controller in the drop down box. Then, click the ?

™ iPrep 101 v006

File  Options Tools  Help

itreme Fimware
Samszung itreme Firmware
T

| | | Load Firmware

Wergion: 5amsung Btreme v1.4 - B2 )
MDE: E3109DC0381607DEA2089620C540 9428

Benl treme Firmware

i | Load Firmware
ersion:

MDE:

SATA Info

[ Patch MTKFlash

MTKFlash and DosFlash compatible

WA WTE421 RAID Contraller

[ Switch to IDE Based Controllers ]

Destination

Target Drive: E:.\ w |

[onate to X-Projects —_
PayPar Frepare Destination




You will be presented with something resembling the image below.

Full Deyice Information g'

Devicell: 11063249

i ) Device Mame: YIA ¥Ta421 RAID Controller
Devicelo: CROOZDOO

This information is For the Primary port on
the selected device

.

Your command base register is the first 4 characters of DevicelO — In this case CFOO

Method Two: Dosflash32
Hook up your LiteOn to your PC power(ed) On

Run Dosflash32.exe

ooy MK Wendor Intro Failed on port Ox01F0,
\__f‘/ If vwou choose to resend the command you should kurn the drive
off and on after wou pressed "ves",
Do wou wank ko resend the command until the drive responds?
{Press ESC key to abort!)

[ Yes ] [ Mo

You may or may not see this, this is it failing on my Pioneer DVDRW — 0x1F0 and 0x170 are generally
NOT your magic port.

Select No if it returns 0x170/0x1FO0 ports.

If all is good, you will receive something similar to the image below, note my port. 0xCFOO — The same
magic port iPrep returned ©



oy MK Yendor Intro Failed on part 0xCFOO,
\_f/ If wou choose to resend the command wou should kurn the drive
off and on after wou pressed "fes",
D you wank ko resend the command unkil the drive responds?
(Press ESC key to abort!)

[ Yes l [ Mo

You might as well say No once this is returned as the LiteOn drive is locked, so it won’t respond to the
mtk intro query.

OK, now you have your command base register, we need the com port you will be using (usually 1 for
Serial Cables, needs to be 1-9 for USB or USB To Serial Adapters)

Right Click “My Computer”

Select properties

Qpen
Explore
Search,.,
Manage

Map Metwark Drive.. .
Disconnect Network Drive. ..

Create Shortcut
Delete
Rename

Select ‘Hardware’ tab, then, ‘Device Manager’



System Properties

Systemn Restare : Automfg&ﬂ;—l Remote
General | Computer Name Hardware Advanced

Device Manager
g The Device Manager lists all the hardware devices installed

on your computer. Use the Device Manager to change the
properties of any device.

I Device Manager I
My

Cirivers

Drriver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets pou set up
b “indows connects to Windows Update for drivers.

[ Drriver Signing ] [ ‘Windows Update

Hardware Profiles

Hardware profiles pravide a way for wou to set up and stare
different hardware configurations.

[ Hardware Profiles ]

[ 0K ][ Cancel ]

Scroll Down to ‘Ports COM & LPT’

Device Manager

File  Action Wiew Help
8 @

= ' G -CDEEFCE403 -
- i Computer
+-2ge Disk drives
+ 4 DVDYCD-ROM drives
+-i= Floppy disk controllers
+ {85 Human Interface Devices
% IDE ATASATAPI controllers

bl

2

5
+ Infrared devices
+-zz» Keyboards
+ '_) Mice and other pointing devices
+- B8} Metwork adapters
+] MYIDIA Metwork Bus Enurmerator
g Other devices

1 Multimedia Audio Contraller

v Video Controller {viGA Compatible)
= Parts (COM & LPT)

Ui 5

5 Prinicer Port (LPT1) L
+ -8 Processors
+ @% SCSI and RAID controllers
+-8)

Sound, video and game controllers

£

You will see that | have been assigned Com Port 1

Now you can prepare to dump the data from the LiteOn



At this point, you should have all the system info you need to complete the process.
Next Step:

Obtaining dummy.bin using DVDKEY32 v0.7

DVDKEY32 is run from the command line and requires the command of:

Dvdkey32 SATA PORT COM PORT

In my instance, this is Dvdkey32 CF00 1

If you are not familiar with using Command Prompt, grab this neat
powertoy.

http://download.microsoft.com/download/whistler/Install/2/WXP/EN-US/CmdHerePowertoySetup.exe

Navigate to the folder containing DVDKey32 v0.7 and right click=>Open Command Window Here
Or, navigate manually in command prompt.

Important notes:

® Tray Status needs to be closed, but drive half open

e Serial port on LiteOn MUST be in tact (or using a probe/spear)
®  Youonly need R707 joined

e Sata and Serial/USB connected to PC

® Drive powered ON

Type you DVDKEY32 command in the command prompt as shown below.

et D:windows\system32\cmd. exe

Microsoft Windows XP [Uersion 5.1.26801
(C» Copyright 1985-2881 Microsoft Corp.

D:~Documents and Settings™Oggy>cd d:“dvdkey32 vB.7

D:~\DUDKey32 vB.7>dvdkey32 cfB@ 1

Insert probe / spear / homemade version if using one into via above R707 and press Enter
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You will be presented with something similar to this, if key is returned as CC CCCC CCCCCCCCCC-CC

CC CC CCCC CCCCCC—Then check your serial port / eject status.

Only proceed if you get green success message shown above.

DVDKey32 has just also created dummy.bin for firmtool support

THIS IS NOT AN ORIGINAL FIRMWARE FILE BUT IS TO BE TREATED AS SUCH IT WILL NOT WORK IF

FLASHED TO A DRIVE

iIrmware

Inserting unique data into Hacked F

using FirmTool v1.3.

7

This process is also run from the command line



You need Firmtool.exe, dummy.bin and LiteOn iXtreme all in the same directory.
Use the command powertoy or navigate in DOS to the containing folder of FirmTool.
Usage:

Firmtool source.bin hacked.bin

e.g. Firmtool dummy.bin iX15.bin

It should look like this:

¢t Command Prompt

D:~ft13>fFirmtool dummy.bin ix15.hin
firmtool vi.2? by casterdZB
[TJI1[36BMHODE 1
Drive Hey: 31313232333334343535363637373838

Original Firmware Uersion: Lite—-On DG—-16D25 74858C [DUDKew3d2 extract]
Key Location: BxAB38

Hacked Firmware Uerzion: Lite—-On DG-16DZ25 74858C
Hacked FYW Tupe: iktreme vl 5 12x

SUCCESS e
rive key copied.
rive serial copied.

our hacked firmware iz now ready to he flashed?

D=~ft13>

Again, look for a green success message, abort if this isn’t produced.
Upon getting green success message, you are ready to erase the LiteOn drive.

Its ESSENTIAL you have the correct Drive Key backed up, once this erase cdb is sent there is no going
back.

Erasing LiteOn Drive

Again, used from command line. Open containing folder of lite-on-erase.exe or navigate manually.
Command for erase is:

Lite-on-erase SATA PORT

e.g. Lite-on-erase CF00

You may get status 0x80 a few times, keep retrying until status 0x72

Image below shows me getting 0x80 before 0x72 — 0x72 is erased.



N.B | erase LiteOns on my onboard Sata, so my sata port has changed in the image.

D:\windows\system32\cmd.exe
Microsoft Windows XP [Uersion 5.1.26881]
<G} Copyright 1285-2801 Microsoft Corp.

D:“Documents and Settings“0ggy>*cd desktop
D:“Documents and Settings“Oggy-Desktoprcd 368
D:“Documents and Settings“0ggysDesktop~36B>cd lite-on—erase

D:~Documents and Settings\Oggy\Desktop\3EB\Lite—0n—EPase)1£Ee—nn—erase fdea
etatus 88

D:“Documents and Settings“Oggy-Desktop~36B-Lite—0On—-Erasze*lite—-on—erase fdBA
status 72

D:“Documents and Settingsz“0ggysDesktop 36B-Lite—0On—-Erasze’>

Writing the hacked firmware

Now, status is 0x72 we need to power cycle the DVD Drive.

Do so, then, run dosflash32.exe

Question

P MTHK Wendor Intro Failed on port 0x01F0.

. 4-]/ If vwou choose to resend the command you should kurn the drive
aff and on after wou pressed "Yes",
Do wou want ko resend the command until the drive responds?
(Press ESC key to abork!)

[ Yes ] [ Mo

You may or may not see this, this is it failing on my Pioneer DVDRW — 0x1F0 and 0x170 are generally
NOT your magic port.

Select No if it returns 0x170/0x1F0 ports, you want the port you have used for DVDKey32 and Lite-On-
Erase.

Failing on correct port shown below:



9 MIK Vendar Intra Failed on port DxFOOO,
\__:/ If wou choose to resend the command waou should turn the drive
off and on after vou pressed "ves",
Do wou wank to resend the command until the drive responds?
(Press ESC key to abort!)

[ Yes ] l Mo

Select Yes.
If prompted for any other ports before/after just say No.

You will end up here:

i DosFlash32 V1.6 Beta MSIES
Port: | 0xFDOD v|
Flashing Task: Read b
Pork Properties Read
10 Address: Erase
Twpe: SATA
Channel: econdary
Position: [Master

Flash Chip Properties
Manufackurer ID:  OxEF

Devvice IC: Ox11

Mame: WWinbond MER{WESEE0M 2SR 0 NS
Size: 262144 bytes

Tvpe: Setial with Skatus 0x72

Device Properties
Mame: Mo identify possible
Firrmware Revision: -

Read Flash

To read the flash of wour drive press "Read Flash"

Ensure correct port is selected at the top.

If flash chip properties are not filled in, you probably didn’t power cycle the LiteOn after erase — Close
Dosflash32, power cycle drive then restart Dosflash.

Select write in the drop down box and Click Write Flash



Navigate to your hacked firmware (iX15.bin) you created in FirmTool Directory.

Select a firmware file to read from

Lack in: | < Lacal Disk (D) 4 02 E-

2 |7 Documents and Settings
i %} ICIDVDKey32_wi.7
MyRecent | |Chit14

Documents | MS0Cache
7= I Program Files
[« [ WINDOWS

Desktop £ Dummy. bin

©

My Documents

-

My Computer
‘g Fileame: |LiteOnix15.bin v [ open |
Fy Metwork, Files of type: | Binary Files [*.bin) - | l Cancel l

Select it, click Open.

It will flash all 4 banks and hopefully give the message you want to see ©

" DosFlash32 V1.6 Beta AEES

Port:

Flashing Task:

Part Properties

I'0 Address: 0:xFDO0
Type: SATA
Channel: Secondary
Pasition: Master

. -
Device . | ,:' Flash successfully written!

Type:

M

Device Properties
Marne: Mo identify possible
Firmware Revision: -

‘Write Flash

wyriting finished! Datasum; 1930

If write errors occur, you will need to erase / flash again.

Major thanks to Team Jungle on this.



